Wi-Fi &

=
S

CISC-W'18
of wet w7

3}
=

213 (Best of the Best)

7}

=
[}

3L

2 o

A ®metely YA 213 (Best of the Best)
719} ToT AlF<] dvf kol

2l

Robotic Vacuum Attack Surface Analysis Method

TR AT

}

KITRI AAlth 2 etet] 44

pul

ZRAH A7V AET Attack Surface ¥

Jun Tae Im, Ji Won Seok, Won Bin Choi, Jae Hyu Lee, Gyeong Su Lee,
Yong Ho An, Young Woo Go, In Hyeong Lee, Sang Sup Lee, Won Lee

BX <A G N M

o < Mo N mm
- 7 < e X9 o
T < Mo Wo M s o
w4 o - LB oo
w® o & G N o
m =i y Jo ¥ e Mo
s o ~ l & =R
A o o a w
— o o ay o A - e =
R E._ﬂ ol W N ue _ﬂ% ) w ~ Wﬂ 1Ml
oo = 2V gt
wogp T X i = RN T
10 R < wN g °
=0 o JJo o) % w —
EILS i N y — Az
JI N _ ,Dl o \A,.# 3 — W <A
X BE Bk ey ol _ H o - . ™ - v o
Tow® % R0 o N
oo b = L. =T o o~ o
LT = B RN
A T
NEw NlhxoTmoT T WL ol S
4 = SR - B
Ko 1o T— —_ —_ - N H o 0 gl juig
bA e E < o T o W 1@ iy Mo - nm N = -
R - - B 2 P RN
.A_.Hw = N e N E R o ﬂkuoW7i
o TR 8 B Mm X ~ {9 ~ R Ll Jﬂ g m,we 9 K %o
B o # 5 RO No RO O B X
%_ol ‘% o m\uu o o K oK o) =3 < (S o N ﬂ.ﬂ
PN W Swo T m
io Eaﬁ Mu_.ﬁ m oL = M.vl o g No ﬁﬂ ,Dl ™ ;M.Iﬂ GT ,An Et
L - B o2 PE W g T L e
T8 I ) A
> 5ot — S A S
7Ly S S Y I
T o2 T N N < Nlo (A
ol S = X KB Jo w AT T - s ) - o N o
= W WBA " E N ' B B ™ JAuvo T ° oy BT o
mlJ < o K o ,M ™~ ™ d,lA T ML s oy il " zm Ky
R ' )
O ON ™ = oo - i W o w el wﬁ_ I mﬂ,ﬂ Zn %
e ) ~
TR T g™ #.a;to%iﬂo
.L e WOR TR T T = = " oor

307

kel
pil

1o},

AE7F =2 A 53¢

Al A

H,

q

Surface



Al2ElE o, <) Aol Aol sk

CISC-W’'18

9 24

=

a8l [29 219 Zo] Frida

T/

o

ojp
0
o

Al

oK

Execute script

Connect. . .

= =27

A7) el A

O

T

ol

el

=
[¢]

ki3

&

o]

=

=

&to] Smali Z

o

1}

o o 7] 7
Fal, AAZFe 2 Frida

IS

4

s

=
-

A
INIZ sodtd dojA [29 51X 9 nlolyg] o)

=

=
1
&
O«
T
=
=
[
=

ol
i=]

3ol

°ol-&

=
=

3}3  Wireshark

Ay2
[}

Y
hud]

Ea

1

7

5

4 URL #

=3
=1

W A=,

=

AeolE

o

7

=y

71 Ao

T S

ol

j=y

2=

Q)

A9} Keystored}

=

o

]

[}
R84

to]l OxEC=

9

=z

%
R

N
H

N
ol

530

7}

i)
=

Zol

Aol A

) TLS MITM

tol TLS MITM

S

g8
AL

Mueh 2RA7Ie M

=

=

3 dlolel

H

I

K

URL¥} 9}2hv

Al 71 A,

=

2831 MITM Proxy
T

[ 6] MITM Proxy

=

End
OxEC
OxEC

CMD
1 0x00 Ox07
Ox07 0x0
-Fi &4l

]

5 ©

R

0x04
0x03
7]

Start

OxAA

OKAA
-Fi

Wi

o

pu
.

2719 4 e Wi

1.

(29 4]

%

4
&+
o
o

&+
el
_
Ho

o

1o

ol

o]
s

Al

dlo

M7} 5 E A

=

AA
308

=

=

He S A

SEERERCES

=
5



>~
>,
il
:<|)L_',

A w1 MCU$% UART, JTAG =R
XEE At fgud XE o] ol
A9 "l MCU9 d©lo|lHAIE, 53] 3 §&
#13] UART, JTAG 59 t¥Zd XEE &
AR~z HEWEY] 55 o]&ste] AW
& Atk AEg g X Eo] 4yl iy
A =T Ags ZRAHL7] e FS
STM32F103 MCUE A}&3stez  sgdats
JTAG dH¥A¢l ST-LINK/V2E ol &3] [19

713 2ol HAE FE5H

[719 7] ST-LINKE °] &% Helo F=

FZ3F Ho] wlolg I binwalkE
ALE5Ee] ol 7|l A, ud Ala"l dEZI B

A" 8] i) & v guez o
TS & F v 53], "dlelrt dEsvt
o] & 4% binwalk -E %43} binvis &
ow FAE ERY Art HjFLHow
= Zolal, o5 EdE Ho 453} ARk
7 =3

binwalks Tl 94 HAHE EdZ FMKE
Agstel Baole] S

309

CISC-W’'18

3

Aol S QEMUZ o] &3 7H4+

WAl 2% BIIE TEAA BHL A4

s, Aol

ook

E} Oluﬂ IDA

Nodlo mx Lo ot

e o

oo

N T

N |y
[o r:&

oot o,

M Lo

o
o olr

ROM-00002F6C
ROM-00002F78

ROM-00002FCE
= ROM:D000 zr-m:
= ROM-00D0ZF

ROM.0000 ?rrc
ROM-0000301C
ROM-00003028
ROM-00003038
ROM-00003048
ROM-00003050
+: ROM-00003060
ROM-00003ACO
+ ROM:O0DOSADC
[ ROM-00005BCO
W ROM-0D000SBED
* ROM:DOOOSCAC

2 ofN
ol
ol
i
ro

Aol vl

00000008
0000000C
0000000C
DO00OO1A
00000018
00000014
DO00OO0E
0DO0OO0D
00000010
0000000A
ODOOO0OF
0D000O0E
00000008
(slelulus o]
000C000%
DO00000B
00000020
00000010
00000018
0OB0001E

[1¥ 9] IDAE

¥ A

2

o

TAHH gd Az=Hlo]
IR s de=
ol¥l 4 $i= binwalkE ©]&3}7] ofg
FZE3 vlolH g & HlE IDAE o] &3

A 75E ol&std ¥

fuA

Booting OK

App State

Advertising

Alroady Adveriising state
Already Device Connected
Advertising Stopped
Disconnecting

Disconnected

Device Name Setting Complete
Connected

Connect Fadled

Not Connected

Success

LBD_Addr

FW Ver

IRONMAN

SIGPVFN; Pure virtual fn called
SIGRTMEM: Dut of haap memary
: Heap memary cormupled
SIGABRT: Abnormal termination

2 735 5 5 =
g7t EAYT F4E 5F8E FRo] ot
A=A glstH ™ IDAQ xrefs 7]5S T 9
F2) o] 7hsattt

LSk ST-LINK/V2&= A AAHo=z &
A OWAdE Adsty] Wi gHAE o] &%
A OuAds F8% Fx gk

Heo] BAHS E3 AFHA e dPe



CISC-W’'18

security.” Computer 37.7 (2004): 95-97.

)

for
in
for

Embedded Systems 12.3 (2008): 173-183.
"Towards

security —an
"Security
Embedded

al.
Analysis

Linux-based Embedded Firmware.” NDSS.

2016.

Automation
on

and Tilman Wolf.
al.

Design challenges.”
et

et

Sri,
systems

Design
Srivaths,
systems:
Transactions
Daming D,
Dynamic

embedded
ACM

Parameswaran,
"Embedded
overview.”

Chen,
Automated

Ravi,
Computing Systems (TECS) 3.3 (2004):

461-491.

[2]
[3]
[4]

Al

o)
Al Ew-e] Attack Surface ¥

=
T

=

JAY, AW
3

[e]

=

Frol w4y

=

o

S
)

Dz
Azke]l Wi-Fi E210] A

el
K
=

o}
Ne

4
RO

|
B

bl

i
_ﬂuﬂ

T/

£33

Technical
pp. 41 - 46.
Available:

in Proceedings of the
2005,

Annual

”

USENIX,

2005
https://www.usenix.org/legacy/publications

/
library/proceedings/usenix05/tech/freenix/b

ellard.html
B. Fulton, S. Hallem, C. Henri-Gros, A.

dynamic translator,

USENIX

Conference.

[Online].
[6] A. Bessey, K. Block, B. Chelf, A. Chou,

[5] F. Bellard, “QEMU, a fast and portable

L
R

A3
2}
2154

ol A

L
L

=]

=
=

8 7k

)

=)
T

Q2

°]-§

9l o]
A, IDA

Al ~Ele] fo] wEl QEMU

35
I3

Atk Wi-Fi

. HEEH
 main

ol

o

-
A

Aols & 24

=
A=,

35
o

1]
HA

A

©

—

9} Keystore3}2

”

code later,

lines  of

billion
Communications of the ACM, vol. 53, no.

Kamsky, S. McPeak, and D. Engler, “A
2, pp. 66 - 75, 2010.

few

HA

S

O =
T =

dlel 8 &

Fer

4

1

=
fES

1

.

3ol A

e

bz
1=

5%

R

¢
oW

—_—

0
o

system
310

ga719]

25

LIASE S
"Embedded

Philip.

AF3F Attack SurfaceE %3
AAG2EE
Koopman,

(1]

3 2] A]



