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[P [ SOF ] User-Data [ EOF |

P - Preamble (ten or more repeats of 01)
SOF — Start Of Frame (1-byte)
User-Data (12-64-bytes)

EOF - End Of Frame (1-byte)

l User-Data (Channel 1+2)

[ HaOD [ Sre [ FC [ FL [ Dst
[ User-Data (Channel 3)

[ H-ID [ Src [ FC [ FL [ SQ [ Dst CRC

H-1D - Home-ID (4-bytes)

Src — Source Node-ID (1-byte)

FC - Frame Control (2-bytes)

FL — Frame Length (1-byte)

SQ — Sequence number (1-byte)
Application Data (variable bytes)

Dst — Destination Node-1D (1-byte)

CS - CheckSum (1-byte) or CRC (2-bytes)
CRC — CRC-16

Sec-1D WRAP Secure App data

Fig. 1 Z-Wave packet frame
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Get Nonce — 0x40

Nonce — 0x80 [ronce]

e

/

Cipher — 0x81 [payload] [auth]
=

payload = E(0x06] [K)x
auth = MAC(nonce, payload, auth_hdr)

~!
]
|
i
i
1
I
)
i
|
1
]

Get Nonce — Ox40

Nonce — 0x80 [noncel N
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Ppayload = E(0x07)x 1
auth = MAC(nonce. payload, auth_hdr)
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Fig. 2 Key exchange protocol (S0) [3]

Table. 1 Encryption method used in Z-Wave S0

security

K = AES— ECBk,, (Passwdc)
K, = AES— ECB, (Passwd,,)
C= AES— OFB, (1v, P)
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Fig. 4 Exploitation of firmware extraction on

embedded equipment
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Fig. 6 Classification of identified threats using
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