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Length Infa

7@ 8518+48266 Len=28
81 57948-+7588 Len=39
6@ Who has 125.148.59.59? Tell 125.148.59.254
68 Who has 183.97.181.42 Tell 183.97.181.254
364 7508+57940 Len=322

48 57948-7508 Len=6

48 57940+7508 Len=6

81 57948+7508 Len=39

6@ Who has 125.148.59.2182 Tell 125.148.59.254
6@ Who has 119.209.53.26? Tell 119.209.53.126
6@ Who has 221.151.252.113? Tell 221.151.252.126
81 57940+7508 Len=39

68 Who has 228.88.154.154? Tell 220.88.154.254

Time Source Destination Protocol
5.672929 59.7.74.231 18.220.192.35 uop
686682 59.7.74.231 13.54.168.255 ubp
.693771 Ubiquoss_ef:ed: Broadcast ARP
. 785087 Ubiquoss_ef:ed: Broadcast ARP
.712771 13.54.168.255 59.7.74.231 uop
.719901 59.7.74.231 13.54.168.255 uop
.731911 59.7.74.231 13.54.168.255 uopP
773647 59.7.74.231 13.54.168.255 uop
.829763 Ubiquoss_ef:ed: Broadcast ARP
.841091 Ubiquoss_ef:ed: Broadcast ARP
.849073 Ubiquoss_ef:ed: Broadcast ARP
.859931 59.7.74.231 13.54.168.255 uop
2885219 Ubiguoss ef:ed: Broadcast ARP
.921076 Ubiquoss_ef:ed: Broadcast ARP
.946533 59.7.74.231 13.54.168.255 uop
.975575 13.54.168.255 59.7.74.231 uop
.988596 59.7.74.231 13.54.168.255 uop
-999928 59.7.74.231 13.54.168.255 ubp
.841398 59.7.74.231 13.54.168.255 uop
.128864 59.7.74.231 13.54.168.255 ubP
.152915 59.7.74.231 18.220.102.35 uop
.153737 Ubiquoss_ef:ed: Broadcast ARP
.161125 Ubiquoss_ef:ed: Broadcast ARP
.194143 13.54.168.255 59.7.74.231 uop
. 283354 59.7.74.231 13.54.168.255 UDP
=738 6.205171 Ubiquossisf:ed:le—mn A

6@ Who has 59.7.74.1432 Tell 59.7.74.254

81 57948-7588 Len=39

578 750857940 Len=536

48 57948+7508 Len=6

48 57948+7588 Len=6

81 57948+7508 Len=39

81 57948-+7588 Len=39

86 8518+40266 Len=44

68 Who has 119.289.53.118? Tell 119.209.53.126
6@ Who has 220.88.154.13@2 Tell 220.88.154.254
335 7588-57948 Len=293

48 57940+7508 Len=6

68 Who

e
k‘vvvv

el

Frame 420: 81 bytes on wire (648
Ethernet II, Src: AsrockIn_27:6a
Internet Protocol Version 4, Src:
User Datagram Protocol, Src Port:
Data (39 bytes)
4222000188FdBccb12bf@4aBlaeali441813af32abcda2b. ..
[Length: 39]

bits), 81 bytes captured (648 bits) on interface @

:1f (70:85:c2:27:6a:1F), Dst: Ubiquoss_ef:ed:le (8@:87:7@:ef:ed:le)
59.7.74.231, Dst: 13.54.168.255
57948, Dst Port: 7588

_— &
| Ubiquoss_ef:ed:le
59.7.74.231
13.54.168.255
59.7.74.231
59.7.74.231

B 59.7.74.231

£ 59.7.74.231
59.7.74.231
Ubiquoss_ef:ed:le
Ubiquoss_ef:ed:1le
13.54.168.255
59.7.74.231

Broadcast
13.54.168.255
59.7.74.231
13.54.168.255
13.54.168.255
13.54.168.255
13.54.168.255
18.228.162.35
Broadcast
Broadcast
59.7.74.231
13.54.168.255

ARP
upp
upp
UDP
UDP
upp
upp
UDP
ARP
ARP
UDP
upp

6@ Who has 59.7.74.1432 Te
81 57948-7588 Len=39

578 7588+57940 Len=536

48 57948-7588 Len=6

48 57948-7588 Len=6 =
81 57948-7588 Len=39

81 579487508 Len=39

80 8518-48266 Len=44

68 Who has 119.289.53.118?2
68 Who has 228.88.154.13@2
335 75088-57948 Len=293

48 57948-7588 Len=b6

|




Destination

Source Length Info
Ubiquoss_ef:ed:1e Broadcast ARP 60 Who has 220.121.156.1162 Tell 220.121.156.126
Ubiquoss_ef:ed:le  Broadcast ARP 68 Wiho has 125.148.59.1982 Tell 125.148.59.254
Ubiquoss_ef:ed:le Broadcast ARP 6@ Who has 220.88.154.142? Tell 220.88.154.254
221.155.4.21 59.7.74.231 uoP 82 27888-27888 Len=40
59.7.74.231 221.155.4.21 uoP 87 2788827888 Len=45
Ubiquoss_ef:ed:1e Broadcast ARP 68 Who has 220.88.154.1782? Tell 220.88.154.254
Ubiquoss_ef:ed:le  Broadcast ARP 60 Who has 119.209.53.72 Tell 119.209.53.126
59.7.74.231 52.78.120.177 TP 153 18467417110 [PSH, ACK] Seq=1 Ack=1 Win=65535 Len=99
52.78.120.177 59.7.74.231 TP 138 17110+18467 [PSH, ACK] Seq=1 Ack=10@ Win=53 Len=84 ~
381 5.627569 221.155.4.21 59.7.74.231 uoP 82 27888-27888 Len=40
382 5.673410 59.7.74.231 221.155.4.21 uoP 87 27888-27888 Len=45
383 5.689565 Upiguoss ef:ied:le  Broadcast ARP 60 liho_has 210.178.92.1382 Tell 210.178.92.254 - A
384 5.699564 221.155.4.21 59.7.74.231 UDP 82 27888+27888 Len-40 : S % e
385 5.754287 Ubiquoss_ef:ed:le  Broadcast ARP 68 Wiho has 228.91.206.82? Tell 220.91.206.254 N :
386 5.770627 221.155.4.21 59.7.74.231 uopP 82 27888+27888 Len-40 221.155.4.21 59.7.74.231 upp 82 27888-27888 Len=40
387 5.772697 59.7.74.231 221.155.4.21 uoP 89 27888-27888 Len=47 =
388 5.804581 59.7.74.231 52.78.120.177 Tcp 54 18467+17116 [ACK] Seq=100 Ack=85 Win=65535 Len=@ ;g Ubiquoss_ef:ed:le Broadcast ARP 60 Who has 2208.91.206.82?
389 5.841982 221.155.4.21 59.7.74.231 uoP 82 27883827888 Len=48 3: 221.155.4.21 5g_7.74.231 UDP 82 27888-27888 Len=48
390 5.887781 59.7.74.231 221.155.4.21 uop 88 27888+27888 Len=46 |
391 5.894560 Ubiquoss_ef:ed:le  Broadcast ARP 60 Who has 121.163.91.253? Tell 121.163.91.254 £59.7.74.231 221.155.4.21 upp 89 27888-+27888 Len=47
392 5.914725 221.155.4.21 59.7.74.231 uoP 82 27888+27888 Len=48 e
393 5.986837 221.155.4.21 59.7.74.231 uoP 82 27888-27888 Len=40 59.7.74.231 52.78.1208.177 ce 54 1846717110 [ACK] Seq=1f
394 5.992644 59.7.74.231 221.155.4.21 uoP 88 27888-27888 Len=46 221.155.4.21 £g.7.74.231 UDP 82 27888-27888 Len=46
395 6.058555 221.155.4.21 59.7.74.231 uoP 82 27888+27888 Len=-40
AR T WER] TITTEE T ™ - — 59.7.74.231 221.155.4.21 UDp 88 27888~+27888 Len=46
3976.185630 59.7.74.231 221.155.4.21 top 45 2788827888 Len=3 Ubiquoss_ef:ed:le Broadcast ARP 60 Who has 121.163.91.253?
. 3986.118295 Ubiguoss ef:ed:le  Broadcast ARP 60 Wiho has 183.97.175.1942 Tell 183.97.175.254 -
» Frame 1: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface 8 221.155.4.21 59.7.74.231 uppP 82 2788827888 Len=48
. - Ethernet II, Src: Ubiquoss_ef:ed:le (00:07:70:ef:ed:le), Dst: AsrockIn_27:6a:1f (7@:85:¢2:27:6a:1f) 221.155.4.21 59 7.74.231 Uop 82 27888-27888 Len=48
» Internet Protocol Version 4, Src: 221.155.4.21, Dst: 59.7.74.231
~ © User Datagram Protocol, Src Port: 27888, Dst Port: 27888 59.7.74.231 221.155.4.21 UDP 88 27888+27888 Len=46
f ¢ Dt (10 byes) 221.155.4.21 uDpP

Data: 8c95@85321080143b4d20040001008834233be299b9e16144. . .

[Length: 48]

59.7.74.231

82 2788827888 Len=48
=g . 5
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UDP Delay

xa_gl A/\IOI I:II-}\|-|6HE /\I-Pl;l- =
UDP_I E40| Attackere B2 E =
H &&Eotes L LICH

bt Al Xt= Attackerl A S I} 44l
S| Xl &0t Attacker2l f1Xl2 22 &
BE 2 £ A ELICH

sy 257

olHt A} K}O
A|OF

>
>
>

A AS K9
2| K|




Delay 4]

L OIHIALR

QILIALZ XHOI N B L packet 2EALEAL Delayed
Attacker2| UDP Packet= HF2 2 Al Packet
W EACH}

S5 X 01 A2 0|2

oI5 ALRTHOIN RAELICH

Queued]|
XNE

~
. \—’
S

Data Queue

p

5,



FCULTURE CONT!
£INFORMATION

o
-






