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Engine

e Rendering Engine

- Show content requested by the user
- For example, if you request HTML, it parses HTML and CSS And displays
them on the screen.

e JavaScript Engine

- Interpreter role and JIT compilation utilize and have many functions, mainly used for web
browsers
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Auditing/ = ¢

e Auditing ol =

J all + (search all code)

-
-

[chromium] //src/third_party/blink/renderer/controller /blink _initializer.cc

Files Outline blink_initializer.cc History
* tests A void WillProcessTask() override { AnimationClock::NotifyTaskStart(); }
BUILD.gn A void DidProcessTask() override {
DEPS Microtask::PerformCheckpoint (V8PerIsolateData: :MainThreadIsolate());
V8Initializer::ReportRejectedPromisesOnMainThread();
OWNERS }
README.md }i

} // namespace

blink_initializer.h
blink_leak_detector.cc static WebThread::TaskObserver* g end of_ task_runner = nullptr;

blink_leak_detector.h ) ) o . E—
static BlinkInitializer& GetBlinkInitializer() {

controlier_export.h DEFINE_STATIC LOCAL(std::unique ptr<BlinkInitializer>, initializer,

| dev_tools_frontend_impl.cc (std: :make unique<BlinkInitializer>()));
dev_tools_frontend_impl.h return *initializer;
oom_intervention_impl.cc }
oom_intervention_impl.h void Initialize(Platform* platform, service manager::BinderRegistry* registry) ({
oom_intervention_impl_test.cc DCHECK(registry);

Platform::Initialize(platform);

#if !defined(ARCH CPU X86 64) && !defined(ARCH CPU_ARM64) && defined(OS_WIN)
// Reserve address space on 32 bit Windows, to make it likelier that large
// array buffer allocations succeed.

BOOL is_wow 64 = -1;

if (!IsWowé64Process(GetCurrentProcess(), &is wow _64))
is_wow_64 = FALSE;

if (lis_wow _64) {

XRefs History Warnings

770 references to/from DEFINE STATIC LOCAL &
= Definitions (1 occurrence)
=) src/third_party/blink/renderer/platform/wtf/std_lib_extras.h (1 occurrence)

59 #define DEFINE STATIC LOCAL(Type, Name, Arguments) \

x.qif
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Nduja Fuzzing Mechanism

Create and Initializtion DOM tree |<

Install DOM Level 1-3 Element |

Craw! and Mutation DOM tree

Random Mutation |




Fuzzing: Nduija, fileja , CCIT

Fuzzer: Nduja, fileja

Host

\ lGuestVM \

Host

Host

[ GuestVM |

‘ GuestVM |
LGuestVM | \ ‘ GuestVM | i GuestVM \
LGuestVM | ‘ GuestVM | LGuestVM \

——

Grinder & Database Server
L (Crash & Log file)




Fuzzing

Grinder -

Grinder

€ @ localhost

System

V NODE TARGET

Mozilla Firefox

Preferences

Fuzzers

FUZZER

G2
G2
G2
G1
G2
G2
G2
G2
G2
G1
G1
161
G1
161
G1
G2
G2
G2
G1

IE11
IE11
IE11
CM
IE11
IE11
IE11
IE11
IE11
CM
CM
CM
CM
CM
CM
IE11
IE11
IE11
IES

ndujalil
ndujalil
ndujall
ndujall
fileja0.
fileja0.
ndujall
ndujall
ndujalil
ndujalil
ndujall
ndujall
ndujall
ndujalil
ndujalil
ndujall
ndujalil
ndujalil
ndujall

<< < Page 1 of 1 > >>

Jump To Page:

Options

Filters

New Alert

Send an e-mail alert upon a new crash where the

Create

Settings My Account

TYPE

Stack Overflow

Stack Overflow

Read Access Violation
Write Access Violation
Read Access Violation
Read Access Violation
Stack Overflow

Stack Overflow

Read Access Violation
Read Access Violation
Read Access Violation
Execute Access Violation
Read Access Violation
Execute Access Violation
Read Access Violation
Read Access Violation
Read Access Violation
Read Access Violation
Read Access Violation

Node

v

HASH

63ED2100.
ES1F6DC3.
89CB1AA1L.
454078CF.

E8823A4F
EE26A066
BO408A2D
88262F82

DOA8B9BOS5. *

AS514E24F.
2D9C7F41.

EC370F85
ECB36538

EG931ABY. *

4A97EDC2.
A3FF996D.
FS574AAGF.
AEO43A75.
CEEA22E4.
ASOG6BEE1.
44F835BC.
B05C21B2.
050BB496.

95EA35A7

B2351D65. *

86BEA3F1.

95FB6EAA

TIME

2017-02-22
2017-02-22
2017-02-20
2017-02-17
2017-02-12
2017-02-12
2017-02-12
2017-02-12
2017-02-12
2017-02-11
2017-02-11
2017-02-11
2017-02-11
2017-02-11
2017-02-11
2017-02-11
2017-02-11
2017-02-11
2017-02-08

is equal to

Send an e-mail alert upon a new unique crash being generated.
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\» Grinder

'I::-(-::Z' @ | localhost/index.php | & | ’Q Search

Crash: AEO43A75.AE043A75 x

Details
Opening AE043A75.AE043A75.log

You have chosen to open:

|| AE0O43A75.AE043A75.log

whichis: plain text document (35 bytes)
from: http://localhost

What should Firefox do with this File?

() open with [ gedit (default)
O saveFile

() Do this automatically For Files like this from now on.

[ Cancel J[ OK
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Crash

<

=327

= clA3g

0 cle2c CRASH LOG CRASH LOG CRASH

P AgalAt 44F835BC. 44F835BC. 44F835BC. 44F835BC. 44F835BC.
S onliYUSe 2B153C2C.1.crash 2B153C2C.1.log 2B153C2C.2.crash 2B153C2C.2.log 2B153C2C.3.crash

P ER0E
A, o=~
oy _g—lg LOG CRASH LOG CRASH LOG
8 A2 A8
| 44F835BC. 44F835BC. 44F835BC. 44F835BC. 44F835BC.
@) AirDrop 2B153C2C.3.log 2B153C2C.4.crash 2B153C2C.4.log 2B153C2C.5.crash 2B153C2C.5.log
717l
1 willwayy2| Mac
‘ CRASH LOG CRASH LOG CRASH
pre- 44F835BC. 44F835BC. 44F835BC. 44F835BC. 44F835BC.
=0 2B153C2C.6.crash 2B153C2C.6.log 2B153C2C.7.crash 2B153C2C.7.log 2B153C2C.8.crash
ITEY
Eal'A" LOG CRASH LOG CRASH LOG
o 44F835BC. 44F835BC. 44F835BC. 44F835BC. 44F835BC.
2B153C2C.8.log 2B153C2C.9.crash 2B153C2C.9.log 2B153C...10.crash 2B153C2C.10.log
e 2HA

Macintosh HD > LB ALE > & willv » qQA- > wine arin. > nod » crashes » CM



Crash

TARGET

FUZZER

TYPE
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IE11 ndujali Stack Overflow 1

|IE11 fileja0.4 Read Access Violation 6
Chrome ndujai Stack Overflow 9
Chrome ndujai Read Access Violation 56
Chrome ndujai Exe\c/?(;tleaﬁgrc];ess 564
Chrome ndujal Read Access Violation 43
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Conclusion

e So...

- Just crash?

- Analyze crash dump file with windbg, troublizer, etc...
- Bypass process mitigation
- Kernel exploit to achieve EoP

* Food for Thought

- Browser exploitation is getting harder and harder. But exploitation may still
be possible using high quality vulnerabilities.

= If you go through this process, commercial programs can easily be hacked.
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e So...

- Analyze crash dump file with windbg, troublizer, etc... -
- Bypass process mitigation <«
- Kernel exploit to achieve EoP -«

This is the next project
I'm doing right now.

* Food for Thought

- Browser exploitation is getting harder and harder. But exploitation may still
be possible using high quality vulnerabilities.

= If you go through this process, commercial programs can easily be hacked.
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