
Browser Vulnerabilities 
Analysis

이정모 @IanLee

2019.01.15



Browser



Abstract

Browser
Auditing 

vs 
Fuzzing

Fuzzing:  
Nduja Paper

  Browser Component 

  Browser Engine 

  ...

  Auditing 

  Fuzzing

  Nduja, fileja 

  grinder 

  result

  2019 CISC



Browser Component

User Interface

Browser Engine

Rendering Engine

Networking Javascript
Interpreter UI Backend

D
ata Persistence



Browser Component

User Interface

Browser Engine

Rendering Engine

Networking Javascript
Interpreter UI Backend

D
ata Persistence



Engine

•  Rendering Engine

•  JavaScript Engine

- Show content requested by the user
- For example, if you request HTML, it parses HTML and CSS And displays 

them on the screen.

- Interpreter role and JIT compilation utilize and have many functions, mainly used for web 
browsers
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Nduja Fuzzing Mechanism
START

Create and Initializtion DOM tree

Install DOM Level 1-3 Element

Crawl and Mutation DOM tree

Event occur

Random Mutation

Quit?

END



Fuzzing: Nduja, fileja
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Crash
NODE TARGET FUZZER TYPE COUNT

G2 IE11 nduja11 Stack Overflow 1

G2 IE11 fileja0.4 Read Access Violation 6

G1 Chrome nduja11 Stack Overflow 9

G1 Chrome nduja11 Read Access Violation 56

G1 Chrome nduja11 Execute Access 
Violation 564

G1 Chrome nduja11 Read Access Violation 43



Conclusion

•  So...
- Just crash?
- Analyze crash dump file with windbg, troublizer, etc...
- Bypass process mitigation
- Kernel exploit to achieve EoP

• Food for Thought
- Browser exploitation is getting harder and harder. But exploitation may still 

be possible using high quality vulnerabilities.

- If you go through this process, commercial programs can easily be hacked.
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This is the next project 
l'm doing right now.
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