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e
1

Mo, Time Source Destination Protocol  Length Info -

91 5.392518 192.168.08.19 210.89.160.88 TCP 66 57944 » 443 [SYN] Seq=B Win=64248 Len=B MS5=1468 WS=256 SACK_PERM=1

97 5.396721 218.89.160.88 192.168.08.19 TCP 66 443 + 57944 [SYN, ACK] Seq=8 Ack=1 Win=14688 Len=8 MSS=144@ SACK_PERM=1 WS=128

102 5.397218 192.168.08.19 210.89.160.88 TCP 54 57944 + 443 [ACK] Seg=1 Ack=1 Win=66048 Len=0

106 5.398572 192.168.08.19 210.89.160.88 TLSv1.3 571 Client Hello

118 5.481952 2108.89.160.88 192.168.8.19 TCP 60 443 » 57944 [ACK] Seq=1 Ack=518 Win=15744 Len=0

111 5.482931 219.89.160.88 192.168.8.19 TLSv1.3 1514 Server Hello, Change Cipher Spec, Application Data

112 5.482933 2108.89.160.88 192.168.8.19 TCP 1514 443 » 57944 [ACK] Seg=1461 Ack=518 Win=15744 Len=1468 [TCP segment of a reassemb..

. 113 5.482935 218.89.160.88 192.168.8.19 TCP 1230 443 » 57944 [PSH, ACK] Seq=2921 Ack=518 Win=15744 Len=1176 [TCP segment of a rea.

SNI FIEId 114 5.483139 192.168.08.19 210.89.160.88 TCP 54 57944 + 443 [ACK] Seq=518 Ack=4097 Win=66048 Len=0

116 5.483900 2108.89.160.88 192.168.8.19 TCP 1514 443 » 57944 [ACK] Seq=4897 Ack=518 Win=15744 Len=1468 [TCP segment of a reassemb..

L Compression Methods (1 method)

= HTTPS %Al_l% cél' [[H Handshake J_—Il-IO-| Extensions Length: 481

v Extension: Reserved (GREASE) (len=8)
H M 0 Type: R d (GREASE) (31354

% Client Hello ZfZl 2| Extension®! e neserved (GRESE) G50

= Data: <MISSING>

server_namez= 7|'E-| |;:I I—-l E-l' v Extension: server_name (len=18)

Type: server_name (8)
2CF I S A E 0 = Length: 18
-0 =1
H o E_O“ 2== | =l (Example v Server Name Indication extension
Server Name list length: 16

navercom)ol %O-I 7|:||- L'l I:'|- Server Name Type: host_name (B)
Server Name length: 13
Server Name: www.naver.com
se Fwtnncdinn: +rndnd martan carnat { Tan—A4
08be 00 12 00 10 00 00 od [EANEANERY TNV NENY) Wi . naver
00co  pLNGENANE 00 17 00 00 ff 01 00 01 00 00 0a 0O
Oa 00 08 8a 82 00 1d @@ 17 @0 18 00 @b 0@ 02 el
00 00 23 00 00 00 10 00 Oe @0 Oc B2 68 32 08 68 # h2-h
74 74 78 2f 31 2e 31 60 @5 @0 @5 01 00 00 00 B  ttp/l.1
@0 ©d 00 14 0@ 12 @4 83 @8 @4 04 @1 @5 03 08 85
@5 01 08 06 06 01 62 81 @@ 12 @0 60 08 33 @0 2b 3+
@0 29 8a 82 00 01 00 00 1d @0 20 51 7d 27 df 6a ) 0} -j
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Client ISP
1 =.=
HandShakec
- l —
SYN
SYN/ACK SNI XtEF2 SNI Field7F ZM3h=
Client Hello IjZl 2 22510
ACK Masle Aoz pwg|of Yoo
. . Sniper, GoodbyeDPI, Unicorn 29|
Clierdffello #1WWhere is gg EEJE:'.*yE 2t 9la|olL|C}

ClierA(Hello #ent Hello?

Server Hello Sniper”} Client Hello Iff Zl
|.

1= G EAR=
%% ol 52 Aot} gL
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" - 5 Destinai Protacal | Lenath | Ini Mo, Time Source Destination Protocol  Lenath  Infa
a, Ime aurce estnaton rotaco enaqir nra 7
- 32 5.254468 192.168.0.19 78| Mo, Tirne Source Destination Protocol  Length Info |66 60644 > 443 [SYN] Seq=@ Win=64248..
565.539301  185.88.181.4 19 32 5.254468 192.168.0.19 185.88.181.4 TCP 66 60644 > 443 [SYN] Seq=0 Win-64249.. 00 443 = 60644 [SYN, ACK] Seq=8 Ack=.
7500 192.166.0.19 e 56 5.539391 185.88.181.4 192.168.0.19 Tcp 66 443 > 60644 [SYN, ACK] Seq=0 Ack=.. & ~ =~ "V %igﬂ S
. .168.0. . . - =+ eq=1 Ack=1 Win..
63 5.864834 185.88.181 .4 19 57 5.53597080 192.168.8.19 185.88.181.4 TCP 54 68644 -+ 443 [ACK] Seg=1 Ack=1 Win.. 60 443 - 60644 [ACK] Seq=1 Ack=3 Win..
64 5.865080 192.168.0.19 18 58 5.548231 192.168.8.19 185.88.181.4 TCP 56 68644 » 443 [ACK] Seg=1 Ack=1 Win.. 569 Client Hello
67 6.148973 185.88.181.4 19 63 5.864834 185.88.181.4 192.168.0.19 TCP 60 443 > 60644 [ACK] Seq=1 Ack=3 Win. co 413 . agas [ACK] Seq=1 Ack=518 W
:2 :iﬁjé; ig;-ig;giig i: 64 5.865080 192.168.0.19 185.88.181.4 TLSv1.2 569 Client Hello 191 Server Hello, Change Cipher Spec,..
o . 150030 1o 1080 19 y 67 6.148973 185.88.181.4 192.168.0.19 TCP 60 443 ~ 60644 [ACK] Seq=1 Ack=518 W.. 54 6oea4 - 443 [ACK] Seq=518 Ack=13..
68 6.148973 185.88.181.4 192.168.8.19 TLSv1.2 191 Server Hello, Change Cipher‘ Spec,... a5 Change Cipher‘! Spec, Encpypted Han...
?ifisi'é;aZaHiiﬂiﬁ Length: 20 bytes (5) 69 6.149163 192.168.0.19 185.88.181.4 TCP 54 60644 » 443 [ACK] Seq=518 Ack=138..
Window size value: 256 70 6.158829 192.168.8.19 185.88.181.4 TLSv1.2 185 Change Cipher Spec, Encrypted Han..
[Calculated window size: 65536] ~ :
[Window size scaling factor: 256] @161 .... - Header Length: 20 bytes (5)
Checksum: @x9f83 [correct] Flags: @x@18 (PSH, ACK)
[Checksum Status: Good] Window size wvalue: 256
[Calculated Checksum: @x9f83] [Calculated window size: 65536]

Urgent pointer: @

[SEQ/ACK analysis] [Window size scaling factor: 256]

Checksum: 8x858d [correct]

[Timestamps]
TCP payload (2 bytes) [Checksum Status: Good]
[Reassembled PDU in frame: 64] [Calculated Checksum: B8x858d]

TCP segment data (2 bytes) Urgent pointer: @

88 36 6c 50 10 90 f4 d1 08 1b 67 9b 08 [SEQ/ACK analysis]
00 2a 2e 4a 40 00 8@ B6 9d 6b cO a8 00 [Timestamps]
b5 04 ec e4 01 bb 64 fc d2 c2 99 60 13
@030 01 00 9f 83 @ aam TCP payload (515 bytes)
TCP segment data (515 bytes)

[2 Reassembled TCP Segments (517 bytes): #58(2), #64(515)]

Tramcmondt | sarme Cacpmd 4
geae
ga1e
8e2e
8828
gede
2850
8860
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] TCP
I HandShake
l =
SYN
SYN/ACK
ACK

Client Hello # naver.org\/
Client Helloé Bug!
Client Hello #3 navercom
Server Hello

SNI
1603 Figld
<ﬁ]:> <rom #H
< naverorg #j
2E82E T2 2 #12 EL D #3232 EUH|= HAIQIG
=2EE 9932 2 '5-*5F71| ZHENM B = o—?—E QAALl':f.
ZTZ2HME oML #12 EUY D #2E HWHl & #32 HUHL|C}
#2 A0 SHEAO X Server= HMCHE QIAIBHL|LCY,
#10F #20F HH AL Serverd A #12 B #1°| Cr= LHE
= 2ot 2386 F (ACK) 1 LEO0| #30|H ™&SHX| K=
A2 TCPO| A TCP Retransmission 2 #3< X.J oE“—l C|.
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. root@naram: ~/naram/sni_bypass_test ¢
oHQ(F) HEAE) E7I(V) ZAM(S) E{01g9() , M THel(F) HA(E) EZI(V) HA(GS) E0IED(T) =S5 2HH)
t : ~/naram/sni_bypass_test# . /sni_bypass sram: ~/ naram/ tls- blocker# ./tls-blocker eth( |

root@nara

orel(F) HE(E) EZ|(V) ZHA(S) Eo|g9(T) =F2U(H)
im: ~# openssl s_client -connect www. sex. com: 44 I

root nar
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