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KALI LJNJIIK’ G = ’

Apache MariaDB
Kali Linux + + Apache2 MariaDB







DNSZt Domain Name System =

OF

CIHUHUZ o| 8L IP 2 Port £ O|&
Z O|F0{ZIP =& HAZ AIEAHL
HO{ M| A (Domain)E Halte| ==

>~

AdH =L
=1tl= ot
7| 45t7] =2
A B O|Lt.

What is the IP of www.joongbu.ac.kr

O —— om

Host Here is the IP, 210.125.xx.xX DNS Server




DNS Query Response Tt ?

O —— om

Host Here is the IP, 210.125.xx.xx DNS Server
Ansuwers
Vv www.joongbu.ac.kr: type A, class IN, addr 218.125.239.51
_— Name: www.joongbu.ac.kr
DNS Query 'u'H ;AIEE Type: A (Host Address) (1)
— Class: IN (@xeeel)
ol & Domain | IP IHE o=
o o = Time to live: 6382
OoOF A Ol A Data length: 4
= T AAHd LI EI-° Address: 210.125.239.51

No, e S0UICE Destination Protocol Len Info
91661 210.20.163.80  192.168.0.11 DNS 93 Standard query response @xdb7f A wwi.joongbu.ac.kr A 218.125.239.51




DNS Query 2t ?

Common DNS Record Types

Record Description
Address record (IPvé)
Address record (IPvé)
Canonical Name record

Mail Exchanger record
Nameserver record
Pointer record

Start of Authority record
Service Location record
Text record

DNS Record Type S+

Answers

v www.joongbu.ac.kr: type A, class IN,

Name: www.joongbu.ac.kr
Type: A (Host Address) (1)
Class: IN (G@x8081)

Time to live: 6382

Data length: 4

Address: 216.125.239.51

MHO| IPAHEEE

addr 216.125.239,51

2| =

57| fIsiM Type Hex Z40]
0x0001 LU} M = &




Problem 1
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Solution 1

~ Domain Name System (response)
Transaction ID: @xce8a
» Flags: ©x8180 Standard query response, No error
Questions: 1 .
Answer RRs: 2 www.joongbu.ac.kr

Authorityv RRs: 4
Addit = Domain Name System (response)

v Queri Transaction ID: OxB8ed8

+~ Answe ! Flags: 0x8180 Standard guery response, No error
Questions: 1
Answer RRs: 14

Authority RRs: © www.youtube.com
Additional RRs: ©
» Queries
* ANswers
Answer RRs Filed = SO0l A
St 2| )42 metsta,

Type o OxOOO1(A) UM E 2F HEH




= XF HEA
o/ o™

1.1 AFEX EE Mg
it EMEI7|™0| LMSHE DNS Query Response Packet2
0| 5 AHEX} M2 'dEE DBO| X & etL}.

oo

e s e s +------ +----- e e +

Client MAC Client IP | Field | Type | Null | Key | Default | Extra |

4o - i e e e +----- - +
| char(12) | NO | PRI | NULL

| char(15) | YES | NULL
| int(11) | YES | NULL

[ DB Name: Client ]




1.2 ¥l

MH BHE X%
23} SAL7| M0 M= DNS Query Response PacketS

0| 8olf AHEXI2t M| FE S DBOf| % &etrt.

........... +-------------- ------+----- - - m - - - -

| Null | Key | Default | Extra | Domain SEI‘VGI‘_'P

| Ip | char(15) | NO | | NULL
| Domain | varchar(253) | YES | | NULL

| ClientMac | char(12) | YES | MUL | NULL
R et e T +------ +----- e

[ DB Name: Server |




2.1 Flow £h2|2] 4/
A
TCP 3-way Handshake

~ __SYN

TCP M|/0| O{X|™ Flow 22| S A|Z+sHH,
FA™EEE= HO|7] 120 Egju S =1, & &

Key Value
Client_IP Client_Mac
Client_Port Start time
Server IP bps
Server Port pPpPS

H 220 MEE[= map




22 21 85 NF

I

TCP M|A0] Zo{X|H S|t FlowE AH|SHH DBO| Insert S XI3H
ofcie| 4%S 2L ET st}

) Key Value
Client_IP Client_Mac
1) FIN Flag Client_Port Start time
Server IP bps
HOW dO yOU knOW? Server Port pps
2) RST Flag
3) ESTABLISHED entMac | char(12) ES | MUL | NULL
| Domai rarchar(253) 'ES ML MULL
ZFA|ZE CH7| AFER sTime | int(11)
' int(11) ‘ES NULL
int(11) ‘ES NULL
5 int(11) ‘ES NULL
4) SYN SENT AHEj

| DB Name Lo

(@]




Key

Client_IP
Client_Port

Value

Client_Mac
Start time

Server IP

Server Port

—bps

SELECT Domain FROM Server
WHERE Ip="175.35.XX.XX"

pps

www.joongbu.ac.kr

. char(15) | NO | NULL
Domain varchar(253) | YES | NULL
ClientMac | char(12) | YES | MUL | NULL

Null | Key | Default

ClientMac char(12) ‘ES U NULL
Domain varchar(z53) ‘ES ML NULL
STime int(11) ‘ES NULL
ETime int(11) ‘ES NULL
int(11) ES NULL
int(11) ‘ES NULL

[ DB Name: Log |

f—_— e — 4




2019-CCIT Project Site - Mozilla Firefox

31 2 HE ZLEE

2019-CCIT Project Site

CCIT Project
Home

Client Lists
Server Lists
Overview
Events

Profile

About

x‘+

2019-CCIT Project Site - Mozilla Firefox

@ localhost

1

"\, Kali Linux S Kali Training “ Kali Tools "\ KaliDocs S Kali Forums S NetHunter [l Offensive Security |

Toggle Menu

Traffic Monitor

St JEE0sWEE

ex) MAC : 000C29ACAD013 / TIME : 2020-01-06 20:00:0

Host MAC :| |

Start Time : ‘ ‘

End Time :| |

| Search |

2019-CCITProjectsite x| +

I -]

(_ - @ @ @ localhost/mac.php

O

N @

" Kali Linux " Kali Training ", Kali Tools % KaliDocs “ Kali Forums ‘% NetHunter [ Offensive Security & Exploit-DB = GHDB [ MSFU

Toggle Menu

CCIT Project

Home
Traffic Monitor

Client Lists

Mac Ip
Server Lists

000C29ACA013 192.168.150.135
Overview

ADAAC5E4353CD 192.168.29.152
Events
Profile
About

Home Link Dropdown ~




31 21 & ZBLIEHE

2019-CCIT Project Site - Mozilla Firefox [— O -]
2019-CCIT Project Site X | +
2019-CCIT Pr e > C @ @ localhost/db.php - O Y In @ =
2019-CCIT Project Site X | + e, KaliLinux e, Kali Training ‘%, Kali Tools % Kali Docs ", Kali Forums “ NetHunter [JJlj Offensive Security = Exploit-DB % GHDB I MSFU
2019-CCIT Project Site X |+ -
— &)= ¢ @ @ localhost CCIT Project Toggle Menu Home Link Dropdown ~
9 - C o @ locathost "%, Kali Linux % Kali Training ", Kali Tools “% KaliDocs "%, Kali Forums
", Kali Linux ', Kali Training ", Kali Tools ‘% Ka Hone
CCIT Project Toggle Menu : :
CCIT Project o Traffic Monitor
Client Lists
= Z L= (=] =
Home ) S A|ZE20201F 12 9 ( Thu ) 044| 47 (PM)
Home i
Tr. Trafﬁ Cc Mq severtiss Host MAC Address : 000C29ACA013
r' Client Lists — Start Time : 2019-12-01 12:00:00
Client Lists _ _ erview ) R .
. 53} AEEolswe End Time : 2020-01-10 18:00:00
) o Server Lists Events
Server Lists - SHA - O]& 7| HAME Start Time End Time Domain Bps Pps
Moo
o — =i Overview 2Eme - o|HS oy Trofile 202019 03:15:20(pm)  2020-1-9 03:16:24(pm) github.com 63707 21
Ay
Events use: A2 SAEO| yac  About 2020-1-9 03:16:59(pm) 2020-1-9 03:17:08(pm) s.pstatic.net 367773 190
Events use = 0
. 2020-1-9 03:16:58(pm) 2020-1-9 03:17:08(pm) s.pstatic.net 6024 11
- ex)M  Profile ex) MAC : 000C29ACA(
Host | . Host MAC : | 000C29AC 2020-1-9 03:16:58(pm) 2020-1-9 03:17:08(pm) castbox.shopping.naver.com 59896 27
out T
goott ———— 2020-1-9 03:17:04(pm) 2020-1-9 03:17:08(pm) vetamovie.pstatic.net 484279 276
Start1 Start Time : | 2019-12-1:
2020-1-9 03:16:57(pm) 2020-1-9 03:17:08(pm) nv.veta.naver.com 30343 31
End1 End Time :
2020-1-9 03:16:56(pm) 2020-1-9 03:17:08(pm) pm.pstatic.net 5895 11
Se Search
2020-1-9 03:16:56(pm) 2020-1-9 03:17:08(pm) WWW.Nnaver.com 38158 23
2020-1-9 03:15:33(pm) 2020-1-9 03:17:08(pm) consentcdn.cookiebot.com 8400 17
2020-1-9 03:15:24(pm) 2020-1-9 03:17:08(pm) www.google-analytics.com 8975 29
2020-1-9 03:15:35(pm) 2020-1-9 03:17:08(pm) fresnel.vimeocdn.com 5300 13
2020-1-9 03:15:34(pm) 2020-1-9 03:17:08(pm) playervimeo.com 17838 12 -




= XF HEAI
o1 on
41 7|5 2 &%}
DNSIiZ] X2
pcap library= — | dnsManage.cpp C*j
O| & ot DB HO|E +H
afzl AL dbManage.cpp
main.cpp
cos| | TCPTHZL HE] cﬂ Ca+
tcpManage.cpp




ccitproject.pcap

l

pcap_open_offline()




Q&A

HP : 010-2303-8619
E-mail : seolki100480@gmail.com
Git : github.com/JBU-seol/traffic_manager







