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1. Splunk

2. Angry |P scanner
3. Nmap

4. Suricata
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RAJ|= — Splunk

Why Splunk?
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0
Y iiza
N
[l

Jim
0
=

4

~ —_—
SUYS S A Y= 4 MB ~ 24 TB 7HA A5t Q= ClolE{e] AT EE WA0| APIE MB350
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7|20| T2 IUOIHE AR

/splunk add monitor [result_file] -index main -sourcetype [AI&X’E2|EFY]




2~ J|= — Angry IP Scanner

O Angry IP Scanner
v HES3 LYL| ActiveTH| 2B
v Pinggd = HEHA =irj] S
O] &0 5 LHTHof| CHsH oHAI A

O Range - Angry IP Scanner

Scan Goto Commands Favorites Tools Help

IP Range: | 195.80.116.0 to | 195.80.116.255 IP Range {}

Hostname: | e-estonia.com P /24 D start | ==
Ping Hostname Ports [34] Web detect

@ 195.80.116.226 [n/a] [n/s] [n/s] [n/s]
@ 195.80.116.227 9 ms [n/a] 80,443 Resin/4.0.37
@ 195.80.116.228 0ms  [n/a] 80,443 [n/a]
@ 195.80.116.229 9 ms [n/a] 80,443 Apache
Q 195.80.116.230 Bms  ma3rmkee [n/a] [n/a]
Q 195.80.116.231 0ms  mxdrmk.ee [n/a] [n/a]
@ 195.80.116.232 [n/a] [n/s] [n/s] [n/s]
@ 195.80.116.233 [n/a] [n/s] [n/s] [n/s]
Q 195.80.116.234 [n/a] [n/s] [n/s] [n/s]
@ 195.80.116.235 9 ms [n/a] 80,443 [n/a]
@ 195.80.116.236 [n/a] [n/s] [n/s] [n/s]
ﬂ 105 AN 11A 227 [ /al [ /el [n/el [n/el
Ready Display: All Threads: 0

Jipscan -s -o [Result_file_name] -f:rage [start_point] [end_point]




2AJI=-N <@>
JlZ= - Nmap L. ‘ . .
NMAE btarting Nmap 6,00 ( http://nmap.org ) at 201,

| I Y
N report Tor scanme,nmap

O NMAP st i 1 (00031 e

Losed ports

v/ Open Status 2| =L E AlH

&Using Option
-sS : Syn FlagS 0| &g SYN-SCAN
-O : Operation System 4|'H
-oX: Xml format 2 2 X%
-p-: BE ZEO CHol A7H
-T5 : Fast scan

nmap -sS -O -p- -T5 -oX [result_file_name]



LA J|= — Suricata

O Suricata

root @kali: fetc/suricata 000
— ﬂ
/ EH ﬂx-l o I —|—7H I DS --user <user> : run suricata as this user after init
I [ o --qroup <group> : run suricata as this group after init

rf-in <path> : process an ERF file
ocket [=<file>] : use unix socket to control suricata work

-
/ = 7 I H I' H I I'I *I‘ OI'I OI EF I I --set name=value : set a configuration value
To run the engine with default configuration on interface ethd with signature file "signatures.rules", r

-
=] x un the command as:
[ - E 0 — suricata -c suricata.yaml -s signatures.rules -i ethe




LA J|= — Suricata

root@kali: /var/log/suricata @ ® 0O

d File Edit View Search Terminal Help
O Surlcata :/var/log/suricata# ls

eve.json fast.log stats.log suricata.log
:/var/log/suricata# tail fast.log

&teSt.I‘UleS EF 06/27/2019-04:53:05.404710 [**] [1:10044:0] tcp syn flooding [**] [Classificati

on: (null)] [Priority: 3] {TCP} 172.20.10.5:2284 -> 172.20.10.7:0
06/27/2019-04:53:05.411038 [**] [1:10044:0] tcp syn flooding [**] [Classificati

- on: (null)] [Priority: 3] {TCP} 172.20.10.5:2334 -> 172.20.10.7:0
alert tcp any any > any any 06/27/2019-04:53:05.415096 [**] [1:10044:0] tcp syn flooding [**] [Classificati
on: (null)] [Priority: 3] {TCP} 172.20.10.5:2384 -> 172.20.10.7:0
n M n 06/27/2019-04:53:05.418549 [**] [1:10044:0] tcp syn flooding [**] [Classificati
(msg:"tcp syn flooding"; flags:S; S I
06/27/2019-04:53:05.425704 [**] [1:10044:0] tcp syn flooding [**] [Classificati
on: (null)] [Priority: 3] {TCP} 172.20.10.5:2484 -> 172.20.10.7:0
threShOId:type threShOId, track 06/27/2019-04:53:05.430191 [**] [1:10044:0] tcp syn flooding [**] [Classificati

on: (null)] [Priority: 3] {TCP} 172.20.10.5:2534 -> 172.20.10.7:0

b O d 1. 06/27/2019-04:53:05.432929 [**] [1:10044:0] tcp syn flooding [**] [Classificati
y Src, Count 5 7 Secon S 7 on: (null)] [Priority: 3] {TCP} 172.20.10.5:2584 -> 172.20.10.7:0
06/27/2019-04:53:05.446216 [**] [1:10044:0] tcp syn flooding [**] [Classificati
° on: (null)] [Priority: 3] {TCP} 172.20.10.5:2634 -> 172.20.10.7:0
Sld:10044;) 06/27/2019-04:53:05.451075 [**] [1:10044:0] tcp syn flooding [**] [Classificati

on: (null)] [Priority: 3] {TCP} 172.20.10.5:2682 -> 172.20.10.7:0
06/27/2019-04:53:29.321753 [**] [1:10008:0] dns test [**] [Classification: (nul
1)] [Priority: 3] {UDP} 172.260.10.7:35603 -> 172.20.160.1:53

:/var/log/suricata#

suricata -c /etc/suricata/suricata.yaml -s /etc/suricata/rules/test.rules -i eth
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SIEM_Agent program

SURICATA

Agent Source. Git : https://github.com/JBU-seol/SIEM_Agent




CIZ2 AILIEl2 1. Angry IP Scanner 2 0|83 SAE EtX|

IP Range - Angry IP Scanner e e O
Scan Goto Commands Favorites Tools Help
) ) IP Range: | 192.168.0.0 to| 192.168.0.255 ' IPRange v |
OH m WI_FI *I.-gjlg Hostname: | kali ‘IP'?‘ Metmask hd ‘ ‘ P Start |
£|20]| Wi-Fig #H7L T 7| 20| Y= S EHQISH|Ct. z e Frm— —7
©192.168.0.1 lms  _gateway [n/s]
@192.168.0.2 [nfa]  [n/s] [n/s)
@192.168.0.3 [nfa]  [n/s] [n/s)
HOtSpOt 2.0 0 ©192.168.0.4 nfa]  [n/s] [n/s]
AI=O R StADE 2 0 Wi-Fi HIEQ3 0| HZASH|LC}, @192.168.0.5 [nfa]  [n/s] [nfs]
@192.168.0.6 53ms [nfa] [n/s)
©192.168.0.7 12ms  [nfa] [n/s)
@192.168.0.8 [nfa]  [n/s] [n/s)
|_-“ _Ia_ 26':_ -| J'kail @192.168.0.9 nfal  [nfs] [n/s]
@©192.168.0.10 [n/a]l  [nfs] [nis]
SHHEH| U= HOH IS ME AX|EHL|CT. @192168.0.11  [nfa]  [n/s] [n/s]
@192.168.0.12 [n/a]l  [nfs] [nis]
@192.168.0.13 [n/a]l  [nfs] [nis]
@192.168.0.14 [n/a]l  [nfs] [nis]
@192.168.0.15 [n/a]l  [nfs] [nis]
@192.168.0.16 [n/a]l  [nfs] [nis]
@192.168.0.17 [n/a]l  [nfs] [nis]
©192.168.0.18 32ms  Android.local [nfs]
@192.168.0.19 [n/a]l  [nfs] [nis]
@192.168.0.20 [n/a]l  [nfs] [nis]
@192.168.0.21 [n/a]l  [nfs] [nis]
@192.168.0.22 [n/a]l  [nfs] [nis]
@192.168.0.23 [n/a]l  [nfs] [nis]
Ready Display: All Threads: 0
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'#service apache?2 start' 0| %
2 E 40400 open HE splunks Soll 2AZH TA




HE2 AILI2|SL 3. Suricata & 0] 2%t Syn-flooding attack EX|

> 06/27 3 0044 cp looding [#=] [Classificatio r 1 Priority 3 4
AR
4:53:05.430 ) w/log/sur ) loc S
19/06/27 )6/27/2019-04:53:05.425704 [#] | 0044:0) tcp syn flooding [#+] [Cla fication nul (Priority: 3 TCP) 17 o 484
3
ol ) ) ur | I

> 19/06/27 96/27/2019-04:53:05.418549 [2+] [1:10044:8] tcp syn flooding [#*] [Classification: (null)) [Priority: 3) {TCP} 172.20.10.5:2434 ) w0 E* I
E2NE AR 7
4:53:05.418 t= ka var/log/suricata/fastlog ty snort_alert d n

> 19/06/27 26/27/2013-04:53:05.415096 [*+] [1:10044:8] tcp syn flooding [*+] [Classifi riori 5 > 172 | 19.7:0
15305 415

53:05.41 3 ) uric I f
> 0 4 3 104 4 K 1 1 F 3
453:05.404 var/log/suricata/fastiog sourcetype = snort_alert
a va 1 | I

hping3 -c 500 -i u50 -S [target_ip] —} 1%0] 507H2] SYN FLAG
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Thank you
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