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& 010 Editor - C:WProgram Filesw010 Editor#010Editor.exe (Read Only -

File Edit Search View Format Scripts Templates Debug Tools Window Help

010 Editor? A b Efdus LAROC SEBS> S8 N ERPLY

SERUIN 010Editor.exe™ x ¥ Workspace
File
W Open Files
010Edit...d Only) C:#P
¥ Favorite Files
P Recent Files
M Bookmarked Files

POOOh:
D010h:
P020h:
PO30h:
D040h: S Al s ]
DO50h: is program can

D060h : 1 ] Workspace || _s%lei=s
DO70h: .

DO8Oh - Inspector

DO90h: T»SWA GZ®.‘ Tm Value
DOAOh: .cig.A.028.( Bi 01001101
DOBOh : Z8.UEA . 078. ey

POCOh: O«. UfA g.-.U Signed Byte 77

DODOh : .A.B0E.0.A.¢ Unsigned B... 77

POEOh: .-.UA.0.-. Signed Short 23117
DOFOh: .-6QZA.G ) inned

<N - D - - o > Inspector [ RVAUE
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DOS MZ Header
DOS Stub Program 880000 00 00 00 00 00 40 00 00 00 00 0 Lo |
PE File Signature 1/ 10000 00 00 00 00 00 00 00 00 00 00 20 01 00 00 ...y .
PE File Header  Neme

PE File Optional Header BB

WORD UsedBytesinThelastPage

. WORD FileSizelnPages
'tex* seCtlon Heuder WORD NumberOfRelocationitems
. WORD HeaderSizelnParagraphs
.bSS SBCfIOH Heﬂdel‘ WORD MinimumeExtraParagraphs
- WORD MaximumExtraParagraphs
rdata Section Header WORD InitialRelativess

WORD InitialSP

WORD Checksum

WORD InitiallP

WORD InitialRelativeCS

WORD AddressOfRelocationTable

text Section

. WORD OverlayNumber
" WORD OEMid
.rdufu Sechon WORD OEMinfo

WORD Reserved2[10]
ONG AddracsOfNewFvaHeader
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libscca/Windows Prefetch File (PF) format.asciidoc at main - libyal/libscca - GitHub

Windows Prefetch File (PF) format

Summary

Document information
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Executable File Name

N
020 (ZOI7} Sebyte® HF 39 TROIE EOI 0:0000 7| B)
0x30
0x40 Mo
0x50 "
< o Aetadatal nfoOff
0x60 . o 3 OA3 58 Ee

S T R - Version version;
— e e ' char Signature[4]; //SCCA

L
O

B
(1]

: e ' byte Unknown[4];
N —— e int FileSize;
e =3 ye u s =% vu A wchar t FileName[30];
020 =% 3% A2 7 =% 4% A2 5 int Hash <format=hex>;
€O x000000C Flag flag;
0xD0 ey it FileHeader <optimize=true>;
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0 | 1 | 2 | 3 4 < é | 7 8 9 A B C D : | :
Prefetc e Signature Prefetcher Management
0x00 OX0000001E _3: Service ,e's.:ra:a.zs::x e S
0x10
0x20 Executable flie Name
(2017} S8byte® EE 2% LT OE E01 0x0000 7| B)
0x30 typedef struct {
uint MetricsOffset
0x40 ,,.ff_e,',:,, uint MetricsvolumeentryNum;
ma— uint ChainsOffset <format=hex>;
0x50 " ectioninfoOffset NumSections uint TraceChainsvolumeentryNum;
Ot e e e Metadatal nfoOffet uint NameStringOffset <format=hex>;
e N uint NameStringSize;

0x70 et MetadatalnfoSize AKnown uint VolumesInformationOffset
— N P o uint VolumesNum; e
- HE 4T MY HE AT AZ 2 uint VolumesInformarionSize;
0x90 LastLaunchTime3 LastLaunchTimed uint64 Unknownl;

el Sl ko FILETIME LastRunTime[2];
OXAD j;:? j:::w_i uint64 Unknown2;

LastLaunchTime7 uint RunCount;
e NF T AR 7 uint Unknown3;
S uint Unknown4;

uint64 Unknown5[11];

0xDO N{“::“;:‘ . Win1@ FileInfomation;
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Offset Size  Value Description

Unknown (Prefetch start time in ms?)

Could be the index into the trace chain array as well, is this relationship impli¢

typedef struct {
uint PrefetchStartTime;
uint PrefetchDuration;

Unknown (Prefetch duration in ms?)

4 4 Could be the number of entries in the trace chain as well, is this relationship i uint AveragePrefetchDuration;
explicit? uint FileNameStringOffset;
: uint FileNameStringNumber;
8 4 Unknown (Average prefetch duration in ms?) uint Flags;
, FileReference Data;
Filename strina offset g } Winl@ Entry 1;

typedef struct {
local int numil;
(numl =0; numl < FileInfo.MetricsvolumeentryNum; numl++)
Winl@ Entry 1 array;
} Winl@ FileMetricsArray;

Unknown (Flags?)
Seen: 0x00000001, 0x00000002, 0x00000003, 0x00000200, 0x00000202 T
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35
36
37
120
121
122
123

uint TotalBlockLoadCount;
uint UnKnown;
} Winl@ Entry 2;

typedef struct {
local int num2;

(num2 =0; num2 < FileInfo.TraceChainsvolumeentryNum; num2++)

Winl@® Entry 2 array;
Winl® TraceChainArra

typedef struct {
wstring read;
} Entry_3 <read=ReadWstring;

typedef struct {

while (FTell() - FileInfo.NameStringOffset

Entry 3 Array;
Win10 FileNameStrings;

FileInfo.NameStringSize)

uint UnKnown;
uint NumberOfFileReference;
uint64 Unknown;

PV Uy,

CCIT ¢ =

CULTURE CONTENTS &
INFORMATION TECHNOLOGY

local int num = VolumeInfo.VolumeEntry.FileReferencesDataSize - 16;

byte ArrayOfFileReference[num];
} Win1@ FileReferences;

typedef struct {
local int64 now = FTell();
uint VolumeDevicePathOffset
uint NumberVolumeDevicePath;
FILETIME VolumeCreateTime;
uint VolumeSerialNumber
uint FileReferencesOffset
uint FileReferencesDataSize;
uint DirectoryStringsOffset
uint NumberDirectoryStrings;
uint Unknownl;
uint64 UnKnown2[3];
uint CopyNumberDirectoryStrings;
uint64 UnKnown3[3];
uint Unknown;

} Win1@_VolumeInformationEntry;

typedef struct {

Sy e

FSeek(VolumeInfo.VolumeEntry.now + VolumeInfo.VolumeEntry.VolumeDevicePathOffset);

wstring VolumeDevicePath;

FSeek(VolumeInfo.VolumeEntry.now+ VolumeInfo.VolumeEntry.FileReferencesOffset);

Win10_FileReferences FileReferences;

FSeek(VolumeInfo.VolumeEntry.now + VolumeInfo.VolumeEntry.DirectoryStringsOffset);

DirectoryStrings DirStrings;
} Win1@_VolumeInformationData;

typedef struct {

Win10_VolumeInformationEntry VolumeEntry;
Winl10 VolumeInformationData VolumeData;

010 Editor Z2|mj 2| &=

2| 7

A

I

=]
=]

A
ALS®

.




2-2. AE 7 3. FTell () et4~= 0| &5}0] CCIT
SRR

,
QH
e I

010 Editor Z2|T{z| HES! 7l



2-2. 35 38 - FSeek() |

Name
struct FileHeader header
struct Win10_FileiInfomation Fileinfo
uint MetricsOffset
uint MetricsvolumeentryNum
uint ChainsOffset
uint TraceChainsvolumeentryNum
uint NameStringOffset
uint NameStringSize
uint VolumesinformationOffset
uint VolumesNum
uint VolumesinformarionSize
uint64 Unknown1
FILETIME LastRunTime[8]
uint64 Unknown2
uint RunCount

uint Unknown3

147

1388h
14081
1CB90h
22436
22398h

2

5258
8589934617

1200000000
1"
5

2H= 9

A

4. FSeek() 2f+= 0|85I0]
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4.3.1. rlie Meuics array entry .C!S

3y entry ersion 1715 20 bytes size and consists of

Offset Size Value Description

Unknown (Prefetch start time in ms?

Could be the index into the trace chain array as well, is this relationship implicit or explicit?
F

Unknown (Prefetch du  4.1.1. Format version

Could be the number (
Value Description
] et
id 17 Used in: Windows XP, Windows 2003
. riename ] imbe
h Does not include the e 23 Used in: Windows Vista, Windows 7
Unknown (Flags? . .
26 Used in: Windows 8.1

4.3.2. File metrics array entry - versio|
30 Used in: Windows 10

e file metr array entry - version 23 IS 32 tesin

Offset  Size Value Description

Unknown (Prefetch start time in ms?

Could be the index into the trace chain array as well, is this relationship implicit or explicit?

Unknown (Prefetch duration in ms?

Could be the number of entries in the trace chain as well, is this relationship implicit or explicit?

header.version

Winl0o [SUEINFIEYSLe]; FileInfo;

FSeek(FileInfo.MetricsOffset);

Winl@® FileMetricsArray FileMetrics;
FSeek(FileInfo.ChainsOffset);

Winl@® TraceChainArray TraceChain;
FSeek(FileInfo.NameStringOffset);

Winl® FileNameStrings FileName;
FSeek(FileInfo.VolumesInformationOffset);
Win1@® VolumeInformation VolumeInfo;
Trailing Data;

(header.version 26)

Win8 [FileInfomation FilelInfo;

FSeek(FileInfo.MetricsOffset);

Win8 FileMetricsArray FileMetrics;
FSeek(FileInfo.ChainsOffset);

Win8 TraceChainArray TraceChain;
FSeek(FileInfo.NameStringOffset);

Win8 FileNameStrings FileName;
FSeek(FileInfo.VolumesInformationOffset);
Win8 VolumeInformation VolumeInfo;
Trailing Data;
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010 Editor Prefetch Template
File : PF.bt
Authors
Version : 0.1

Purpose : Quick template parsing Prefetch

File Mask : *.pf

ID Bytes : 53 43 43 41 // SCCA
History :
0.1  2021-01-01 Initial release

typedef enum <int> {
Windows1@ = Ox1E,
Windows8x = 0Ox1A,
Windows7orVista =
WindowsXPor200e3 =
} Version;

typedef enum <int> {
Boot = @x@1,
Application =0x00
} Flag;

typedef struct {
Version version;
char Signature[4]; //SCCA
byte Unknown[4];
int FileSize;
wchar_t FileName[30];
int Hash =hex>;
Flag flag;
} FileHeader <optimize=true:;

typedef struct {
wstring read;
} Entry_3 <read=ReadWstring-;

typedef struct{

22

} FileReference;
wstring ReadWstring(Entry 3 “read)
{

}

return read.read;

typedef struct {
uint16 StringNumberOfCharacters
wstring DirectoryString;

} DirectoryStrings;

typedef struct {
uint16 StringNumberOfCharacters
wstring DirectoryString;

} TrailingData;

typedef struct {
local int num;

(num = 0; num < VolumeInfo.VolumeEntry.NumberDirectoryStrings; num++)

TrailingData Data;
} Trailing;

typedef struct {

} Error;

| e e e ] e P T e o e Bt R e e e ]
T T e A T B
/ [ —————— header version 0
| e S e e S— e 1 S e (e 0 [ () e O e g —

| S RS EEE SN Windows 10

typedef struct {
uint MetricsOffset =hex;
uint MetricsvolumeentryNum;
uint ChainsOffset =hex>;
uint TraceChainsvolumeentryNum;

CULTURE CONTENTS &
INFORMATION TECHNOLOGY

N PO O ) Y ) Windows 8.1
/| ——— hecader version 26

/1

typedef struct {

uint MetricsOffset «¢ =hex;
uint MetricsvolumeentryNum;

uint ChainsOffset =hex>;
uint TraceChainsvolumeentryNum;
uint NameStringOffset mat=hex>;
uint NameStringSize;

uint VolumesInformationOffset
uint VolumesNum;

uint VolumesInformarionSize;
uint64 Unknownl;

FILETIME LastRunTime[8];

uint64 Unknown2[2];

uint RunCount;

uint Unknown3;

uint Unknown4;

uint64 Unknown5[11];

} Win8 FileInfomation;

typedef struct {

uint PrefetchStartTime;

uint PrefetchDuration;

uint AveragePrefetchDuration;

uint FileNameStringOffset I=hex>;
uint FileNameStringNumber;

uint Flags;

FileReference Data;

} Win8 Entry_1;

typedef struct {

local int numl;

CCIT ¢ =

Sy e

@6\) UN/%

(numl =0; numl < FileInfo.MetricsvolumeentryNum; numl++)
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File Bdit Seamth View Format Seripts Templetm Debug Taoh Windowm Help

R BEfFuPy *RAOD> S22, &S YN B0l e »
voeoSCCA, . ..70. . Changhwan Ji, Wyunjin Kin, Wea Sangyi

0.1.0.£.0.1.7.0.
70 %0 g

R

-
-
-

0B8R
5888z
888458

o
=
W -
-

e

=
Q

o

mwal

& FY
3
/NLL; 0. 2.-.%70.
«$t 0.A..3.0
f5 00 ey 0
~doA" ‘0. . 1pat o ‘ <nrr |
G, " Windows10 = Ox1§
a8. .d. WindowsBx = OxIA,
Windows7or¥ista = Ox17,
WindowsXPor 2003 = O0x11
} Version

888%¢
IS SEEES |
£888%48

NO O
nes

s
o
hRZE
-
¥

=

»
o

FRSRSSSSEBRAS

P
BEZETE

00

02

00
00 0 D 00 ©
00 00
00 ¢ ) 00
00 0o
o0 0 o0 00
58 08
00 7C 0o
15 A
00 D F4 0o
55 00 28
00 00 00 76 01 0O

2
=
2882

SS<S88

‘< v {
Boot = 0wV,

Application =0x00
) Flag

{
version wversion
Signature|4)
. Unknomn [4)
Tormplate Rosults - PF bt © FileSize

Name Sizw FileNane[30)
Tt FileHeaner resder w4 N.w;l\ «~format=hex»
Wit Win10 Fistnfomeson & ieinto Ot Flag flag
HTuct WIn 1O FliehleticsAitay FaeMetics 12606 } FileHeader <optimizes
et Win10, TraceChamAray TreceChgn : 1Fl02N
Wruct WInTO_fieHamasmings FHehame C STAMh g B ] \
Wt WIn 10 Vidurme nformation Vobesesrh) FCh < read
stroct Temling Dats g Lish . 8g } Entry 3 <read*Readwstring»:

SESS

{
FileReferonceWFTEntryIndex[6]!
SequenceNumsber|[2)

} FileReference

ReadMstring(Entry 3 Aread)

Selecind B2 154h] bytes (Hange: O [IN] to &5 [S1h) read read;
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4 Repository - Submit X

The following information has been extracted from the Submit to Repository...
comments at the beginning of the template. Please
ensure this information is correct before submitting your
file. Please note that all submissions will be reviewed by
SweetScape Software before inclusion in the repository.

view Repository...

File: PFbt ~
Authors:  Changhwan Ji, Hyunjin Kim, Heo
Songyi
Version: 0.1
Purpose:  Quick template for parsing Windows
Prefetch(*.pf)

pedef enum <int> {

Windows10 = Ox1E - . 1
' ategory.  Misc

Windows8x = Ox1A, - 'g ’—*. ' ‘f
Windows7orVista = , rile iviask: - “.p
WindowsXPor2003 ID Bytes: 53 43 43 41 // SCCA

Version; History:

edef enum <int> { Contact Information
Boot = 0x01, N
Application =0x00 E-mail:

Flag;

Version version:
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support@sweetscape.com

Submit a new 010 Editor template

PF.bt

Hello, we are students attending university in Korea. As
a representative, | (Chang-Hwan Ji) sent an e-mail. We
created a template for Prefetch(*.pf) files in Windows
We have reached out to submit files to the Repository
for everyone to use in the 010 Editor. Windows 10
Prefetch(*.pf) is compressed, so please test it after
decompressing. Other versions are not compressed, so
you can test them. Thank you. I look forward to the

good news

X| &gt

Re: Submit a new 010 Editor template

Hello

Thank you very much for your template submission
and we have added it to our repository. This looks
like a good quality template and we are happy to
have received it. In the future we are hoping to add
better support for handling compressed data
directly in templates so that it may be possible to
parse the Windows 10 compressed files too. Have a
great day!

Sincerely,

Graeme Sweet

SweetScape Software -
http://www.sweetscape.com/

Graeme Sweet - gsweet@sweetscape.cor

Try 010 Editor, the professional text/hex editor with

Binary Templates.

On Tue, Jan 5, 2021 at 11:04 AM X| & &

<yak3335@naver.com> wrote:

@30 U/V/ p@

CCIT ¢im) ®
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Seged
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%SWEEtCSFq:\APalf Products Downloads Store Support Company
o \ - _ | Professional text and hex editing
\. \ with Binary Templates technology.

%', Edit Anything
PF.bt

Version Date Author Changes Downiload
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Seged

A
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0 1 2 3 4 5 6 7 8 9 A B C D E F 0123456789ABCDEF
0000h: 1E 00 00 00 53 43 43 41 00 00 22 38 02 00 ....SCCA...."8..
0010h: 30 00 31 00 30 00 45 00 00 49 00 54 00 4F 00 0.1.0.E.D.I.T.O.
0020h: 52 00 2E 00 45 00 58 00 00 00 00 00 00 00 R...

0030h: 00 00 00 00 00 00 00 0O 00 00 00 00 00 00

0040h: 00 00 00 Q0 00 00 00 00 00 00 C1 4F DD 77

0050h: 00 00 00 00 28 01 00 00 00 00 88 13 00 00

0060h: 01 37 00 00 90 CB 01 00 00 00 98 23 02 00

Template Results - PF.bt <
Mame Value

struct FileHeader header Oh

enum Version version Windows10 (30} Oh

char Signature[4] SCCA 4h

byte Unknown[4] 1 8h

int FileSize 145442 Ch

wchar_t FileName[30] 10h

int Hash 77IDD4AFC1h 4Ch 4h

enum Flag flag Application (0) 50h 4h
struct Win10_FilelInfomation Filelnfo 54h D8h
struct Win10_FileMetricsArray FileMetrics 128h 1260h
struct Win10_TraceChainArray TraceChain 1388h 1B808h
struct Win10_FileNameStrings FileName 1CB90h  57A4h
struct Win10_Volumelnformation Volumelnfo 22398h 3FCh
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