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E] AccessData FTK Imager 4.5.0.3

File Wiew Mode Help

RESag dd B s T4 OB [e[ERE P
Evidence Tree » | |File List
=~ CaughtBeforeDrugDeal EO Name Size Type Date Medified
-z Partition 1 [61438MEB] d . . ) PR o a7
E|h= HNOMAME [MNTFS] $Exten Directory 2016-01-28 LI
#--=) [orphan] $Recycle.Bin 1 Directory 2016-01-27T 2% 7
A2 [root] Boot 1 Directory 2016-01-28 273 4:
-2 [unallocated space] Docurnents and Settings 1 Reparse Point 2013-08-22 2% 245
#-1E Unpanitioned Space [basic disk] MSOCache 1 Directory 2016.01.27 = 820
PerfLogs 1 Directory 2013-08-22 2% 322
Program Files 1 Directory 2016-01-31 238 349
Program Files (x86) 1 Directory 2016-01-27 2% g:29:
FrogramData 1 Directory 2016-01-27 2% 8:22:
Recovery 1 Directory 2016-01-28 28 4:21:
System Wolume Information 1 Directory 2016-01-27 2% 724
Users 1 Directory 2016-01-27 2% 723
Windows 1 Directory 2016-01-27 2% 8:23:
0000 |EB 52 90 4E 54 46 53 20-20 20 20 00 02 08 00 00 [&R-NIFS  -----
0010 |00 00 00 00 00 F& 00 00-3F 00 FF 00 00 0% 00 00| ----- -
Custom Content Sources * || gpzo |00 0D OO0 00 20 00 20 00-FF EF 7F 07 00 00 00 00 i
o il E ] 0030 |00 00 OC 00 00 00 00 00-02 00 00 00 00 00 00 00
Evidence:File System [Path File Options 0040 |F6 00 00 00 01 00 00 00-7D 50 CB 6E €D CB 6E 42
0050 |00 00 00 00 FA 33 CO SE-DO BC 00 7C FB &3 CO 07 - 13 B - |Gk -
0060 |1F 1E €8 &6 00 CB 3% 16-0E 00 66 81 3E 03 00 4E|--hf-E----£->--N
0070 |54 46 53 75 15 B4 41 BB-ARL 55 CD 13 72 0C 81 FB|TFSu-"2»2Uf-r- -4
0080 |55 AA 75 06 F7 Cl 01 00-75 03 ES DD 00 1E 83 EC |Uu <A - -uw-&¥---i
0090 |18 &% 1R 00 B4 43 SA 16-0E 00 8B F4 16 1F CD 13| -h--"H----- g--I-
00a0 |9F 83 €4 13 SE 58 1F 72-E1 3B 06 0B 00 75 DB A3 | --E- ¥ -rd; - -ult
00k0 [OF 00 €1 2E OF 00 04 1E-SA 33 DB BY 00 20 2B C&| - -A. ----230% - +E
00cO |66 FF 06 11 00 03 16 0OF-00 SE C2 FF 06 16 00 ES[£§F-------- Ly - -2
0od0 (4B 00 2B C8 77 EF BS 00-BEB CD 1A 66 23 CO 75 2D |H-+EwWi, -»I -f#Bu-
00e0 |€6 81 FB 54 43 50 41 75-24 81 F9 02 01 72 1E 16 |£ -GTCPRu$ - r--
00£0 |62 07 BB 1lé €% 52 11 16-6%8 09 00 66 53 &6 53 &6 |h-» -hR--h--£5£5£
0100 |55 16 16 16 &% B3 01 &6-61 OE 07 CD 1& 33 CO BF|U---h, -fa--I-3&;
0110 |0R 13 BY F& OC FC F3 AR-E9 FE 01 90 90 &6 €0 1E|--*3 Q8%&p-- £ -
< »||0120 |06 €6 A1 11 00 €6 03 06-1C 00 1E 66 &3 00 00 00| -£;--£----- th -
: 0130 |00 &6 50 06 53 &3 01 00-6% 10 00 B4 42 SA 16 0E|-fP-Sh--h--"B---
Mew | | Edit Remove [Remove All |Create Image 0140 |00 16 1F 8B F4 CD 13 é6-59 SB SA 66 59 &6 59 1F a1 -EY[ZEYEY -
Customn Conte... | |lcursor pos = 0; dus = 2153412; log sec = 17227296; phy sec = 17229344

Listed: 30Selected: 1CaughtBeforeDruglreal.EO1/Partition 1 [61438MB]/NOMAME [NTFS]/[root]/BOOTSECT. BAK
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<

=1 AppData
o Local
5 Locallow
=M Roaming
D Adobe
D AV AST Software
D Foxit Agentinformation
O Foxit Software
-3 Greenshot
H5 Identities
5 Macromedia
HHD Microsoft
HHD Notepad++
=5 Skype
-2 Content
- DataBy
=H2 live#3acharlotte.may 1 €
FHD chatsyno
- ecache
-2 httpfe
- 10gs
-3 media
HHD media_messaging
-2 MMmanager
- Pictures
D qikdi
- settings
-2 simcache
-2 thmanager
-3 thumbnails
-3 wolcemall
-0 My Skype RBeceived File
>

Custom Content Sources

> ||File List

”~  MName
chatsync
ecache
httpfe
logs
media
media_messaging
mmanager
Pictures
qikdb
settings
simcache
thmanager
thumbnails
voicemail
$130
bistats.db
config.lck
config.xml
dc.db
eascache.db

v % keyval.db
msn.db

# | Hrelays.db

I Evidence:File System|Path|... Options

statistics.db

Size

0D — = 4 4 4 4 1 & 3 3 3 3 1 -3

bow oW O B = I
o N R RO WO A

Type

Directory
Directory
Directory
Directory
Directory
Directory
Directory
Directory
Directory
Directory
Directory
Directory
Directory
Directory

NTFS Ind...
Regular F...
Regular F...
Regular F...
Regular F...
Regular F...
Regular F...
Regular F...
Regular F...
Regular F...

Date Modified
2016-01-30 2.
2016-01-27 2.
2016-01-30 2.
2016-01-27 2.
2016-01-27 2.
2016-01-27 2.
2016-01-30 2.
2016-01-27 2.
2016-01-30 2..
2016-01-27 2.
2016-01-30 2..
2016-01-30 2.
2016-01-27 2.
2016-01-27 2..
2016-01-31 2.
2016-01-30 2.
2016-01-27 2.
2016-01-31 2.
2016-01-27 2.
2016-01-30 2.
2016-01-30 2.
2016-01-30 2..
2016-01-30 2.
2016-01-30 2.
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6 CaughBeforelnugDeal EO1

- Pt | [G145048 A Name Size Type  Date Modlified

5 NONAME [NTFS] “{INSTGYRdb 1 Regular .. 2016:01-31 2.,

;g ﬁgh]a”] " RNSTEVR b T2 Reguer F. 20160130 2.

s dRadClus 1 desktop.ii 1 Regular F.. 2016-01-27 2.,
la Extend

:BQ Recycle Bin

05 1-5-21-3721513840-195209)
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00000060 7 7 00 65 00 5C 00 C OC 00 76 0C k.y.p.e.\N.l1.i.wv.
00000070 (S 00 23 00 33 00 &1 00 €3 0C 8 0C DO T2 00 e.#.3.a.c.h.a.r.
00000080 & 00 €F 00 74 00 74 00 65 00 E 0OC 00 61 0OC l.o.c.t.€...m.a.
00000090 7 00 31 00 39 00 38 00 39 0C C 0OC 00 61 0OC v.l.92.8.9.\.m.a.
Q00O00RAD 1S 00 6E 00 2E 00 &4 00 &2 0C 0O OC 00 00 0OC i.n...d.b.......
000000BO 0 00 00 OO0 OO0 00 00 00 00 0OC 0O OC 0O 00 00 0C f e e e e e e e e
000000CO 0 >0 00 OO OO OO OO OO OO OO OO 00O OO 00O 00 0C R T
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QQOQOO0O0OED Q0 J0 Q0 00 00 200 Q0 00 00 20 00 00 00 00 00 00 "= m e e e @ esameeEw
QO0O000Q0QFO o0 OO OO0 OO ©O OO OO OO OO0 OO QOO0 OO QOO 00 00 0C " " e e e emneeemem.
Q0000100 Q0 J0 Q0 00 00 200 Q0 00 00 20 00 00 00 00 00 00 "= m e s e @ e sameeEw
Q0000110 o0 OO0 QO OO QOO0 OO0 OO OO0 OO OO0 QOO QOO OO0 QOO OO 0OC " s s eemssssensnaa
00000120 Q0 OO0 QOO0 00 00 Q0 OO0 OO0 QOO OO0 OO OO OO0 00 0OC " s s eemssssensnaa
QQOO0O0130 Q0 J0 Q0 00 00 200 Q0 00 00 20 00 00 00 00 00 00 "= m e s e @ e sameeEw
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Q00000160 o0 OO0 OO0 OO QOO OO QO OO ©O OO QOO OO OO 00O 00 0OC * s s s s s sssaemesaw
Q0000170 Q0 OO0 QO OO0 QOO0 OO0 OO0 OO0 ©0 OO0 QOO0 QOO0 OO0 OO0 QO OC " s s eemssssensnaa
Q0000180 Q0 200 Q0 00 00 00 Q00 00 00 00 Q0 OO0 00 00 00 00 "= m e s e @ e sameeEw
00000190 o0 OO0 OO0 OO0 00 OO0 00 00 ©0 00O 00 00 00 00 00 0OC " s s s s s eea .
0O00001A0 o0 OO0 OO0 OO0 00 OO0 00 00 00 00 00 00 00 00 00 0OC “ a2 s e smassessean
QQQOO1BO 00 00 Q0 O Q0 00 Q0 o Q0 00 00 O C Q0 20 00 0 C == s s mommsommomewsomow o
000001CO o0 ©0O0 ©O OO QOO0 OO OO 00O ©O OO0 OO OO ©0O0 00 00 0C * s s s s s sssaemesaw
000001DO o0 OO0 OO0 OO0 00 OO0 00 00 00 00 00 00 00 00 00 0OC “a e ssesaasaaeaaa
O00001FED o0 OO0 OO0 OO0 00 OO0 00 00 00 00 00 00 00 00 00 0OC “a e ssesaasaaeaaa
O00001FO o0 oo OO0 OO ©O OO OO OO OO0 OO OO0 OO OO 00 00 0C “ s e =22 s2see=assas
00000200 o0 OO0 00 ©O0 ©O OO QOO OO0 00 OO0 00 OO OO0 00 00 0OC " s e mem e =25 1
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'r)SkypeLogView: D T X
File Edit View Options Help

DRA2EYA

Action Type Action Time E. User Name Display Name [ Chat Message ChatlD  Filename
¢ chat 2016-01-8 28 .. liveicharlottemay1989 ..
4 Outgoing Cal livejohn_smith.1992  john smith
() Chat Message 20160130 2% .. livejohn_smith.1992 livejohn_smith.1992 Hey livejo...
¢ chat 2016-01-302% . liveicharlottemay1989 ..
¢ chat 2016013025 . lvecharlottemay1989 ..
@) Chat Message  2016-01-302% .. livejohn smith1992  john smith is it safe? #ivej...
@) Chat Message 2016013025 .. livecharlottemay1989  Charlotte May Hi #ivej...
ﬂ,’ Chat Message  2016-01-30 2% .. livecharlottemay1989  Charlotte May Yes. &aposyve reconfiqured my pc. Wiped everything and did a clean in...  #ivej...
) Chat Message 2016013023 .. livejohn.smith1992  john smith alrght great #livej..
@) Chat Message 2016013025 .. livecharlottemay1989  Charlotte May any news from the boss? #ivej...
@) Chat Message 2016013023 .. livejohn_smith.1992  john smith yeah, could you help us out again? #ivej...
@f Chat Message 2016013023 .. livexcharlottemay1989  Charlotte May what do you need? #ivej...
() Chat Message 2016013023 .. livejohn_smith1992  john smith hold on, I'l send you the list #ivej...
ﬁ Chat Message ~ 2016-01-30 2% .. livecharlottemay1989  Charlotte May okay #ivej...
£ Receive File 2016-01-30 2% .. livejohn_smith.1992  john smith CUsersCharlottetAppDatattRoamingSkypestMy Skype Received Files#Details.docx
@) ChatMessage 2016013023 .. livecharlottemay1989  Charltte May Let me see if it is possible to do #livej...
ﬁ Chat Message  2016-01-30 2% .. livejohn_smith.1992  john smith let me know asap #ivej...
) Chat Message 2016013023 .. livejohn_smith1992  john smith how many days do you need? #ivej...
@ ChatMesage  2016-01-302% .. livecharlottemay1989  Charlotte May okay.. stll a lot to prepare #ivej...
@) Chat Message  2016-01-31 Q& .. livexcharlottemay1989  Charlotte May Beginning of February will be hard, but if | pull some strings and make s...  #ivej...
¢f ChatMessage  2016-01-31 QF .. livejohn smith1992  john smith the boss will highly appreciate it livejo...
@) Chat Message  2016-01-31 QF . fivejohn_smith.1992  john smith 50, the first week of february, same time, same place? livejo...
@) Chat Message  2016-01-31 @& .. livecharlottemay1989  Charlotte May Agreed. #ivej...
@) Chat Message  2016-01-31 Q& .. livexcharlottemay1989  Charlotte May Still reachable on the same number of have you changed it again? #ivej...
¢f ChatMessage  2016-01-31 Q% .. livejohn smith1992  john smith same number, Il change it again after our meeting livejo...
¢f ChatMessage  2016-01-31 2% . live:charlottemay1989  Charlotte May Okay. Let&apos;s get to work. See you there and then. #ivej...
@) Chat Message  2016-01-31 Q& .. livejohn_smith1992  john smith don't forget to the destroy the doc #ivej...
@) Chat Message  2016-01-31 QF .. livexcharlottemay1989  Charlotte May Consider it done #ivej...
¢f Chat Message  2016-01-31 QF .. livejohn smith1992  john smith good, bye #livej...

¢f ChatMessage  2016-01-31 & .. liveicharlottemay1989  Charlotte May bye #ivej...
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3 INetCache
3 INetCookies

-3 PRICAche
3 Privacle
-0 Ringtones

- WebCache
2 WER

i
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HE Wini

H0 Windows Mal

Justom Content Sources

13 [ECompatCache
13 [ECompatUACache
-0 [EDownloacHistory

10 Notifications

- RoarringTles
-0 Temporary Intemet F

Evidence:File System|Path|...  Options

UUnLaLne_rvesul

* thumbcache 16.db
* thumbcache 1600.db

= thumbcache_256.db

- thumbcache_256.db.FileSl..
- thumbcache 32.db

- thumbcache_32.db.FileSlack
= thumbcache 48.db

- thumbcache 48.db.FileSlack
- thumbcache 96.db

- thumbcache 96.db.FileSlack

* thumbcache exif.db

X Ethumbcache idx.db

* thumbcache sr.db

J1IV TN

I Reqular F..
I Reqular F..
1,024 RegularF..

936 File Slack

1,024 RegularF..
1,012 File Slack
1,024 RegularF..

752 File Slack

1,024 RegularF..

934 File Slack

I Reqular F.
13 Regularf..

PR

I Reqular F..

2016-01-27 <.
2016-01-27 <.
2016-01-27 <.

2016-01-27 <.
2016-01-27 <.
2016-01-27 <.
2016-01-27 2.
2016-01-30 2.

2016-01-27 <.
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