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Research of Building ELK Stack system for web attack detection

Jin Su Kim", Won Jae Oh", Seung Jae Lee”, Ji Ho Han", Min Su Kim™
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2.1 apache ¥ AW &1

# 2ae AWAA o]FAXE EE dS
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Alz=gle] FAE AU, A d3S 48]
A AL E T Al 2Elel = B 27t 7] 5
A wk o] % apache server?d access loge AH
7} Agste RE 23S 7123t apache ace

ess log® +%%* Fig. 1, Fig. 2, Table. 13} %t}

LogFormat "%h %1 %u %t \"kr\" %>s %b \"k{Referer}i\" \"k{User-Agent}i\"" combined

Fig. 1. The structure of access log

127.9.8.1 | - - [15/Jun/2821:19:88:19 +8%08] "GET|/dvwa/DVWA/ |HTTP/1.1"

@ 2 3 e L)

200 16348 "http://localhost/dvwas/" | “Mozilla/5.@ ...."

8 @ B [€)]

Fig. 2. Example for access log

Table 1. Description table of access log

No Description
AA SAE [PRA
a3 ARt
method(H A &)
2% URL
nZ2EZ HA
HTTP Az =
HTTP s & A|Jst A& Z7]
referrer(z2]m =)
User-Agent
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2.2 ELK Stack
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Fig. 3. The structure of ELK Stack
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Fig. 4. The structure of detection system
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