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CVE-Site Crawler
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T

TOTAL CVE Records: 190040

S : e NOTICE: Transition to the all pew CVE website ot WYWWY.CYLORG s underway and will Last wp 1o one
A year. (detalls)
CNeCk %
NOTICE: Changes coming 1o CYE Record Farmat JSON +o CVE List Content Downloads in 2022,
for 1 in lines
site i
url site| number
response requests url E cve site2 bt - 2%
rint(url o % < 57|
1 response . status code
i K3 https://cve.mitre.org/cgi-bin/cvekey.cgikeyword=2021
number = number + 1 https://twitter.com/
driver.get(url
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 overlag CVE-2021-44194
global check_tr )
“heck tr check _tTr 1 ém
- CVE-2021-44193

. e e o
.Z .'.'__;..'- | -‘-"_".’?:‘T-C"..f-;’. '- er 29 UNT1l(EC 1S10111<Yy OT_element ) . ' . éxﬂ
total cve .5.i’.e » . - CVE“2621‘44192
o S S
o e =7
' | CVE-2021-44191
t(cve id e
=X
CVE-2021-44190
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CVE-Site Crawler

B o ezt 053
CVE 2019": |
i B Y {
"CVE_ID": "CVE-2019-9999",
"Description”: "** RESERVED ** This candidate been reserved by an organization or individual that
CVE-{D: CVE-2021-46856 will use it when announcing a new security problem. candidate has been publicized, the details
Description: ** RESERVED ** This candidate has been reserved by an organization or individual that will use it when announcing a new security problem. When the candidate has been publcized, the detais for for this candidate will be provided."
References; "References": "",
Date Record Created: 20221129 "Date Record Created”: "20190324"
CVE-1D: CVE-2021-46855

Description: ** RESERVED ** This candidate has been reserved by an organization or individual that will use it when announcing a new securiy problem. When the candidate has been publicized; the details for "CVE_ID": "CVE-2019-9998",
References: “Description”: "** RESERVED ** This candidate has been reserved by an organization or individual that
Date Record Created: 2021123 'f;il+:%% i?“fher?“n?frciTg-%_f:i_%:;k'ﬂ Ly problem. the candidate has been publicized, the details
CVE-ID: CVE-2021-4684 ;efer;nce;’l 132 B Provited.
Description: mod.radius in ProFTPD before 1.3.7c llows memory disclosure to RADIUS servers because it copies blocks of 16 characters. ; e e
Date Record Created”: "2019832
References: MISChttp://www.proftpd.org/docs/RELEASE_NOTES-1.37e |
MISChttpsy//bugs.qentoo.org/811495 "CVE ID": "CVE-2019-9997"

MISChttps,github.com/proftpa)proftpd)fssues/ 1284 "Description”: "** RESERVED ** This candidate has been reserved by an organization or individual that
MISC:https;fqithub.com/proftpd|proftpdpull/1265 - will use it when announcing a new security problem. he candidate has been publicized, the details
Date Record Created: 20221123 | for this candidate will be provided.”

(VEAD: CVE-2021-4685 References™s ™.

Description: Alpine before 225 allows remote attackers to cause a denial of service (application crash) when LIST or LSUB is sent before STARTTLS, "Date_Record Created": "20190324"

References: MISChttpsy//bugs.gentoo.org/807613 I

MISChttps;nostarttls.secvuln.nfo/ CVE_ID": "CVE-2019-9996", | | . . e
Date Record Created: 021103 Description”: RESERVED rhis candidate has been reserved by an organization or individual that

will use it when announcing a new security problem. When the candidate has been publicized, the details
CVE-ID: CVE-2021-46852 . 1 hen ann _{ cing a n | Irit blem. When the candid as been publicized, the detai
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CVE-Site Crawler

CVE-ID cj2i%{2|2t 0ol 3 @2

else:
cve_check = WebDriverWait(driver, 20).until(EC.element_to_be clickable((By.XPATH, f'//*[@id="TableWithRules"”]/table/tbody/tr/td[1]/a".format(ch
searchcr_2019 -« "CVE-2019"
searchcr 2018 = “CVE-2018"
get _url = driver.current_url
re.search(r'[@-9]){4}-[0-9]{4}", get_url)
b = m.group()
print(b)

if b in cve_check:

cve click = WebDriverWait(driver, 20).until(EC.element to be clickable((By.XPATH, f'//*[@id="TableWithRules"]/table/tbody/tr/td[1]/a".format(check tr)))).click()
title = driver.find element(By.XPATH, t'//*[@id="GeneratedTable" |/table/tbody/tr[2]/td[1]/h2").text
title = WebDriverWait(driver, 20).until(EC.visibility of element_located((By.XPATH, f'//*[@id="GeneratedTable™|/table/tbody/tr[2]/td[1]/h2"))). .text
body = driver.find element(By.XPATH, f'//*[@id="GeneratedTable™]/table/tbody/tr[4]/td").text
href « driver.find element(By.XPATH, f'//*[@id-"GeneratedTable™]/table/tbody/tr[7]/td").text
Date Record = driver.find element(By.XPATH, f'//*[@id="GeneratedTable"]/table/tbody/tr[11]/td[1]").text
f = open("C:/Users/ddovp/Desktop/WEB/Monitoring crawler/CVE Mitre 2020.txt","a", encoding="utf-8")
f.write("CVE-ID: {}\nDescription: {}\nReferences: {}\nDate Record Created: {}\n".format(title, body,href Date_Record))
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¥ abcpy
» check _orpy

check_cr.ap

¥ crawler_2018.py
® crawler_2019.py
¥ cawler_2020.py

CVE_2019 sson
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lovedulove
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CVE_Mitre_2020.ss0n
CVE_Mitre_2020.txt
CVE_Mitre_2021 500
CVE_Mitre_2021.0at
CVE_Mitre_2022.txt
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ove site 2004 txt

v Cve_site_2005.txt
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cve_site_2012.0xt
ove site 20713.0xt
cve_site_2074.txt
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® cawler 2019py 3 X

@ cawler_2019py > cve_crawler

67 cve crawler():
63
69
site = open(

7 ines = cve site.readlines
72 numbers=g

E
74
75 for | lines:

76 site.append(i)
77 url -
78 response =

79 print(

80 print(url)

81 print(responss
82 print(
83 nuaber
84 drive
85
86
87
88 cve_site mitre
29
90
91
92
93 cve site mitre 2019():

site|number

.get(url)

Pata I )
tatus code)

= NURDeTr

r.get(url)

2019()

23 3 anx 0wl =g

Ol

File “"<string>™, line 3, in raise from

crawler_2019py - Monitoring_crawler
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File "C:\Users\ddovp\Desktop\WEB\Monitoring crawler\cr\lib\site-packages\urllib3\connectionpool.py™, line 444, in make request

httplib response - conn.getresponse()

File “C:\Users\ddovp\AppData\Local\Programs\Python\Python38\lib\http\client.py™,

response.begin()

File "C:\Users\ddovp\AppData\Local \Programs \Python\Python38\1ib\http\client.py™, line 367,
status, reason = self. read status()

version,

line 1347, in getresponse

in begin

File “C:\users\ddovp\AppData\Local\Programs\Python\Python38\lib\http\client.py™, line 268, in _read status

line « str(self.fp.readline( MAXLINE + 1),

return self. sock.recv_into(b)
KeyboardInterrupt
~C

*i50-8859-1")
File “C:\Wsers\ddovp\AppData\Local \Programs\Python\Python38\lib\socket.py™, line 669,

(cr) C:\Users\ddovp\Desktop\WEB\Monitoring crawler>crawler 2019. pyﬂ
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in readinto
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"CVE_2019": |
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"CVE_ID": "CVE-2019-9999",

"Description”: "** RESERVED ** This candidate has been reserved by an organization or individual that
will use it when announcing a new security problem. When the candidate has been publicized, the details

for this candidate will be provided.”,
"References”: ",
"Date Record Created”: "20190324"

"CVE_ID": "CVE-2019-9998",

"Description”: "** RESERVED ** This candidate has been reserved by an organization or individual that
will use 1t when announcing a new security problem. When the candidate has been publicized, the details

for this candidate will be provided.”,
"References”: ",
"Date Record Created”: "20190324"

"CVE_ID": "CVE-2019-0997",

"Description”: "** RESERVED ** This candidate has been reserved by an organization or individual that
will use it when announcing a new security problem. When the candidate has been publicized, the details

for this candidate will be provided.”,
"References”: ",
"Date Record Created”: "20190324"

"CVE_ID": "CVE-2019-9996",

"Description”: "** RESERVED ** This candidate has been reserved by an organization or individual that
will use it when announcing a new security problem. When the candidate has been publicized, the details

{"took":1,"timed_out":false," shards":{"total":1, "successtul":1,"skipped":0, "failed":0}F , "hits": { "total "

{"value":946, "relation": "eq"}, "max_score":1.0, "hits" [{"_index": "cve_2019", " _type":" doc","_id":"1"," score":1.0," source": {"CVE_ID": "CVE-2019
9999" "Description™: "++ RESERVED ** This candidate has been reserved by an organization or individual that will use it when announcing a new
secur ity problem. When the candidate has been publicized, the details for this candidate will be provided.”, "References™ ™"
"Date_Record_Created": "20190824"}}, {"_index":"cve_2019" " type":" doc","_id":"2"," score":1.0," source™: {"CVE_ID": "CVE-2019-9998",
Description™: "+ RESERVED ** This candidate has been reserved by an organization or individual that will use it when announcing a new securit
problem. When the candidate has been publicized, the details for this candidate will be provided.”, "References™ ™", "Date_Record Created":
"20190324"}1} {" _index":"cve_2019" " _type":" doc","_id":"3"," _score":1.0," _source": {"CVE_ID": "CVE-2019-9997", "Description": "#+ RESERVED *x
This candidate has been reserved by an organization or individual that will use it when announcing a new security problem. When the candidate
has been publicized, the details for this candidate will be provided.", "References": ", "Date_Record Created": "20190324"}},
{"_index":"cve_2019" " type":" doc","_id":"4" " score":1.0," source™: {"CVE_ID": "CVE-2019-9996" "Description": "+x FESERVED #+ This candidate
has been reserved by an organization or individual that will use it when announcing a new secur ity problem. When the candidate has been
publicized, the details for this candidate will be provided.", "References": ", "Date_Record Created": "20190324"}},

{"_index":"cve_2019" " type":" doc","_id":"5","_score":1.0," source™: {"CVE_ID": "CVE-2019-9995" "Description": "+x FESERVED #+ This candidate
has been reserved by an organization or individual that will use it when announcing a new security problem. When the candidate has been
publicized, the details for this candidate will be provided.", "References": ", "Date_Record Created": "20190324"}},
{"_index":"cve_2019" " type":" doc","_id":"6","_score":1.0," source": {"CVE_ID": "CVE-2019-9994"  "Description": "+x FESERVED #+ This candidate
has been reserved by an organization or individual that will use it when announcing a new security problem. When the candidate has been
publicized, the details for this candidate will be provided.", "References": ", "Date_Record Created": "20190324"}},

{" index":"cve_2019" " type":" doc","_id":"7"," score":1.0," source™: {"CVE_ID": "CVE-2019-9993", "Description": "sx RESERVED *x This candidate
has been reserved by an organization or individual that will use it when announcing a new security problem. When the candidate has been
publicized, the details for this candidate will be provided.", "References": ", "Date_Record Created": "20190324"}},

{"_index":"cve_2019" " type":" doc","_id":"8","_score":1.0," source™: {"CVE_ID": "CVE-2019-9992"  "Description": "+x RESERVED #+ This candidate
has been reserved by an organization or individual that will use it when announcing a new security problem. When the candidate has been
publicized, the details for this candidate will be provided.", "References": ", "Date_Record Created": "20190324"}},

{"_index":"cve_2019" " type":" doc","_id":"9" " _score":1.0," source™: {"CVE_ID": "CVE-2019-9991"  "Description": "+x FESERVED #+ This candidate
has been reserved by an organization or individual that will use it when announcing a new security problem. When the candidate has been
publicized, the details for this candidate will be provided.", "References": ", "Date_Record Created": "20190324"}},

{" index":"cve_2019" " type":" doc","_id":"10"," score":1.0," source": {"CVE_ID": "CVE-2019-9990", "Description": " RESERVED *x This candidate
has been reserved by an organization or individual that will use it when announcing a new secur ity problem. When the candidate has been
publicized, the details for this candidate will be provided.", "References": ", "Date_Record Created": "20190324"}}]1}}
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- selenium version():
pip list = os.popen(“pip list"™)
selenium version = pip list.read()
print("E=)
print(selenium version)
"selenium 3.141.8" in selenium version:

print(“ski

prlnt( _:;:n u
s.system( '
cve_ld_save()

CVE Site 322 | selenium H1™ A3

-_—_=0

CVE-ID(name) Update

1. python os2[0|E2{2| 7| S 2 = seleniumt| 1= 9l

2. ZAIECHEH 24X & 8
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CVE-ID(Name) €0H|0| E

cve 1d save():

print(

| CVE-ID7IMe+ 3E

year = 1999 + check tr

filename 1ist $

dacktrochkeral 1. cve.mitre.org AFO| EO| A 1999 = Z4 A

i :‘.r-r‘.H‘"‘T (f

2. CVE-ID 3 EE!
a = driver.find element(By.XPATH, f ™ : , S S 3. TXT F|Ie01| CVE-ID EE%E I-|X°|-
s (ywen) 4.2022'A7}x| Hhe

CVe vyear = N ‘ {year)

num 1

f cve year
print(
open( filename,

f.write(a 4
print(

print(

cveid url get(): — .
print(“cve-id T'= =dA3” | I TXTOl = CVE-ID HM 3 E
A l year

filename

1. 82 |0 Up = TXTHY! & 7|

year = 1999 o - P .
CVE Site qEEI filename = “"cvelist " + str(year) + 2. I}t2ALH CVE-IDE 2| AEHSHEE H=0] N
— =0 with open(filename, 'r’,encoding="utf-8° . : =
q = f.read() = - 4o
CVE-ID(name) Update cveid = q.split(’” ) 3. Eli— —'I__A—I HE ;' O“ 7 Aﬁ
prelidlsss) 4. ChE B2 0|
cve len = len(cveid)
orE] o G E I e Dho} I idZH4=2t Y= SI4=T) ZFohed Cf
Url google = (¥"h ps://wwwu.google.co.kr/search?q={keyword}"™. (keyword) ) S 2 A E

check_trt = check _Ttrt + 1

if check trt < cve len:
driver. get(Url google)
print(TS&8=CE aw ™)

Exceptlon_handlng()
elif check_trt == cve_ len:

year = year + 1

check _trt = ©
driver.get(Url google)
print("dlE'E < OFAIZ™)

Exception_handing()
‘ ‘ I I print("25F")
maind()
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£iet CVE-ID URL=F

| HIEROZ URLFE
1. Ty= 2 2 02X 2
2. Y E|= URLTE

CVE-ID Search
IDO]| s{{Etsl= URL =%

B cvelist 1999.txt1_url txt - B 2%
By HY ¢

https://nvd.nist.gov/vuln/detail/CVE-1999-1595 https://cve.report/CVE-1999-1595 https://cve.jirak.net/cve-1999-1595/ https://

100% Windows (CRLF)
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THE URL AfO|E 0|5 H|O]E

‘t(driver, 20).until(
« driver.find c-la-nc-rlf{ APARIH, T
time data = driver.find element (By.XPATH, f
uri:
(driver, 20).until(
driver.find element(By.XPATH, f
td « driver.ftind element(By.XPATH, f
url:
it(driver, 20).until(
y = driver.find elesent(By.XPATH, f

ata = driver.find o"._o".".f'l"Tl_ :'l"»'u'H' f

(driver, 20).until(

driver, 28).until(

iriver.ftind elenment(By . XPATH, t

A X
=

THE URL 0[S % HOE +%

=
2. =X

9
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TXT, DB, JSON X%

D (ecistioe: ) eeta ) ced: {N\n".format (title, body, tise NP | Cl|O]Ef X{Z&pd
CIXTE QRIS 273N HE
file data = O -

file data["CVE ID"] = title 2 JSONQE X-Iéi.
file dd'.d[ ript] = hody

file dd'.d[

3. Elasticsearch 9424

print( .dumps(file data, ensure ascii

th open( , 'a’, encoding="utf-8") as wake_file: 4. jsonFENZ Tr= 11 index, cve-id description, date record

.dump(file data, make file, ensure asciisFalse, indents"\t")

check tr « check tr + 1 | C,eated %-_ILI.7EI.% 6(;) H O‘I X-i IN;

print(f"1ist (d} \n (check tr}”.format(d,check tr))

print(es)

Elastic DB 0f] X% & docs = [
json LI HE2 = K& .

0cs.append(

: time data

.bulk(es, docs)

cveid_url_get()

, CCIT
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Elastic DB 0| X% &
json Lt HEfZ== K&
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<Elasticsearch([{ host’: '10.100.111.245", ‘port’: 9200}])>

c:\WEBPROJECT\ele.py:34: DeprecationWarning: The ‘body’ parameter is deprecated for the ‘search’ API and will be removed in a future version. Instead use API parameters
directly. See https://github.com/elastic/elasticsearch-py/issues/1698 for more information

res = es.search(index="hyl", body=doc, size=10)

[{" _index': "hyl®, " type': ' doc’, ' id': "ICu6EYUBEEolbYlATeBe®', " score’': 1.0, ' source’: {'CVE-ID': "CVE-1999-1595 Detail’, 'Description’: "REJECTED\nCVE has been m
arked "REJECT" in the CVE List. These CVEs are stored in the NVD, but do not show up in search results.\nDescription\n** REJECT ** DO NOT USE THIS CANDIDATE NUMBER. Con
sultIDs: none. Reason: This candidate was withdrawn by its CNA. Notes: none.\n\nSeverity\nCVSS Version 3.x\nCVSS Version 2.0\n\n\nCVSS 3.x Severity and Metrics:\n\nNIST
: NVD\nBase Score: N/A\nNVD score not yet provided.\n\n\nNVD Analysts use publicly available information to associate vector strings and CVSS scores. We also display a
ny CVSS information provided within the CVE List from the CNA.\n\nNote: NVD Analysts have not published a CVSS score for this CVE at this time. NVD Analysts use publicl
y available information at the time of analysis to associate CVSS vector strings.\n\n\n\n\n\n\n\n\n\nReferences to Advisories, Solutions, and Tools\nBy selecting these
links, you will be leaving NIST webspace. We have provided these links to other web sites because they may have information that would be of interest to you. No inferen
ces should be drawn on account of other sites being referenced, or not, from this page. There may be other web sites that are more appropriate for your purpose. NIST do
es not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further, NIST does not endorse any commercial products that may be me
ntioned on these sites. Please address comments about this page to nvd@nist.gov.\nHyperlink Resource\nWeakness Enumeration\nCWE-ID CWE Name Source\nChange History\nl ch
ange records found show changes’, ‘Date Record Created’: "QUICK INFO\nCVE Dictionary Entry:\nCVE-1999-1595\nNVD Published Date'\n11/85/2620\nNVD Last Modified:\n11/05/2
020\nSource:\nMITRE'}}, {" index': ‘hyl’, " type': ' doc’, ' id': "JSubEYUBEEolbYlAguCu', ' score': 1.0, ' source’: {'CVE-ID': "CVE-1999-1595 Detail’, 'Description’: 'R
EJECTED\nCVE has been marked "REJECT" in the CVE List. These CVEs are stored in the NVD, but do not show up in search results \nDescription\n** REJECT ** DO NOT USE THI
S CANDIDATE NUMBER. ConsultIDs: none. Reason: This candidate was withdrawn by its CNA. Notes: none.\n\nSeverity\nCVSS Version 3.x\nCVSS Version 2.0\n\n\nCVSS 3.x Severi
ty and Metrics:\n\nNIST: NVD\nBase Score: N/A\nNVD score not yet provided.\n\n\nNVD Analysts use publicly available information to associate vector strings and CVSS sc
ores. We also display any CVSS information provided within the CVE List from the CNA.\n\nNote: NVD Analysts have not published a CVSS score for this CVE at this time. N
VD Analysts use publicly available information at the time of analysis to associate CVSS vector strings.\n\n\n\n\n\n\n\n\n\nReferences to Advisories, Solutions, and Too
1s\nBy selecting these links, you will be leaving NIST webspace. We have provided these links to other web sites because they may have information that would be of inte
rest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other web sites that are more appropriate fo
r your purpose. NIST does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further, NIST does not endorse any commercial
products that may be mentioned on these sites. Please address comments about this page to nvd@nist.gov.\nHyperlink Resource\nWeakness Enumeration\nCWE-ID CWE Name Sourc
e\nChange History\nl change records found show changes’, ‘Date Record Created’': 'QUICK INFO\nCVE Dictionary Entry:\nCVE-1999-1595\nNVD Published Date'\n11/85/2629\nNVD
Last Modified:\n11/05/2020\nSource:\nMITRE'}}, {" index': ‘hyl’, " type': ' doc’, ' id': "JCu6EYUBEEOlbYlAeOCP', " score’: 1.0, ' source’: {'CVE-ID': ‘cvelist 1999.txt’
, Description’: 'Start 14-day trial\nSIGN IN\nCVE-1999-1595\n2020-11-05 20:15:00\ncve@mitre.org\nweb.nvd.nist. gov\an\nJSON\nDescrlptlon\nREJECT DO NOT USE THIS CANDID
ATE NUMBER. ConsultIDs: none. Reason: This candidate was withdrawn by its CNA. Notes: none.\nCPE\nName\nOperator\nVersion\nHow to protect your server from attacks?\n\nG
et pack of different security solutions such as\nLinux agent scanner\nZabbix Plugin\nSplunk Plugin\nOpen API Integration\nGet Linux Scanner\nProducts\nSecurity Intellig
ence\nNon-intrusive assessment\nDevelopers SDK\nDatabase\nVulnerabilities\nExploits\nIOC\nSecurity News\nBugBounty\nPopular\nWild Exploited\nTools\nLinux Security Scann
er\nAPI integration\nSubscriptions\nPlugins\nManual Audit\nLearn More\nStats\nAPI\nDocs\nApi-keys\nLicense\nPricing\nGlossary\nCompany\nBlog\nContacts\nAbout Us\nOpenSo
urce\nEULA\nBrand Guideline\nPrivacy Policy\nThis site is protected by reCAPTCHA and the Google Privacy Policy and Terms of Service apply. All product names, logos, and
brands are property of their respective owners. All company, product and service names used in this website are for identification purposes only. Use of these names, 1
ogos, and brands does not imply endorsement.If you are an owner of some content and want it to be removed, please contact us. Using Vulners services you are accepting V
ulners services end-user license agreement\n@2022 Vulners Inc’, 'Date Record Created’: "time : Thu Dec 15 ©2:41:34 2022°}}, { " index': 'hyl', " type’': " doc’, " id': 'K
SubEYUBEEO1bY1AleDQ', * score’: 1.8, " source’: {'CVE-ID': "cvelist 1999.txt’, 'Description’: 'Start 14-day trial\nSIGN IN\nCVE-1999-1595\n2020-11-05 20:15:00\ncve@mitr
e.org\nweb.nvd.nist.gov\n13\nJSON\nDescription\nREJECT DO NOT USE THIS CANDIDATE NUMBER. ConsultIDs: none. Reason: This candidate was withdrawn by its CNA. Notes: none.
\nCPE\nName\nOperator\nVersion\nHow to protect your server from attacks?\n\nGet pack of different security solutions such as\nLinux agent scanner\nZabbix Plugin\nSplunk
Plugin\nOpen API Integration\nGet Linux Scanner\nProducts\nSecurity Intelligence\nNon-intrusive assessment\nDevelopers SDK\nDatabase\nVulnerabilities\nExploits\nIOC\nS
ecurity News\nBugBounty\nPopular\nWild Exploited\nTools\nLinux Security Scanner\nAPI integration\nSubscriptions\nPlugins\nManual Audit\nLearn More\nStats\nAPI\nDocs\nAp
i-keys\nLicense\nPricing\nGlossary\nCompany\nBlog\nContacts\nAbout Us\nOpenSource\nEULA\nBrand Guideline\nPrivacy Policy\nThis site is protected by reCAPTCHA and the Go
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Crawling NLP NLP After Elastic DB

Data import Data export

Elastic DB

vvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvv



@ import_db.py > ...

es Elas
print(es)

print (es.cat.indices())

esjson = es.search(index="cve

XD -
w Elastic DB

L CCIT

CULTURE CONTENTS &
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Crawling
Data import

{-} Description_list2.json > ...

"CVE_ID": "CVi
"Description”:
individual th
publicized, t
"References”:
"Date_Record Created”:

"CVE_ID": "CV
"Description™:

npatchec

"Date_Record_Created”:

play
"References":
com/th i

“"CVE_ID": "CVE-
"Description™: “"The

logs POST data t

with firmware
the

k
co

N NN N =
> W N = O O

N

"took™ : 1,
"timed_out™ : false,
"_shards” {
"total” : 1,
"successful” : 1,
"skipped” : @,
"failed" : ©
1
J2
e o
hits" : {
"total" : {
"value™ : 946,
"relation” : "eq"
1
J2
"max_score" : 1.0,
"hits" : [
J
L
"_index" : "cve_2019",
"“type” : " doc”,
'l_ic“ : llln,
" score” : 1.0,

_source" : {
"CVE_ID" : "CVE-2019-9999"

will use it when announcing

"References" : "",

¥
} £
i g
L
" _index"™ : "cve_2019",
"“type” : " doc”,
" id" o 27,
" score” : 1.0,

" source" : {
"CVE_ID" : "CVE-2019-9998",

will use it when announcing

"References"”

L
"Description” : "** RESERVED ** This candidate has been reserved by an organization or individual that
new security problem. When the candidate has been publicized, the
details for this candidate will be provided.”,

"Date_Record_Created” : "206196324"

"Description™ : "** RESERVED ** This candidate has been reserved by an organization or individual that
new security problem. When the candidate has been publicized, the
details for this candidate will be provided.”,

"Date_Record Created” : "206196324"



{-} Description_list2json > ...
"CVE_ID":

publicized,
"References”:
"Date_Record _Created”:

“"CVE_ID": "(

line:
output.write(line)
output.close()

"CVE_ID":
"Descriptio
ndl

“"CVE_ID": "(
"Description”: “"The

to the

= Crawling
Data import

NLP
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stopwords_list.txt - 0| 2%
import nltk

import os |
os.listdir('./’

my myse1f we : our', ‘ours', ourse1ves , 'you', "you're",
rt sent_tokenize ‘ve”, "you uiilE ¥ou 'your®, ‘yours', ‘yourself’, ‘yourselves', ‘he’,
B his”, h1mse1 "she’ . ‘she’ s', 'her', ‘hers’, herse1f i
- - it's", 'its', 'itself', 'they’, 'them', 'their’', 'theirs’ themse1ves',
rt stopwords ‘what', 'which', 'who', 'whom', 'this' ‘that', "that'11", "these’, "those’,
' 'is', "are', 'was' ; were . ‘been’, 'being’', 'have’, ‘has’', 'had’,
‘do’, 'does’, 'did ; do1n ‘a', 'an', ge ‘and', ‘'but’, 'if’,
because’', 'as', 'until’ wh1?e , of', "at’, 'by', 'for’', 'with’,
', 'against’, 'between’', 'into', 'through’', 'during’, 'before’', ‘"after’,
above', 'below’, 'to', 'from', 'up’', ‘down’, 'in', ‘out’, 'on’', 'off’,
over', 'under', 'again', 'further', 'then’, 'once', "here', 'there', 'when’,
where', 'why', "how', "all’, 'any’, 'both', ‘each’', 'few', 'more', "'most’,
other', 'some', ‘'such', 'no', 'nor’', 'not’ on1y : 'own', ‘same’', 'so',
‘than’', "too', ‘very', 's', 't', 'can’, will Just don', "don't",
stop_words_list = stopwords.words( english’ ‘should”, "should've”, ‘now’, 'd’, '11°, 'm’ '0; re’ , ve', 'y', "ain’,
) , aren', "aren't", "couldn', "couldn't", d1dn : d1dn i doesn’, "doesn't",
stop_words = set(stopwords.words(’e n "hadn’, "hadn't", ‘hasn’, "hasn’t”, 'haven’, "haven't", 1sn', "isn't", 'ma’,
‘mightn’, m1ghtn , ‘mustn’', "mustn't”, 'needn’', "needn’'t”, 'shan’,
: : "shan't"”, 'shouldn', "shouldn't", ‘'wasn', "wasn't"”, 'weren', "weren't", 'won',
word_tokens = word tokenize(openfile) i T e T AR Pnss Tl D

sent_tokens = sent_tokenize(openfile) Aitkmodel.txt - 23 E nitkresultixt - 2%

openfile = open('Description_list2.json’, 'rt’, encoding="utf-

tokens = nltk.word tokenize(openfile) L & b HE 57|
tagged nltk.pos_tag(tokens)

allnoun = [word for word, pos in tagged if pos in ['NN’, "NNP"] . ,_CVE_2019°, O, ity CLN, LU, UUUT, CCVEIDL, TUUT, Til. | (¢, """, 'cve_2019", "', *:*, '[", "{", ""'", 'Cve_ip", ""'", "
CVvE-2019-9999°, =~ =, ', , ° ~~, Description , 1Lt v e cvs’2019 9999, "ttt Tt f TmeTel peccpiption’, TCt, i, L
RESERVED , ®¥' '®'  'This', 'candidate', 'has', 'been’', 'reserved’, G C =25 Ugen D=0 _ 0 'candidate' 'reserved ’ organ1zat1on

B .1 .y This',  candi : ; been , reserved , , "RESERVED', '*', '*', ‘This
result = wﬁen ‘an’, 'organization or', 'individual®, "that’, "will’, 'use’, "it "individual’, ‘use’, "announcing’, 'new’, ‘security’, prob1em L
for w in word_tokens:

tkresult.txt’, 'w’, encoding="utf-8") as fb:

Cand1datg""°“ﬂ§;”9 'bean’ "Sﬁbi1cf§ggr1t¥ P;ﬁg]em.aetéiis.Wh?QOF. the ‘when', ‘candidate’, pub;icized 'ﬂ:zn'detai1s‘!' candldate , 'provided’
- : . . 0 : : e L = D , References’, T :
it w stop_words: RQ;Zrencggnd1g§Fﬁ . W111‘z ‘be’, ‘provided’, Date Record Created : 'Date_Record_Created’, "''", ":*, 77, "20190324", """, B Tots THY:
sERlliE e TS 7120100324, "ttt '3 S0 _fagpe | molo TRgEs I, T : S, CVE_ID! "T:L"’.'E".:::". CVE-2019-9998" """:.:"z.f""’ :
' CVE- 2019’9998 EOEEY 0o mous 'Description' S eI, ';' . 'Description’ H » = RESERVED e =
. . ) =2 T e A= - . 1o © ‘candidate’, reserved organ1zat1on - 1nd1v1dua1 ‘use’, announc1ng
ith open('stopwords list.txt",'w’', encoding='ysf”8’ < . "RESERVED' T This®', 'candidate’, ‘has’, ‘been’ , reserved’, ’ b1 B e did bii d’
with op stopwords list.txt’', 'w’, g="y#f-8 a - ERE organ1zat1on' ‘or’, ‘individual®, 'that', 'will', ‘use’, 'it' geu ' secur1t¥ 5 ‘problem’, d.d’ when’, 'candi atﬁ.z" pu ;c1ze 2
fa.write(str(stop_words_list[:179])) 'when', 'announcing’ "‘new’, secur1ty ‘problem', '.', 'when', "_eta1 = candidate’, ‘provide Date,Record et .. Re erences
'candidate', ‘has ', been pub11c1zed d L 'the', 'detai]s', "for' T .’.’ a0 Seonts SEEs- Ooc .z,.' ’
‘this’, 'candidate’, "be’ prov1d ' 120190324 TS ST » "CVE_ID ".."’ 20 meea o
'__v’, encoding:’[_t{*zl as i - Refel"ences e v . ~ v " Date RECOI"d Cl"eated CVE 2019- 999?‘ el O oo L DeSCF1pt10n ’ ‘: ’ . ) “‘,
£ ite(str d tok , L Ser 50190324 ; : ', ’.%. o "CVE._ ID =5 ’ .RESERYED ®' TR ,' This"®, cand1date . reserved organization’,
in.write(str(word_tokens)) CVE-2019.9997" . meir Taedn? ALl et otion” ;. . 1nd1v1dua1 ‘use', ‘announcing’, 'new', ‘security', ‘problem’, '.°,
" RESERVED .*.' e Tah oD 'candidate'p rrsl oreden s Ummmmeimen ‘when', cand1date : pub1icized e 'detai1s', cand1date , provided’
- = = ’ - ,. - - = - = = ’ ', - = ', - e ! '.' L B me References L " -0 " mr
an’, ‘organization 1nd1v1dua1 that , will', 'use', 'it e ! weem 1~ nien Yaqd ". 0 Mg
'when' announcing' new : secur1ty ‘problem’, '.", 'when’, "??Ee—ggsgrgagreﬁF?g oo :“: CVE é0150338224 Gonm L .} oot ? t,
cand1date , has', ', 'publicized', ",", "the', 'details’, 'for’ "Necerdintinm Cmrem Cald Taass Ty e Tae? g Thi
s —canargace , —wiir ; oe P'UV'”EU vs ) X ‘candid’ate‘n zreserved. ! organ1zat1on ! 1ﬁ5$5$dﬁg1 ‘use’ ’annoaac;ng
it e R S5 , , ,
Refef????s 50190324 * SORNRLIARS T "'zu,DaésERggord"created J ‘new’, 'security’, prob1em ,.".", 'when", ' cand1date'=" publicized', ",7,

: . S =T et =l L0 Ty L PR :
, encoding="utf-8') as fc: 'CVE-2019-9996" ; , . 'Description’, T P! e "9?E3115 ‘candidate’, ‘provided’, Date’Record PR ... References’,
RESERVED RS et is’ 'candidate', ‘has ', ‘been’ , reserved', 'by", '20190324° . "ttt .}.’ .’.’ g Tween CTEVE TIpT, " 0 olzg® ¢
. . ' g . ’ ’ ’ - ’

‘an', organ1zat1on' ‘individual’, "that’, ‘will’, ‘use’, "it 'CVE-2019-9995" "t tr’ mteh e cription ".."’ 0 anse? e
wheg_a tannogﬂc1ng newbi secgr1t¥ - P;ﬁb]em.a tail .Wh?2 », the 'RESERVED' '*', '*',,'Tnis', 'candidate’ ? reserved Dr,anization':
‘candidate’, ‘has’, : publicize S0 e’, 'details’, or", e . A 5
‘this', 'candidate’, "be" prov1ded i I e e 1nd1v1dua1 use', 'announcing’, ‘new’, secur1ty ‘problem’, ".°,

L, , L, , - - . L . ! el . : -
References ) T ) Rt  Smrmmeret meeein . oo ‘when’, cand1date_5 pgggés;ﬁggsz . deta11s Ty, candldate » provided
L . s s s s ] ’

T 7150190324 '}', T R =i e s ncest, TR
VE-201070005 ", Frimt v v twdut gttt ot B nitkresult. i cve. émgo%)ggzzct S Lt e
,RESERVED", '*°, "*7', 'This’ .'C‘?‘”q"date'! has’, o omm  wy| &, "' " 'RESERVED', '*', '*' 'This'
an’, organ1zat1on' individual®, “that’, F= == an1zat1on 1nd1v1dua1 "use’, ‘announcing’
when', 'announcing "new’, secur1ty pri P when cand1date pub11c1zed

‘candidate’. 'has'. ‘been’. 'publicized'. *.° 'tIE:{" "ttt 'CVE_2019° e, tit, [N, {7, """, "CVE_ID’ o -::’  ided’. ".t. - v mede B Ferences”

T, "CVE- 2019- 9999" R . """, Descr1pt1on . = - ten ' b
et RESERVED et '*', "This ', cand1date . reserved organ1zat1on
"individual’ use . announcing', new ; secur1ty', prob1em =
'when', 'candidate', pub11c12ed _— deta11s , 'candidate’, prov1ded

T ", References A ot S T R
Date Record Created b = "", 20190324 ""', i Taio alv e
ttt, "CVE_ ID " - —en ' :', CVE 2019 9998 " """, R T

’
Descr1pt1on e “at ' *" RESERVED '*', '*', "This®
“candidate’ reserved organ12at1on "individual’ use announc1ng
"new” , secur1ty prob1em -y when 'candidate' pub11c1zed s
deta11s cand1date prov1ded . References

: ; . ; Date Record Created " . S
I I I I I I 2013:2?4 e '}'1 '1'1 '{'! " ’ CVE ID’ o 3 :'! '~~'1
CVE 201 5= “097 R R T Descr1pt10n O Seto YT '*',
= e "RESERVED" : "= "This", cand1date ., 'reserved’, ‘or an1zat1on .
— = "individual® ,  use’, 'announcing’ ‘new’, ‘security’ ‘problem’, ".°
— —-— 'when', 'candidate', pub11c1zed . deta11s . 'candidate . prov1ded'
— —_ ST Ty References T R T T S it
— — Date Record Created e . "", 20190324 ' ¥} R
— | "ttt "CVE_ID' . v, 1177, 'CVE-2019-9996° . L e
‘Description’, R = = b " RESERVED "', et "This® ’
111111 "candidate’, ‘reserved’, 'organ1zat1on , "dindividual’ use’, ‘announcing’
‘new’, '"security’, 'prob1em = '.', when', 'candidate', pub11c1zed e
‘details’, "candidate’, prov1ded "o o T References .
AT, ity Tt ML, Date "Record cre R T - T
'20190324° """, s , """, "CVE_ID® " “et s
"CVE-2019- 9995 I """, Descr1pt1on " “ets YT "R
"RESERVED' ' w0 "This"® cand1date reserved ‘or an12at1on
1nd1v1dua1 . use', announc1ng new ; secur1ty "problem” *
'when', "candidate’, pub11c1zed T deta11s candidate prov1ded'
R T T S References e B T S
‘Date_Record_cCreated’, """, c “', 20190324 S T L
ettt 'CVE_ID', """, ":°, ° - CVE 2019-9994° """, e -
‘Description’, "M, ":f, "7 xS RESERVED A - "This®
' ‘candidate’, ‘reserved’ or‘gam zat1 on', "indivi dual’ use’, * announci ing’
‘new’, ‘security’, prob1em s -, "when®, 'candidate', "publicized’ -
‘details’. "candidate’. "pbrovided’. Lt e e meie e peferences .
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B tag3txt-0EH

. tag.txt - HE2F
1s import stopwords

tagltxt - 2%

m nltk.stem import WordNetlLemmatizer

g #=HE =2

f = open( tag5_test.txt’, 'rt’,encoding="utf-8"
lines = f.readlines()

line = []
for i in

range(len(lines)):

line.append(lines[i])

f.close()

stop word eng = set(stopwords.words(’
line = [1 for 1 in line if 1 : stop_word_eng]

lemmatizer
token = Reg

ane Tl_:f()
cenizer ( [\w]+")

result_pre_ lem = [token.tokenize(i) for i in line]
middle pre_ lem= [r for i in result_pre lem for r in 1i]

final lem

[lemmatizer.lemmatize(i) for i in middle pre lem if

pd.set_option( 'display w', 500)

pd.set_option( display

english2
english2

‘:tﬁ

)ylumns®, 100)

pd.Series(final lem).value counts().head(160)
[ E‘”)

‘'w', encoding="utf-8") as f:

f.write(str( engllshz )

CULTURE CONTENTS &

NLP

, CCIT
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stop word eng]

http
Description
CVE_ID

MISC
candidate
org

com

security
NMMISC
execution
issue

NURL
interaction
exploitation
Product

ID
information
WWW
vulnerability
disclosure
message

list
fedoraproject
CONFIRM
attacker
update
problem
github

or an1zat1on
fi

id

check
NFEDORA

php
service

code

debian
announce

=1, 21

2647
946
946
496
403
396

http

2019

com

org
security
NURL

CVE
References
CVE_ID
Description

Date_Record_Created

list

1l

NMMISC
html

This

WWW
announce
MISC

RHSA
needed
android

2
candidate
opensuse
10

issue
debian
fedoraproject
privilege
access
Android
execution
In

could

7

3
20190228

=1, 21

&)

CVE

http

2018

com

ID

URL
Created
References
Description
Date
Record
security
candidate
WWW

1l

MISC

0
vulnerability
CONFIRM
This

org

2

attacker
html

3

issue

use

access
version
new

4
individual
detail
when

RHSA
provided
problem
oraanization

—= d

2|
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Source Structure

* Asset: css, fonts, image, |s, SCSS
« CVE_Json_open: elastic search0|A] client.search/get data &=
e Login-router: 2121/ 3|72

e Views: B H|0|X|(ejs, html)

* app.|S

vvvvvvvvvvvvvvvvvvvvvvv
...............................



CVE_Json_open

const elasticsearch - require("elasticsearch");

e - o const require('node:http');
"total" : { const client elasticsearch.Client({
"value™ : 946, hosts: ["http://10.100.111.245:9200"]
"relation” : "eq" '
s
"max_score" : 1.0,
h;ts [ function run () {
'_index" : "cve_2019", const body client.search({
'Ziip€'i "_doc”, index: 'cve_2019',
l—_'L n : Illll, . . :
" score” : 1.0, scroll: 'Im’',
"_source"| : { body: {
"CVE_ID" : "CVE-2019-9999" 1 e '
’ rack_total_hits: 'true
"Description” : "** RESERVED ** This candidate has been reserved by an - - !
organization or individual that will use it when announcing a new security query: {
problem. When the candidate has been publicized, the details for this candidate match _all: {}
will be provided.", }
"References" : "", -

"Date_Record_Created" : "20190324"

Get cve 2019/ search /1Z sl query
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CVE_Json_open

const elasticsearch - require("elasticsearch");

const require('node:http');

const client elasticsearch.Client({
hosts: ["http://10.100.111.245:9200"]

k13

plitoo@Jasonui-MacBookPro cve_json_open % node test22.)s
{ function run () {
took: 1, const body client.search({
timed_out: false, index: 'cve_2019',
_shards: { total: 1, successful: 1, skipped: 0, failed: 0 }, N
hits: {
total: { value: 946, relation: ¥,
max_score: 1,

scroll: 'Im’,
body: {
track_total_hits: 'true’,

hits: [ query: {
' ‘ ' ‘ match_all: {}
},

¥
})

.then(results => {
results.hits.hits.forEach((hits, ) =>
console. log(JSON.stringify(hits._source))
)
})

run().catch(console. log)
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CVE_Json_open

plitoo@Jasonui-MacBookPro cve_json_open % node elastic_cve_open.]s
{"CVE_ID":"CVE-2019-9999","Description": "+ RESERVED ¥« This candidate has been reserved by an organization
or individual that will use it when announcing a new security problem. When the candidate has been publicize
d, the details for this candidate will be provided.","References":"","Date_Record Created":"20190324"}
{"CVE_ID":"CVE-2019-9998","Description": "k RESERVED *k This candidate has been reserved by an organization
or individual that will use it when announcing a new security problem. When the candidate has been publicize
d, the details for this candidate will be provided.","References":"","Date_Record_Created":"20190324"}
{"CVE_ID":"CVE-2019-9997","Description": "+ RESERVED ¥« This candidate has been reserved by an organization
or individual that will use it when announcing a new security problem. When the candidate has been publicize
d, the details for this candidate will be provided.","References":"","Date_Record Created":"20190324"}
{"CVE_ID":"CVE-2019-9996","Description": "k RESERVED *k This candidate has been reserved by an organization
or individual that will use it when announcing a new security problem. When the candidate has been publicize
d, the details for this candidate will be provided.","References":"","Date_Record Created":"20190324"}
{"CVE_ID":"CVE-2019-9995","Description": "4k RESERVED ¥k This candidate has been reserved by an organization
or individual that will use it when announcing a new security problem. When the candidate has been publicize
d, the details for this candidate will be provided.","References":"","Date_Record_Created":"20190324"}
{"CVE_ID":"CVE-2019-9994","Description": "k RESERVED *k This candidate has been reserved by an organization
or individual that will use it when announcing a new security problem. When the candidate has been publicize
d, the details for this candidate will be provided.","References":"","Date_Record Created":"20190324"}
{"CVE_ID":"CVE-2019-9993","Description":"+k RESERVED ¥« This candidate has been reserved by an organization
or individual that will use it when announcing a new security problem. When the candidate has been publicize
d, the details for this candidate will be provided.","References":"","Date_Record_Created":"20190324"}
{"CVE_ID":"CVE-2019-9992","Description": "4k RESERVED ¥« This candidate has been reserved by an organization
or individual that will use it when announcing a new security problem. When the candidate has been publicize
d, the details for this candidate will be provided.","References":"","Date_Record Created":"20190324"}
{"CVE_ID":"CVE-2019-9991","Description": "+« RESERVED ¥« This candidate has been reserved by an organization
or individual that will use it when announcing a new security problem. When the candidate has been publicize
d, the details for this candidate will be provided.","References":"","Date_Record _Created":"20190324"}
{"CVE_ID":"CVE-2019-9990","Description": "+ RESERVED ¥« This candidate has been reserved by an organization
or individual that will use it when announcing a new security problem. When the candidate has been publicize
d, the details for this candidate will be provided.","References":"",6"Date Record Created":"20190324"}
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Login-router

const express = require('express');

const cookieParser require("cookie-parser");
const sessions require('express-session');
const require('http');

var parseUrl - require('body-parser');

const app = express();

var path require('path');

var mysql = require('mysql’');

const { } = require('punycode');

let encodeUrl = parseUrl.urlencoded({ extended: false });

app.use(sessions({
secret: "thisismysecrctekey"”,
saveUninitialized:true,
cookie: { maxAge: 1000 - 60 - 60 - 24 },
resave: fTalse

app.use{cookieParser());

> var con — mysql.createConnection({

});
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Register
id
id

email

email

Username

Username

Password

Password
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Views & app.js

var express = require('express');

var bodyParser - require('body-parser')
var path = require('path');

var router = express.Router();

const require(‘'csurf');

- VIeWS

~ login
<> login.ejs

login.html login = require('./login_router/server');

cve_open require('./cve_json_open/elastic_json_open');
(> register.ejs
. app - express();
register.html
.use(session({

secret: 'keyboard cat',
resave: false,
saveUninitialized: true,

3));

- service
company.htmi
cve.htmi
dashboard.htm|
tables.html

app.use(bodyParser.urlencoded({extended: false}))
app.use(bodyParser.json());

app.set('view engine', 'ejs');
app.use(express.static(path.join(__dirname, 'assets')));
app.set('views', path.join(__dirname, ‘'views'));
app.engine('html', require('ejs').renderFile);

typography.html

upgrade.html

<% value %>
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