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Search Results

’There are 104 CVE Records that match your search.

Name
CVE-2022-25154

CVE-2021-33114

CVE-2021-33113

CVE-2021-33110

CVE-2021-26472

CVE-2021-20741

CVE-2021-0183

CVE-2021-0179

CVE-2021-0178

CVE-2021-0177

CVE-2021-0176

CVE-2021-0175

CVE-2021-0174

CVE-2021-0173

CVE-2021-0172

CVE-2021-0171

Description

A DLL hijacking vulnerability in Samsung portable SSD T5 PC software before 1.6.9 could allow a local attacker to escalate privileges. (An attacker must already have user privileges on Windows 7, 10, or
11 to exploit this vulnerability.)

Improper input validation for some Intel(R) PROSet/Wireless WiFi in multiple operating systems and Killer(TM) WiFi in Windows 10 and 11 may allow an authenticated user to potentially enable denial of
service via adjacent access.

Improper input validation for some Intel(R) PROSet/Wireless WiFi in multiple operating systems and Killer(TM) WiFi in Windows 10 and 11 may allow an unauthenticated user to potentially enable denial of
service or information disclosure via adjacent access.

Improper input validation for some Intel(R) Wireless Bluetooth(R) products and Killer(TM) Bluetooth(R) products in Windows 10 and 11 before version 22.80 may allow an unauthenticated user to
potentially enable denial of service via adjacent access.

In VembuBDR before 4.2.0.1 and VembuOffsiteDR before 4.2.0.1 installed on Windows, the http API located at /consumerweb/secure/download.php. Using this command argument an unauthenticated
attacker can execute arbitrary OS commands with SYSTEM privileges.

Cross-site scripting vulnerability in Hitachi Application Server Help (Hitachi Application Server V10 Manual (Windows) version 10-11-01 and earlier and Hitachi Application Server V10 Manual (UNIX)
version 10-11-01 and earlier) allows a remote attacker to inject an arbitrary script via unspecified vectors.

Improper Validation of Specified Index, Position, or Offset in Input in software for some Intel(R) PROSet/Wireless Wi-Fi in multiple operating systems and some Killer(TM) Wi-Fi in Windows 10 and 11 may
allow an unauthenticated user to potentially enable denial of service via adjacent access.

Improper Use of Validation Framework in software for Intel(R) PROSet/Wireless Wi-Fi and Killer(TM) Wi-Fi in Windows 10 and 11 may allow an unauthenticated user to potentially enable denial of service
via adjacent access.

Improper input validation in software for Intel(R) PROSet/Wireless Wi-Fi and Killer(TM) Wi-Fi in Windows 10 and 11 may allow an unauthenticated user to potentially enable denial of service via adjacent
access.

Improper Validation of Consistency within input in software for Intel(R) PROSet/Wireless Wi-Fi and Killer(TM) Wi-Fi in Windows 10 and 11 may allow an unauthenticated user to potentially enable denial of
service via adjacent access.

Improper input validation in firmware for some Intel(R) PROSet/Wireless Wi-Fi in multiple operating systems and some Killer(TM) Wi-Fi in Windows 10 and 11 may allow a privileged user to potentially
enable denial of service via local access.

Improper Validation of Specified Index, Position, or Offset in Input in firmware for some Intel(R) PROSet/Wireless Wi-Fi in multiple operating systems and some Killer(TM) Wi-Fi in Windows 10 and 11 may
allow an unauthenticated user to potentially enable denial of service via adjacent access.

Improper Use of Validation Framework in firmware for some Intel(R) PROSet/Wireless Wi-Fi in multiple operating systems and some Killer(TM) Wi-Fi in Windows 10 and 11 may allow a unauthenticated
user to potentially enable denial of service via adjacent access.

Improper Validation of Consistency within input in firmware for some Intel(R) PROSet/Wireless Wi-Fi in multiple operating systems and some Killer(TM) Wi-Fi in Windows 10 and 11 may allow a
unauthenticated user to potentially enable denial of service via adjacent access.

Improper input validation in firmware for some Intel(R) PROSet/Wireless Wi-Fi in multiple operating systems and some Killer(TM) Wi-Fi in Windows 10 and 11 may allow an unauthenticated user to
potentially enable denial of service via adjacent access.

Improper access control in software for Intel(R) PROSet/Wireless Wi-Fi and Killer(TM) Wi-Fi in Windows 10 and 11 may allow an authenticated user to potentially enable information disclosure via local

Windows 11

Search Results

’There are 4633 CVE Records that match your search.

Name
CVE-2022-36375

CVE-2022-34853

CVE-2022-34839

CVE-2022-34650

CVE-2022-34487

CVE-2022-33969

CVE-2022-33965

CVE-2022-33960
CVE-2022-33901
CVE-2022-33198
CVE-2022-33191
CVE-2022-32289
CVE-2022-32280
CVE-2022-31475
CVE-2022-30998
CVE-2022-30536
CVE-2022-30337
CVE-2022-29923
CVE-2022-29495
CVE-2022-29454
CVE-2022-29453

Description
Authenticated (high role user) WordPress Options Change vulnerability in Biplob Adhikari's Tabs plugin <= 3.6.0 at WordPress.
Multiple Authenticated (contributor or higher user role) Persistent Cross-Site Scripting (XSS) vulnerabilities in wpWax Team plugin <= 1.2.6 at WordPress.
Authentication Bypass vulnerability in CodexShaper's WP OAuth2 Server plugin <= 1.0.1 at WordPress.
Multiple Authenticated (contributor or higher user role) Stored Cross-Site Scripting (XSS) vulnerabilities in wpWax Team plugin <= 1.2.6 at WordPress.
Unauthenticated Arbitrary Option Update vulnerability in biplob018's Shortcode Addons plugin <= 3.0.2 at WordPress.
Authenticated WordPress Options Change vulnerability in Biplob Adhikari's Flipbox plugin <= 2.6.0 at WordPress.
Multiple Unauthenticated SQL Injection (SQLi) vulnerabilities in Osamaesh WP Visitor Statistics plugin <= 5.7 at WordPress.
Multiple Authenticated (subscriber or higher user role) SQL Injection (SQLi) vulnerabilities in Social Share Buttons by Supsystic plugin <= 2.2.3 at WordPress.
Unauthenticated Arbitrary File Read vulnerability in MultiSafepay plugin for WooCommerce plugin <= 4.13.1 at WordPress.
Unauthenticated WordPress Options Change vulnerability in Biplob Adhikari's Accordions plugin <= 2.0.2 at WordPress.
Authenticated (contributor or higher user role) Stored Cross-Site Scripting (XSS) vulnerability in Chinmoy Paul's Testimonials plugin <= 3.0.1 at WordPress.
Cross-Site Request Forgery (CSRF) vulnerability in Sygnoos Popup Builder plugin <= 4.1.0 at WordPress leading to popup status change.
Authenticated (contributor or higher user role) Stored Cross-Site Scripting (XSS) vulnerability in Xakuro's XO Slider plugin <= 3.3.2 at WordPress.
Authenticated (custom plugin role) Arbitrary File Read via Export function vulnerability in GiveWP's GiveWP plugin <= 2.20.2 at WordPress.

Multiple Authenticated (subscriber or higher user role) SQL Injection (SQLi) vulnerabilities in WooPlugins.co's Homepage Product Organizer for WooCommerce plugin <= 1.1 at WordPress.

Authenticated Stored Cross-Site Scripting (XSS) vulnerability in Florent Maillefaud's WP Maintenance plugin <= 6.0.7 at WordPress.
Cross-Site Request Forgery (CSRF) vulnerability in JoomUnited WP Meta SEO plugin <= 4.4.8 at WordPress allows an attacker to update the social settings.

Authenticated (admin or higher user role) Reflected Cross-Site Scripting (XSS) vulnerability in ThingsForRestaurants Quick Restaurant Reservations plugin <= 1.4.1 at WordPress.

Cross-Site Request Forgery (CSRF) vulnerability in Sygnoos Popup Builder plugin <= 4.1.11 at WordPress allows an attacker to update plugin settings.

Cross-Site Request Forgery (CSRF) vulnerability in WordPlus Better Messages plugin <= 1.9.9.148 at WordPress allows attackers to upload files. File attachment to messages must be activated.

Cross-Site Request Forgery (CSRF) vulnerability in API KEY for Google Maps plugin <= 1.2.1 at WordPress leading to Google Maps API key update.

WordPress
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n© New vulnerability information.

o WebHOOk API% %8” Slackgg II_-Ig_ CVE-2022-36415

A DLL hijacking vulnerability exists in the uninstaller in Scooter Beyond
Compare 1.8a through 4.4.2 before 4.4.3 when installed via the EXE
installer. The uninstaller attempts to load DLLs out of a Windows Temp

folder. If a standard user places malicious DLLs in the C:\Windows\Temp\
e CVE number : S

folder, and then the uninstaller is run as SYSTEM, the DLLs will execute

d ata with elevated privileges.
I i n k 2022-07-28 04:38:35

ALHIS LIRS RHNIS| 27|12 SHTHL. X3 27

Service Status - Slack

2 VulnBot 8 27 433

New vulnerability information.

CVE-2022-36900

Jenkins Compuware zAdviser API Plugin 1.0.3 and earlier does not
restrict execution of a controller/agent message to agents, allowing
attackers able to control agent processes to retrieve Java system
properties.

2022-07-28 04:39:12

NS LIS 2 RIS 2712 SFHL. A3 271

New vulnerability information.

CVE-2022-26034
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e CVE-2022-26034
Improper authentication vulnerability in the communication protocol provided by AD (Automation Design)
server of CENTUM VP R6.01.10 to R6.09.00, CENTUM VP Small R6.01.10 to R6.09.00, CENTUM VP Basic R6.01.10 to

R6.09.00, and B/M9000 VP R8.01.01 to R8.03.01 allows an attacker to use the functions provided by AD server. |

This may lead to leakage or tampering of data managed by AD server.
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-26034

® CVE-2022-22975

An issue was discovered in the Pinniped Supervisor with either LADPIdentityProvider or
ActiveDirectoryldentityProvider resources. An attack would involve the malicious user changing the

common name (CN) of their user entry on the LDAP or AD server to include special characters, which could |

be used to perform LDAP query injection on the Supervisor's LDAP query which determines their Kubernetes
group membership.

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-22975

e CVE-2022-22323

IBM Security Identity Manager (IBM Security Verify Password Synchronization Plug-in for Windows AD 10.x) is
vulnerable to a denial of service, caused by a heap-based buffer overflow in the Password Synch Plug-in.
An authenticated attacker could exploit this vulnerability to cause a denial of service. IBM X-Force ID:
218379.

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-22323

e CVE-2022-22154

In a Junos Fusion scenario an External Control of Critical State Data vulnerability in the Satellite Device (SD)
control state machine of Juniper Networks Junos OS allows an attacker who is able to make physical
changes to the cabling of the device to cause a denial of service (DoS). An SD can get rebooted and

subsequently controlled by an Aggregation Device (AD) which does not belong to the original Fusion setup

and is just connected to an extended port of the SD. To carry out this attack the attacker needs to have
physical access to the cabling between the SD and the original AD. This issue affects: Juniper Networks
Junos OS 16.1R1 and later versions prior to 18.4R3-S10; 19.1 versions prior to 19.IR3-S7; 19.2 versions prior to
19.2R3-S4. This issue does not affect Juniper Networks Junos OS versions prior to 16.1R1.

e CVE-2022-0901
The Ad Inserter Free

and Pro WordPress plugins before 2.7.12 do not sanitise and escape the REQUEST_URI
[ e e T . e - s . - e e . . ~ e

FZ HTML 2=
Ct.

PHP Version

® CVE-2022-34971

An arbitrary file upload vulnerability in the Advertising Management module of Feehi CMS v2.1.1 allows
attackers to execute arbitrary code via a crafted PHP file.
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-34971

® CVE-2022-34965

OpenTeknik LLC OSSN OPEN SOURCE SOCIAL NETWORK v6.3 LTS was discovered to contain an arbitrary file
upload vulnerability via the component /ossn/administrator/com_installer. This vulnerability allows
attackers to execute arbitrary code via a crafted PHP file.
https://[cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-34965

e CVE-2022-32420

College Management System v1.0 was discovered to contain a remote code execution (RCE) vulnerability
via [College/admin/teacher.php. This vulnerability is exploited via a crafted PHP file.
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32420

e CVE-2022-32409

A local file inclusion (LFI) vulnerability in the component codemirror.php of Portal do Software Publico
Brasileiro i3geo v7.0.5 allows attackers to execute arbitrary PHP code via a crafted HTTP request.
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32409

® CVE-2022-31626

In PHP versions 7.4.x below 7.4.30, 8.0.x below 8.0.20, and 8.1.x below 8.1.7, when pdo_mysql extension with
mysqlnd driver, if the third party is allowed to supply host to connect to and the password for the
connection, password of excessive length can trigger a buffer overflow in PHP, which can lead to a remote '
code execution vulnerability. ‘
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-31626

® CVE-2022-31625

In PHP versions 7.4.x below 7.4.30, 8.0.x below 8.0.20, and 8.1.x below 8.1.7, when using Postgres database
extension, supplying invalid parameters to the parametrized query may lead to PHP attempting to free
memory using uninitialized data as pointers. This could lead to RCE vulnerability or denial of service.
https://[cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-31625

e CVE-2022-31374

An arbitrary file upload vulnerability [images/background/1.php in of SolarView Compact 6.0 allows
attackers to execute arbitrary code via a crafted php file.
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-31374

® CVE-2022-31158

ITI1.3 Toal lihrans i a lihrarns tcad far hiiildina IMQ-cartifiad I TI 1 2 tanl nravidare in PUD Drinr ta varcinn RN

Windows 10&1

Microsoft2| 2Ax||x|0|Ct.

Windows 10,11

® CVE-2022-36415

A DLL hijacking vulnerability exists in the uninstaller in Scooter Beyond Compare 1.8a through 4.4.2 before
4.4.3 when installed via the EXE installer. The uninstaller attempts to load DLLs out of a Windows Temp
folder. If a standard user places malicious DLLs in the C:\Windows\Temp\ folder, and then the uninstaller
is run as SYSTEM, the DLLs will execute with elevated privileges.
https://[cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-36415

e CVE-2022-36414

There is an elevation of privilege breakout vulnerability in the Windows EXE installer in Scooter Beyond
Compare 4.2.0 through 4.4.2 before 4.4.3. Affected versions allow a logged-in user to run applications with
elevated privileges via the Clipboard Compare tray app after installation.
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-36414

e CVE-2022-34866

Passage Drive versions v1.4.0 to v1.5.1.0 and Passage Drive for Box version v1.0.0 contain an insufficient data
verification vulnerability for interprocess commmunication. By running a malicious program, an arbitrary OS
command may be executed with LocalSystem privilege of the Windows system where the product is
running.

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-34866

® CVE-2022-34006

An issue was discovered in TitanFTP (oko Titan FTP) NextGen before 1.2.1050. When installing, Microsoft SQL
Express 2019 installs by default with an SQL instance running as SYSTEM with BUILTIN \Users as sysadmin,
thus enabling unprivileged Windows users to execute commands locally as NT AUTHORITY \ SYSTEM, aka
NX-1674 (sub-issue 2). NOTE: as of 2022-06-2], the 1.2.1050 release corrects this vulnerability in a new
installation, but not in an upgrade installation.
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-34006

e CVE-2022-3371

Improper validation of integrity check vulnerability in Samsung USB Driver Windows Installer for Mobile
Phones prior to version 1.7.56.0 allows local attackers to delete arbitrary directory using directory junction.
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-33711

e CVE-2022-33127

The function that calls the diff tool in Diffy 3.4.1 does not properly handle double quotes in a flename when
run in a windows environment. This allows attackers to execute arbitrary commands via a crafted string.
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-33127

® CVE-2022-32236

When a user opens manipulated Windows Bitmap (bbmp, 2d.x3d) files received from untrusted sources in

O-Day Twitter News

https:/ /twitter.com/binitamshah
https://twitter.com/DirectoryRanger
https:/ /twitter.com/campuscodi
https:/ /twitter.com/Dinosn

https:/ /twitter.com/malware _traffic
https:/ /twitter.com/holisticinfosec
https:/ /twitter.com/DissectMalware
https://riskybiznews.substack.com/
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Content : A remote code execution vulnerability exists when MSDT is called using the URL protocol r‘i CVE-2022-36415 ‘ CVE-2022-34971 }“

from a calling application such as Word. An attacker who successfully exploits this vulnerability can ‘\‘ . » e ‘ ‘ Great to see you here! App helps you to stay up-to-date with your meetings and events V

run arbitrary code with the privileges of the calling application. The attacker can then install | A DLL hijacking vulnerability exists in the uninstaller in Scooter Beyond right here within Slack. These are just a few things which you will be able to do: '

. . ) Compare 1.8a through 4.4.2 before 4.4.3 when installed via the EXE ° o ' l

programs, view, change, or delete data, or create new accounts in the context allowed by the user’s i _ _ ) w

iohts ‘ installer. The uninstaller attempts to load DLLs out of a Windows Temp | An arbitrary file upload vulnerability in the Advertising Management module of Feehi i

:g b . CVE-2022-30190 ‘ folder. If a standard user places malicious DLLs in the C:\Windows\Temp\ ) ‘ CMS v2.1.1 allows attackers to execute arbitrary code via a crafted PHP file. i

L.Ukm :trt p " Jcai-bin/ 5 CVE-2022-30190 folder, and then the uninstaller is run as SYSTEM, the DLLs will execute | show link? Chok e “

ink : https://cve.mitre.org/cgi-bin/cvename.cgi?name= - - : . v : i |

| with elevated privileges. I

| | ———— ———____ e — i _ -~ — — - S ———

oH| v ‘ | | MyslackBot ® <7 7:29 I
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.o, CVE_BOT ¥ 27 12:09 | ‘ H! ES ‘\

| MBS CVE-2022-30190 MAIE L|2E XHHI5] H7|= SHZTH Q. XS] 521 | Binni Shah \

M A remote code execution vulnerability exists when MSDT is called using the URL protocol from a @binitamshah l

| calling application such as Word. An attacker who successfully exploits this vulnerability can run : : :‘
arbitrary code with the privileges of the calling application. The attacker can then install programs, ‘ New vulnerability information. 7AIZE

T‘ view, change, or delete data, or create new accounts in the context allowed by the user’s rights. | CVE-2022-36900 H =71 ’

M Link : https:/cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-30190 | Great to see you here! App helps you to stay up-to-date with your meetings and events '

‘ i | i e wWithi e | A i vhi / Vi : I

1\ CVE-2022-25154 I Jenkins Compuware zAdviser APl Plugin 1.0.3 and earlier does not H Y ( right here within Slack. These are just a few things which you will be able to do: ‘ |

i‘ A DLL hijacking vulnerability in Samsung portable SSD T5 PC software before 1.6.9 could allow a v‘ restrict execution of a controller/agent message to agents, allowing / News Binni Shah |

| local attacker to escalate privileges. An attacker must already have user privileges on Windows 7, | attackers able to control agent processes to retrieve Java system - @binitamshah I

10, or 11 to exploit this vulnerability. | properties. N ) = : M

‘ Link : https:/cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-25154 | 2022-07-28 04:39:12 7AIE !

| M es | . D Awesome RCE techniques : Awesome list of techniques to achieve Remote Code ]

[so) CVE_BOT ¢ <7 12:16 | Execution (RCE) on various apps! : https:/github.com/pOdalirius/Awesome-RCE-

1 JEL CVE-2022-34965 !{ AMst LIE 2 XHAls] E7|E ST AR, 5] 27| techniques... credits ‘

| OpenTeknik LLC OSSN OPEN SOURCE SOCIAL NETWORK v6.3 LTS was discovered to contain an l O 27| i

' arbitrary file upload vulnerability via the component /ossn/administrator/com_installer. This 1 show link? Chick Me )

| vulnerability allows attackers to execute arbitrary code via a crafted PHP file. | New vulnerability information. |

L Link : https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-34965 _ | CVE-2022-26034 I _ ; — I - . -
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PHP Version

e CVE-2022-34971

An arbitrary file upload vulnerability in the Advertising Management module of Feehi CMS v2.1.1 allows
attackers to execute arbitrary code via a crafted PHP file.
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-3497I

® CVE-2022-34965

OpenTeknik LLC OSSN OPEN SOURCE SOCIAL NETWORK v6.3 LTS was discovered to contain an arbitrary file
upload vulnerability via the component [ossn/administrator/com_installer. This vulnerability allows
attackers to execute arbitrary code via a crafted PHP file.
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-34965

e CVE-2022-32420

College Management System v1.0 was discovered to contain a remote code execution (RCE) vulnerability
via [College/admin/teacher.php. This vulnerability is exploited via a crafted PHP file.
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32420

e CVE-2022-32409

A locall file inclusion (LFI) vulnerability in the component codemirror.php of Portal do Software Publico
Brasileiro i3geo v7.0.5 allows attackers to execute arbitrary PHP code via a crafted HTTP request.
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32409

e CVE-2022-31626

In PHP versions 7.4.x below 7.4.30, 8.0.x below 8.0.20, and 8.1.x below 8.1.7, when pdo_mysql extension with
mysqlnd driver, if the third party is allowed to supply host to connect to and the password for the
connection, password of excessive length can trigger a buffer overflow in PHP, which can lead to a remote |
code execution vulnerability. |
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-31626

e CVE-2022-31625

In PHP versions 7.4.x below 7.4.30, 8.0.x below 8.0.20, and 8.1.x below 8.1.7, when using Postgres database
extension, supplying invalid parameters to the parametrized query may lead to PHP attempting to free
memory using uninitialized data as pointers. This could lead to RCE vulnerability or denial of service.
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-31625

e CVE-2022-31374

An arbitrary file upload vulnerability /images/background/1.php in of SolarView Compact 6.0 allows
attackers to execute arbitrary code via a crafted php file.
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-31374

e CVE-2022-31158

LTI 1.3 Toal librarv is a lihrarv used for hiiildina IMS-ceartifiad I TI 1 R tanl nravidare in PHP Prinr ta varcinn R 0
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