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on":"timeout', alerte:

mmunity_id' 3wcDdtnNz+NIoBhp7Y7eZMR

num_matches: 1

ICMP try to connect
ICMP try to connect

imestamp: 2022-07-25T720:44:57.8562Z
BOkbN4IBR1dLHBSEG1pX

filebeat-7.17.5-2022.07.25-000001
_doc
agent: {
Oadé4b-f1c7-4e15-8a95-7554a858f106",
* "ubuntu”,
75301¢3-f9a1-4552-a104-32eb7c8a388d",
“name": "ubuntu’,
“type": "file
"version™:
]
destination: {

"port™: 0
1
1
ecs: {
“version”: "1.12.0"
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task_form

(task_form, 200)

("/complete/ id>", methods=['POST'])
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Host
192.168.0.4
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192.168.0.6

Nas Server
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3 post_malware v

{"pkts_toserver":1."pl lent"0/bytes_to' gy ., "9/'bytes_toclient":0}'start""2022-
-25T20:37:19.720019+ nd":"2022-u/-

25T20:37:19.720019+0000""age" ":"new" reason”"timeout "alerted"false}.'co

mmunity_id""1:/J3weDdtnNz+NIoBhp7Y7eZMRPs="}

num_hits: 3

num_matches: 1

Alert to Slack

»
»

ICMP try to connect
ICMP try to connect

imestamp: 2022-07-25T20:44:57.856Z
_id: BOkbN4IBR1dLHB8EG1pX

_index: filebeat-7.17.5-2022.07.25-000001
_type: _doc
agent: {

"ephemeral_id": "240ad64b-f1c7-4e15-8a95-7554a858f106",
"hostname”: "ubuntu’

"id": "375301c3-f9a1-4552-a104-32¢b7c8a388d",

“name’: "ubuntu’,

"type’: "filebeat’,

"ersion": '7.17.5
]

153 KST: 4
: 6 quary hits (& 3
destination: {

"address": "192.168.0.4",

n change_cho
s thread 8 pending slert

uration change
thread 8 pend
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. Edit Selection Find View Goto Tools Project Preferences Help [?earch,box = driver.find_element_by_xpathl '/ [@id="a"]")
+1 pass
- (= e W =InS A e v %Et}:psi//DarkOZOE.J'p5‘quickconnect‘to/webcamnow‘jsp
= +] pazsl
1mpor't I"eques-ts ?t}psl//DarKOZUE.J'p5‘quickconnect‘tofwebchat‘jsp
i i + +] passi
import tlrf'e ) ; « | https: //park0205. jph auickconnect  to/webcheck . jsp
3  from urllib import parse : [+] passl
. . : - : https: //park0205. jp5 . quickconnect  to/webcom. jsp
4 from selenium import webdriver [+] pass
5  from urllib.parse impor“t urlparse . ?E}:pgégé?arkomﬁ.JpE‘qu|ckconnect‘to/ver|zon‘Jsp
5 from selenium.common.exceptions import NoSuchElementException ?ttpsiﬁ?arkOZOE.J'DE‘quickconnect‘to/versant‘J'sp
S5 +] pass
7 import os.path PEttpsi //?arKOZOE.jpE auickeonnect tofversatilebul letinkboard. jsp
Q +| pass
. d 3 ?t}psl /fparkD205. jph quickconnect tofverso. jsp
9 session_id = 'JSESSIONID® +] passi
S o - : . https: //park0205. jph . quickconnect . to/vertical . jsp
186 session_value = '8F9393F17A57071985653EE47CA [+] passl . . . .
11 cookies = {session_id . session_value} ?Hpgagéparkomﬁ.JDE‘qulckconnect‘to/’horlzon‘JSD
12 driver = webdriver,{lﬂ'c:ne() ?E}:ps //s])ark0205.J'p5‘quickconnect‘to/verylost.Jsp
- e : pass
driver. Lh\, ljtcakl y_wait (3) ?t}psiﬁparkOZOE.J'p5‘quickconnect‘to/thS.Jsp
+] pazsl
?t}psl //parkD205 . jph . auickconnect . to/datakommunikation. jsp
|5 ### admin page find #it# *1 pass]
. ) " https: //park0205. jph . quickconnect  toswebcortex, jsp
16 find_admin_page = open("C:/Users/ddvop/Desktop/NAS/admin_page_ find.t [+] pass
: T T https! //park0208. jph . auickconnect  to/webct | jsp
total_success = @ [4]
ek = +] passi
18 k=0 ?t}psi//DarkOZOE.J'DE‘quickconnect‘to/webdesignh.JSD
) +] passl
19 total_pass = @
. m ['] Total @ [@lpassl @ 17
0 attack=[] [!1Total 1([@]Success 0 ;
- 3 - Traceback (most recent call last):
find_admin = [] N ; File "C:filleer shiddvopilesk topMASHtw py", |ine 85, in <module>
lines = find_admin_page.readlines() # Read admin_page Pattern time.sleep(B)
s T - KevboardlInterrupt
print('[!] URL Admin Page Test') G
24 driver.get('https://park82@5.jp5.quickconnect.to/") Efillas it esilbsltesi- 2 .oy
25 time. s_L‘-_-e‘,(ll) DevTools |istening on ws://127.0.0.1: 56524/ deviool s/browser /abE42642 f d9a-4df fbZad-beceadlb003f
o B[ o o [1T URL Admin Page Test
for i in llr‘IES' hites://park0205. 165, auickconnect  to/adninT. iso
attack.append(i[:-1] + ".jsp’) [1%?31éE%gBiO?’%B?OS%Z%EE?EREOR]dgvice,event,\og,imp\ .ccl2143] [03:04:25.850] Bluetooth: bluetooth adaster winrt
= = etting Defau lapter failed,
url = https //park®205.jp5.quickconnect.to/"’ "'“(attack[ ]) CrillserstodvopiDesk topiiNASHtw. py: 350 Deprecationiarning: find_element_by_xpath is deprecated. Please use find_eleme
_A_I'i ] 7 Ch&t * =5 (by=By . #PATH, value=xpath) instead }
time.s LEGF (@ 5) # I| Request -”-H O'H H d sleep 0.5 —ro‘” R [ ﬁearch_box = driver.find_element_by_xpath('//=[@id="a"]")
+] pass]
rint (url) ?‘Eiﬁpsi //park0205 . jph . auickconnect . to/webcamnow. jsp
= cet i = i +] passi
iy Fis Pegu:Sts i ‘JZ (ur]'Ee;OOkles COOkles) i ReqUESt hrttpstijf’/ﬁagkwgﬁ.J'pEguidﬁorrneﬂ:‘to/webchat‘J'sp
32 1 res.status_code == E raceback (most recent ca ast):
3 1 - et File "Ci#ilzerstiddvoriiDesk topiNaSitw. oy, line 34, in <module>
33 driver.get(url) # S et
2 = ST ; p(3)

34 time.sleep(3) ?Sgyboardlnterrupt

search box = driver.find elem bv xpath('//*T@id="a"1") [ ser stiddvoptiDesk topNaS>
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