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def removeFile(file):
try:
os.remove(file)

except:
def displayResults_VIRUS(self, file):

msgBox = QtWidgets.QMessageBox() self.Tabs.setCurrentIndex(2)

msgBox.setIcon(QtWidgets.QMessageBox.Critical) if self.UseVirusTotalApiCheckBox.isChecked() and os.path.getsize(file) <

self.VirusTotalWidget.show()
msgBox.setInformativeText(f"""\ else:

o AMHEF A L
S MHE = SISLICE.

msgBox.setText("Z1")

oy

{file}" self.VirusTotalWidget.hide()
IFIFIF)

if self.UseMetaDefenderApiCheckBox.isChecked() and os.path.getsize(file) <
self.MetaDefenderWidget.show()
msgBox.setWindowFlags(QtCore.Qt.WindowStaysOnTopHint) else:
msgBox.setWindowFlags(QtCore.Qt.FramelessWindowHint)
msgBox.exec_() self.MetaDefenderWidget.hide()
fFinally: self.IsFileVirusY_N.setStyleSheetEonlor: red")
self.IsFileVirusY_N.setText("efd o Stem)

msgBox = QtWidgets.QMessageBox()
msgBox.setIcon(QtWidgets.QMessageBox.Information)
msgBox.setText (" 2HLH") self.ReturnToHomeTabButton.clicked.connect(lambda: self.Tabs.setCurrentIndex(0))

self.DeleteFileButton.clicked.connect(lambda: removeFile(file))

msgBox.setInformativeText (f"""\
2 M| HE RS L|CE.

AA H

IFIFIF)
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def scan(file, self,
try:

virus_found = False

With (‘Fl‘Le, ”Pt‘”) as 'F: -Fj_na]_ly:
bytes = f.read()
readable_hash = hashlib.sha256(bytes).hexdigest(); self.Tabs.setCurrentIndex(2)

self.FileHash.setText("sHA|Zt: " + readable_hash) self.DeleteFileButton.clicked.connect(lambda: removeFile(file))

self.ReturnToHomeTabButton.clicked.connect(lambda: self.Tabs.setCurrentIndex(0))

with (SHA256_HASHES_packl, 'r') as f:

lines = [line.rstrip() for line in f]

for 1line in lines:
if (readable_hash) == (line.split(";")[0]):
virus_found = True
f.close()

f.close()
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E SHA256-Hashes_pack1.txt

015fbcob216d197136d8692b354bf2fc7bd6eb243e73283d861a4dbbb81a751;
17f2eb260f0b6942180453b30F1a13235f27b7ed80d4e5815fb58fF7322fc765;
32e2b9cc92dfcle77a85adb6a8b13c9b6264b7adb286260bd8bf6e47b6cde255;
4a581d9636a4f00a880b07f6dcala82a866¢cf5713c74e722cfa9f71e08c33643;
69589b1691909a091a90117323515228594561bc18032f8ffde@95993333ecc;
6cc486911991df5879d0c4fc002f996a56bf11624d79ea2d34b52ceb98516425;
72be7e8903211e37bb3a4b04d7684d49ed8fb21lec3fdf6367edeed2aabfdc54c;
856580576be62a0b14a01e9973b2fcb0c344e680b70a3b08b4ea293f84b47a59;
8c4867a434e0b279¢c3f7fc5baedb@4753c41a79cc52dabe3148c110d82a588e8;
ae38be6e54447ddf5a9f16748a749ab0c9c7524f7f419878e3b4940415970a19;

ea94498aeeef4535ea1c876a017317d6049307c8219396dc6b9e3542a6aa50a3;
2a375d2a9c41af31554bafb4a712097cc016d5227cb1f07652f0ef3483d5be30;
55cee457c¢73aa87258a04562c9d04cd3c865608d5dd64366d9cd9bc2fe2f5dd9;
adcebac7bf4eS5faa537a6013e9ae19c683d7cdad9dd318fdd968a966dd3a3010;
cb3039dadoebd63e40fbcdbb8a2alcdf9f442b2870383f5d469765387d0c8ecO;
d4cb58f6167b72764a216d0ce6281d2251102a696060eb425c9782283422a828;
91d3a9c6de14197fe3be7c2b86b88b58b1f731d3e82bbOb7b11d5c75fbbed9a5;
b6cal211159e9fd790790e49db5eb1b7al1c09f746d3135ae7a67ce8f518a403;
e18f051ac27ed29f792db49e4333adca9b1762d485a9214b5af12ffe858ca3fc;
381bcf2b7fefcdade@8bb6aB2dc32ea535dbef9cb9a43220649916db8bcc39d8;
502953496a40661bb6336a693371d3dd29ad96feb5e9f91a5b5cadad3ffbf29f;

52767ea5e20b8639433c087edf86ef91b0cb7fdad6c71dcce625938a9f5d8a74;
SHA256-Hashes_pack. SHA256-Hashes_pack2. SHA256-Hashes_pack3. 4436c7024366356cd04724e1d6867786F2587a6¥6295Fc74b3afOc@2a257adba;

4619cec6310e16d30e05204b35c084aabafabdd3d3f87661774fec253a103d11;
8eeab6635982618bebc137cf6c47952a10010685d9c7bb6ce66932215195eed7;
92cd7309723461918b9cd2988a26cd2199749e82636dc6628a46878db7e12db3;
940a3ed18c4f171c9abbcccPablee8075aad6da8023e0b0e8883ca56bdddbac7;
a348aabfd8aeec855933509c4cOb2aee78408ada89d8b51cel6b2247659b227;
ae35a7a1b084d09bb913b450944dc6+3205650298e58d19e3e2ee4db93al09%ea;
b5ba8fbc4f5c9bbfO@1c9aas533ecab0735bf8e5e63116Fffc570392e6faa9d18;
b7666d4akafe5f5b5de8faa541be31bbe34eaS1c3b3a3fab77937f816ac6181le;
bbacf000880a46c7955a27f5dd960a6e253cd357f14f97f8472dd4fc3032f44d;
bda7ea39f9105c25250f14e9el1fa3de@f51b91b04349974c7cadbbbelcObce2f;
d2ccf6fa3b6lceat8cebada53bb1f9458b016ad85b74a7dc1bf4bal8774d92645;
e7b59b841e127c6fe6e02dd98292bbad9bd32350b57595e09a6adab8da78235b;
e810c74aefd63cedeat74a1a961075a4d86a10b802d365b6b2b98a724d9b86db ;
f467c72fa8adde6ddf27150122¢c¢117a17d1d664876c2f9d87e68e06257eb1904 ;
58b48fd39ef718e5bd501f57e83b537668b13176ca682aee36402d18bd0c0733;
59d880ae82ccc3c8207b745b1b3e55119a5b62af086a1639270blba5b7e1893a;
74d3093a51482aleaalSe4fc8aadb7d659d571db0570950272d7aa998aec6149;
829b90bcf24fdf7f0298edec701c3c45b820297dd012ac22e27e4bd295ee5f2;
9b6595980751537adf627e6107c08537del3e39752ed54c73e2bb6af23e2a2769;
d711dc3c75a60cadcd2556¢c267e3c33cee5d677edcfe70fb88b334f08f81ece9;

£3 %4 100% Windows (CRLF) UTF-8

txt txt txt
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Q181 7] [v1.0 BETA]

v1.0 BETA
.VirusTotalApiKey.se

if MetaDefenderScan ==
.UseMetaDefenderA
ellse:
.UselMetaDefenderA
.MetaDefenderApiKey.s

def change_tab_
self.Tabs.setCurrentl

PycharmProjects > pythonProject3

0| &
M .idea
I build
M dist

M hard_signatures

B res
BB scitings

- venv

L

2023-11-16 LF 9:54
2023-11-14 2F 6:45
023-11-16 LF 9:54
023-11-16 LF 9:54
023-11-16 L 9:54
2023-11-16 2% 9:54

ANID 11 14 OE coac

cnc~ Lol
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Virus Scan Results

I} 2 H: DiscordSetup.exe

&4 £: C:/Users/Gyeonghyeon/Downloads/DiscordSetup.exe

ol Al dt: ca5cf79d0b02543ff39ff904243d566b091ce94126dfa55221a40e74e8e4bAdb

1
v1.0 BET/

. USEIELAdUET
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:' (im] | Q virustotal - Search X = > VirusTotal - File - ¢ X MalwareBazaar | C X | Q HHC|E -Search X | O eod-wayc x | Q FFRECRRE X | & IR E PCHE I x | == = (u] X
& @] )  https;//www.virustotal.com/gui/file/56b8de1a461b0ad592384bef98aaa5637efae7c6aal18e0426080e13764cd12f/relations B A % m o= Jfo ¥ o
0 e
Z URL, IP address, domain, or file hash Q ﬁ EEE C_, @ Signin m
4 O @ 40 security vendors and 2 sandboxes flagged this file as malicious (¥ Reanalyze = Similar + More ~
mn 56b8detad61b0ad592384bef98aaas637efae7c6aal18e0426080e13764cd12f Size Last Analysis Date %L
WEXTRACT.EXE .MUI 150 MB Thour ago EXE
v peexe spreader malware
Community Score
DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY 4
Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.
Contacted URLs (5) © ©
Scanned Detections Status URL
2023-12-1 0/90 200 https://facebook.com/security/hsts-pixel.gif?c=3.2
2023-11-17 0/90 200 http://iwww.microsoft.com/pkilcerts/MicCodSigPCA_08-31-2010.crt
2023-12-07 01/90 200 http://crt.sectigo.com/SectigoPublicCodeSigningCAR36.crt
2023-11-17 0/90 200 http:/fcrt.sectigo.com/SectigoPublicCodeSigningRootR46.p7¢c
2023-11-17 0/90 200 http://www.microsoft.com/pkilcerts/MicrosoftTimeStampPCA.crt
Contacted Domains (8) © (73]
Domain Detections Created Registrar
81.59.117.34.bc.googleusercontent.com 1/88 2008-11-17 MarkMonitor Inc.
crt.sectigo.com 0/88 2018-08-16 CSC CORPORATE DOMAINS, INC.
db-ip.com 01/88 2010-05-18 GANDI SAS
facebook.com 1/88 1997-03-29 RegistrarSafe, LLC v
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] SHA256-Hashes_ pack1
| SHA256-Hashes_pack2
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Desktop > pythonProject3 > hard_signatures Sear ard_s atures

Detalls
B DY A HOIET] [v1.0 BETA] = X
from
odu | eNotF
WDAGUt | it
qt_mat
ding qt_n
Jinje
ding Jinja
3>python Antivirus. py
=0
python Antivirus. py
3 ) =~ 3:38 PM
l= Q searct A = ¢ =] o ) ~ A QD 121132003 &

ofM mYo| HS 9|9t 20| HIO|Z{ A ZHA| ZAtTt LIS
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Name

¥ | demo
v [ _rels
|
[Content_Types].xml
¥ | | docProps
app.xml
core.xml
v B x|
¥ [ _rels
workbook.xml.rels
sharedStrings.xml
styles.xml
¥ [ theme
themel.xml
workbook.xml
¥ | worksheets
sheet1.xml
B demo.xIsx

Date Modified

Today at 10:27 AM
Today at 10:27 AM

Jan 1, 1980 at 12:00 AM
Today at 10:27 AM
Jan 1,1980 at 12:00 AM
Jan 1, 1980 at 12:00 AM
Today at 10:28 AM
Today at 10:27 AM
Jan 1, 1980 at 12:00 AM
Jan 1, 1980 at 12:00 AM
Jan 1,1980 at 12:00 AM
Today at 10:27 AM
Jan 1,1980 at 12:00 AM
Jan 1, 1980 at 12:00 AM
Today at 10:27 AM
Jan 1, 1980 at 12:00 AM
Today at 10:26 AM

Size
30 KB
588 bytes

1 KB

1 KB

795 bytes
623 bytes
20 KB
698 bytes
698 bytes
289 bytes
2 KB

8 KB

8 KB

2 KB

1 KB

1 KB

9 KB

Kind
Folder
Folder

XML Document
Folder

XML Document
XML Document
Folder

Folder
Document
XML Document
XML Document
Folder

XML Document
XML Document
Folder

XML Document
Micros...k (.xlsx)

X

®
3

v 3

QlH 20| QloLt

- _Tl_EE| 2ZE 1A |
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def generate_special_string(length):
safe_special_characters = "!@#$%"&()"
return ''.join(random.choice(safe_special_characters) for _ in range(length))

def generate_random_pptx(folder):
generate_decoy_file(folder, extension): prs = Presentation()

excluded characters = [H\IIII H/II H\\II n | n nyn H:L\,H] title_slide_layout = prs.slide_layouts[0]
_ ' ' ' [ L

i - . . " slide = prs.slides.add_slide(title_slide_layout)
file_name = f"{generate_special_string(8)} title = slide.shapes.title

subtitle = slide.placeholders[1]

for char in excluded_characters: R
title.text = "Please do not remove this file"

file_name = file_name.replace(char, subtitle.text = "O}YULS X2 LoiEA Q. "

file_name = f"{generate_special_string(8)}.pptx

file_name file_name + extension » N )
file_path os.path.join(folder, file_name)

file_path os.path.join(folder, file_name)
prs.save(file_path)
return file_path, file_name

with open(file_path, "w") as decoy_file:
decoy_file.write("O|7 E&%ﬁ%&&i. iigg:&AE-HLR |

return file_path, file_name
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if __name__ __main__":

os.system("rmdir /s /g C:\\decoy")
class FileNameChangeHandler(FileSystemEventHandler): decoy_folder = "C:\\decoy"
def ( ):

.log_file = "decoy_modified.txt"

if not os.path.exists(decoy_folder):
os.makedirs(decoy_folder)

def on_moved( , event):
if event.is_directory:
return decoy_files = [
. generate_random_docx(decoy_folder),
file_path_before = event.src_path
file_path_after = event.dest_path generate_random_x1lsx(decoy_folder),
generate_random_pptx(decoy_folder)
file_name_before = os.path.basename(file_path_before)
file_name_after = os.path.basename(file_path_after)

= get_file_hash(file_path_before) if os.path.exists(file_path_before) else None
file_hash_after = get_file_hash(file_path_after) if os.path.exists(file_path_after) else None

print(f'CHEIt 22 Cl30| TUS WHEHSLC:
for file_path, _ in decoy_files
print(file_path)

start_file_system_ohserver(decoy_folder)
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rels/.rels' not in file_list or 'docProps/core.xml' not in file_list:
print(file_list)
with open( .log_file, "a") as log:
log.write(f"[{time.strftime("’ 6d_%H:%M:%S')F1\n")
log.write(f"8Z& ®™ u O|Z: {file_name_before}\n")
log.write(f"#Z =1 LtMo| I O|Z: {file_name_after}\n")
log.write(f"HZE T : {file_path_before}\n")
log.write(f"H {file_path_after}\n")
log.write(f"HZ = If HAIZY: {file_hash_after}\n\n")

print(file_list)

notification.notify(

print(f"Decoy as been modified: {file_name_before} -> {file_name_after}")
print(file_list)
else:
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T

PP Antivirus.py ~  HE 22| ~ S| ope

e Antivirus.py e decoy.py e main.py = decoy_modified.txt : L 28 023y » 23 A3 (o) HM
file_path = os.path.jein(felder, file_name)
TL ™ -
prs.save(file_path)

return file_path, file_name olE =T g

s =t §SysReset TR s e
SWindows.~W3s 2023-11-16 2™

generate_random_xlsx(folder): mom T Bz SWinREAgent 2023-11-16 22
file_name = f"{generate_special_string(8)}.xlsx

e —y - F 0 1-29 9F
file_path = os.path.join(folder, file_name) B B 2202 R AU L
L_B==] 2023-11-16 28
workbook = xlsxwriter . Workbook(file_path)

M naxan

worksheet workbook. add_worksheet()

2023-11-17 2F 1
OneDriveTamp 2023-11-16 2% 7

L e B M CsData 2023-11-05 2F 2
worksheet . write('AZ" s d '
k B Perilogs 2022-05-07 2%
workhook.close() L , I proeerh e oy
i i1 ] Frogram Files (x&6) 3023-12-01 2%
urn file_path, file_name = »
ProgramData 2023-11-30 2
[ pythonProjec #
L2 sym 2023-05-09 @ F
| YUHE dpbp
B Temp 2023-05-04 2F
.| »
M windows
MWFPeE Eip
i E 2023-12-05 2%

. appuerifuldll 20230512 ©F 4
i pe

B RrHDSetuplog 2023-08-24 23 701
L FECE
§ B setuplog 2023-08-24 D 7

& Linux
-] vicompat.dll 2023-05-12 2 429

oF 1 I
2023-12-08
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BB Antivirus.py v HIFE 22| - ST O v

COY.Spec ¢ decoy.py & main.py = decoy_maodifie

log_file, ) as log:
10g.w
log.write H afe O|E: {file_name
log.wr
log.write(f"&HZE T 2 file_path_before}
log.write(f"¥3E = &5 {file_path_aftert\n")

log.write(f"BIZEE L} SAIR {file_hash_after}\n

notification.notify(

file_name_before

t(file_list)

( .log_file,

% &

log.write(£" [{tdir trftime (!

© @

@

cal\Programs\Python\Python312\python.e
ELCk:

\Users\Gyeonghyeon\AppData)

T QI

® M= ots7|

T3z YWY

- gLoa2
| Te
AR
L BE

. Es LY
A nse
| BRI
EmonAF 2

B S H oI A202

X

2 023 () > decoy

0|&F
B} as##sasppty
a (358:80)%.xIsx

.a ASHI @ RU@&( docx

decoy 24

(0 H% Ee
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Hash 29| A3 Wt 37}
|

= A= 371 2] 2tH 222 (hash, VirusTotal API, MetaDefender API)

> 2748 4 QU HE Wy ot

HEAl

> AM= S2E FIISHALE, AFEAE 21 Hash A S +dot= YA
> NMHOIM AS2E O] S 2OFRtA Z4E £ OO0 E 112t 2k

Linux 2 =7}
&t A O] cC %

2> A= WindowsOj|MTH 25 ¢~ Q=2
> 2| SAUA T CLI ZH0AM 258 £ U= python ZE9| e T
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