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» &% » 4s) B0 55
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UART PIN A/ true ——
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| UART Shell 21£ A|

Basic options for your PUTTY session

Specify the destination you want to connect to

Serial line Speed
COM5| 115200

Connection type:

()ssH @sSerial () Other: Telnet ™

Serial Port2} BaudRate &A™

| mtdblock4.img #= mtdblock4

| mtdblock5.img == mtdblock5

drwxr-xr-x 3 root root 4096 8% 22 19:31
druxr-xr-x 2 root root 4096 8 22 19:34

Shell 25
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cs# []

DO (DQ;) [
WP# (DQ;) [

VSS [

] vce
1 NC (DQj)
] CLK
] DI (DQo)

Flash Memory DataSheet

PIN
01
03
05
07
09
1
13
15
17

NAME
3.3V DC Power
GPIO02 (SDA1,12C)
GPIO03 (SDL1,*C)
GPIO04 (GPCLKO)
Ground
GPIO17
GPIO27
GPIO22

3.3V DC Power

19

GPIO10 (SP10_MOSI)

21

GPIO09 (SP10_MISO)

23

GPIO11 (SP10_CLK)

25
27
29
31
33
35
37
39

Ground

GPIO00 (SDAO, I°C)
GPIO05

GPIO06

GPIO13 (PWM1)
GPIO19

GPIO26

Ground

o0o000

00000
OO0 0000

o

00O

(o)

NAME PIN
5V DC Power 02
5V DC Power 04
Ground 06
GPIO14 (TXDQO, UART) 08
GPIO15 (RXDO, UART) 10
GPIO18(PWMO) 12
Ground 14
GPIO23 16
GPIO24 18
Ground 20
GPIO25 22

I GPIOO08 (SPI0_CEOQ_N) 24 ]

GPIOO07 (SPI0_CE1_N) 26
GPIOO07 (SCLO, I?C) 28
Ground 30
GPIO12 (PWMO) 32
Ground 34
GPIO16 36
GPIO20 38
GPIO21 40

Raspberry Pi 4 Pinout
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ROM > SPL »  U-Boot |——— Kernel
- SPI H|O|EHA|E
cst [1]10O (8] v cs# Vee
SO | 7] HOLD#/RESET# SO HOLD#/RESET#
we# 3] [ 6] sLck WP# SLCK
GND [z E sl GND S

8-PIN SOP (150mil/208mil) 8-Land WSON (6x5mm)
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Am ©® RE QeuwEF e | QQf
W ip,dst==192,168,0,28 BED )+
No. Time Source Destination Protocol Length Info
33738 202.031397 192.168.0.60 192.168.0.28 uop 46 55031 + 19026 Len=4
33740 202,034469  192.168.0.60 192.168.0.28 upp 46 55031 + 19026 Len=4
33741 202,035943  118.235.5,246 192,168.0,28 upp 60 25992 + 12211 Len=4
33744 202.058643 192.168.0.60 192.168.0.28 uoP 46 55031 + 19026 Len=4
33749 202.104698  192.168.0.60 192.168.0.28 ubpP 46 55031 + 19026 Len=4
33751 202,106106  192.168.0.60 192,168.0.28 uopP 46 55031 + 19026 Len=4
33752 202.123618  118.235.5.246 192.168.0.28 uopP 60 25992 + 12211 Len=12
33753 202.123785  118.235.5.246 192.168.0.28 uoP 60 25992 + 12211 Len=4
33757 202.152516  192.168.0.60 192.168.0.28 uDP 46 55031 + 19026 Len=4
33758 202,156167  118,235.5.246 192.168.0.28 ubpP 60 25992 + 12211 Len=4
33762 202.194010  192.168.0.60 192.168.0.28 uopP 46 55031 + 19026 Len=4
33766 202.199447  192,168.0.60 192.168.0.28 uopP 46 55031 + 19026 Len=4
33768 202.235709  118.235.5.246 192.168.0.28 ubpP 60 25992 + 12211 Len=14
33769 202.235874 118,235.5.246 192.168.0.28 ubP 60 25992 » 12211 Len=4 ‘
33771 202.242127  192.168.0.60 192.168.0.28 uopP 46 55031 » 19026 Len=4
Home cam 33773 202.244952  [192.168.0.60 |192.168.0.28 uoP 46 55031 » 19026 Len=4
Frame 33773: 46 bytes on wire (368 bits), 46 bytes captured (368 bits) 2c dd 5f e8 00 f8 1c 1b b5 83 57 84 08 00 45 00 [
Ethernet II, Src: IntelCor_83:57:84 (1c:1b:b5:83:57:84), Dst: Shenzhen_e8:00:f8 (2c:dd:5f:e8:00:f8) 00 20 d8 14 40 00 40 11 el of co a8 00 3c co a8 @e
Internet Protocol Version 4, Src: 192,168.0.60, Dst: 192,168.0.28 00 1c d6 f7 4a 52 00 6c 6b 01 f1 e1 00 00 Rk
v User Datagram Protocol, Src Port: 55031, Dst Port: 19026
source Port: 55031
Destination Port: 19026
Length: 12
Checksum: 0x6bo1 [unverified)
[Checksum Status: Unverified)
[Stream index: 1]
[Timestamps ]
UDP payload (4 bytes)
v Data (4 bytes)
Data: fle10000
[toenoth: al

<2l 24 & Replay 4 A= >
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I Code Auditing

B, 20t

(@)
x

rc
5
rr
I=
HU
|
L
od
|
iai
|0
4o
=
Of
rr

while ( 2 )
{

= recv_data(socket_descriptor, » 128@u, , 100u);// packet data

- H // packet data size

sub_2DA78(7);
z 2 3
goto LABEL_115;

if ( o U ~-E )
if ( [e] == exF1 )
{
5 [1];
if ( (( [1] + ©x38) & OxEF) == @ )
if ( sub_3F64C( , &compare_ip_1) )
{
if ( sub_3F64C( » &compare_ip_2) )

if ((++ <= 3)
{
= inet_ntoa( [1]);
sub_3E980(
ex10,
"Recv packet from wrong address ¥s:%d, device:¥s-%06d, size:¥d\n",

HIB;TE(HINORD( [e1)) | (HIWORD( [e]) << 8),

&device_ip__,
device_port,

» Hex-Rays

[ ]
1 : STATE-OF-THE-ART BINARY CODE ANALYSIS SOLUTIONS
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 UIEQID 32 x50t = HE

UHIC|= 717] W2 Mo mele A

= =

$ sudo python3 main.py

LWIF1 TOOLRIT

U {1-F1_Toolkit

[2] Packet sSniffing (MITM)

[3] Packet Replay JCap
EEtUp
Tools

[4] Port Scanning

[*] input option (0-4) >> [ t’]fap
src—death
HET 32 et =7 HY
> QUH|C|S 7|72 A A, YIEYS

b CHEX|F, L ER 2 AN

Info
- 0S : Linux
SM LAN(WiI-Fi) 2|EFH ERA

Menu

4 Xt=8t

1. DoS Attack (Deathentication)
2. Packet Sniffing (include MITM)

3. Packet Replay Attack
4. Port Scanning
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| HEXS 32 st =7 X

[*] input option (0~5) >> 2

$ ./death-attack
lo no wireless extensions.

syntax: deauth-attack <interface>

sample: deauth-attack wlan® ens33 no wireless extensions.

wlx88366cfba604 IEEE 802.11 Mode:Monitor Frequency:2.432 GHz Tx-Power=20 dBm

- S sudo ./death-attack wlx88366cfba604
[sudo] password for yejun:

1. AP Scanning

2. Station Scanning

3. Deathentication Attack

0. Exit Program

>>

Retry short limit:7 RTS thr:off Fragment thr:off
Power Management:off

[*] interface >> wlx88366cfbato4
[*] Station IP >> 192.168.1.20
[*1 AP IP >> 192.168.1.1

DoS Attack (Deathentication) Packet Sniffing (include MITM)

Packet Replay Attack Port Scanning

it option (6=-2) > 2

input option (0~5) >> 4
= Replay 8iF= =+ ip >> 192.168.1.1

Port Scanning
TCP
Uupp
exit

Port Scan =3 (nmap &8)

input option (0~2) >> |
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