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2. Mail Server 29t A&
MXHZE =~ 2 HY 4

IF : guksuukim@naver.com -> goat@goat pe kr (51 22X %))
(redhat12.xyz (ASAH) HA 2+7])

X goat.pe.kr MXHZE : mail.redhat12.xyz &8

> set g=mx
> goat.pe.kr
MH

—> MXHZE2+FH

MX preference = 10, mail exchanger = mail.redhatl2.xyz

goat@goat.pe. krZ HIL0| S0{2= I

MX 2 ZE A& El mail.redhat12.xyz
EHE 0=
%%L_

1 | testfc@kks.com testsc@khks.com H= F S j:|’< EI—I){|
oo - T +lo /T

1 | redhats@redhatl2.xyz | redhatl2@redhatl2.xyz | olC]
1 | @redhatl2.xyz @mail.redhatl2.xyz gQaI@gQaipﬁ_KLE o



mailto:goat@goat.pe.kr
mailto:guksuukim@naver.com
mailto:goat@goat.pe.kr

2. Malil Server H

1
0
[

Apr 20 17:50:32
Apr 24 17:50:32
Apr 24 17:50:32

mail postfix/qmgr[1469]:

1, delay=0.11, delays=8.89/8.82/0/8, dsn=2.0.0,

Apr 24 17:50:32 mail postfix/qmgr[1469]:

Apr 24 17:50:32 mail postfix/smtpd[1891]:

mail postfix/cleanup[1898]:

mail postfix/local[1899]:

BDF8023B906:
BDF8@23B98: from=<guksuukim@naver.com>, size=98151,
BDF8023B90: to=<goat@mail.redhatl2.xyz=>,
status=sent (delivered to maildir)
BEDF8023B968: removed

disconnect from cvsmtppostQG.nm.naver.com[llﬂ.lll.35.235]

Of &

L

bubject:

orig_to=<goat@goat.pe.kr>,
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-
essage-ID: <f6e09ball+638UaB86a76781088363cd6@cwebO®BB. nm. nfra.io>
: Wed, 24 Apr 2024 17:50:32 +0900
rom: =?utf-87B?76rmA6re87IiY?= <guksuukim@naver.com>
mportance: normal
o: <goat@goat.pe.hkr>
=?ut+-87B7UUWOLLWHLLWO? =
-Originating-IP: 175.194.34.49
—Works-Send-Opt: 3qKwjAIYjHmZFoKqKqJdYaxKqaBuwtxBmw
ontent-Type:
boundary="

multipart/mixed;
Boundary-WM=_7f3182678700.17139U8632U496"

Boundary-WM=_7+3182678700.1713918632L96
ontent-Type: multipart/alternative;
boundary=" Boundary-WM=_7f31826787600.17139U8632U497"

Boundary-WM=_7+3182678700.1713918632U97
ontent-Type: text/plain;
charset="utf-8"
ontent-Transfer-Encoding: baseél

Yy M7328102F jOyKpO2KuAo=

message—id=<f6e@9ballf638UaB6a76781088363cd6@cweb®O8. nm. nfra.io>
nrcpt=1 (queue active)

relay=loca
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root@mail goat]# cd Maildir/body/
root@mail bodyl]# 1s

L71457766U4_body . txt

root@mail body]#

root@mail body]#

root@mail bodyl]# cat 1714577664_body.txt

root@mail bodyl# |

[root@mail body]l# cat 171465U4000_body.txt
https://www.naver.com/

1
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EML=Z_HEFLA

[root@mail attachments]# s
3 2FAMFMH - 425 chwp Z & : = aE \ , 14, 155 X ). hwpx

I 00t@175.194 .34 . 231 /home/goat /Mai Idir/attachment

100% kB 662 . 1KB/s  00:00
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SpamAssassin

AT IS B2pA AICH S 2R6FE TR0

M= 62 HAE 21 90% 0|9 =2 KtttE= EY

Apache SpamAssassin

rule 7|2t 5H0f| HIY SlIEH2t LI (body)E 24
IE2| A E(internet-based realtime blacklists)E &1

X
21209 20l (IS 2 BS +LI - H=+5 A & =71 7I&d & Rdlot=X[0] [t A™ 07 278

13
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2. Mail Server 22F 273
[ ] L E o
SpamAssassin
— HMI=0l Ao E ESE0| M2t fFUH [SPAM] 277t XS & - Bl 2 A
[SPAM] test © X-Naver-ESV: wQ+n+6J4p63TWNmr7BwdW4kYKAVSKAgwj) +Y -
X-Session-IP: 175.194.34.231
eived: fr i xyz ([175.194.34.231])

EAAE  redhati2@redhati2xyz Ricy‘ Ic\ridmﬂa%no?xan:r::hitgjn:rz.t[+: ESMTP izztcg'ugpotoqu-chwKJQ

for <yubyeong01@naver.com>
(version=TLSv1.2 cipher=ECDHE-RSA-AES256-GCM-SHA384);
Sun, 28 Apr 2024 09:50:01 -0000
Received: by mail.redhat12.xyz (Postfix, from userid 6002)
id A6B8423C38; Sun, 28 Apr 2024 18:50:01 +0900 (KST)

D AW 2R OlF: AF ZEO 2Tt AHS At : : :
X-Spam-Checker-Version: SpamAssassin 3.4.0 (2014-02-07) on mail.redhat12.xyz
X-Spam-Flag: YES
x - 1 - . a5 AT Al lC 4 X-Spam-Level: ****
SHE = | e Ol A Dij_)L_'i,'.,o_b OlL. 2IS 8 AlBEA 2 LICH | A >
O T%E = 5 U= 0l0| SISERaR e 238§ EAISHA ST Ol0IA, 23 A1) X-Spam-Status: Yes, score=4f required=2.0 fests=ALL_TRUSTED,DEAR_WINNER,
DNS_FROM_AHBL_RHSBL, 1VD_RCVD_IPTVD_RCVD_IP4 autolearn=no autolearn_force=no

version=3.4.0
©@ ¥oi-> =30 X-Spam-Report:
* -1.0 ALL_TRUSTED Passed through trusted hosts only via SMTP
* 0.0 TVD_RCVD_IP4 No description available.
nn T\'ﬁ_Df‘\'ﬁ_lD N Ao iption a\"ailable
3.1 DEAR_WINNER BODY: No description available.
28 DTS TRUNLANBLro8L RBL: Envelope sender listed in dnsbl.ahbl.org
* [listed in redhat12.xyz.rhsbl.ahbl.org. IN]

dear winner

_I_

—) grep, spam B0 MO Z L =01THs

14



2. 2%

JN
|m
Ral
0%t

ClamAV

18:41:44

- BRHE AARINA 2td ZERIH
" ANAHE H o
"I AH, THE A 2 ATH

(2.13 MB/s

2. Mail Server 29 AH

Ol AE ERIotT
S ILE0| et E= & XISot

021 2tE0IA AFS

o
or= Zetoryl

—

rr
AL
|_|-|
o
Rl
OH

CCIT

CULTURE CONTENTS &
INFORMATION TECHNOLOGY

IEHIOI2 A AT EQ|0]

y.66277ald: Empty file
OK

5t .EICAR HDB-1 FOUND
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[root@mail attachmehfﬁ]# cd
[root@mail Maildir]# cd zipfile/
[root@mail zipfilel# 1s

[root@mail zipfilel# cd 17185927
[root@mail 1718592782 .Mt2_zipl# 1
MT e Jfe| L JqiYlge(tY D). xlsx
[root@mail 1718592782.Mt2_zipl#

2.Mt
s

Lifly g oo [poa- Lo
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113> signature a8

¢

PDF
PNG
ZIP
ALZ
RAR
JPEG
JPEG
COM
DLL

O 00 O WU;K b WN -

[
- 0O
2
<

EXE
PIF
QTS
QTX
SYS
DOCX
MP3
HWP
JAR

fTYT™ZcMRR @ YTYE

el O e T S
W oo NN U;m b Wi

me_lype

2. Mail Server 2ot &H

E.:Uil Qo It Hex signature ZAISHH &AL EHX

NneausT _Signiaun e _nex TODLET _Signiaune_rex
25504446 2D 31 2E 252545 4F 96

= (@)
89504 470D 0A 1A 0A 40 454 44 AE 426082 V %Hl-: ]I|-EI
S048 0304 50 48 0506
414C5A01 434C5A02 . .
oy et Header signature, Footer signature
FF D8 FF EO FF D9 = CF =1HoH= Tl
FF D8 FF E8 FF D9 = l-'— H |-'— |-E
4D 5A
4D 5A l
4D SA
4D S5A

. : O

© 5A 227 signature = C L OO SHIE TIHE
4D S5A
4D 5A
4D SA

50 48 0304 1400 06 00 50 48 0506

49443303

DOCF 11E0A1B1 1AE1 1Y
4A 4152435300 oy

e

L CCIT
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I} signature 2%
A2 MYl HEINE S open 2f0|EHZ 2|2 /\f
“— HIO|HZ2] REZ H S HIOIE CI2[E HES T

ol M| Header signature, Footer signature &
“—> DBOll X AIZ] 2 2FAF T2 Q| signaturelt EHEF_ a3 o

v’ DBO| K& AlZ! Header - Footer signature®}
A= WO RO 2HAT A TILIAN 220 Z2OH ARV E|X| 42 OFE = TR

o, = & ofLIte H|wotRA S M CHE R=0] JACHA &8 Drz =z T

"File Signature Details": |
"File '/home/goat/Maildir/attachments/1718785802.¢IH A MW A LIO1 & 1MW M9 (2024) .p\tdf' Safe.",
"File header signature: 25 50 44 46 2D 31 2E 36",
"File footer signature: 65 6E 64 6F 62 6A 0D 73 74 61 72 T4 78 72 65 66 0D OA 33 32 36 32 33 0D OA 25 25 U5 4F 4

"Checking against PDF signature:",
"Expected header: 25 50 44 46 20 31 2E",
"Expected footer: 25 25 45 UF ue"
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[root@mail FinalReport]# more 1718785802.V+d01I200faM725070.mail.redhatl2_FinalReport. json

{

"SpamAssassin": [
"Safe"
1,

"SpamAssassinDetails": [

"X-Spam-Checker-Version: SpamAssassin 3.4.0 (2014-02-07) on mail.redhatl2.xyz",

"X-Spam-Level:",

"X-Spam—-Status: No, score=1.0 required=8.0"

]l'
"ClamAv": [
"Safe"

]l'
"ClamAVDetails": [
iy
"File Signature": [

"File is safe"
]

"File Signature Details": [

"File '/home/goat/Maildir/attachments/17187858602.2|t A 2l X| L] Of &

B 2| (2024) .p\tdf' scanned clean."

"File '/home/goat/Maildir/attachments/1718785802.2|H A XL 0j & 7|2 HI ¥ 2 (2024).p\tdf' Safe.",
"File header signature: 25 50 44 46 2D 31 2E 36",
"File footer signature: 65 6E 64 6F 62 6A ©D 73 74 61 72 74 78 72 65 66 0D ©A 33 32 36 32 33 OD OA 25 25 45 UF 4

"Checking against PDF signature:",
"Expected header: 25 50 44 d6 2D 31 2E",
"Expected footer: 25 25 U5 UF Ue"

]

'
"Cuckoo": [

iy
"CuckooDetails": [
||{||I
ll\llin,FD\lF: {ll'
"\"added\": 1718817090.224665,",
"\"started\": 1718817090.677409, ",
"\"duration\": 14, 6",
"\"ended\": 1718817105.00106,",
"\"owner\": \"\" ",
B\ scorel\m angars
N LR TR

"The score of this file is 2.8 out of 10."

CCIT
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Cuckoo Sandbox 2t?

cuckeoy”

=275 24 Jks Ih
1. Ot ACOf| QJ8H AUE|= Window AP| 84 &= A -
= =
D LA TC O] Of¢f IFQ A4Ad Ol A} AR 2O "
3. MEH T2 MA 22 BI B A|AE MY K22 G DLLITE
4. AGIE 2lot= S ATTLF (process explorer) ' PDF 2A
5. HIEQI3 EI (PCAP format .
I B2 ( ) * MS office 2A]
6. Virustotal 241 21} (F|E0Z HZA AR QB AH Jts)
5 ‘URLs & HTML It

3. Cuckoo Sandbox &4

' QE AAZ 0|20{Z AISSHE OHY THY 24 AlALY
- 24215 SUMIA LM 4% TIUS XIS OR Aty 245t
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3. Cuckoo Sandbox &%
Cuckoo Sandbox 2%

- BIHO| EAM HAIC Z host Z1 249l

Guest
Z1} 20|
— — Guest 2
N — ]
Cltjlckcho < VM > Guest 3
N — O0S ___
Guest 4
Guest b
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3. Cuckoo Sandbox &4

Cuckoo Sandbox 2=

2024-05-02 19:44

2024-04-25 19:28

2024-04-25 19:14

Volatility, Suricata, Yara Rule =7}
—> X7/ UHI X AT &5

d257c759c17c76ead35a
c09c8e59¢ebe7?

d257c759c17c76ead35a
c09c8e59¢ebe7?

d257c¢759c17c76ead35a
c09c8e59¢ebe7

3661980c3d8bc4d3c8
4b4b67dff3527137f36
3a6e88967f0e379a2ab
8ddac564.exe

3661980c3d8bc4d3c8
4b4b67dff3527137f36
3a6e88967f0e379a2ab
8ddac564.exe

3661980c3d8bc4d3c8
4b4b67dff3527137136
3a6e88967f0e379a2ab

* Volatility

ANZICHH| & K& 21t
APl Hooks 7= X2

score: 1.2

* Suricata
A|&&0ol AH|I0|E

—/ T1L— d
1 Z[4Ie] & A 7ts

*Yara Rule
A4 HAO| & K| O]

E
A LA HIO[AL| &iot HAL

23
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3. Cuckoo Sandbox &4

Cuckoo Sandbox &Atl

<

Ra
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R0 o

T
o ik
— i
ol oy K
T
Moz E
ol = LH
o & o
=g o
- —_T )
T mn_E oll
N T
o X
< W

=

The score af this Fle i 4.2 out of 10.
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A
4. Hil2d s
NB + RF + LR + EN

o Accuracy Comparison o F1 Score Comparison

0.8 1

0.6 1

F1 Score

Accuracy

0.4 1

0.2 A

0.0 -
Naive Bayes Random Forest Logistic Regression Ensemble Naive Bayes Random Forest Logistic Regression Ensemble

Models Models

i TAEVN MY =2 F1ELE

2HE LY AE YA

Il
Hd
n
10
HiT
ro
A
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|.|'|

0jo

JtRID U0 BZEef A= ALO[] #H0| 7HS &
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NB +RF + LR+ EN

Confusion Matrix

4. M4le

Benign 1456

True label

8632

Phishing - 10189

80000

70000

60000

50000

- 40000

- 30000

- 20000

- 10000

) O
(\\ N
&

%%,

Predicted label

Y,
Ll Sl
O = =
* True Positive (TP)
2| DA O 2 KIE=l 4~ - 10189
* True Negative (TN)
HalStAH YEO 2 U&=l 4~ - 84158

* False Positive (FP) - O|Et

Ido=Z HE HSE £ - 1456
* False Negative (FN) - @&}
YHdOZ2 HE UEE= £~ -8632

| HHtXOo=Z Benign At
Phishing &= Aoi&E HOF 7 2R

gg—
|

27



2. LM

|m
Ral
0%

— P8
4. MLl ets
NB + RF+ LR+ EN + Z{{gd= 7

Phishing ¥= RigdE 744 IS

* SMOTE (Synthetic Minority Over-sampling Technique)
HOIH =749 A2l

' class_weight
o %2 Phishing & 0lZ Q&

v/  URLGIOIEIE 21X o2 MAZ| 7ts

OI'

Phishing 8Z0ll CHet MedE= Z0|HA Cier

L CCIT

S 429408 TK ES
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NB + RF+ LR+ EN + Z{{&E A

Accuracy

Accuracy Comparison

0.8 1

0.4 1

0.0+

Naive Bayes Random Forest Logistic Regression Ensemble

g Lol AE DR £2 =ik

F1 Score

10

0.8

0.6 1

0.4

0.2

0.0~

e

F1 Score Comparison

Naive Bayes Random Forest Logistic Regression Ensemble
Models

U LHAE BEO Y &2 F1 Al
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NB + RF + LR+ EN + Zizi= 74

True label

Confusion Matrix

Benign

Phishing -

Predicted label

70000

60000

50000

- 40000

- 30000

- 20000

* False Negative (FN)

Ll St
O 1 Hdd

* True Positive (TP) : 75462
* True Negative (TN) : 74933

* False Positive (FP) — O|Ef: 10134

- 281:10703

| Benignit Phishing ¥iZ2
Ol =5t Ol HAUNOZE =2

S FEL MAE EHR
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5.DB 4%

Flask + MySQL_Main 2H

v @ Goat mail service X + _

€ > C  © 127.00.1:5000 B % @ 0 & @

Reports Login

Malicious mail scanning service

Service made by team 'GOAT'
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Flask + MySQL_DB 2}H#

id Sender redpient subject Spamd ClamAv Cuckoo File Signature ML Received_date

ETF <guksuukim@naver.com> goat@goat.pe.kr HZE Safe File scanned dean. 2.8 File is safe Safe 2024-06-19 20:08:55.000000

1 (= ‘-nl:
2 HTF <guksuukim@naver.com> goat@goat.pe.kr EHZE2 Safe File scanned dean. 2.8 File is safe Safe 2024-06-19 21:15:03.000000
o [ o (roe ] (et | (roe ] (L]

™ W TOM MaE 12rVce - TepOrTI = - — w

€ > C O 127.00.15000/reports e @

GOAT reports ()

Reports

@ sender Erecipient Esubject WSpamd @ ClamAV 8 Cuckoo W File Signature S ML & Reccived date

sender recipient subject Spamd ClamAv Cuckoo File Signature ML Received_date Details
HES <guisuulom®@naveccom> goat@goatpelr ons Safe Fde scanned cloan 28 File 1 safe Safe 2024-06-20 0&11:38.000000 Q
BT 9 <guisuulom@naveccom>» goat@goatpe. s g8 2222 Safe File scanned clean 28 Not Safe Safe 2024.06-20 0&:16:08.000000 Q
o9 <guksuulom@naveccom> goati®goatpe ky ons Sate File scanned clean 28 File 15 safe Safe 2024.06-20 08:11:38.000000 Q
g <guiksuviom@naveccom> goat@goatpe kr HAR 2222 Safe File scanned clean 28 Not Safe Safe Q
HeS <guisuulom®navercom> goat®goatpe ks H28 33 Safe File scanned clean 248 File 1 safe Safe Q
HoS <guisuulm@naveccom> goat®goatpekr Q29 u Safe Fide scanned clean 28 File i safe Safe 2024.06-20 08:48:38.000000 L' Q
o8 <dadnpuc524@naveccom> goatPgoatpe.kr Qauguc Sate Fide scanned clean 28 Fie i safe Safe 2024.06-20 09:27:21.000000 Q
1

32



..

H
1l
14
m

0%t
ot
el
Jfot

bt
O
i
=

Y
=

33



joil

ot
100

>

F2[KFHIOJK| 12

il
—

2 ArEX}E]



3. IZHEE Z7} CCIT

HWP

hwp & =LH0IA At AlEot=

I} S =R Ciet 2= 19}



FORMATION TECHNOLOGY

CCIT

‘ CULTURE CONTENTS &
INFORM,

joil

ot
100

36



FORMATION TECHNOLOGY

CCIT

' CULTURE CONTENTS &
INFORM,

0

<|
4

HI

®

/>

37



CULTURE CONTENTS &
INFORMATION TECHNOLOGY

AFEILICE.

3

ni



