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& dlcowen / sansfor509  Public

<> Code () lssues 1

¥ main - F ©

i Pull requests @ Actions ﬂa Projects

Q Gotofile

s, dicowen New version of CloudTrail Downloa... @8 52cdc05 -3 months ago

PEETEE SN N N

AWS

Azure

GCP
GWS/gws-log-collection
Microsoft365

LICENSE

README.md

New version of CloudTrail Downlo...
Update Extract-RawXmlFromTable....
Update README.md

gws-get-logs: tweak --update and ...
Update README.md

Initial commit

Update README.md

L\ Notifications %Y Fork 39 ¥y Star 183

@ Security |~ Insights

® 50 Commits

3 months ago
last year

2 years ago
last year

last year

3 years ago

2 years ago

About

Public script from SANS FOR509
Enterprise Cloud Incident Response

Readme
GPL-2.0 license
Activity

183 stars

19 watching

€ O % ¢ 2 B

39 forks

Report repository

Releases

Mo releases published

3. Daemonzt=E Eoff At=s3t
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[ o ocfo CNO Dok S L Notification = : Y o 12

{"kind": "admin#freports#factivity", "id": {"time": "2024-12-15T13:43:11.145Z", "uniqueQualifier": "8351u481718819601707",
"applicationName": “chat", "customerId": "C018kk316"}, "etag": "\"CfV-pEPVZcT7PIF2fWsHITLiD3UMdGbO8iFIk3LUuBwQ/ W_hK7UGOLI
nYVnSqqtNu-QM5tSM\"", "actor": {"callerType": "USER", "email": "revenants@redhatl2.xyz", "profileld": "11137656652986770
5593"}, "events": [{"type": "user_action”, "name": "message_posted”, "parameters": [{"name": “"room_id", "value": "-jN1Jc
AAAAE"}, {"name": "message_id", "value": “"spaces/-jN1JcAAAAE/messages/Pnk9uhré6lCo.Pnk9uhr6lCo"}, {"name": "actor", "valu
e": "revenants@redhatl2.xyz"}, {"name": "room_name", "value": ""}, {"name": "retention_state", "value": "PERMANENT"}, {"
name": "external_room", "value": "ENABLED"}, {"name": "dlp_scan_status", "wvalue": "DLP_SCANNED"}, {"name": "conversation
_type", "value": "USER_TO_USER_DIRECT_MESSAGE"}, {"name": "message_type", "wvalue": "REGULAR_MESSAGE"}, {"name": "attachm
ent_status", "value": "HAS_ATTACHMENT"}]%}1}
{"kind": "admin#reportsf#factivity", "id": {"time": "202U-12-15T13:43:11.145Z", "uniqueQualifier": "-1U431073587775756313",

"applicationName": “chat", "customerId": "C018kk316"}, "etag": "\"CfV-pEPVZcT7PIF2fWsHITLiD3uUMdGbOBiFIk3LUuBwWQ/2a7911AmX
pGMbvWWCT7AFRXdIH3s\"", "actor": {"callerType": "USER", "email": "revenants@redhatl2.xyz", "profileId": "1113765665298677
@5593"}, "events": [{"type": "user_action", "name": "attachment_upload", "parameters": [{"name": “room_id", "value": "—j
N1JcAAAAE"}, {"name": "message_id", "value": "spaces/-jN1JcAAAAE/messages/Pnk9uhr6lCo.Pnk9uhr6l1Co”}, {"name": "actor",6 "
value": "revenants@redhatl2.xyz"}, {"name": "attachment_name", "value": "\ub51U\uc9c®\udl38\ud3ec\ub88c\uc2dd 2.pdf"}, {
"name": "attachment_hash", "value": "b7572feUBcU3cfclB56809U3b763a8bd770e82098a2a58ff1680UU0%f6e8TUe"}, {"name": "room_
name", "value": ""}, {"name": "retention_state", "value": "PERMANENT"}, {"name": "external_room", "value": "ENABLED"},6 {
"name": "dlp_scan_status", "value": "DLP_SCANNED"}, {"name": "conversation_type", "value": "USER_TO_USER_DIRECT_MESSAGE"

171
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File-Related Anomalies_(me 221 oj4 =2) Abnormal Usage_(tz«= )
- GDrive_External_Sharing (=z0|2 £4 2|2 22 X)) ( GDrive_External_Sharing_Confidential(gmail)
- GDrive_Permanent_Delete (Z2io|= Lj TF &7 ALx| &H]) ,; GDrive_External_Sharing_Confidential(drive)
(YZMIE LB, 7Y 52 2H= IO E 2700+ Zatst I Q|8 3K EXI)

- GDrive_High_Vol_Upload (22t0lE L tHy 42 E &X)

. . - GDrive_Mobile_Action (2HI stAIA 712 S210|E $ 2| EFX])
- GDrive_High_Vol_Download (=20l LK i CIR 2 E &HX])

- GChat_High_Vol_Upload (#ig! AH0|A LH CH2F IHY 2= &)
- Alert_Ext_File_Type_Detection (S| ot sHakxt FX|) d P (

Unauthorized Access / External Communication_(zioi7t =z / o/ #2L 3 014)
- GChat_Ext_Domain_Space (25 =9l tHE! AT0|A AIELEFX])

- GChat_Ext_User_Chat (22 At2xtet fig! X))

- GChat_Ext_File_Upload (25 Ar2Xtt Mgl Al IH 2 E 2tX|)

. . . = S PS Xt
- Alert_Sensitive_Info Sharlng(dnve) (UME] : IEFL(FIEH D, , R0, 23 THof) IHE 2 3R) v = 1670 S A

- Alert_Sensitive_Info_Sharing(chat) @Iz && 24 29 &x)

Unauthorized Access / User Management_iot =2 / Akgxt 2i2))
- GChat_User_Block (L2 Ar2&F Azt &)

Access Time Violations_(zz Azt guh
- Common_Off_Hours (HshEl AlZt o &5 EFR])

p |
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"type": "acl_change”, 1 ]Il_:l |0|H'"E

"name”: "change user access", ]
“parameters”: | AN .shared_externally
{ "name": “"primary_event”, "boolValue": true }, 9 _T'_ |

“name”: “"billable™, "boolValue": true }, ( | O TTr )
"name”: "visibility change”, "value": “external” ]
"name”: "target_user”, "value": "jinilL.ceﬁ;';';r'E'-.-'er-.cc:r"" Is
“"name”: “"old value", "multiValug": [“none”] }, (=) ~1 3 o) | H.I E
"name”: "new_value”, "multiValug": ["can_edit™] }, 2' Al-oxl- Hi — '—I- E o Ol '—I—
"name”: “"old visibility"™, “"wvalug': “private"” | X XM __rl_ -('5 AHo

—— —
“name”: “owner_is shared_drive", "boolValue": false }, 7 — B 'A '—l- HA O3
“name”: “"owner”, "value": "revenants@redhatl2.xyz"™ }, o XM+ (]I x| )
"name”: “doc_id", "value": "12ks7dxsVcf3bithh7elZgbh9-h5J0%uci” 7, AHET'—_ Hi -_rﬂ I- Can edlt :l 7
"name"”: “"doc_type”, "value": "msword” }, < Jup .
“name”: "is_encrypted”, "boolValue": false }, 7| |-}\| (@ anate
"name”: "doc_title”, "value": "2824 OM"_J': = & ?_'IIEE 92212879 ZwAil & - SAE_HAEIH| .docx™ },

— » - - 42 x_l . .o .
"name”: "visibility", “"wvalue" I "shared_externally™] | 7|E|- C)E J|n||Uce7@naverC0m
"name”: "originating_app_id", "value" 211.:-@4.;3%3" :; St
AN O] —

"name": ".sc:Dr*_is_-:ollahcr-atcm_account , "boolValue": false }, 7:”X-IO| ]I:IX OE -T- : ;’-AO"O' TO:I
“name”: “owner_is team drive”, "boolValue": false ]

. "2024 %HAC BN YTE_92212879 &XIE - ZAHE_Of

e 2ME 2/E AFZAL(jiniluce7@naver.com)t &, ™
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ES|QL #z2

SQ

FROM drive_logs*
MV_EXPAND events.name
WHERE events.name == "change user_access”
| WHERE event.original LIKE "*can_edit*"
| EVAL original_parameters.name = events.parameters.name

File'Related Anomalies_(ﬂf%' J_I-'_|'E-|_1 Olg ’é':'?'_) | EVAL original_parameters.value = events.parameters.value

| EVAL original_parameters.name2 = original_ parameters.name

| MV_EXPAND original parameters.name

A 4

- GDrive_External_Sharing (20|22 24 9|5 3L EX|)

| MV_EXPAND original_ parameters.value

MV_EXPAND events.parameters.name

. i C H ol oi 1 AbH| EF A
GDrive_Permanent_Delete (E2t0|= L e &7 | 2X]) | MV_EXPAND events.parameters value
| WHERE original parameters.name == “target user” AND original_parameters.value LIKE "*@*" AND NOT orig
: GD”Ve H|gh VOl UD|Oad EE— OIE LH CHH RI= X|) | WHERE events.parameters.name == "doc_title"
AND
: GDrlve_HIgh_VOLDOWNOad (EE|'O|E LH |:|'|EoF Ef%EE E.:‘."XD events.parameters.value LIKE "*_hwp" OR
events.parameters.value LIKE "*.pdf" OR
. A|er‘t_EXt_F||e_Type_DeteCt|On (g—ﬂ oF! skREXF EE-II'XD events.parameters.value LIKE “*.docx" OR
events.parameters.value LIKE "*.xlsx" OR
events.parameters.value LIKE "*.png" OR
events.parameters.value LIKE "*.jpg"” OR

events.parameters.value LIKE "*.avi"

| STATS event_count = COUNT(), last_event_time = MAX(id.time), event.original = VALUES(event.original),
| SORT last_event_time DESC
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Action 2|

"context": {

File-Related Anomalies_(ut2 =1z 0j4 2=) | Tmssage"s “Hcomtext essagel)

"rule”: {

A 4

- GDrive_External_Sharing (20|22 24 9|5 3L EX|)

“"name”: “"{{rule.name}}",

- GDrive_Permanent_Delete (Eztol L I H1 Atx| EHX]) }.“id": e
- GDrive_High_Vol_Upload (E2t0|E L iz P2 = &) L{ {

"time": "{{date}}",
- GDrive_High_Vol_Download (Eztol= U thzf Crez e k) e e
. Alert_Ext_File_Type_Detection (2 szt 2x) argec_users ({fconcert hies)|
}, -

# source.original_parameters}}{{#value}}{{.}},{{/value}}{{/_s

H{/_source}}{{/context.

"original™: |

{

“index": "[{{#context.hits}}{{ source.event.original}}{{"@last}}, {{/@last}}{{/context.hits}}]

—

—




Rules 2H

Rules

Detect conditions using rules.

Rules Logs

Q) Search

® Succeeded: 16 @ Failed: 0 ® Warning: 0
16 rules
] Name ™
— Alert_Ext_File_Type_Detection
Elasticsearch query
Alert_External_Sharing_Confidential(driv
) e
Elasticsearch query
Alert_External_Sharing_Confidential(Gm
[ ail)

Elasticsearch query

—  Alert_Sensitive_Info_Sharing(chat)
Elasticsearch query

—  Alert_Sensitive_Info_Sharing(drive)
Elasticsearch query

— Common_Off_Hours
Elasticsearch query

—  GChat_Ext_Domain_Space
Elasticsearch query

—  GChat_Ext_File_Upload
Elasticsearch query

—,  GChat_Ext_User_Chat
Elasticsearch query

Lastrun@ O

Dec 17, 2024 13:47:04pm

a minute ago

Dec 17, 2024 13:47:46pm
a few seconds ago

Dec 17, 2024 13:47:22pm
a few seconds ago

Dec 17, 2024 13:47:04pm

a minute ago

Dec 17, 2024 13:47:46pm
a few seconds ago

Dec 12, 2024 04:04:24am
5 days ago

Dec 17, 2024 13:47:46pm
a few seconds ago

Dec 17, 2024 13:47:46pm
a few seconds ago

Dec 17, 2024 13:47:04pm

a minute aqao

Notify @

Interval

1 min

1

Duration @ T

00:00

00:00

00:00

00:00

00:00

00:00

00:00

00:00

00:00

Rule state 0 v

P50 @ {33

00:00

00:00

00:00

00:00

00:00

00:00

00:00

00:00

00:00

Type 0 v Actiontype 0 v

Success ratio @

100%

100%

100%

100%

100%

100%

100%

100%

100%

@ Documentation

p |

53 Settings @ Create rule

Lastresponse 0 v Tags 0 W C Refresh

1

Lastresponse

® Succeeded

® Succeeded

® Succeeded

® Succeeded

® Succeeded

® Succeeded

® Succeeded

® Succeeded

® Succeeded

Updated a few seconds ago ® 5m

Columns 10

Enabled v ooo

Enabled ~ ooo

Enabled -~ oo

Enabled ooo

@
=
b
<

Enabled ~ LLL)

Disabled v coo

Enabled v

Enabled ~

Enabled




Dashboards 2}H

Count of records

. Dashboards main2 v

(] Q Filter your data using KQL syntax

02
12
=]
B
il
]

W
(o8

Count of records

@timestamp per hour

Count of records

@timestamp per hour

Google ¥ |% Events

Full screen Share Duplicate

~ Dec15,2024 @13:3... 2 now

M 2j¢t pie

GDrive_External_Sharing
42.42%

Count of records

ol AR}

3 e s

Count of records

guksuukim@naver.com,

1

C Refres

p |
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4. Alert N

Slack alert 7181 e —

§ 9 Revenants 22!: original.index AHA| H&

' Standard 23 1

) SlaCk AP' + SlaCk BOlt — Event 1: Type - access

Name
edit

LOG & 23459 P Parameters:
primary_event

{ ¥ Revenants % 22! N/A
billabl

A% 0|8 o2 A|ZH(BHZAIZH e
GDrive_External_Sharing 2024-12-16 18:58:08 ;W:er_is-shared_dﬁve
LRt Event Counts :

owner
revenants@redhat12.xyz 1 ﬁ revenants@redhat12.xyz

Action Target_user doc_id
1zotrnOgatVenjNX3CArXafZoHzipHFA]

kjiw0892213@gmail.com doc_type

msword

change_user_access

Attachment_name
is_encrypted

=XM4.docx N/A
doc_title
EAM4.docx
visibility
shared_externally
X 2 zind P

actor_is_collaborator_account
N/A

owner_is_team_drive
N/A

= Event 2: Type - acl_change

L=k I= R

Name
change_user_access
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title.jpg
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2024 Y EITE B Y EE 92212879 SXIH - {AHE_FLE|H| docx 2 T aH - 2024.12.1

&
]
MB ALR o
=
(W]

B zkem.txt

(I N B C N C N C N C R C

©0000000




-
7

03 AAF
=24

02 4 o

B

=|ErSerong)
WIS 2 n3a |

S SLohet

SRoye o

Sy O\2axy
PARTICIPANT

. = PART\Q\PA




ALSXH ELl 7[8F GWS Ol¢ BFK| 2H8 JHY

01.

02.

E 79 ALSAL R 24 28 15

-
7




S 72

01.

Alert 7|5 2 OfLIZt CHS 7|5 =7t A+

GWS d&= ELH=Z ¢

ot

18 2H30IAL| SIEM 28 1%

02

-
7




D~

=
e 4
el -
oo
=
joll
=
nllm
n




