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Add A Phish

Verify A Phish

Phish Search Stats FAQ Developers

JpenPhish Phishing Feeds / Paisis
‘ B OpenPhishing
Timely. Accurate. Relevant Phishing
Wl 7-Day Phishing Trends
4,955,970 10,619 232

URLSs Processed New Phishing URLs

Brands Targeted

a1 24-Hour Phishing Activity

Join the fight against phishing

Submit suspected phishes. Track the status of your submissiol

Verify other users' submissions. Develop software with our free

Found a phishing site? Get started now — see if it's in the Tank:

[ http:// [Is it a phish?|

4’»

Recent Submissions
You can help! Sign in or register (free! fast!) to verify these suspected phishes.

ID URL

8888104 https://testnnggg.pages.dev/connect/sl/

8888103 https://dapps-nod.pages.dev/connect/sl/

2888102 https://exodus-support.sync-service-e.com/
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| A;Cr)](a%aigs Il Loading Time Contents Size Redirect Count ; True Japan United States False
S — I peyeyt gy eyt oy et : IP Js_Len Tld Registrar
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weighting_dict = JI=K| HI
'script_execution_count':

'Total Script Length': 10,
'spf': 8.5,

"txt': 8.5,

'Script Count': 8.5,

'AJAX Call Count': 7,
'Redirect Count': 6,
'"Hidden Iframe Count': 5.5,
'Domain Age (days)': 5,

'img and texts': 4.5,
'Content Size (bytes)': 3.5,
'Subdomain Count': 3.5,
'Loading Time (s)': 3.5,
'iframe_present': 3.5,
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I}O[M 20| E2{e| Hi XX

phishingxxx

nishingxxx - Phishing Detection Library

.
U _ Help Sponsors Login Register Phishingxxx &= URL 114 058 EIRISHS Python 2fol=2f2igiLich. S5 28 2 0jilzld RHE 7uoR 114 A|ES
e

F27l5

* URL R4 ZAb
o ZOQlIP & % WHOIS ClIoJE 24
* iframe, AJAX 35 & S5 24

Phishingxxx 0.1.0 | e | [

* SHAP 7|0iE 24

Mx| gied
pip install Phishingxxx @ Released: Nov 22, 2024 :2;: s s s
pip install Phishingxxx o)
HR| Y
bisan ggu / of2f ol Bfo|=afalE MR 4 YBLICH
bisanggu/ rom phishingues.analyzer dmport crawl_wehsite o

. . url = "#3 URL 7|"
F— __init__.py L T -
# ol& ¥
— analyzer.py et
print(f'URL: {url}, RESULT: LA A{O|E')
K

I‘_ mOdels - py o ;;rint(f'URL: {url}, RESULT: ¥ AtO|E')
L— utils.py

Phishing_model_02.pkl
setup.py

README . md & GitHub =213

requirements. txt

Trr T
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APl 4] H| & ZH|

API - /domain-info

4app.post("/domain-info")
async def domain_info(request: URLRequest):
domain = extract_domain_without_tld(request.url
try:
# nl_models.pyd| HE get_domain_age S&

creation_date, expiration_date, domain_age, registrant_name = get_domain_age(domain

return {
"domain": domain,
"creation_date": str(creation_date) if creation_date else "Not available",
"expiration_date":
"domain_age_days": domain_age if domain_age else "Not available",
"registrant_name": registrant_name

except Exception as e:
raise HTTPException(status_code=500, detail=f"Error retrieving domain info: {e}")

CHQI ME =3 [l

str(expiration_date) if expiration_date else "Not available",

<url

curl -X 'POST" \
*http://127.0.0.1:8000/domain-info" \
-H "accept: application/json' \

-H 'Content-Type: application/json®' \
-d {
": “https://ipinfo.io/"

Request URL

http://127.0.0.1:8000/domain-info

Server response

Code Details

200 Response body

"domain™: "ipinfo.io",

"creation_date™: "2013-04-23 17:30:12",
"expiration_date' "2028-04-23 17:30:12",
"domain_age_days": &
"registrant_name": "Unknown"

Response headers

access—control-allow—credentials: true
access—control-allow-origin: =
content-length: 151

content-type: application/json

date: Sun,01 Dec 2024 08:47:28 GMT
server: uvicorn

(F]

JOONGBU
UNIVERSITY
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API - /check-obfuscation

' < ck—urvl:®
async der Url(request: URLRequest
# URLOIA 1 mms = =mbols ST e
is_whitelisted is_url_in_collection(request.url, whitelist_collection) ) 3
is_blacklisted is_url_in_collection(request.url. blacklist_collection) curl -X *POST' \
D P — oL = = "http://127.0.0.1:8000/check-obfuscation’ \
if not is_whitelisted and not is_blacklisted -H "accept: application/json® \
tr . A s cati e
Y prediction predict_url(request.url) -H "Content-Type: application/json' \
it prediction 1: -d *{
raise HTTPException(status_code—400. detail—"Prediction failed" g Z ~
print(prediction © - "script_content™: "var _©0x1234=function(x){return x+1;};

is_whitelisted
is_blacklisted.

was not in database: ML verification performed." Request URL

except Exception as

raise HTTPException(status_code=500. detail—f Error during ML prediction: {str(e)3}: http://127.
# cloIEIMIOI~oNA URLOI s sz wrer
is_whitelisted.
et Server response
Code Details
1. 58t E JavaScript 25 2. Yt JavaScript 2 200
Response body
: "script_content”: "var _0x1234=function(x){return x+1;};",
"script_content": "var _0x1234=function(_0x5678){return _0x5678+1;};" "script_content": "function add(a, b) { return a + b; }" e
i : >
"message”: "The script is obfuscated"
. _ Response headers
3. 4l JavaScript 2E 4, QO X El HA|

access—control-al low—credentials: true
access-control-al low-origin: *
t content-length: 116
"script_contents": "var x = 10;" // 'script_content' 7| QB content-type: application/json
date: Sun,01 Dec 2024 08:49:55 GHT
server: uvicorn

"script_content"

A A3

Il
Im
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i
lg_l-
2
4
H
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API - [crawl-website

pp.post("/crawl-website"

! "crawling_data':

async def crawl_and_predict(request: URLRequest): s B S8 ZI T S E S Ek o ST
1 m -L “"Country" "*Canada""
ur - request ur "User Country'™: "South Korea®"
“"Countries Match' "*No*"
"Domain Age (days)™: 2922
# URL %ﬁg 7D_|A} "*Creation Date" 201 7—12—04T15:54:26""

"Expiration Date': '""2025-12-04T15:54:26"

"Registrant Name' ""On behalf of icepeng-com owner',
ubdomain Count™: 1

idden Iframe Count' =)

if not url.startswith(("http://", "https://")
url = "http://" + url

otal Script Length': 320,
bfuscated Script Length': o,
""Obfuscation Ratio": o
~ "*"Is Obfuscated': false,
try: “"Script Count': 5
""Meta Redirect" o
# 3AEY 0|y 7tH27| “Window Location Redirect": false
. . [ ""AJAX Call Count': o,
crawling_data = crawl_website(url “SSL Used®™: true
""Cookie Access": false,
""Loading Time (s)"': 2.48672938346862793
- - ""Content Size (bytes)": 27754
if not crawling_data: “Redirect Count": ©
. . . . . | “"Final URL" "https://pal.icepeng.-com/"
raise HTTPException(status_code=400, detail="Failed to crawl the website") “redirection_count”: ®
"external_domain_requests": o
"malicious__file_ _downloads": o
= "script_execution_count': 8,
# Znt g “iframe_present®: true
"ajax__calls_dynamic': ©
return ""cookie__settings" o
" X " . ""favicon': true,
crawling_data crawling_data “x frame option": true
\ "spf': false,
S Ttxttt TtTrue
. ""lang': true
except Exception as e: “img and texts'": 94
raise HTTPException(status_code=500, detail=f"An error occurred: {e}") “prediction™: "Safe site'

ol URLOI CHet 377tX|e] ZE HE 3 EE
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API - /check-url

post('/check—url')
async def check_url(request: URLRequest):
# URLOIM E=Ojjel =& 9 SI0|E/S2|AE H|m
is_whitelisted = is_url_in_collection(request.url, whitelist_collection)
is_blacklisted = is_url_in_collection(request.url, blacklist_collection)

# CIO|EH|O|A0A URLO| glE &S ML HBS S&
if not is_whitelisted and not is_blacklisted:
try:
prediction = predict_url(request.url)
if prediction == -1:
raise HTTPException(status_code=400, detail="Prediction failed"

print(prediction)

return {
"iswWhitelisted": is_whitelisted,
"isBlacklisted": is_blacklisted,
"prediction'": prediction,
"message": "URL was not in database; ML verification performed."

1
¥

except Exception as e:
raise HTTPException(status_code=500, detail=f"Error during ML prediction: {str(e

# CIO|EH|O|A0|A URLO| &iQIEl Z< Znb ghgh
return
"isWhitelisted": is_whitelisted
"isBlacklisted": is_blacklisted

"prediction": None,
"message": "URL found in database; no ML verification needed."

oiie URLS| &

-url

curl -X "POST" \
*htip://127.0.0.1:8000/check-url® \
-H "accept: application/json' \
-H "Content-Type: application/json® \

Server response

Code Details

200 Response body

"isWhitelisted": false,
"isBlacklisted": false,
"prediction”:

s
"message”: "URL was not in database; ML verification performed.™

Response headers

access—control-al low—credentials: true
access—control-al low-origin: =
content-length: 124

content-type: application/json
date: Sun,01 Dec 2024 11:07:55 GMT
server: uvicorn
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