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A8t g .ﬁ& 0|E joern tool
$git clone https://github.com/rlaaudrbl1104/Ai.git ;2::;@’ 1:?;{

DataBase

=

$pip install -r requirement.txt

$python3 joern-install.py

$python3 init_db.py

GitHub
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AlBugHunter: A Practical Tool for Predicting, Classifying and Repairing
Software Vulnerabilities

26 May 2023 - Michael Fu, Chakkrit Tantithamthavorn, Trung Le, Yuki Kume, Van Nguyen, Dinh Phung, John Grundy + & Edit social preview

CWE-ID Multiclass Accuracy (RQ1) CWE-Type Multiclass Accuracy (RQ2)
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Rank CWE-ID Name Accuracy | Proportion
CWE-787 Out-of-bounds Write 43% 9/21
2 CWE-79 Cross-site Scripting 29% 2/7
3 CWE-125 Out-of-bounds Read 67% 44 /66
4 CWE-20 Improper Input Validation 66% 71/107
7 CWE-416 Use After Free 52% 15/29
8 CWE-22 Path Traversal 0% 0/4
9 CWE-352 Cross-Site Request Forger 0% 0/1
CWE-190 Integer Overflow 68% 21/31
CWE-287 Improper Authentication 0% 0/2
CWE-476 NULL Pointer Dereference 41% 7/17
CWE-119 Improper Restriction 79% 180/228
18 CWE-862 Missing Authorization 0% 0/1
20 CWE-200 Exposure of Sensitive Info 62% 26/42
22 CWE-732 | Incorrect Permission Assignment 86% 6/7
23 CWE-611 Improper Restriction 50% 1/2
25 CWE-77 Improper Neutralization 0% 0/1
| e
. g




Function Length (Tokens)

CWE-ID Accuracy

CWE-Type Accuracy

0-100 84% 85%
101-200 72% 81%
201-300 69% 71%
301-400 60% 697%
401-500 61% 70%

>500 57% 72%
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code lang CHE ID wul code_y labels
0 void char 01(Wn{¥n char * datan /*In.. 0 CWE-415 1 data = NULL:#¥ndata = (char *)malloc(100*sizecf.. 1
1 void char 02(n{¥n char * datatn /*In.. 0 CWE-415 1 data = NULL:¥ndata = (char *)malloc(100%sizeof.. 1
2 void char 03(Wn{#¥n char * datadftn /*In.. 0 CWE-415 1 data = NULL:#nif(5==5)¥ndata = (char *)malloc(... 1 CWE 1D labe s
3 void char 04(#n{#n char * datan /*In.. 0 CWE-415 1 data = NULL#¥ndata = (char *)malloc(100*sizecf.. 1 safe 0 1907
. . CWE-415 1 1658
4 void char 05(#n{¥n char * datatn /*In.. 0 CWE-415 1 data = NULL:¥ndata = (char *)malloc(100%sizecf.. 1 ‘
CWE-119 2 236
CWE-20 3 813
9196  clump_splay walk_init_mid(clump_splay walker *.. 0 safe 0 sw->from = SPLAY FROM LEFT:#nsw->cp = cpnsw-.. 0 CWE-125 4 808
CWE-787 b AN
9197 free_all_allocator(clump_t *cp, void *argffn{¥.. 0 safe 0 struct free_data *fd = (struct free_data *)arg.. 0 CWE-416 B 88
9198 free_all_not_allocator(clump_t *cp, void *arg).. 0 safe 0 struct free_data *fd = (struct free_data *arg.. 0 ChE-476 ¢ o193
CWE-399 8 503
9199 gs_id get_ mem_hdr id (void *ptrj¥n{#n retur.. 0 safe 0 return (*((hdr_id_t *)((byte *)ptr) - HDR_ID_O.. 0 CWE-190 O 452
9200 gs_memory_gc_status(const gs_ref memory t*me.. 0 safe 0 *pstat = mem->qc_status; 0 Name: count, dtype: intb4

9201 rows x 6 columns
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codebexrt-base

Accuracy Recall Weighted

0.884271

0.922421

0.938406

0.956488

0.932438

0.939685

0.945013

0.936488

0.942242

0.937127

0.937340

0.947997

0.884271

0.922421

0.938406

0.936488

0.932438

0.939685

0.945013

0.936488

0.942242

0937127

0.937340

0.947997

F1 Weighted

0.887510

0917561

0.938420

0934784

0.933626

0941161

0.945805

0936120

0.942445

0936368

0.936695

0.947355

F1 Macro

0.812492

0.850531

0.894194

0.885089

0.888024

0.901515

0908251

0.889587

0.901435

0.889357

0.890111

0.908440
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F1 Micro
0.884271
0.922421
0.938406
0.936488
0.932438
0.939685
0.945013
0.936488
0.942242
0937127
0.937340

0.947997

HFX|E |5 Early Stopping &

Training and Validation Loss
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poiH Accuracy f1-score-Weighted
Codebert 0.703283 0.701462
GraphCodebert 0.702899 0.699920

Unixcoder 0.710145 0.708684 ){(
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JHC A eH(Overfitting)

4D ANSHD BT DWAE 510) TAUG|O|EIOI S B WS SHBHs 2
NAHsHUnderfitting)

-DHAF YD 2P| 510 4 50| MCHZ LteX| 3= 2F




¥

L

X

QHMSI= St HOlE &+

Oversampling
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CWE 1D Tabels CWE 1D labels count
safe 0 1307 cafe 0 1907
CHE-415 1 1658 CWE—d1 5 L1907
CWE-119 & 1230 CHWE—119 . 1607
LHE=2D 3 513 CWE—20 3 1907
CWE-1£h 4 albks _

e s QOVOY B4
CWE-416 b Slets _

CWE-ATE 7 510 CWE-416 b 407
CWE-299 3 503 CWE-476 f 19007
CWE=190 9 AR CHE—294 g 1d0Y
Mame: count, ditvpe: int6d CHWE-T1490 9 1907




Do S (FRIS W QHME)

DH 0|& Accuracy f1-score-Weighted
Codebert 0.867746 0.867256
GraphCodebert 0.905742 0.906381

Unixcoder 0.899471 0.900806 >/<
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Example Program

Backward slicew.r.t. <12, i>

Forward slice w.r.t. <3, sum>

1 main()

2 {

3 inti, sum;

4 sum=0;

S5 i=1;

6 while(i<=10)

7 {

8 sum=sum+1,
9 ++ 1

10 }

11 Cout<<sum;
12 Cout<<i;

13  }

1 main()

2 {

3 inti, sum;

4 sum=0;

> I=3

6 while(i<= 10)

7 {

8 sum=sum+1,;
S ++ 1

10 }

11 Cout<<sum;
12 Cout<<i;
13}

main( )
{

int i1, sum;
sum=0;
i=1;
while(i <= 10)
{
sum=sum+ 1;
++ 1,
}
Cout<<sum;
Cout<«<i;

}

LCONOUIE WN =

b ek e
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29 sk&(Program Slicing)

poiH Accuracy f1-score-Weighted
Codebert 0.926067/ 0.926359
GraphCodebert 0.918025 0.917683

Unixcoder 0.927183 0.928029 >/<
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29 sk&(Program Slicing)

poiH Accuracy f1-score-Weighted
Codebert 0.926067/ 0.926359
GraphCodebert 0.918025 0.917683

Unixcoder 0.927183 0.928029 X
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Program Slicing ZEE X2

Codebert

GraphCodebert

Unixcoder

Accuracy

0.939698

0.951424

0.933693

23

f1-score-Weighted

0.939934

0.951522

0.933665
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G'Day

it (ptr == INLILL) {
relum

/B BE +9

free{ptr};

i BRPEE O N

freelptry, // A7M 5 SE) S8 oS
return O
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