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3 repositories

My-Al-Security-Project Public
® Python + % 1 » WO @19 .« %15 . Updated 1 minute ago * @

My-Al-Security-Project-internal Private
KPIIGD W& 8 — 0|£H == 2 HX=-52 =7 (public repolf|A] Z=£)

® Python - Y0100 - @O . §%0 - Updated 27 minutes ago @

ai-security-kb  Private

KPIIGD shared knowledge base — research notes, experiment logs, threat models, prompts, agent context (private)

Y0-.1%0- @0 - 10 - Updated 16 hours ago @



My-Al-Security-Project / korean_pii_guardrail_v0_2 /

rEErRErRErRErEErEETrEE 2F 2F B B B 2E BE BN |

data/eval
demo

docs

reports
schemas
scripts
src/pii_guardrail
tests

web
AGENTS.md
MANIFEST.md

README.md

TEAM_AGENT_SETUP_GUIDE.md

pyproject.toml

S Xt.md

S|AEZ].md

-

fix: harden release gate false positives

fix demo trace detector policy drift

docs: Z2HE P FEe| — FHE|Ae|E SXHS|AEE|LLM 10| = =7}

fix: harden release gate false positives

[fix] options: remove unsupported safety toggles

fix: harden release gate false positives

feat(adapters): multi-gateway adapter layer for the Pll guardrail
feat(adapters): multi-gateway adapter layer for the Pll guardrail
[codex] Korean PIll Guardrail product console

[docs] clarify LO-derived M1 preprocessing plan

fix: harden release gate false positives

fix: harden release gate false positives

[docs] clarify LO-derived M1 preprocessing plan

feat(adapters): multi-gateway adapter layer for the Pll guardrail

docs: Z2HE JAFx HE| — FE| 2|8 SXHS|AEZE|LLM 70| E =7}

docs: llm.md + |AE2|.md EdIE Z|€HF HH JHM
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S{HEE 2jojele

v Sensitive information filters language

Language Support level

Arabic Optimized and supported
Chinese Optimized and supported
Dutch Optimized and supported
English Optimized and supported
Finnish Optimized and supported
French Optimized and supported
German Optimized and supported
Hindi Optimized and supported
Italian Optimized and supported
Japanese Optimized and supported
Korean Optimized and supported
Polish Optimized and supported
Portuguese Optimized and supported
Spanish Optimized and supported

Cwradich MNntimized and sninnartad



PRESIDIO
TRUE EiX|2 <23

80.15% 19.85% |
akaocorp) kanana-safeguard-siren-Bh

99.23% 0./7%
08.19%  31.81%
31.61%

@ SansungSDS-Research /Shuazd-ContentFilter-28-v1
12.32%

- KR HHAE%i(semantic) 47.93% A 52.07%
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Add pi M (named entity) =% (contextual)
HOAJHZA S O[Z/ANXIHS HAO| gl0f EAN £ T
HA0] FalZ! P ot=0{ £2} fine-tuneO| A

PRESIDIO Amazon Bedrock
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Simplified LLM API Calls
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x5 Of7| A

2= GuardrailRequest

text - policy_profile - output_target(lim_input/external/audit) - scan_stage(input/output)

. B

M1 preprocess.py — 812l + H offset map 1
SEHEX HA - L/ EF=A—ASCI - AH2/=GH/OFRNES/20HA/BtE At 53 - E[0{A7] 25
— B0|(variant) 95 44 + 2= =Xl «HFT R HA =X1?» 12| H(offset map) 75

A\ B J
) L .
@ TR BX| 3F BF) — candidates[]
M2 regex (971) M2.5 dictionary M5 NER (41EH)
RRN- T2} 7= O] of| 2. A =} i S Bl =1 ST 2 KLUE-RoOBERTa v3
Ml 38 45 (Luhn-RRNAY) Ol AHE O3 Ol 7478 / 7l&==Mock
ke — ’
) - ,‘
® BE8-8H (=0 =2
M3 BAHEE 4 THIIS M6 span d2|
ZA/EH/OO] EE et d Y2 AE 7 JHMN>» =5 3¢ & o4 (Union-Find)
«ZUSHN»-«ZES» H'2E| ;y T2 - composites 4 TAZZHSEO S S G Al

@ M7 PolicyRouter (£7d): fI88= PO~P3 x = x output_target — Action(PASS/MASK/HASH/BLOCK)

M7 Masker (OFAZ)): [REDACTED] / [PERSON_NAME_1] / hmac-sha256:...

O
® M8 audit_logger — HMAC oljA|Tt 7| = - &= Pll & 4X| Al O|HIE H| 7| (fail-closed)

=3 GuardrailResponse

blocked - masked_text - public_spans(f &= text 2 gl5-value_hash?h - audit_events - metrics
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_@mol: mHAla AalaAl o> 010-8700-9404

-01087009404 -> 010-8700-9404

-010-8700-9404->010-8700-9404



Pll & X| DETECTOR

REGEX o|d|7|dt AFHE PIEX| | 7HAN|E 2IA] PIIEX]

(NER)

O|F/ZA/F4a S5 7hAMIE PII

HLOH0| Zoll ! PlI=




NER 2 .KLUE-ROberta

9 0 0o <0 O <0 0

cron 1. Collect 2. Distill (LLM label) 3. Stats 4, Leakage Gate 9. Diversity Curate 6. Export Clean 7. Git Push (private data
(Deactivated) (Milvus) repo)



V VESSL Al

Compute

& Workspace

Volume

Cluster storage

(= Object storage

Manage

22| Organization

Storage
Billing
Teams

Quota

{i} Settings

Profile

SSH Keys

® vessl-ai v / foundation-model-team v

Workspace > Create workspace

GPU Type Vv Volume Vv Region Vv
CPU Only $0.30/hour
No VRAM

4 vCPUs - 14 GB

e Available now

p N
H100 SXM x 1 $2.39/hour

80 GB VRAM
15 vCPUs - 200 GB
e Available now

s _______________________________3J
H100 SXM x 8 $19.12/hour
640 GB VRAM

120 vCPUs - 1620 GB
* Available now

A 32

A100 SXM x 1

80 GB VRAM
11 vCPUs - 128 GB

H100 SXM x 2

160 GB VRAM
30 vCPUs - 400 GB

B200 SXM x 1

180GB VRAM
24 vCPUs - 200 GB

$1.55/hour

e Available now

$4.78/hour

e Available now

$5.00/hour

¢ Available now

® 132.00 credits [ Docs l:l

Spot Reserved
A100 SXM x 2 $3.10/hour
160 GB VRAM

22 vCPUs - 256 GB
e Available now

H100SXMx 4 $9.56/hour

320 GB VRAM
45 vCPUs - 600 GB
e Available now
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Test Guardrails: korean-pii

Test guardrail and compare results

Input Text () [ljl Copy Input ]"

OrS0otMl 2, &S21==2LIL}. =0 S = 020814-3233139, &3} 010-2345-6789, A=Al 2=+ Hlollet= 1520 4t
4, Ol < E minsu.kim@gmail.com £JL|LCF.

-

Press Enter to submites Shift+Enter for new line Characters: 106
Results
v () korean-pii O 2138ms [GI Copy j

Output Text

OHASIAISY, [PERSON_1]2/LICI. =018 += [REDACTED], & 5} [PHONE_1], [ADDRESS_1]0{ &1, o=
[EMAIL 1] & LIC}.

Characters: 90



@ openail/gpt-4o OpenAl

chatcmpl—DtgjTJhiENp | EaR5 jM3sEwr WEOWwC L] PaN K NS J

~ Request & Response | Pretty | JSON
A~ (D Input Tokens: 87 Cost: $0.000218 Cl
USER
CHS 124 ME LHE 2 352 2ofsHF.

= AR 2VESHMIR s E=ELt=EE 7R
J1ZH: [PERSON_1]124L|CH ©Z3PHES = [PHONE_1] Ol 2, [ADDRESS_1]01| &fL|C}. O|H|YL =
[EMAIL_1] O|0|=2. F==2TF 2FEO| Ot=] 2F 2o =.

N\ Output Tokens: 65 Cost: $0.000650 .l

ASSISTANT

SJ1Z7H [PERSON_1]1=l0| s=F¢fF /=0 OFE] HHE 5| X Bt E2|st&EsSuich nZye| A=
HE = [PHONE_1], [EMAIL_1]10|H, =224 = [ADDRESS 1]€lL|C}. 2t=FA= T 2ZHe| 25| = oSH
57| 2l =X = e A2 L0 C)
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94.6%

Sh=0] ZALE2| FEie

99.89%
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O 000000000 00000 0B 0 0B

INTEGRATIONS.md

README.md

__Init__.py

apisix.md
asgi_middleware.py
azure_apim_policy.xml
bedrock.py
cloudflare_workerjs
core.py

envoy.md
guardrails_al.py
kong.md
langchain.py
litellm_hook.py
nemo_guardrails.py
openai_wrapper.py

portkey_webhook.py

feat(adapters):
feat(adapters):
feat(adapters):
feat(adapters):
feat(adapters):
feat(adapters):
feat(adapters):
feat(adapters):
feat(adapters):
feat(adapters):
feat(adapters):
feat(adapters):
feat(adapters):
feat(adapters):
feat(adapters):
feat(adapters):

feat(adapters):

more gateways/frameworks — LangChain, OpenAl/Bedrock ...
more gateways/frameworks — LangChain, OpenAl/Bedrock ...
more gateways/frameworks — LangChain, OpenAl/Bedrock ...
more gateways/frameworks — LangChain, OpenAl/Bedrock ...

more gateways/frameworks — LangChain, OpenAl/Bedrock ...

multi-gateway adapter layer for the Pll guardrail

more gateways/frameworks — LangChain, OpenAl/Bedrock ...
more gateways/frameworks — LangChain, OpenAl/Bedrock ...
more gateways/frameworks — LangChain, OpenAl/Bedrock ...

more gateways/frameworks — LangChain, OpenAl/Bedrock ...

multi-gateway adapter layer for the Pll guardrail

more gateways/frameworks — LangChain, OpenAl/Bedrock ...

more gateways/frameworks — LangChain, OpenAl/Bedrock ...

multi-gateway adapter layer for the Pll guardrail

more gateways/frameworks — LangChain, OpenAl/Bedrock ...

more gateways/frameworks — LangChain, OpenAl/Bedrock ...

multi-gateway adapter layer for the Pll guardrail






