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QRE BT Z.M%L T AN IDE &8 AREAE BAE ¢ vk @Ho] dn
FZA2E 7] DSt 22 A3 ZAHAudit) AEE o]&de HYS "EAsE WHow
D& &3 AFEAMA E |AF & AT A 2E S @o] AREg
A BE A BHA A|AEHS ZAE 7)Hbg JIEQ A 7Nk IDSE E§H3E stolHgl=
71%ke] IDSE AFE-eth



Q& gx H#2 IDS(Misuse IDS)E AM-gxlmrt} w] g =)
A, o] HYE Hoys 49 HYs Aow Fddst= Aolth o8 ©x

= 2
4ol R gl ARe T4 ol dAME deaA Rahe el Ak

r1r

v g7ga 9] &2 W2 IDS(Anomaly IDS)& 271 33} ARgAle] &5, A|~H o&
S At AYE BAEE HACE AR 34 §F 85 g F AAT 2 &9
b= Blo] wdolth, AAE n Ftel ok 2000073_o A9 &2 A F A AYS
Ao EFvts v 9l

NE]H IDS(Active IDS)+= HYAY] AAS AR T8I o] F H&HHA] Rotes
ot Ao g st g7 Fzhgith. Al B IDS(Passive IDS)E A YA dtk=
S wAAY S Fa e Aot

2.2.1 Libpcap

tepdump/libpcap

dnanumous Los carrent files mailing List flow to help related rojects

This page was started to collect various patches that have been floating around for LEL's tcpdump and libpcap programs
baoth projects.

Mirrors

There are some mirrors of this page that might be closer to you, or just generally faster,

Documentation

Full documentation is provided with the source packages in man page format, People with Windows distributions are best
references to WinDUMP. Yhat follows are the man pages formatted to HTML using manz2html.

tepdump. 1

peap.3

PCAP futorial by timcarst at vahoo dot com.,

MNal's Computer Systems Engineering has a tutorial on using libpcap.

Aprendiendo a programar con Libecap, by kodermonk at emastenminds.net, main link
Aprendiendo a programar con Libpeap, by kodermonk at emasterminds.net, backup link (slower)

TCPDUMP 3.9
TCPDUMP 3.9.8

TCPDUMP version 3.9.8 is released as of September 2b, 2007
LIBPCAP 0.9.8

LIBRCAP version 0.9.8 iz released as of September 25, 2007

Mo current binaries are available,
libpcap 0.9.6 incorrectly identified itself as 0.9.5

Mo official 3.9.2/0.9.2 release was made,

% 2-1 Libpcap

Snort 7} #|AE AU W #HATA libraryQ libpcaps 7¥lo =z =
snortE AX|sl7] Hdel WA A of g},
Libpcap®] @& "Portable Packet Capturing Library"e] Z=<d@olH, zld3}A)

4olg dold Ag FHS WE
| IDS+

fo 2

o K ol



Capturedt”]  #Ig+  g  golBygolty.  3|7E Capturedt?’] 3 =72&
BPF(Berkeley Packet Filter), DLPI, NIT, SNOOP, SNIT, SOCK_PACKET, LSF(Linux
Socket Filter), drains 7t & Q@A AEZ thFe E57F AARE Zh7he] AREA 7L FH &Fel] ot
T TGAAERE HF S Capturedt”’] 93 Z=E HE=2 FAGOF v B2 o g0l
A& Aolth A ¥ EFES FE3= Portabled APIZF li=dl o]zlo] Wiz
libpcap®|t}. libpcap & ©]&3%F 71 thEAQ X Za3Mo] tcpdump € SAINT ¢F e =
2a%E0] 9

2.2.1.1 Libpcap Setting

A HRZE olF

cd /var/tmp/libpcap—0.9.8

config A4

Jconfigure W

——prefix=/usr W
——bindir=/usr/bin W
—=sbhindir=/usr/sbin W
—-libexecdir=/usr/libexec W
—--sysconfdir=/etc/snort W
——localstatedir=/var W
—-libdir=/usr/lib W
——includedir=/usr/include W

—--mandir=/usr/share/man

A5}

make

find /* > /root/LIBPCAP1

SEDIE T

make install

find /* > /root/LIBPCAP2

diff /root/LIBPCAP1 /root/LIBPCAP2 >
/root/Installed/libpcap—0.9.8—-installed




2.2.2 pcre

SOURCEFORGE.NET" '

Projects - JERSCIRUIRCES == My SF.net =  Help -~

Search

SPAM FIREWALLS, WEB FILTERS
ano LOAD BALANCERS

-

No per user or per server fees, : FREE EVALUATION UNITS AVAILA

SFnet » Projects » PCRE » Files

PCRE

[ = | Download ~

File Releases

try

Y¥ou have selected to download pcre {

Below is a list of releases and files contained inthis package 1
Before downloading, you may want to read the release notes.

Release [dats) Filename iZe (bytes) Downloads

=74 ;i (2007-09-24 21:351

pore-7 .4 tarbz2 @ 783044 §79
pore-7 4 tarbzd sig Gl 280 48
pere-7 dfargzsig a8 280 47
pore-7 420 1238238 400
pere-7.4.zip.sig 280 54

1% 2-2 pcre

[pcre install] pcre-7.4.tar.gz

# tar zxf pcre—-7.4.tar.gz
# cd pcre-7.4
# /configure && make && make install
# vi /etc/ld.so.conf
/usr/local/lib F7}

# ldconfig —-v




2.2.3 snort

2.2.3.1 Snort & 121712

Snort¥ “sniffer and more"gt= oA FHEH A=, A5 TNHAS W Z=

T vl HA e gk i 2y 2 ade|dh, gy o]F d A IDSe9F 7ol
rules ©]&3 &4 750l FHHA, AFUEHE St ALAQ Ve By s

=
3 AFH Zo] g3t 7T HEd A4S ztE 2 ;o] FHAY snorte 4

ool AQ1 http://www.snort.orgE S8l A&HHQ fdol=E Aestal At

S %ﬂb’ﬂiff{f b - SOURCE -

NEWS

Latest VRT Rules

GET SNORT 2007-10-26

Update for Microsoft
Security Bulletin MS0T-057

Sourcefire acquires ClamAV™

RULES ClamAV is an open source gateway

[:BI'!]H“" anti-virus project. more info

- € vuln: Oracle Database Server
| TRAINING MDEY S 500 CS Buffer

batest lows A Crverfiow Vulnerakbilty:
WRT Certified Rules Update Svailable Sourcefire VRT - October 26, 2007 15:58,22 & yuln: Oracle Database Server
FORUMS
YRT Ceified Rules Lpdate Svailable Sourcefire VRT - October 23, 2007 14:00:36 DBMS AQADM SY'S DELINK
INFO Buffer Creerflaw
COMMUNITY Puttting Snort to Work Russ McRes - October 22, 2007 10:41:58 “ulnerakility
— YRT Certified Rules Undste Avaisble Sourcefire VRT - October 17, 2007 16:40:40 € 'vuin; ProfieChs Prafie
{3 STORE Creation {ﬂ..rbrtrary File Upload
\ 74 DS Policy Manager v2.2 Beta Released Jeff Dell - Ootober 17, 2007 16:40:25 “ulnerahility
£l Sory COMNECT
Search Site

SonicStage Player M3L Playiist
Processing Buffer Overflow
Stulnerakility

€ Bugtracy Re: Holes inthe
firevvall of Mac OF X Leopard

Search Rules

Snort 2008 Calendars Ralles from the Source Snort 2.8 HORHIFOENTE N

B 2005 Calendars are WRT Cedified Rulss provics Snort 2.8.010s nowe avalsbls. € Mewes: Court fiings double

herel up to dete coverage for the estimate of TJX breach

= Fock out with Snorty latest netwaork threats, Try Snort 2 60 today!  Newes: Idertity thisves likely to
in 2008 Wity subscribe? be firsttimers, strangers

Shark st € Mews: Retailers look to

exorcize credit-card data

Project Spotlight £ pews: DHS, Unisys scrutinized

after data breach

€ Brief; Microzoft, security firms
wearn over FOF attacks

email

password

HOT REGISTERED?
USER PREFEREMCES

TCP Stream Reassembly Presentation

Inthis recorded wekinar, Judy Movak of the Sourcefire YRT will discuss Snort and target-based TCP
Stream Reassembly using Stream 5. We recommend that you also review the research papers on this topic
atdhored by Judy and Steve Sturges of the the Snort Team. & live Q&8 session with Judy will be

aljnounced shpr‘tly. M5 Security Updates

1% 2-3 snort

snort®] 7% 9E] o Zol RF £ 9tk

3|71 2= ¥ (Sniffer) | MIEH Y 7S o] HAFE= 7|
o}

7 27 (Logger) EUEE g s Adeta 2o 9= Ve

NEQD Egne Bt 242
Network IDS overflow4 port scan, IP scan %

o]
2R




71 74 ghe] B 2]l libpcaps AFE-3te] FHF S
MAsta, =9 Ao Abde] HOH snort &2 3 Blaste] vhok wjH w9
syslog® &3 225 F7I1AY 54 vagHe e 54 Y E&= databasedl H7

H o
S o,

2.2.3.2 Snorte] +%
snort X223 I 7px] LA 84

Aol we} WAt A =

TAH8ARE o] Folx 9t}

Eo] 19l FHE ol olA gl A 2
= wo] g, N|RHow e} LLdA

@ 24 (sniffer)
@ preprocessor
@ FA 4z

@ =27 (%3—1)

snortv WA 2YHE F3 snort IDSE &
THE dHole= utE & 7Rk '] 4zl %
Hop 3849 ¥4 99X 98] HTTP 9dxg 2oy T EAN 5 2 714
Ze2R0S WA AXHA wjFo] == gRlstA "ol =& preprocessor JA EE 3}
o] glo] Zhzte] Ao EFasittd disable 3 4 Utk o] EHW RPC E# ol 3]
ex)8 A7k givtd RPC ## preprocessors F4AAgshd HAt},

Z1¥) 3l preprocessorE B33 S snort IDSY MAlolg} & = 9= E 7|HEY

A& s "ok o 7)ol A
a

Aol preprocessors %3j

GA A S AXEA ALA Aold ©X 23 wlH H=A RASHA Hrh wef Eo
A EH RS AGoll= Abdel FolE Ao wep 2o WA Ha, a¥A ke A
FE shA o

2.2.4 Mysadl

2.2.4.1 MySQL o]&k Folel7}?

MySQL & A3t @‘ﬂvﬂ HE] 2d = SQL(Structured Query Language)tl] o] E o]
2 AUt SQLS 7HE dE 2oli= DBAO Y] o]Fa. MySQL <& DBAH HE<l
mysqld ¢} o2 7}A] o] &2 =25 T1eal golB 2 FAH o JFYT
MySQLS] F53x+ £k, Hold Fadsy 2 AREo AU ofxo] MySQL-S
TceX Wil A X}Zﬂﬁgi AREE BAo®m whEo] AHFUnh 1 FAl of| Ax=GATE Al
Tl SQL AW Bk ZFE3 DBAWZE Q37 TolA 8. TeXlAME  MySQLS
199658 AR&3] g+=d dA 7009 dZE o] &= 5007 o)Al HolEe] (100 717}
HRolE o)) Fa el AREE L lvkal T
MySQL2 2 Fd54S diae A&
kol X&) Folx|vt wig- FHasta & whe rES AT f?j”/lr/}

(PHP3¢} HA o2 dBHUnh
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AN

MySoL

GET STARTED

erp

12

DEM/ISY Corner

J0-day Trial MySQL High The MySOL
Ll R Grad Awailability Embeddad
White Papers a‘;ﬁ{gpzi;ra 2 Moy 18: Dubai Database Sarver
TCO Caleulator At Dec 10; Boston gn_wersL _
ciencelogic
DRA Calculator MySQL for
Demos Developers HEtWDrk .
: Downloads Mov 26: Zaragoza AAGEmEH
L h MySQL
ugganin:uw YRRLS By Dec 10; Mew York Meta-Appliances
Embedded Mors Trainin Oracle Users
Applications Contact MySQL A Indicate Increase
small and Medium Free Web Seminars :; Uze of Open
Businesses Partners Only: SRR
custom MySQL Enterprise What's Mew inthe  » MySQL Is Hiring
Applications MySQL Enterprise MySQL Training

The world's mast popular open source database

« MySOL Enterprizse

Contact a MySOL Representative
E—

Login | Register

[i™= o [1

“ustomiers * Why MySDL? « News & Events « About + How to Buy

Smart ClOs Choose MySQL

-.’ "Acceptance of Open Source Software is inevitable
while interest is shifting from which systems are
used to what value the systemns create "

JP Rangaswami,
\{ CI0 of BT Global Services

“w .
B-rt MHSL}

Learn Mare »

-

34567

WHAT'S NEW

e

MySQL Training Mews & Events

Fall 2007 Release?

Data Warehousing 30-day Trial iPod shuffle Offer
KMore MNews &
Web Offer Thu: MNay 01 Eldin
Retail Designing,
Service Providers it Evaluating and
Benchmarking
Taletom MySQL Cluster
Trawel Thu, Noy 02
More Web
Seminars
Documentation
m‘ Bl MySQL Enterprise Monitor JRER L R TR MySQL Training 1
=" = B Save?

iPod Shuffle

-_!!Il 1Lea°1f|f:5\-c]

Your Virtual MySQL

DBA Assistant

© 1995-2007 MyS0OL AR, All rights resarved,

online Shop i Gite Map i Legal

19 2-4 Mysql

Contact Us i Job Opportunities § [ soranse vatenrs|

2.2.4.2 MySQL +8& 7|5

kernel threadsZ o]&, 293t multi-threadedE ALYt} (84 CPU A ¥ 7I%)

C, C++, Java, Perl, Python ,TCL ¢ APIE A3t}
- FES EGAANA St Hor FAF T

ol 71A] vf$- #2]3d column typesS AU}

- signed/unsigned

integers long, FLOAT, DOUBLE, CHAR, VARCHAR, TEXT,
BLOB, DATE, DATETIME, TIMESTAMP, YEAR, SET, ENUM ®j-¢- W24 joins &

A

- RE AxAe} 84S SELECT ¢ WHERE #ollA A gy}
mysql> SELECT CONCAT (first_name, " ", last_name) from tbl_name

WHERE income/dependents > 10000 AND age > 30;



- SQL GROUP BY ¢} ORDER BY #& ¢ &tA A ).
- group functions ( COUNT(Q , AVG(Q , STD(O , SUM(O , MAX( and MINQO )%
- ANSI SQL 3 ODBC syntaxellA] LEFT OUTER JOIN & A€ 34t}

- A2 v DB Wl HeolEE9] Join ©] 7Fs gy

- AF&2F Agk(privilege)S TSl &Y # 5 AFUHT

- ODBC (Open-DataBase-Connectivity) for Windows95 (with source)E A]gg T},

- Hel= 2 16 /M9 e Aol Jhedyth 2 /ld s 1~ 15 o AEOR 4
= FHd 256 bytes 7] Yt}

- TrEZE - 2 HoleE AR o 9E Y Th( 50,000,000 records ©]7d)

- C ¢} C++ 2 o] &8 AAEANer B2 compilersoll A BIAE A5

- [SO-8859-1 Latinl character setS A L3},

- SQL92% 5ol we} tables ¥} columns © ™ (alias)< A}ﬁﬂ F AH5YT
- DELETE , INSERT , REPLACE , UPDATE % A3 342 & gyt
- Frolg it wHE HolE W, A9 HS A " ¢ %‘Q—HD}.

- o el Al A o] tharo] 2] gl o] 7?”6“43}.

- TCP/IP socketZ o8& 97 MySQLAH H&T 4= 9l

bl

SES

2.2.5 Apache

ofutx]= 1995 W 1 dAel 7 17] AAd ) AHFo skl NCSA HTTPD 1.3
Hd & 71w gAsiitt. 1§ 7]=9 NCSA ¢ AHel B 4 7leess oA
ato] Apache §§ AHE IRl on, AA= AU § AW FolA Hare] I7]E 7t
shal Q& o]&nt & WIbE AXE9 o] Fo stuolth. 1 olfE AW AHH O I
Ads AFsta Hie] HExA~E Ui 7] Wiolth 28 FEE ATdEvs A
Ee vl dloje] HFE Aste] HAS JdAWIT= A= g of7F Huh 17
Windows NT 4.0 ¥ 95 €9 2% Beta ¥o] Y&} glom= Unix 374 o] ztF o] x|#] ¢F
< B2 3 AREs] ®7] wkebt) ol X &= dA|7MA] 1.3b3 7] vhe} low, 1.2 AE
ZE H2E WAool ofd obyHE wdo|th, whef ofgji o] 1.2 HlEhY - W] ojux
A AAWME ARGl Aok Qb o]y Security WHollA wE AL ko]l A EEC] ¢ A
HE gl e HA371E Aste vholt)

_12_



2.2.6 PHP

=

2.2.6.1 PHP= -

PHP+ HTML &A1 W] 3 ¥ o]

ARA7E?

1

p

Aol Aagd 5 9

what is PHP?

PHP is a widely-used
general-purpose scripting
language that is especially
suited for Web development
and can be embedded into
HTML. If you are new to
PHP and want to get some
idea of how it works, try
the introductaory tutorial,
after that, check out the
online manual, and the
example archive sites and
some of the other
resources available in the
links section,

Ever wondered how popular
PHP is? see the Netcraft

Survey.
Thanks To

easyoMS
Directi

pair Metworks
EV1Servers

Server Central
Hosted Saolutions
Spry YPS Hosting

eZ Systems / HIT
0SU Open Source Lak
¥ahoo! Inc.

BitarySEC
NEXCESS.NET

Related sites

Apache
MySOL
PostgreSaL

Zend Technologies

LER]

Upcoming conferences: PHP Cariference Brasil 2007 DC PHP Conference 2007 Forum
PHP Paris 2007

The new documentation build system is ready for testing

[03-0ct-2007]  The PHP documentation team is pleased to announce the initial

| release of the new build system that generates the PHP Manual, Written in PHP, PhD

(fPH]IP based [D JocBook renderer) builds are now available for viewing at

. docs.php.net. Everyone is encouraged to test and use this system so that bugs will
i be found and squashed.

| once the new build systemn s stable, expect additional changes to the PHP manual

that will include an improved navigation system and styling for QOF documentation.

Feel free to set this developmental mirror as your default by using my.php.

PHP 5.2.4 Released

[30-Aug-2007F  The PHP development team would like to announce the immediate

i avallability of PHP 5.2.4, This release focuses on improving the stability of the PHP

5.2.% branch with over 120 various bug fixes in addition to resolving several low
priority security bugs. Al users of PHF are encouraged to upgrade to this release.

. Further details about the PHP 5.2.4 release can be found in the release

Stable Releases

|| Current PHP 5 Stable: 5.2.4

|| Historical PHP 4 Stable:
La4.F

. Release Candidates

(Current PHP S RC: 5.2.5RC1

! Upcoming Events [add

| October

|user Group Events

129, Long Island PHP Users
Group

129, Meeting LAMP en
Caceres

130, Malaysia PHP Meetupn
130, PHP Usergroup
‘Karlstuhe

| 30, PHPUG Wuerzburg
31, Irish PHP Users Group
i meeting

November

announcement for 5.2.4, the full list of changes is available in the Changelog for PHP i

5.

Security Enhancements and Fixes in PHP 5.2.4:

Fixed a floating point exception inside wordwrap() (Reported by Mattias
Bengtsson)

Fixed several integer overflows inside the GD extension (Reported by Mattias
Bengtsson)

Fixed size calculation in chunk_split)) (Reported by Gerhard wagner)
Fixed integer overflow in stric]spn(). (Reported by Mattias Bengtsson)

a9 2-5 PHP

| Conferences

6. International PHP
| Conference

| 7. 2007 DC PHP Conference

110, Anoia PHP Conference

112, gpacheCon US 2007
21. Forurn PHP - Patis

1 26. OSDC 2007 Conference

- Brishane
1 26. OSSumrmit Asia 2007
130. PHP Conference Brasil

<html><head><title> 4 A 1-
<body>
<?php

echo "4 B KB 3% IMPACT €g4t}.";

1</title></head>

2>
</body></html>
Perlo|ly Co} 22 U oo} tf2 7 HTMLS E#sted B2 4
o2l HTMLWel| oo stz sh= d(99 45+ "Zéld_ld_i
TAE E85)e dig ~2aHEE HojFH Huy. PHP I=+ EAS

9> Bl ZL Afo]o

T He P

SO/ &=
t}. PHP7} A= E

o] Bl1= "PHP %
E(Java Script)9} 72 ZEo|dE
=7} Ao A AgPHETt=

54e o

Aol
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2.2.6.2 PHP= F9<& & F &
PHPE CGI Z2folA & = 3le BE 218 & F vt HTML %5 &3l doleHE
7}+A SLL E20l fiH o] X & WAL, F7)(Cookie)E Bl WS £ & 9 7]F9 C
U Perl & o] &3 CGIoA F+d37] AT &4 GIFoln| A ¢ A4 |, HTTP A%
er%!?jEE 59 7e= AA 74 & 5 9

olmt= PHPO] 7} Z&dta 7383k 122 do]g o]~ (Database)9e] AEHEY Aol
t}. PHPE AF&3stH o2 dolgHuo] =5 A& 542 ) #Ho|AE s whe

I .S Yot DB serversS a4 AFEE 4 ).

Adabas D, InterBase, Solid, dBase, mSQL, Sybase, Empress, MySQL,
Velocis, FilePro, Oracle, Unix dbm, Informix, PostgreSQL

PHPE IMAPY SNMP, NNTP, POP3, HTTPS9 ZzEZES A3 A] & Au|~
S st dolHE w4 v AAoJE= raw network &S AFESHE, 19

o ERESES AT £E Ak

PHPS| 542 2Heshl Lokshul gt 2ok

AW A A s = 2AHE oA

- dloJgHo] 2 AAS HA s
- 2= Aol Hrt.

- Unix®} Windows 374 EFoA A& 71538t}

2.3 Log Server/Analysis Server
97 2axuE g A2HEY logEe A% = sefoln Fhg
R R f\]”ﬂ‘"‘ W o)k o]stk ofyth o] AlAElE S Wl

of 1 RE RPC ©lE Solu} thE 7|8 MuAS5%E o455y x SudE A A
o] &g %}% . dlolEEe 24 UDP/Port 514 WS FaiAnt Aol 3ty

drrow 2A PAWE 7HA AL e Aol slEat IS o 4§ ex00000.log T o]
Aol Flm Apache 9 79 access.log o] gAdo] HArt,

Zt AN E Fote] AdE Zagdel= AREAFS] IP9F ARG Flo] A, AFEAIZE, F71%k
S0l AFHA fArk olFA A maudel A FAds] wdigh £ vyt 44
o] Hm o] agtdEs AR A= A A9 EVlse 2R £F4S o] &3t
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of RIMYL BAF Fole} .

O 21 4 &
web trends ¢} wise log enterprise 7} 2 =5
oF 179 Aol wise logenterprise ¢ A% 2k 500

o},

w ZF &£FHe] 742 web trends o AF
© pl 2

A9we] HANE FYs

7 ZOAZHEANA FEA d  de Lkl AR
bz

- & "olA e, At HolA JE, 71 HolA Ja, B o] A H-
- % S ES, ANF SESF, WEY SES
Hc}- H}

2.4 Honeynet/Honeypot

2.4.1 Honeynet9 &%

2.4.1.1 Generation 1

19993 %el] A& FFHo] HAqen, Layer 3 ¢l UMENZ AT Hehdo] o HE%
Al(access controDE 43 st Wy 22 A9 EE Inbound Traffic & E-F ]
7 Whl 2 Outbound Trafficol thaix = A3 o= o] Aol Hw dA 5 o]t 3
a4 Traffics 2dates ol Qlth. o] 2o WAOE HAGAEATE YRR
Scanning 4% stAY, DDos 4<% 3t AL H=d a7t dlon, FA4A A=
Honeyneto] €A =% ¥ A4F%= 2A4sHA HAG. dolge] 32 BE UEHA #4
ol 3AZ=dA] o]Fo]X|H, FTP Service ¥ Telnet Service A}EAHARE LA =3 o 4
Uow ZIAMBE o] &8t syslogdE ©]&3dte] =15 s

=

Switch

Log/Alert

server

1% 2-6 1A% Honeynet
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2.4.1.2 Generation 2

20023 %0 F=o] HAow, Layer 2 < ©Holg A=A Data Controls 34,
signature 7]¥Fe] HZEA|(access contro)E 33 U EL IS Routing topology
W7 e TTL gho] 77 glolA 4= AL EAAN LR o585 A & + gith
2 5EAoE TeHom wHg A ¥4 P95 sy F o°]’ o=

b= 7S Layer 2 Level®} Hlmwale] afdals sfzleo] EA1e wf, o] RS F=A 3}
sAo] o] FolA A FrF gt} webA FA A= Honeynet WolA 3t 2= & %
T BEE AYS 78 g don oF Axd td d4AE A=Y ¢ ey w40 A
T fevs Ae & dn A4 AR des HA, 7] AT g A
28 4 kernel moduled] 7AE%E R w1 At}

Intnet

Production Production Production

Router

Honeynet

AR cens

Honeypot Honeypot Honeypot

8 2-7 249 Honeynet

2.4.2 Honeynet®] 71E 74
Honeynete 3hu}e] AlxElo] ofd th4=9] A

.
ofof sr] ol @ HolHE FHstel ARE BA sa nARH Agxe] T4 AH,
4 7% 52 dekete] UA & 4 Qon, £ AR WAL ASA FALA
27)0] wel Al A FelF F glom A2w wekd] wHe sl ¢ rt

2.4.2.1 Data Control
Data Control®] 7R3 Inbound ¥+ Traffice &8 3}al, Outbound ¥+ Traffice Al

ks Ao WARA A4S PAE Honeynet W ASkE £ 93 Azl o
A INT T 5 S AUE PAGE SO ol MIYHA A48T} Traffce] )
B LS A RHET e Aol B0 el AL T oA HREAD A5
S50 Aage g RAES s ol
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2.4.2.2 Data Capture
Data Controle] e MARHAAEA7L HFEe] H&ste] PYFshe RE Jug &
GAFRTE el AAYANNSA] FA ARE L5 FHAHL Honeynere] #iv]

=]

g = 4 gls ¥k o} E} A& = I3le] Forensic 71 AFE: A 2275 2 F7
B /‘}%@_ T gl7] WEolth. A7|A ARa wHeRE AT WEYA AT 2 74
s &8 Trad, A2 o, e AREA @9 5 e A sk Aol b
ok oA e & A5 AAT HolHE S 3

?:’&ﬂoi += Honeynet < 3l & E‘?} }% 1o]t},

2.4.3 Honeypot2] 3 H)

2.4.3.1 Production Honeypot

A7 Production Honeypot2 A& B o=z &
Hors Zsleta AdS #HAAZI=d HEHo] 3
Honeypot A]Z=®lolt}, dndbx oz x| gl AlxEle] H83517] 40| 9oy

ofst= sk Aol 5Aolth. 1% <& Hot Zone ©] AUt

2.4.3.2 Research Honeypot
dAA Research Honeypot2 A7+ HHoz foJo] i lom Hacker community®l
HE 4uE QoM ATE S/ A% BAL 2m gom AuEoe Antd 44 L A

€ a8 fAs=Y H3stvs 540 vk A& o2 Honeynet Project 7} 1T},

A

2.4.4 Honeypot ETE%

2.4.4.1 Deception Toolkit(DTK)

# %2 Open Source Honeypot solution®® Fred Cohen®| 7W¥3}9t). Perl scripts
¢} Ccode® o]Folx] dom, TrFdd F7Fo AH|~E emulate T} sHAWH, DTKE
1998\l 2=, 1999374 update FH Yo, 1 o]ZoE= ] oA update A 22

© 1, documentation®] F%38}aL, A H ARgo] ofE & Ho] 9l

2.4.4.2 CyberCop Sting

1998l Alfred HugerZ} 7Walsd o, NAIAF 7} #ufsl H %9 A& Honeypot E9]
o} FAl9 o8] 71 ¢ A]2=®lS application level 2 IP stack leveloll 4] emulate &
T 9,]\‘4 Aol A stA wrEoH oY, A= o o4 dwiEA ek )

2.4.4.3 NetFacade
1998y Marty Roesch7} 7|&slgom, EAlo] o8] 714 tfE& A A8L emulate 3

_17_



It T3 EFH o 2= NetFacade HHE o] &3}l slte] C class WEHI AAE
emulate & F ATt Zolth & E2A dA #ujE o, FE AHU A H
Al AFEE AL Tt Marty Roesch7b 71#sk 3718 HYEAAI~HIQD snort™ NetFacade
£ troubleshoot stWA ¥HEo] X thar g,

2

2.4.4.4 BackOfficer Friendly
19989 Marcus Ranum®] 7§35} o™, & %29 desktop”]¥te] Honeypote] t}.

2.4.4.5 Hot Zone
2002 49 Marcus Ranume] 7§93k &7 Honeypoto]th. th3k AMu] A~} FHobd &
emulate 3tH, 8 EAE centr alized logging @ A& dHo]EV} 7}t Holt),

2.4.5 FARS YR 43 2HL(Interaction)

FAA} Azge] QAN Aol Aste BFL o= AEAA & 5 ek YR
)

o HWel Holy o A ol FFE Frh AYFS At g HH S zZku gl o]
EAo] wel U2 ohggk #Eo 7]%% ZHA =, FARA A AFehe 75 E o]l
upe} gepxich sy go] AlFele AE 2Hgdded wel guhde] oz ofH e
qURS TEF A ARFE A T Fas
2.4.5.1 Low level
1§ Telnet = FTPoF #2 AH|=9t ald S emulate & o=, A=
2OQUNE 9wl ARA AEgTo] etk ol Bd 5% 4 Ax AuE
A},
2.4.5.2 Medium level
Agte Aul2= FFE Awshs AolH, Agtd AsAEs & F AxRF gnh AR
Aol Alzdle] gia] dFS F 5 sl chroot 70 digh FAo, Ao ik
of o3 WA Alxgle] g ATdS F5T - U= APAEES 2t Ao AA AFEEE

¢

AG+= =E.

2.4.5.3 High level
A OS A28 A2 o] Folx Y Frolt}. o]t AH| A% emulate 34 il
AFe, F2 AT L S A8 ASRh FAAL e A2y B 240
PN
T

1
2

&l
)
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3. Honeynet %
3.1 Bridgie Firewall +% A

BeX aE e NATSH o] oudl sh=sk 23 Qlojok shd|, of ¥ e At
0.0.00 &2 83w o] T Fe] o]l =T FHA shte] /by Aol sm W

uebd e S VlEoz Uil 9fF FlolEo] ethO oy ethls oWl SlEHo]2el
A Farg, NAT o A5 &5 AelEd &9l ip7t 3 Qg # o] 2o,
W AlelE2 AR ip 7F ddE I Ho] el A stolok At
E]L

ojF% dma AaHs BYA dHE At E 2.4 WAddME AdAAE s T
718 wireld BeA Al viwEs BER Ade] Fi, 2.6 oM 7Ad AA A
Ao r Mo ALWAE oHA Fol= Hrh

2.4 A9 HGAE AHHE AY 22 "dEEL Jusr/src/linux/ HEEZR o]F3 F
http://ebtables.sourceforge.net oA AAle] AY B do] = 3% 39U gz =3ste
2 3}, o]F o] AL grip -d B G=8A & sfxstH At} o]F make menuconfig
& A¥3 F Networking optionsellA glef ®H ofefje} o] 802.1d Ethernet
Bridging & A ®3}'A Bridge: ebtables &= #Ho] F7l8 AL & 4 gow o HFS
Aelstd gl

[¢]
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o root@snort:fusr/src/linux-2.4

Linux Kernel w2.4.20-8custom Configuration

drrow keys navigate the menu. <Enter> selects submenus —--—-=,

Highl ighted |letters are hotkevs. FPFressing <Y> includes, =Nz excludes.
“M> modularizes features., Press <Escx<Esc> to exit, <¥> for Help.
Legend: [+] built-in [ ] excluded <M> module < > module capable

[] F¥: Full internal |PY¥ network
<M> ppletalk protocol support
ppletalk devices —-—-=>
<M= ECnet Support
[+] ECnet: SIOCGIFCOMF suppart
[+] ECnet: router support (EXPERIMENTAL)
[+] ECnef: use FWM&RK value as routing key (EXPERIMENTAL)
<+> B02.1 Ethernet Bridging
> Bridae! ebtables (NEN)
< > CITT %.25 Packet Lawer [EXPERIMENTAL)

GEET R < Help =

3 g 213l bridge-utilsE A X3}
bridge-utils T2 = : http://bridge.sourceforge.net
o]% ol e} Ho] ¢=F A F ./configure; make = FATARF FH FHT}, o] AL

bretl 2838 /shin/o2 %7 &2 3o},

& root@snort: fusr/src

dae-utils=1,

. connected.

=

LICH [1E0605/160

iorE sreld s

ort srcld B

_20_



& root@snort: fusr/src/bridge-utils-1.0.4

co. Ton
e install... fusr/

[root@firewall bridge-utils-x.x.x]# make
[root@firewall bridge-utils-x.x.x]# mv brctl/brctl /sbin/

3.1.1 brectl 23]

bridge—utils?] brectlS AX|3t & APsIH AFET 4= Q= FA o] wol ),
Bl oy AsdEL(stp)sol Ao AA BElX] wEH s 9T = ofgel 22
ST a1 gow HAr) AA ol Fe AFYEE wlEo] br.shet e gz #A
F Begg ) 2Eo g APFFE=E AA I}
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atH =L},

ELQO ip

CE_IP promisc up
Ct.

o root@firewall:~

TIH—'“'1||

gia

18 3-6 ifconfig
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route —n ©|Y netstat -r < A 3P3A ol o} o] bridge SIEH o] A7 HY
Aot}

# root@firewall:~
firewall

N

Y
d

% 3-7 route —n

641H HFJXl BHE X3 o 2] bretl shows A st F}

firewall :
name STP enabled interfaces

et hi
ethi

1% 3-8 brctl show

o

o7 oF nEAE SAstn AYPsel WA A HelAo) B} Qi
onzwﬂove A F nelAE s f BE 94852 o et o

=913k #7100 HmE Folstelo} k. ofulst o] ~AYE HAL YA
A7 %] okl %52 BEgl A APk,

N |

#!/bin/sh

ifconfig bridge down

brctl stp bridge off

brectl delif bridge ethO

brctl delif bridge ethl

brctl delbr bridge

ifconfig ethO down

ifconfig ethl down

ifconfig ethO 61.81.108.51 promisc up
ifconfig ethl 192.168.1.1 promisc up

3.2 iptables 7% %A

3.2.1. iptables AX 2 FF2 AE 3}7]

242k 919k e Fxo uwet ’\WV}XH T NATY BEx] Bas Ads] Abgstd 4
Aolth, o)A TE A HEH o] 7| Eo] = netfilter 7]WFY] iptablesel] thal] olE 11 o]=
AW FH3} 7%S AFe=A LolR Al iptablest THE A& WEEo] AFEE V)5S
g5t 7R e, I FolA 7P diRnAQ] Tls B old WA vlE dE 7E
KX
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3.2.1.1 AEF4 75 AF
o] Wt AFsleE AT 7]s% sl AHFHS WhskH
o et A AeE F4(tracking)ste] °o] AHE HR

o ] =
W gl LEY tep flag & WiAste] I
| =

ack flagE A3 tcp FFH o]

o & = oty oln GAF EgHor wutsle] 3
EFAIRE AE) o] AFE A Foll= obfE ack flagg: @il Eol2t} stk o] H 9
AL 5o syn R syn/ack o #EE ARIE Q7] Wil RAY EdFom F55)o]
Y Pt == Zoltt. iptables o] W<l ipchains o Zo] FEHF2 & ATsHA &=
W 2 stateless 2Hal o A FH-H YobE iptables 9F o] AE|FZ o] Al¥EH= W3}

WO stateful ©o]#tar 3o},

3.2.1.2 &€ WA Ve A¥

iptablest= W3pHolA 7|EH oz Algst= v AR Ao 42 ip, HAA ip H
5

A2 XE XX XE WHE ¥uk ol FrpH o s kst w7 -
olEHH E FH& &3 dA dF FEy st=dlol MAC T4, #iF dAIxe] F4
U aF Z2A2 ip dl9 TOS(Type Of Service)S o8] 71#] AL o] &35lo] AH-A
olar Hxhek wiy 2 Aol rhssitt 28 dF VTS FUHHeRE Ad A E S5
T4 4 QA
3.2.1.3 XE XY (port forwarding) 7|5 X A&

] o]

ol v del ipfwolu ipchainsE AT wWjE= NATE o]&35H7] Hair EEE Egx
ol ipmasqadm< Al-g3to]of g o} iptablesol®= NAT 7]%5°] AAZ o=z ¥y
Aol NATE 98 Mo Zrads ol &3 dart glo] Ad wirellA F7t= #A el
Al Akl & 9 iptablesto 2% wlE ARgE 4= Qi 2.6¥ o] ol 24W e AU
AREAlA &= offel ZE& AY HAAFIRNES AAokgttt. STEP 1. KERNEL AAs7] (WA
15) AdA2~ g EF A make configtt make menuconfigs A aste] #AdE HF
5017} ok U A= 2z 84 wet A&5h7] vhebm A 2.4 WMo A o
Zo] HolA Ht}. o] Tl W3t Ty HAHL “Networking options” H-#of 32 F
RoB=E o] WiFE HdYstes g},
- @AY wWyEo] e, 7 71EA] wwwk 999k o] dEEES gty wh
255 £=(oad) EH*ZFC%O]: 13 S

oF WE(module)® AMEGAS HSo= o]To I
G MEaes ik | A e A RERHE Al $39 Help
Y3 FAT Qs 2§ 9oy Fustd @k 27 oy e $A4 2 KERNELES
dAetes FuAt

_24_



3.2.2 iptables A X]3}7]

D Kernel HW®FAA
make config (5= make menuconfig)
el# — Networking options 21 ®

- ront@iirewallfosrdsoedlinus

1
Arrow keye navipgate the wenu. <Enter» s8lect® subasnug ---3_.  Highl | ghted
letters are hotkoys,  Pressing <Y> InClodes, <M> excludes, <M modular|zes
features. Press <Esc><Feer to Bxit, <72 for Help.  Legend: [=] bullt=in
[T ewcloded <Nr module < > wodule cooable

ode maturlty lavel ootions ==-=>
cadable wodule sooport =—-»

rocessor Lyvpe and features -—=

eneral Sefup  =-=>
N wory: Technol cay Devices (MTD)  ———>
-araliel port support =-—-»

Tug and Pley conflgurst en =—-——>

lack dovices —>
N lti-davice & art [RAID and LWM) =—>

ele ny Support =-->
TALIDESMFN/RLL suopart ===

L51 sempwort  ===2

usion NPT device support =--=*
20V device SULDOrT ===

N twork device suoperl ———>
maieur Radlbo supporf =-=-3»
rOA Linfrared) support -——-23
SOM subsystes —3

Id CO-R0N dr lvere (Rat SCS1. nat 1DE) ——>
Aot COre subport ——
haracter devlces -—->

N Itieedia devices ===

e systeas ==-=>

ongole dr lvers =-=»

atnd  ===2

SH supporf ===

luetdath Suppory  =—=>

EERE < Evit > clisln b

18] 3-9 Kernel W7FAA
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@ netfilter A3 kel
IP Netfilter Configuration 41

= roni@iirewall fosrsrclinus

1
Arrow keys navipgare the wend.  <Emterd selectz-subasnug ---3. Highl Ightied
letters are hotkeys. Pressing <¥> ingludes, <M> excludes; <M= modularizes
features, Press <Escx<Feer to exlt, <> for Help. Legend: (=] bullt=in
[] encluded <N+ module <> wodule caoable

<=3 ackel socket

1 acket socker: msapped |0

> H o Lhink device esulation

<] N twork packet filtering (renlaces. ipchalne)
N teork cacket Piltering debugging [HER)
ocket Filtering

* nl¥ domsin gockers

] CPLIP networking

P! 'multicagt Ing

] P advinced router

1 t kernel |eyel autocont | guration

¥

>

1

= & w

—— e ——— o —

: tunnel [ng

¢ GRAE tunneis over [P

= multicust routing

i TCR Expl ||‘_H‘ Fuﬁﬁstlbﬂ. Mot | Ficatlen Suoport
i t (disabled cer defaull)

- a—

Bt Ertmlmruer I:nllwralls:-n o
< = G021 YLAM SOpport

<> he IPL protacol
< » ppletalk protocol support
poletalk dévices =<=»
< > ECnet Suoport

Ethernet Bridaino
of andfor falr aueusling =--—2
H twork testing =-==

13 3-10 netfilter A5l
B netfilter A A &<l

Connection tracking A1 &

Arrow kevs navigale the menu. <Enter> selecls subsenus --=>, Highlishted
fentars are hotheys. Pressing «<¥> includes, «<H> exeludes, <M> modularizes
features. Press <Escy<Esck Lo exit. <i> for Helo, Legend: [«] built=in
[ ] excluded <M> wodule < > module capabie

probocel suboort (HEW
manda protocal support [(MER)
ETP pretocel susport (HER)
AC protocol supgort (WEW)
P tables support (reculred for fiiterina/masofNAT) (NER)
init match supptrt [NER)
M C address match suoport (NEW)
acket tyoe match suoport (HER)
n tfliter WARK match sucport (NER)
M Itiple port match support (NER)
05 match support (MER)
ecent match support. [NEW)
CN match suoport {(HER)
SCP match support (MEY)
HYESP match suppart (NER)
ENGTH match supgort (NEFW)
TL match support (KEW)
conss match support (MEW)
elper satch support (NEW)
onnection state match support (HER)
onnect lon tracking match support (NEN)
acker filtering (NEW)
ul| MAT [NEW)
N SOUERADE target support I:NE!]
EDIRECT target suoport {(NEN
N T of [ocal connect|ons :HEW HELF) (NER)
acket sangling (NEW)

- -

* -

=
W WY W W Y W YW VWY WY W e W

ArAAAAMAMAMAMAAAAAAAAMAAMAAAAAE

*
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@ netfilter A3 kel

LOG target support A1 ¥l

o root@firewall: /usr/src/linux _

i R rnel vZ2.4.28 Configuration »

Arrow keys pavigate the menu. <Enter> selects subnenus ——=>. Highlighted
letters are hotkeys., Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press =<Escr<Esc> to exit, <> for Help. Legend: [+] built-in [ ]
excluded <M= nodule < > module capable

SCP match support (HEW)
H/ESP natch support (NEW)
EMGTH match support (NEW)
TL match support [HEW)
cpmss match support (NEW)
elper match support (NEW)
onnect ion state match support (NEW)
onnection tracking match support (HEW)
acket filtering (NEW)
ull NAT (HEW)
M SOUERADE target support (NEW)
EDIRECT target support (NEW)
W T of local connections (READ HELP) (MEW)
acket mangling (HEW)
0S target support (NEW)
CM target support (HEW)
SCP target support (WEW)
M RK target support (NEW)

LOG tarast support |
CPMSS target suppert (
BP tables support (NEW)

<5elect> < Exit >

198 3-12 netfilter A2

A2 Pns Mz MRS AY FRAL 4 %u CDE AAY FuUelE
1RHOE iptables WY 7150l BEE A5 QAW A AL ARAL B B
e /5 nx, ¥ DL /5w AEHES S A AR

FEol ohel A FEelA Fal] Wl
Aetolof dth. o]F §lEiME AYrsE
g, 222 39S ofg] URLoNA th2= 3 4= gl

root@snort: fusr/src/linuz-2.4

Al# rpm - ipt

19 3
rpm —q iptables : WA RPM W@ o]E o]&3lo] 7]E4] iptables W A3 &Qlgit)
Al ] obuet 71E9] iptables H7IAE AFAl8lo

rpm —e iptables ——nodeps :
Mz dx & FHlE g
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@ iptables &2 thg-Hb7]

£ root@snort: /usr/src

http:/fnetfilter.orafproiects, 5 I s-1,2. 11 . tar. b

19 3-14 iptables 42 TR
wget http://www.iptables.org/files/iptables—-1.2.11.tar.bz2 : wgeto]t} lynxE ©| &3}
iptables 21 A2 t}e& d=t}

bunzip2 -d iptables—-1.2.11.tar.bz2 : TFS @& 3}ejo] ol=

.

o
M

H
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@ iptables JHAEZZ o]F

¢ root@snort:fusrfsrc/iptables-1.2.11

1% 3-16 iptables U EZZ o]
cd iptables-1.2.11 : &4&& ¥ YHEZZ o] &3},

® ipatbles AIY

T
—r=-r—=r--
L e

initrd-2.4,.20-8
kernel . h

i mne

— ) — S )

13 3-17 ipatbles #A Y
make KERNEL_DIR=/boot : makeE& ©o]&3to] A9 3rh. KERNEL_DIRS AEH
Eg 2 A& Foh
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® iptables install3}7]

~ root@snort: fusr/src/iptables-1.2. ll

i H]# make install KERWEL_DIR=/boot

Z1% 3-18 iptables installd}”]
make install : AT F A AES £33t KERNEL_DIRS Adr g Eg 2 A3},

@ AA FAsp7

fard ruut@snuﬂ:_fusrflucalfsbin

3.2.3 iptablesE& &% HeF & AA3]
O & =713} 37]

iptables -L : &4 é e &5 g9l
iptables -t filter -F : filter &5 A}A| 3t}
iptables -t nat -F : nat & 2HA| st}

iptables —t mangle -F : mangle <& 2hA)sit}.

iptablesZ ©]-&3}o] W3l %% AR o AY WA Stojol &Y = ojn] EAEH] &
Aolt), iptables -L& A dsle] dA dHd & &
Aot Be 5 A AT = =), o]

’
thest ol 54 chaing ARSA @S A
B
=

o m

[-40
ol
=

04 o}UroM AA S = ] 1] 71%—011 =
213k A& Z# A (flushing) gl sko},
o = INPUTO]Ur OUTPUTS EE Ho]
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@ Loopback E#¥ 3]83}7]

iptables —A INPUT -i lo -j ACCEPT : Loopbacke] 3] INPUTS 3]-&3lt},
iptables —A OUTPUT -0 lo -j ACCEPT : Loopback®] @8] OUTPUTS 3]-& sit},

& ropt@snort fusr/src

[MFUT —i
QUTPUT o

ll

13 3-21 Loopback E#¥ 3 &3}7]
) QIE o] 2= A]2~E] U|F9] 7M Qo] rojng £y fidy BE EdY
5183k Aol Erh A ApAle] AlxvloA Faxul Egfdo] AMSEHE=A] dolH
93] tepdump -i lo & 3els] ®7) vat) o 7)ol A -1 = interface ¢ ¢jmjo|t}. ¢
@
:{

_H

or

2 lo AEHo) 28 B3] Folot AR lo AEF S Fa b ANS A
A3 oolth, o EolA9 ~i  in o oJvle]x, —o & out 9 oM olTh.

2 A rlo

® 7]®A A (default policy) A3

iptables =P INPUT DROP : INPUT A 2A]e] 7]i2& DROPL.Z 473t}

iptables =P FORWARD DROP : FORWARD A #¢] 7]E.o DROPCO.& A3},
iptables -P OUTPUT ACCEPT : OUTPUT A& ¢] 7]¥e ACCEPTSo & A A3},

* root@firewall: fusr/src
yrlrewall sro] # .

= —-F [WPUT DROP
-P FORWARD DROP
-P OUTPUT ACCEPT

% 3-22 71¥-4 2 (default policy) 274
2 ool A At npe} o] XAF KE EFo viAHA ¢S w HFHOZ )
o7 fEAel -P & Fds ACCEPT, DROP & F° 3lyrt ALgd. 7] &
REJECT= AHE3HA] ¢Fom —-j DROP ¥ o] -j & AM&38tA] geres He F
| vt g 7] A o2 DROPE dAdsh=dl, 53] AAddA AAA = A
58 Aol glow H& AA7F B4 vgBugE Fostolof g
71¢] &2 INPUT, FORWARD, OUTPUT o W& 71& ZHS 4AF oA, AA
st o FORWARD & AF&3}#] €7] W&o DROPS AAsla, Eolox #7lvt
Az Ag sy 522 OUTPUTS ACCEPTE AA3dta INPUTS DROPS &t
o] 71e] A} OUTPUTS ACCEPT & AA 3% o]f+= o231 INPUT 3 OUTPUTO] Al
ACCEPT Hojo} E4lo] & = gli=d], OUTPUT wF ACCEPT & 9 9]3olA =
Eoje= Al i E dAsA SASHE el A FE Y= EF disiA=
& &3h= zlo] F7] wWioltt, o= HolA A¥E FHFHS T3 on A4S o
AZo] AHE ESTABLISHED ¢} RELATED A EH&= 2% 38352 817 wid
7} &ttt

N

[ Y W)
ﬁoﬁéﬂjﬁﬂrlﬁ
N

o%
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@ gE54 44

iptables —A INPUT -m state ——-state ESTABLISHED ,RELATED -; ACCEPT :
INPUT E°l 93 518¥ EggS AEHH 0w &&gth

iptables —A OUTPUT -m state —-state ESTABLISHED,RELATED -j ACCEPT :
OUTPUTECl 93] 5184 Edgs &4 ow 5 g3t

o root@snort: fusrisrc

uL| HE[' RELATED -
ED, RELATED -

FE|FHo] AT A g stateless 73 WslH ] A9 v E0] 23 Yyt diFlvic}
A

AAS HET AAA B2 AWT RAAA ARE A=Astelor AW Y FHL o] § 3
W oou] BolA Sgo] B Edge] A% flolo] A%HE BE ARS b A WA 2
B A4S Be glo] M e 47 %

_IEE -y

o
Sleh. o] 7o) v
e

shifoltt. w}am obgl F 25 Wy & s

Ao % a8 Holgk s 4= ). ol#ol A ESTABLISHED ¢ RELATED = o]u] NEW
= EEH%M] 31&H F ole} dIE o] FASHE HFld ugh 38 HdAHo|mZ NEW
ol 4t A= A = wu

® AME P 42 ZHHY

iptables A INPUT -s 10.0.0.0/8 -j DROP : 22 IP7} 10.0.0.0/8<1 ¥

iptables ~A INPUT -s 172.16.0.0/12 -j DROP : 172.16.0.0/12%1 =& 3{R & ek}

iptables —A INPUT -s 192.168.0.0/16 -j DROP : 192.168.0.0/16¢] =& #71& x}gkaict
iptables —A INPUT -s 224.0.0.0/4 -j DROP D a2 [P7F 224.0.0.0/490 BE 97 S ApdEic)
iptables —A INPUT -s 240.0.0.0/5 -j DROP : A2 [P7)F 240.0.0.0/59 RE 7S 2o

& root@snort: /usr/src

a9 3-24 AME P AR dEEY

[ANA(http://www.iana.org/)o| A E¥ 2o 2 ALL3l7] Y38 o e = AL ip theo] ot}
o]t ip F4AE RFC1918(www.ripe.net/db/rfc1918.html)ol] HA & o] 9l =
AR B Y UEYAR] dHYgAME BBE F ogl7] Wikl te 2ol AMd ip FAE
L2R 3l BEoloE EPL Yzxy EfFo|ng Awslo]ofdit}
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F2 9l (Loopback) IP 4 g
iptables —A INPUT -i ethO -s 127.0.0.0/8 —j DROP : ¢lg|{#|o] 2 ethOE E3J
E0]9+ 127.0.0.0/8 9 IP F4&E Aegith

+ ropt@snort/usr/src

@ dd P 54 2t
iptables ~A INPUT -i ethO -s 0.0.0.0/8 -j DROP :

AEH o] eth0E 53 IPF4A7F .0.0.0/8 Q1 Edl S Aadic)
iptables A INPUT -i ethO -s 169.254.0.0/16 -j DROP :

S1EjF o]~ eth0Z £3+ IPF47F 0.0.0.0/8 91 EES 3t
iptables ~A INPUT -i ethO -s 192.0.2.0/24 -j DROP :

g Ho] 2~ ethOE & IPF47F 0.0.0.0/8 Q1 EgI S A3y,
iptables —A INPUT -i ethO -s 248.0.0.0/5 —-j DROP :

E A o]~ ethOE &3 IPF47F 0.0.0.0/8 ¢ EgH S A3y,

& ropt@snort:/usr/src
NPUT -i et

NPUT —i et

18 3-26 o oFd IP F4& 2
0.0.0.0/8 3} 248.0.0.0/5% d<Fd ip hdolH 169.254.0.0/16 & DHCPEo|A AA =
AHE3hE dideln 192.0.2.0/24 = TEST-NET wiejelth. 71Ef Agstar 412 [Pl dis
A9k e o w xdEeE dhu)

SSH AH| 2 & &-3}7]

iptables —A INPUT -p TCP -s 192.168.10.11 —--sport 1024:65535 —-dport 22 -m
state ——state NEW —j ACCEPT : A2 [P7} 192.168.10.11¢4] 22" 2 Eo]9o+= TCP
ERER2$E Edel ta sgsn, g =4 75 ol gk,

# root@snort: fusr/src

INPUT -p TGP -5 192,16

1% 3-27 SSH Au]2 3]-835}17]
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£S5 98 H2ole telnetol] e digtoz AAE 43533 sshrt
= FAlolth sshiz 22/tcp LEE AMESIRE HAx X E 22W0| gt
Aot ssh AW 2201, Sgto|dEE 1024 o] %9 Qoo XEE
AbgstEE, st oA Zh7te] X EE F &8 £ frh 9 132 192.168.10.11¢14
e A ] 22/tep 2= A &3t Eolrt o] F WEelA 192.168.10.11 =
SHEE PR ol 5 &3 %ﬂl%é % of uwhe} 3] &= A wrh. wheF A Aol A
A Aol
ok

1)

TS
l-\i
[m

583k FtvEt®= OUTPUTS] 7 ACCEPTo| =& OUTPUT®| tisjA =
i Y7te) Tﬂ gote #r vkl E— 2 P o W3 sshE & 8sheld
192.168.10.11 &l 0/0°]tt anyE A7 -s F-&5 wid €},

_

iptables —A INPUT -p TCP -s 192.168.10.11 --sport 1024:65535 —--dport 22 -j ACCEPT :

IP7} 192.168.10.11¢4] 22¥ o2 So0]9= TCP ZZEFZS o] &3 EfI S
A=

ol
ofo l>

1

& root@snort/usr/src
rcl# iptables -4 INFUT —-p TCP -= 18921681011 —-

oY 3-28 22918 EYY &

o JelF A ALgSHA G sk 2ol -m state °]3 FEE AFtn TENET
A= frh 52 OUTPUTS 724 A o] ACCEPTe|==Z OUTPUT 2 A+=3HA]
oFopie it}

iptables —A INPUT -p tcp —-destination—port 22 —m mac ——-mac-source !
00-AA-BB-04-CC-B2(#&] A2l MAC F4) -j DROP : MAC F47}
00-AA-BB-04-CC-B2e ARt 22 0.2 A 715, o]9]e E MAC F42 717 e
Aerghe},

= root@snort/usr/src

& [MPUT -p tep ——destination-port 22 -n nac —-mac-source | DDES

a9 3-29 MAC 54 A+ AA
A2 P Fa7F dASHA ZS u= #E AL MAC F4E5 o] &35t 99 o] A
A e s 4= )

©® #Wd AMH]2 &8 (SMTP/POP3)
iptables —A INPUT -p TCP ! —-sport 0:1024 -dport 25 —-m state —-state NEW —j
ACCEPT : 224 port7} 25¢1 TCP Z2EZS o83l EgFo| &) 3] &3k, AH)

%4 )58 ol gah
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& root@snort: /usr/src
srcld# iptables =4 INPUT -p TCP | —- t 001023 ——dport 25 -m

a3 3-30 #HlY Au]2~ &8 (SMTP/POP3)
w27k AFH e, weF AR Bl WM (SMTP)
B Aol Gl e 254cp E Fahe EdTS

5183 Folof st} ol WS W A= AR Fo| AFYrrt 2 wdS
EetA Hedl, o] A WA RE] HEo|nRE o= Mo & HA glol:
g5 Hrh 9 aHE oA o WIS HE F JEF 25/tcpE FHES oA,
X EO| A 1024:65535 1‘41 Al 1 —=-sport 0:1023 .2 &9=d], o]= 0FE 10237447}
ofyrm 2 1024:65535 ¢F &L n|7} H= Fo|t).

iptables —A INPUT -p TCP --sport 1024: —-—dport 110 -m state —-state NEW -j
ACCEPT : Destination port7} 11091 TCP T2 EZFS o| &3t EfjI S 383l AE
#4715 ALg R,

& root@snort:/usr/src
cl# iptables -4 INPUT -p TCP | —-sport 1024: —-dpart 110 -n state --state HEV[ES

srcl# B

% 3-31 110 XE E#fY 3 &
pop3 = 110/tcpE &3l An|=E Algsh=rl, whef pop3 AH|=E Attt
k)

ol A9 110/tcp H&E® s&stojof & Aot} 9] 52 &2 ip o FoAFe
Alormz BE jpo] g §go] Hi AAFEE 1204: o|F ] LEo|i B IEE
110/tcp®l HAE & gal= Folth. & 2Hd i3 Lo HeF4 2 OQUPUT ¢
7] AAo] s golng MER AFetA| otk Hrh wheF 5Ag ip e ip t ool AW
pop3/tcpE & &3 A ——sport 9ol "-s 192.168.1.0/24" ¢} o] AFstA )

© FTP AH]x 34

iptables —A INPUT -p TCP --sport 1024: —--dport 21 -m state —-state NEW —j
ACCEPT : 542 ¥XE7} 21%1 TCP T2 EZS A&3t= EdF U3 3-&3txz, AH
T4 7es ol&%h

# root@snort: fusr/src

t sreld iptables -4 INPUT -p TCP --sport 1024 --dport 21 -m state —-state NEN -]

srcld i

% 3-32 FTP Av] 2 3§

FTP AB|A~%E o AH| 2} g8 2714 REE ARgstal 2744 X EE ALE-3
FTP AH|~7} A8t FEE 21/tepdtal & oy 21/tep Yol Fr7H8 o=
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FEE od BREE AREStETte] wel e, o EHW
Active RE¢ 78"?— 20/tcp= S}, Passive =E9] 79 1024 o]3 9] ¢lojo] TE}
AHEETE whEba ZH7te] e ] o 55 mErnZ AR W a9 5333k, S3A
o= ofgfo} 2 o] EE FTP AlH| 2o tigh AlojE & 5 itk 5, + HA ALE

n i e
ﬁd
Olfo
Sk g

= XE= AEHFH3 OUTPUT 9] 7o) slggol wel Mz At ol
¥= Aol

3.3 Log Server 7+% #I}A

3.3.123% 93X HUY] 93 STgo|dE 7=

#vi /etc/sysconfig/network
WA hostname= WA Tt WAHS 314 &S 2 dAXZE 238 HUYRA E3Si)

#vi /etc/hosts

AAA [PF42 hostname

tio
o
)
o
v

! prodaramns
III|I| fail.
in localhost

a8 3-34 9ZAA [PF429 hostnames Y#

#vi /etc/syslog.conf

o) kern.* /dev/console
kern.x* @logserver.ac.kr /Qlﬁx]hostname
ARE2L7E HsheE maE 9 dAF AAS A frh vheF BE = Hua Ao
ol olgf] mpAE Fof x.x @logserver.ac.kr % %1%“16}1_ LD}.
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#ps —ef | grep syslogd / ZEA A &l
#kill -9 pid / AL Q= TIAASE AHXA
#/etc/rc.d/init.d/syslog restart / syslogd A A] 2t

2]
syslog.conf 23U 4 5 & QA 2S s FUr}.

1% 3-36 restart

3.3.2 23F 7] 93 9AZ MY +F
#vi /etc/sysconfig/network
FElo|AdE ¢} w7 A| 2 hostnameS W74 a5t}
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root@logserver:

13 3-37 hostname W7

#ps —ef | grep syslogd

#Kkill -9 pid

#vi /etc/sysconfig/syslog

AA29 38 S F719siA ofdl 23 & SYSLOD_OPTIONS=" -m 0 " o]¥
“or-m 0 "S® vy E H HES A EETh

“root@logserver: =]

2394 AN AF 2
2ol E P 61.81.108.62 ¥AA g
sl 94 =1 Muldl dFd Wiyt

d for root from B1.81.108.47 port
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3.4 IDS 75474

snortE AX3t7] Hell snorts YHo|A A E = JEF APM 5 IAHE AX o

o] BB gsnorte] Z 155 databaseo]| #&3d7] i DBE A #A ot} snort”f

A dstE DBERFE BAR Mg @ol A= MySQLS A& DBE AHE-3kith. RPM

714 HAE QAT 2= A4 AAE ool AXE st EE AA7F 53tsiy
o

P AL§A7E ek FAel Al 7
3.4.1 MySQL

3.4.1.1 MySQL t}&1t7]
http://www.mysql.com

http://www.superuser.co.kr

3.4.1.2 MySQL A=z A

5ql-5.0.19. tar. a2l

19 3-40 MySQL A x4
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[

anaconda

--with-ch

9 gl A oldle] WHolE e | A% = v,
#cd mysql-5.0.19
#./configure —--prefix=/usr/local/mysql —-with—charset=euckr

——with—unix-socket—path=/tmp/mysql.sock

configureol] AFgH <A
—-prefix=/usr/local/mysql : MySQLo] Ax= ZH=
—--with-charset=euckr : DBolA29] 3tZdloly AHL 8] 3 EA=
AbEet =S A7

--with-unix—socket-path=/tmp/mysql.sock : Socket¥ T#HZE Paths QA

(1]

MMM —@DMm—
1]

e manual for
at the

1% 3-42 make && make install
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configure’} 2™ make && make installg 23] 3o}

olAl Autde] ko™ MySQL %7] DBE AAd F=5 shab ¢4 ofgf 2
virg ol S O]%Sﬁj‘i 214 4-59 A9 /usr/local/mysql/lib/mysqls 49 & tf
&t U5 ldconfigs ¥9s] AT W&S AMFA A o

ruutETIerdII ] 1|—5.U.1H]#
rewal | mysgl-5.0.19]#

rnuTWT|erd|| mysal-5.0.19]# vi fetc/ld. so.confll

19 3-43 holB ey

4 rnnt@flrewall ~fmysq| -5.0.19
: | s

Hlibfmysal

1% 3-44 ldconfig

cab - etg .I d,so,co r|-f :

Hlibfmysal

[root@firewal | mysalld B

_41_



o ol WEHAES dYsl 2713 ~39
o7]4 924 mysqlinstall_db 2~ HE
SFatd o A A9 AWt GAdA
#cd /usr/local/mysql/share/mysql

#cp mysql.sever /etc/init.d/mysql /%718 23 HE HA}
#/usr/local/mysql/bin/mysql_install_db  //Z7]DB A

ruut@flrewall fusrflucalfmysqlfsharefm

18 3-46 DBE AA

olAl ofeff WolES A MySQLS 1A ps W2 ZRAAE AT

#chkconfig mysql on /MySQLE F-"3 gA A
#/etc/init.d/mysql on /%2713 23 HE=Z MySLQ ++%
#./bin/mysqld_safe & /MySQL A¥ & W=z 23
#ps —ef | grep mysqld /MySQL Z =2 A2~ 3¢l

oot@firewall fusrflucalfmysql

on with
1# STOPP

00:00:00 [

Y 3-47 Z2A A gl
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3.4.2 Apache
3.4.2.1 Apache t}&7]
http://www.apache.org

http://www.superuser.ac.kr

3.4.2.2 Apache x| #}#]
#tar xvfz httpd-2.2.0.tar.gz2 ¥F3| 4= sfA s}

oot@firewall:~

xvfz httpd-2

I3 3-48 4= @A

obel Walels dste] AR FES B
#cd httpd-2.2.0
#./configure —-prefix=/usr/local/httpd2 --enable-modules=so --enable-mods-shared=all

--with-suexec-caller=nobody --enable-ssl ——with—ssl

configureo] AF&3¥ A
--prefix=/usr/local/httpd2 /Apache’} AX]¥ t]& =g
——enable-modules=so /Apache’} A& 25 A8 2 DSO(Dynamic Shared object)
A datr1 9 AA
—-—enable-mods—shared=all /d¥3 EE2 A 7tsd EES EF SO(Shared Obsect)® A g
--with-suexec-caller=nobody /Apache A dg-S U5 nobodye] B2 & AAs|of i,

——enable-ssl ——with—ssl

#* root@firewall:~/hitpd-2.2.0
[r ir | h

18] 3-49 configured] AFEE A4
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configureE A &3t S make && make installS 233},

vi & o]&3}e /etc/ld.so.conf © /home/httpd2/lib ¢} /home/httpd2/modules =
F718 tS 19 4-124 % cat /etc/ld.so.conf W#H ]2 &2l Idconfig® AFEH W&
olo] Sola 27|38} AAYEES Eal U}

o]#| Apache?] RE %

vi /etc/rc.d/rc.localE YHEsFar o}

{1
i
Ir
v
mi
v
f
¥ °
£
>
S|
QO
@)
oy
(@)
fo
=
<
o)
O
—
il
i1t
Og{:,l‘
o
Ho
:Oé
>

¥ 4-137% 9olE 94, A9 Tk

F A3 ol /ete/rc.d/init.d/httpd start

AL HYA A% ABS AT Agolw

£ Qesa dasy .
h_i"b

ol

=10l %

all the other init s
uff in here if wou
stuff.,
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3.4.3 PHP
3.4.3.1 PHP t}&47]
http://www.php.net

http://www.superuser.ac.kr

3.4.3.2 PHP A%

#tar xvfz php-5.1.2.tar.gz& YA 4= AT

olg) MHAE YgHste] A s=F St
#cd php-5.1.2
# ./configure —-prefix=/usr/localphp ——with-apxs2=/usr/local/php

—--with-apxs2=/usr/local/httpd2/bin/apxs —-with-mysql=/usr/local/mysql
—-—with-config-file-path=/usr/local/httpd2/conf
--with-exec—dir=/usr/local/httpd2/bin --with-zlib —-with-gd --with-png
—-—-with—jpeg—dir ——with—-xml —--with—-mod-charset ——-with-languague=korea

——-with-openssl-dir

configureol| AFgH JA4

—--prefix=/usr/localphp /PHP7} AXE tdEx]
-—with—-apxs2=/usr/local/php /-—-with-apxs2+ Apache daemon¢] DSO ERE® =Y
—--with—apxs2=/usr/local/httpd2/bin/apxs HEE sl AA

—--with-mysgl=/usr/local/mysql /MySQI¥} d-53t7] $e AA
—--with—-config-file-path=/usr/local/httpd2/conf /PHP.ini F 22| $1x& 4dA
--with-exec—dir=/usr/local/httpd2/bin /Apache daemon?] A3 A== A

—-—with-zlib --with-gd --with-png /o] Fi& fuo)Ae] AaE 9 A HE= A4F
—-with-jpeg—dir ——with-xml golrgy] 44 FE

—-with-openssl-dir / opensslg AF&317] 98 AA
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Rt

—with-o

18 3-54 configureol] AFg¥ A

configureE A3 3 ]S make &&make installe A3 3o},

Aado] of k5 7} W configure A4 %5 --with-config-file-path-&ol| A %A 3k

A Ed ) cp php.ini—dist /usr/local/httpd2/conf/php.ini A 9L Eapst o},

& root@firewall:~/php-5.1.2 ) . =10l x|
@firewal | php-5.1. ch php.ini i j Ffphp, ini -

AW FEA QeolHe] Arzeak el 9F7 9tk o 25 hitpd.confol A
35830l ol7] WE 2 WHelE Fr19e su Al

3
root@firewall: i
AdTwp |

1
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3.4.4 Libpcap
3.4.4.1 Libpcap t&4t7]
http://tcpdump.org

3.4.4.2 Llbpcap A%

libpcap> configureoll A A4 3 Zlo] glornz ofgff WEolE §esta APgict
#tar xvfz libpcap—0.9.8.tar.gz

#cd libpcap—0.9.8

#./configure —-prefix=/usr/local/libpcap && make && make install

3.4.5 pcre
3.4.5.1 pcre t<
wgethttp://downloads.sourceforge.net/pere/pere=7.4.tar.gz?modtime=1190411691&nbig_mirror=0
3.4.5.2 pcre X

pcret= configured] A4 & Zo] glorm= ol Y& JHsta A3

#tar xvfz pcre-7.4.tar.gz

o

.

O

3.4.6 snort
3.4.6.1 snort Y2

http://www.snort.org

3.4.6.2 snort A X

snort @A Y2 HA snort-2.8.0 M HE U Wi +HS F31 configureS A &Y
3}7] Aol --with-mysql=/usr/local/mysql &A1& WF=A] AA| o shc}, ¢ifsld
snort®} DBAE Al &7FE WAsH7] fsiAth

#tar xvfz snort—2.8.0.tar.gz

#./configure —-prefix=/usr/local/snort —-with—-mysql=/usr/local/mysql && make
&& make install
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—=with-ms

19 3-59 &4 A
ofe] WedolE g2 ol snort 2IE AT UAEE A
#mkdir /var/log/snort
QA snortE AsHA] gforn HAEHE delnd AdE 217t gich
root@firewall:/varflog/snort

o,

cach

snortE A3 HEE st
snorte 374 =& A st
- sniff mode

- loging mode

- nids mode

7122l sniff modeE A& HA
#snort -v
A} A} ofg et o] TCP/IP

-f'-mot@localhost/usr/ cal/snort_ rc
Win: O FFI.

1% 3-61 snort —-v
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snort.conf DB 274

output database: log, mysql, user=snort password=tmshxml dbname=snortdb
host=localhost

output database: alert, mysql, user=snort password=tmshxml dbname=snortdb

host=localhost

13 3-62 snort.conf DB AH
snortetdb A5
/usr/local/mysql/bin HAEZZ o]F
J/mysql —u root —p mysqgl & H<E% use mysql¥ ¥ mysqlDBZE o] &

A8 H&S 8 4% password’} $LOEE passwordE A& =0k

for help, Type '#c' tco ear the buffer.

[umn names
ith =4

for help, Tyvpe "#c' to clear the buffer.

') where u

13 3-63 snortetdb 9%
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snort @+ DBAA

root@localhost:/usr/local/mysql/bin

ih' for help, Type * to clear the buffer,

1% 3-64 DBAA
snortgh= AREARS A
Fogd WHAES At & & flush privileges; & g sllof A Fo] Hr}

use mysgl DBol| o] &% olg] HHAE A3

insert into user (host,user,password) values('localhost'.snort',password('tmshxm1"));
1.108. 47
and [umn na

artup with -4

Tvpe ‘help:' or "Yh' for help. Type "#c' fo clear

into user | L user d) wvalu

%Y 3-65 AH8AE B4
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A9 password7F & A HA=A s HA}
select host,user,password from userE A3 31d o}z e} Zo] & o] FHt}.

# root@localhost: fusrflocal/mysql/bin

e

ual that

ar af

13 3-66 password AA <l

root® mysqlel <% use mysql DB® o] ofgiggolE A3t
grant SELECT ,INSERT,DELETE, UPDATE,ALTER on snortdb.* to snort@localhost
snort#tE A1 E snortdbol] @IS Ho s},

& root@localhost: fusr/local/mysql/

or ‘#h' for help., Tvpe ‘#ic' to clear the buffer,

inte user (host,user, d) values('localhost' . snort'.p

| GlLUMN names

off this featur : toa gu B rtup with -4

3k t','l_j.
n: 5.0.18

- '#h' for help. Tvpe "Hc' to clear the buffer.

t SELECT, INSERT.DELETE, UPDATE,ALTER on

% 3-67 FAE snortdbol] HIS Hof
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snort F4 ¢ snortdbell Z Q3 tableS AA 3T

A
wkok o] 3Zo] create_mysql ¥ o] ¢S A9 find / -name create_mysql A 333}
Al Az25 &=

ot@localhost: jusr{localfmys

13 3-68 snotdboll Q3 table A4

13 3-69 table A &<l
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J/mysql —u snort —p snortdb </usr/local/httpd2/htdocs/acid/create_acid_tbls_mysql.sql

A3 A aicdol A A&t acid tableg F7}13kc}

Il ks
the right

a3 3-71 table A4 &<l
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acid A ]
Zlip \libpcap MygSQL Apache PHPo] Z& SIF-FolA AA 2 HAXE ).

acid
http://acidlab.sourceforge.net.acid—9.6b23.tar.gz oA Tt

/usr/local/httpd2/htdocs o] 4&S siA] == 3},
# root@localhost:/usr/local /httpd2/hi

a9 3-72 acid A

ADODB
http://easynews.dl.sourceforge.net/sourceforge/adodb/adodb495a.tgz U+
/usr/local/httpd2/htdocs ] &= A s=F o},
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o] #| acid

I AA4A FAdE FAs =) /usr/local/httpd2/htdocs/acid/acid_conf.php

root@localhost:/usr/local/httpd2/htdocs

after the dir

alert DB

ME
)
=
iz
Mo
2
R
r,
o,
)
o
o
il
)
vs)
N
X
>
>
ofo
ol
rir
ke
i
(i
fol
Jo
2
o
[o5)
wn
wn
=
@]
=
[oN

[e)

[T=3

inss
L)
rot

a9 3-75 DB ¢]|& password

ol
0,
J
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oAl mE AA = %t

http://61.81.108.51/acid/E Fa%l

obel st el AM7t 4%

]
I*E{F MEE = ilm ETI.'H E=Ini

QeE- -

s A

|.’l'| lg] i /!,.E“" ‘;-.‘I '2‘;?"1,' 'E:'l,_j' - =] | _ﬁ

AR b RS S acid maln pho

Analysis Console for Intrusion Databases

daad 114 airis) In rns Aar canes

sl o Tis O s 31, m B1TE
Watahask: sratcionalnals: RimA warsion:
Time window: (20071133 21:20; ZI:l| 2007 1070 0E 0004

Sensors: |
Uninue Aotz 10 P
Tzl Hismbear af Alaaa: G4 S

DR s

Suunce [P add wsz. 5
Cesl F oavdieszae. 30
Lingss kb 44

I-HP (%)

Snima Pods 74

3 TCF (49 LOF (163
Cesl. 2o ¥

= TCE(H LCEh)

= Learch
a Graph Alen deia

= Snapshet
# Rhast recanl Sads i poikaeel | TOXIIRE 10240
o Indas's awms unbjee lstng 1= sec st
= Lazt 2 Howrs: aleds unlgue, listing; 1P sre ! dsi
& Laz 72 Hours. sledy anigue, lintisg; [P e ! dal
a Blogl pwdzant 16 Wiigis Alais

& Ly Sowee Pule: any |, TCP | UDP

Purlzian 'I'n_:l'iu %)

- Traffic Profiie by Protecol

# Mgt Bmijionnd & Aleis

a blugl Frageerl Sogrss Dol sy TCD | IDP
a Mozl Fragazsel Daztealion Podas anyg | TOE T

& bug Teguees, 15 add-aszss, aounes, desdination

i

2

“

3-76 AlA AT gl
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3.5 Honeypot Server 7+% %A

http://www.Microsoft.com
Virtual PCE th& ol AX| 3t}

f—

i Microsoft Virtual PC 2004 Wizard L =100 =l

Welcome to the installation wizard for
Microsoft ¥irtual PC 2004

This application will allows wou to remowve Microsoft Yirtual PiC
2004, To continue, click Mexk,

5.3.582.27
=Bk Cancel
13 3-77 Virtual PC A%
ii? Microsoft Virtual PC 2004 Wizard L =10l =l
License Agreement
Please read the Following license agreement carefully,
END-USELR LICENSE AGREEMENT FOIL MICROSOFT a

SOFIWARE

IMPORTANT-READ CAREFUILLY: Thiz End-Uszer License
Agreernent ("EULAY) is a legal agreerment between you (either an
individual or a single entity) and Microsoft Corporation for the
Microsott seftware that accompanies this EUTL A, which ineludes
cornputer seftware and may inelude associated media, printed
materials, “online”™ or electronic docuwmentation, and Internet-based |

£ I accept the terms in the license agreement

I do not accept the terms in the license agreement

= Back I Mext = i Cancel

19 3-78 Virtual PC A% oA
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i Microsoft Yirtual PC 2004 Wizard 10} =l

Ready To Install the Program

The wizard is ready to begin installation.

Click. Install ko begin the installation.

If wou wank ko review or change any of wour installation settings, click Back., Click Cancel to
exit the wizard,

Microsoft Wirkual PC 2004 will be installed ko:

' "Program Files Wicrosoft Yirtual P Change. .. I

= Back Cancel

2% 3-79 install

ii? Microsoft Virtual PC 2004 Wizard = [l |

Installing Microsoft Virtual PC 2004,

The program Features vwou selecked are being installed.

Skatus:

AlSE Y RAIAER gfE M2 E

= Back I [Mext =

13 3-80 Virtual PC A X%
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Microsoft ual PC 2004 ard B = [l |

Installation Completed

The installation Wizard has successfully installed Microsoft
Wirkual PC 2004, Click Finish to exit the wizard,

= Back

ance| |

1% 3-81 Finish

New Virtual Machine Wizard

Remoye

Welcome to the New Yirtual Machine
Wizard

This wizard helps you create and configure a new wirtual
rachine or add an existing virtual machine to the Wirtual PC
Conscle.

The virtual machine configuration is stared in a .vmc file.

To continue, click MNext.

< Back I MNext > I Cancel

19 3-82 Next
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M 2 virtual machineS ¥ & next

New Virtual Machine Wizard

Options —
You can create a new virtual machine or add an existing one to the Virtual PC E
Console.

Select an option:

* Treate a virtual maching:
This option guides you through the basic configurations necessary for creating a new
wirtual machine.

" Use default settings to create a virtual rnau:hir]e'

You can autormatically create a e file with default settings. The resulting wirtual
machine will not have a virtual hard disk associated with it, so you wil have to select
one using the Settings dialog.

 add an existing virtual machine _
Y¥ou can add a wirtual machine to the Wirtual PC Consale from existing wrnc files.

< Back I Mesxt > I Cancel

19 3-83 Option A8 & Next

Applo] AAF FFAAolFer MMl olFE AAMFES

Existing Virtual Machine Name and Lecation 2 x|

E #AW: [ My Virual Machines  QF=E

iy Mew Virual Machine

| FEHE) |
= 5 L

a9 3-84 GAA olF
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AAE TYAAE At wref Unix Al9e] GAAIE AA1skd dshd others AdERIth

New Virtual Machine Wizard

Operating System —
Select the operating system you plan to install on this virtual machine, E

Selecting an operating system here alows the wizard to recornmend appropriate settings
for this virtual machine, If the desired guest operating systern is not listed, select an
operating system that requires an eguivalent amount of memary o select Other.

Operating systerm:

Windows 2000 =
[MS-005

Wincows 95

Wincows 98

Windows Millennium Edition
UWincowes NT 'Waorkstation

os5/z

Windowes NT Server

windows 2000 Server < Back | Mext > I Cancel

Windows Server 2003

19 3-85 AAE FAA A

=)
t
Ach
i

A4 Riolth PCO MEeli AFHo] JOBE 128MB YR AF HES

New ¥Yirtual Machine Wizard i

Memory —
You can configure the RAM on this virtual machine. E

To improve the performance of this virtual machine and rin more: applications ok its
operating system, increase the amount of RAM alocated to it To leave more RaM for
other wirtual machines on your systern, use the recommended RaM allocation.

Recommended RAM: [128 MB]
Allocate Ram for this virtual machine by:

" Using the recormmmended RAM
ca

Set the RAM for this virtual machine:

J | 125 ME

485 VB

< Back | Mext » I Cancel

19 3-86 WlRE A4

B4 MB
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M Z& Virtual hard diskE A#lsic},

New ¥Yirtual Machine Wizard I

Virtual Hard Disk Options —
Before you can install an operating systerm on this virkual machine, you must add a E
new or existing virtual hard disk o it.

A virtual hard disk is 2 .whd file that is stored on your physical hard disk and is used fo
contain the guest operating system, applications, and data files.

The first wirtual hard disk you create or select for your virtual machine is called Hard Disk 1
i Settings and is the startup dick,

Do you want to use;

A existing virtual hard disk
& 8 new virtoal hard disk

< Back | Mext » I Cancel

18 3-87 Virtual hard disk A ®

New Yirtual Machine Wizard L

Virtual Hard Disk Location —
This wizard creates a dynamically expanding virtual hard disk with a default size. E

Type a name for the new virtual hard disk, Unless you specify a different location, the
wirtual hard disk file will automatically be saved in the same location as the virtual machine
configuration file.

MHarne and location:

sHicrosoft iy Docurnentsiivt Virtual Machineshhawinzk Hard Disk,vhic Browse, .. |

Tio learn more about the different types of vittual hard disks, see Virtual PC Help, For
advanced virtual hard disk options, use the Yirtual Disk wizard.

< Back | Mext » l Cancel

19 3-88 Next
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AAE 5 v

New Virtual Machine Wizard

Completing the New Yirtual Machine
ﬁ Wizard
You have successfully completed the Mew Yirtual Machine
wiizardl, your wirtual machine will be created with the folowing

attributes:

Marne: win2k
Mernary: 128 MB
wirtual hard disk:  win2k Hard Disk.vhd

To close the wizard and create this virtual machine, click Finish.

Cancel

< Back

1% 3-89 Finish

Virtual PCE A& 3}o] StartE 322 314},

& Virtual PC Console O] x|

File Action Help

kew, .

(=8 g

Mot running Settings

Fermove

Start

13 3-90 Virtual PC 23
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Start® AlAet® obdlsh ge swe] & gy,
FGAAE A8 918] Virtual PC CDMlArol A drive A A B onA] A& A8

A Fe

Reboot and Select proper Boot device
or Insert Boot Media in selected Boot device

27 3-91 ojux] Ae A

File Action Help

2= 2 [ mew. |
RLnming | Settings |
HER
Saved

| Close,.. |
win2000
RLInming

Iy 3-92 AA ¢
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win2000 server

19 3-93 % &

Ao e s Qll

A pot 14 R AR
o] Al hackerE°]

mHE) BEE 22 SHEE EHD ES2HH
o2 .o - @@ | Qas @mEdw oo 3 B
Z 400 [&) T APM_Setupthtdocsiindex, hirml

A
F& NOIE
oM 2UZ B

FM e-shop

FESHMl 2 F.MEHIOIAIO 242 &

o,
= las BOR,

[ [ [ & EEE

Community

2% 3-94 YA FEEY
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3.6 Honeynet % 24 %

S-& Honeynet?] A%l

37 &S 4% A 24
Server CPU RAM HDD LAN CARD ETC
. Pentium 4 RealtekRt8139
Firewall 512MB 60G
2.6GHZ RealtekRt8139 3COM
Pentium 4
Log 512MB 60G RealtekRt8139 SWITCH
2.6GHz
Pentium 4 10/100M
Honeypot 512MB 60G RealtekRt8139
2.6GHz

_66_




4. A3}

4.1 Honeynet A|Z=H9] T3t

HoneypotWell = HA AWl TrapServerlbeta® x| 3} T}

I 4-949] AW EPALEAZE HE AU Y AN AL ipF At 27t

715 = AT

Fim Ecit Options Trap Sarses Szl

i ] [z]

| Slat Lisler Slon

Trap Serer Jplion Trace Allacker
¥ Coetislog B dwdo Saem Log Lasi Akacker : |‘E1_|:1 R
Lislering pare: [0 ﬂ Targe: Hast ||:-| ol 100 60
Ledanlon - Apache Saave M rurbe of hope: |30 _EJ
Ros path [~ Fiopan =i ¥ Smiveriiekban
Trace fhep T
s=qcking £1.51.108 54 Hott [IF | Halm

5B DEET resobred o 6.8 1L 1D3GD
weaporvee bom host 6161 0LER I 0 milissc
ZO07-11-01= <2 F 1SR 06 Listering lor HTTF sonnect o on 000 ED

1 B 0ese Peacted in: 0w

s kggedin

LZ007-11-07% « 2 F 1ME6 132 Command GET  iec=ivnd iom E1 81 108 51 4E8T
za lgged ool

e begged i

CFITTT-0T: <2 FOINET B Commrand GET fserencl o 1 81 08 33458

1oul
<2 AT 4Ry fedn S Log

s b
L 1

s i i
AT <2 T 10 s Conrand 158 T 2 iscsereac o B1E1I0H 47 7758

19 4-1 TrapServerlbeta 23}

P autosavelog - M2 E: E]@
oriE) HEE) MHD 2 EsEH)

k2887-11-81> <7 %:33:32> Listening for HTTP connections on 8.8.0.0:80. -
User logged in

£2807-11-01> <7 4:34%:080> Command GET / received from 127_0.8.1:4446

Serving file C:WProgram FilesWTrap ServerWlebWiisWindex_htm (4628 bytes / 4628 bytes
User logged out

User logged in

£2887-11-81> <77 4:34:808> Command GET /h_logo.gif received from 127.08.0.1:4447

User logged in

£2007-11-81> <P 4:34:808> Command GET /backgrnd.gif received from 127.8.0.1:4448
User logged in

User logged in

User logged in

Serving file C:WProgram FilesWTrap ServerWWebWiisWh logo.gif (5681 bytes / 5881 bytes
User logged out

User logged in

User logged in

£2887-11-01> <375 4:34:00> Command GET /tools.gif received from 127.0.0.1:4449
£2887-11-01> <3 4:34:00> Command GET /SPACE.gif received from 127.0.0.1:445@
£2807-11-01> <375 %4:34:00> Command GET /docs.gif received from 127.0.0.1:4451
£2887-11-81> <77 4:34:808> Command GET /SPACE2.gif received from 127.8.0.1:4452
£2887-11-81> <77 4:34:808> Command GET /h_samp.gif received from 127.8.08.1:4453

18] 4-2 autosavelog
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4.2 Log 7=

2 AWM cd /var/log® o5 A Is HHE YdHEH Log message E=0] Hlth

b i |

root@logserver: /var/log

WD
wtmep,

1% 4-3 Log message &=

21 55 3 UE A9 S5ol7hd okt 22 Log message’t B Y

o root@logserver: /var/log

— — — — DM Mo

e Wy W e R

1% 4-4 Log message
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30wvt 28 AEstee A4S gy

# root@logserver: /var/log

1% 4-5 Log message A% AL A7 AA

AgE 2a7F Al Al RA =S deAe] vd 48 A s4th

& root@logserver:/var/log

#

a .
» run this

LOGTA L=/
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el Al Al Bz wjd o] g Pt

HS | legserverac, ke 1100070701 ACTIVE SYITEM ATTACK!
SHH AR | root <root@logserver.ac.kr>
SR | 2007-11-01 070101

Hh= et | kageyama@joongbu, ac.kr

active Systemn Attack Slers
Mov | 064241 [ocalhost snon(3133]:  Checkfor Bounce afacks: YES aleit: YES
Moy 1 06:43:00 [ocalhost snort[32001: Check for Bounce Attacks: YES aler: YES

42141 localhost snort[3193]: Check for Bounce Attacks: YES alen: YES
Mow 1 06:42:41 [ocalhost snort{3193]: Marmalize: EXPM RCPT WRFY
Moy 1 D6:42:41 [ocalhost snon[3193]: ETRMN:B00 EXPN:258 HELGHA00 HELP 500 MAJL:260

Moy 1 06:42:41 [ocalhost snort[3193]: RCPT:300 VRFY:255

Moy 1 06:43:00 [ocalhost snort(3200] Check for Bounce Attacks: YES alert: YES

Mow 1 06:43100 [ocalhost snor[3200]:  Mormalize: EXPM RCPT YRFY

Mow | 0B:43:00 [ocalhinst snont[32000: ETRM:500 EXPMN:2EE HELOHE00 HELP 500 MAIL 260
how 1 06:43:01 [ocalhost snort[3200]: RCPT:300 VRFY:255

Maw 1 06:43:05 localhost snot[32011: FATAL ERROR: Failed to Lock PID File “fvar/rund/snor_bridge, pid” for PID "3201"

Unusual Systern Events

T localhost kernel: edrorm: This disc dogsn't have any tracks | recognize!
E:01:01 loghat kerneli 18253 count ton high! resetting,,

E:20:09 loghot last message repeated 3 times

E:29:33 loghot last message repeated 3 times

6:29:33 loghot last message repeated 2 times

E:42:39 |ocathost snont[1397] ==+ Caught Term-Signal

5:42139 |localhost snon[1397]:

SRR RS

E:42:39 |ocalhost snont[1397]: Packet Wire Totals:

6:42:39 |ocalhost sno[1397]: Received: 104632

6:42:39 |ocalhost sno[1397]:  Analyzed: 104275 (99, 659%)
6:42:39 ocalhost snort[1397]:  Dropped: 351 (0,335%)
E:42:39 |ocalhost snont[1397]: Outstanding: E (0, 006%)
6:42:39 localhost snort[1397]:

E:42:39 ocalhost snort[1397]: Breakdown by protocol dncludes rebuilt packetsh
6:42:39 |ocalhost snon[1397]: ETH: 106110 {100.000%)
G:42:39 localhost snort(1397]: ETHdisc: 0 (0,000%)
6:42:39 localhost snort[1397]: WLAM: 0 (0,000%)
39 localhost snort[1397]: IPVEL D (0,0002)
39 localhast snon[1397]: IPEEXT: 0 (0, 0002 )
42:39 |ocalhost snort(1397]: |PBopts: O (0,000%)

6:42:39 localhost enot[1397]:  IPGdisc: 0 (0, 000%)
G:42:39 localhost snot[1397]: IP4: BH0B6  {03,930%)

o= o f o e o e f o e e o el

Mo

2% 4-7 B ANA AEE 2o 7S

4.3 248 BoF

Nere
here
here

9 4-8 38§ XE AR

271 AW HorS YA 218 BUE 514 udpTES 21 7)|ES wdZ HuyE 2
H osmtp FEE A3 Umx] TEELS B5F DROPAIZCEHN 21 Ao tjgt AYS

Arerstelt.
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5. A&

Honeynet 7% 37 24 3 Firewall, Logserver, Honeypot®¥ #Z& Z}& A]AHlo] A
HE :rL'*O}oﬂ SEIEZOANS AXsIAL A B, NAAE, WAET ol dig
£ A8t #Aste] ZRUHE el Ay 7PIAY e JPHHES gt FES & 5HY
o%EMH Al='S 7S ol glolHolA =Y & JoWA A2ES F53e H&S d7
3k 4 Ao

HE A2"E 7487 fslide w2 Al&=Flo] Fasitt, ey 7PAAES AREST

s §% oz AHgg 4= 9lt}. Honeypot2]
=]
L

o dlolgZ Aty Y A Al AE

A Best glon] Akl AlsErte R £ 71%5atth Honeypot o8-k
AA& #9587 B Honeynet olg3tel AN+0L dtel 84 Fatz P90l vhate]
gl AzEe AAdeR 21 % BT+ Ut

Honeypot2 «4F9o] £ Toololdtal & 4 At} Firewall, IDS 72 Hol A|~E 3} 3
AbEEro 2 sl T AE gisk G Al it S UES A dutd ddEE HY 39
of tigt 4HE FHT F Ao v LA AEAES] HY T I e oiE)

% 5 Ak

PAEo R Shit YARIANE TES] A2Y el U @3
HE 2(Logstd e WA AgAE] o Zo(Log)std
QES sto] Qe 28 noksh: WHES Azetel 48k
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e
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6. ZxHE

B =4

gYx2x AWz AF blo]& kR

- T FA R}, S

Y52 YEYZ #IA 7t =01RR)

- ggegel, ¢ AR | 384 o

Redhat Linux 9.0 Snort Install Manual [Korea].pdf

B Site

http://www.tcpdump.org/

http://www.snort.org/docs/
http://www.snort.org/docs/setup_guides/snort_base_SSL.pdf
http://www.snort.org/docs/snort-rh7-mysql-ACID-1-5.pdf
http://my.dreamwiz.com/winmil/security/snort.htm
http://www.superuser.co.kr/

http://www.linuxschool.net/

http://www.honeyney.org/
http://hackersnews.org
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7. ZALS
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