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2.2 NAT J|=
2.2.1 dynamic NAT

W2 AAIPIE 2t 2H E£= NAT AZEQAHM M Olcl Zoffdl Sop=z ¢

EotHl oHd.

private public
200,100,10,1
192,168,10,1
200,100 10,2
192 168,10,2 200,100,10,3

B 221>

PI0IA  192.168.10.12 200.100.10.1 ~ 49 O™ ZQlPtT OHEOl JtsELIC

192.168.10.2% 192.168.10.1 ZH OHEOl Jts
ol SQlPJt 0101 T AlEsg H2U UG AHEIPE
Ct. GIE SO0A 192.168.10.1~4JF 200.100.10.1~48 212!
Kelob & MK tHOIE oHOFLICE Oleist 8= E2ote ¥
PAT)Jt RUCH.

2.2.2 static NAT
E48 AEIPI E

0z
OF
e
__U
2
>
0p0
Qﬂ
‘_

£ 220t 02l Hollss g4

private public

,f,,_ffadfrﬁffﬁdf"' 200,100,101
192 165,10,1

200,100,10,2
192,1658,10,2 200,100,10,3

<JE 2-2-2>

UM 192.168.10.12 200.100.10.128 S22 10l JtsELIC
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2.2.3 PAT(Port Address Translation)
LE HEZ2 SolAd NATE A& LICH static NATU dynamic NATS &2 MEE =
Aes ZOIPELH AFEIPS 01 Z0H 2 Xcts 82 222 U2 £ Ss AAIPIt
ZOLELICH ofXlgt PATE ZE HEs of)IHE0 2QIPJF otLIRH AT &2
29 AtAIPIE QIRZ2 L2 2= USLICH

private public
Mﬂ—
port:
<8 2-2-3>
2 AL A2g £ = Z2oIPsE 8 oI XS WEO AM4dIpPER L2 ZEE
gelgezi HgdEez A8Z Uit JisdtH S 0.
2.3 |Ptables 24 J|=

2.3.1 A& EE0
O M WMo EE

A2% iptables [-NXPLFZ] [chain¥]

IPTABLES =&

&9

-N @ MZ& chain 844 ( --new-chain )

-P Moo HM HAH ( ——policy )

L Aol MNeE M 2AE &2 ( —-list )

-F el HEgE M XI| ( ——flush)

=X A= ™M MA ( --delete-chain )

-E : Moo 0188 #& ( --rename-chain )

-Z Mool W2 HIOIES IHREE 022 24! ( —-zero )
A A ME2 Z2HE RES FIt6t)| ( —-append )
-l e £ XNEM ZHE 73 &Y ( ——Insert )
-R: Mo SF XNEQ ZHY AES W ( --replace )
-0 HMele EF XA ZHE A#32 MA ( ——delete )



O Itt0ld

IPTABLES Itet0OlE

A4 3

-p : ( ——protocol ) ZE2EEZS XA
tcp, udp, icmp or all( 2 Z2EZ2)2 X
(not)E SoHA &2 Z2UE s =& UL
-p tcp (tcp Z2E2S AIR5HE)
-p | tcp (tcp Z2REZ2S MO 2E)

-s : ( —-source ) T3S LMAI = LM
(not)2 SoHM 92 2 &=
-s 211.239.151.21 (211.239.151.
-s | 211.239.151.21 (2! LMXE
-sport : ( ——source-port ) IS LMAIZI LMIUHN BEHS ZE | A2 JIs
—-sport 21 (2181 ZE )
-d : ( —-destination ) {20l S&5t= K&, ASEH2 souece? S
-—dport : ( ——destination-port ) IH2!2 & ZE
ZEJ HEXNOZ oY MY 22 - 2 HEE = Jb
(20-22 — 20, 21, 228 2|0I)
it (——jump ) ZEHE AN 2o HEE= WAS targetlE SHL
=i+ ( —=in-interface ) T30l E0i2 W Z=2It = AHHOIAE X
I(not) AtEJls
interface = lo ( localhost ), eth0 ( &i3t& &t
-i eth0 ( ¥ E HIIIEE SoHM E0HE)
-0 : ( --out-interface ) W20l LtZ I F=2It == QAEHHOIAE XE
I ABIts
-0 eth0 ( ¢HIIEZ UJl= W3S XE )
-0 | eth0 ( HIIEZ WIte T |
-f o ( ——fragment ) D20l StEHO HLEX REUHS At 2 O mAS e
N2 UEOAM (28) Hel) = = 2
SN WAEE0 & I
I(not) Jts

J

ne

i

Do:i_?_)y

u o

>

—-c ! ( —-set-counters ) INSERT(-1), APPEND(-A), REPLACE(-R) Z¥HE AI25t=

SOt A9 I BIOIEQ II2EHE =IIsH AIZICH .
AMEE>

iptables —~[ADC] chain rule-specification [options]
iptables —[RI] chain rulenum rule-specification [options]

€T

iptables -D chain rulenum [options]
iptables —[LFZ] [chain] [options]



iptables —[NX] chain
iptables —P chain target [options]
iptables —E old-chain—-name new-chain—-name

59
# chain - INPUT, OUTPUT, FORWARD or &"é.* MA B chains

# rulenum - A0l MAE =N (EHMUZ 1,2...)

# rule-specification — II2t0IHE AME06H0 © 2015 HE (ZEHE RE)
# target - ACCEPT, DROP, QUEUE, RETURN

2.4 MK 2 Jls

241 AMH?
te SCcOIMENH DIl MEE

g SR ME MEotH World Wide WebS AHE6
OIOIHEMAEE HNEote MBE Z8tl. =2 MEH=E MU= 00122 AZE
T2 JIBY] jis MHQ YA I8t ORI MBI UCH Rels ol EL A
OtIIXI MHE AtSotCH

2.4.2 OHILIX| A HH &7

O 39
NCSA2l httpd 1.3 H& S J|BtC 2 BHMSIZLD, 0188 JIE NCSA httpd 1.30
XSS MG AZE0l 200 24 1S “ A PAtCH server" A i
O s3
- M2 ZItY 6l 20tE JIsS FItetHUL Al Jis
- N&EFO X S MaE > o8y &8
- 2lsA(Linux), &etelA(Solaris) S9 CHYst EHES X2

- Open Source @ 2AJF SMEINH UL
222 M2

2.5 FTPAH 28 Jl=

2.5.1 2I=A FTP(File Transfer Protocol)
FTP= ClHUY O HEXNO =22 MHIAZA CHY A2 XHIJF Networkatel 2
& ProtocolOICt., 1971 HEH

Hostlll A= IS st = a2

OIHYUUHAM A2EACH SMNMX 2 Bt gle BrHHl Client? Server= REG

SATNH fChTelnetdte €2l FTPE S&dl MY XHI W S0 2SS
ot A g ALt FTPY Jls Z0= L8t Directory &, IES=EL )]

10



2.5.2 FTPs& &
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-
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B4 AR

ol
/ 61.81.108.42

\

. ALHA S|P

2 RS E ﬁEE

s Off ek 2 At
80 84

<Jdg 3-1>

NATZS dotdl o SN NATABIO eHotE 2)HE AXsth. R BN S#HotEs
BoIPES 0lE0t0 222 Z= otd, & BN eidt=s AAXSE0H A Z06H0
X =

%2 ST 121D WebMB, FTPAHB, WREMETE DHEJINE A9IX

o

NATAE WS 20l FTPAB, WebAHE FOHM W-ARASKIE AIEE A
“8otl, WREAEX= NATAHE 0/8ct QEUS AMEdts SAN UWREAHABHE
MNEST. NATHHE Soi FABEA LI 20 2ota &g H 22 & =+
UM, NATAMH = DNS AMHlA & 2atHs Yot

12



3.2 1583 &4
3.2.1 NATAIH PC&H
HERKI 4 - NIC 2
MEZ& NIC OI2E
# system-config—network

Ko @ o® 182 (31 17:06 Q)

- | | B root@localhost:~

<dg 3-2-2>
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AXEFL U A Ethernet &3 M

Ko @ o= 18 (a) 17:08 Q)
e

S R

=1 -
Z I
N

@
[

r
I

40 W W @A
g o

= i

%898

e 120 e
[

(B
I3

o
b
]
%)
|

KHEHD)

<8 3-2-3>
X0 e 2EY M
a1z13 % 423y QBB Ko
=P HEST 83 SETE

o | &z ooy =8 Mys FUAL:

FEEETS

e E{ealtek Semiconductor Co., er. R'IJ'I_--SB‘JIS-BI‘JC:"%.BQC} .[erh.DJ
OE 0y Jt=

uEw3 w8 [P M= 33 &, |

<ag 3-2-4>
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d root@ localhost:~ HEHNT 43 1@ Mg &= Er,

<ag 3-2-5>

M=Z& Ethernet &H| It 2=

2% 9% HAIE %@Q@

HEST M7

3 root@localhost:~ | HERIT 83 B Mze =% B, |
l

<adg 3-2-6>
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NIC &Xl SH3&EE
NICE Xl 0|8 - eth0,etht

& Xl - /etc/sysconfig/network—scripts
(@]

X
2 0|8 - ifcfg—eth0, ifcfg—ethi

0

0

ethO& & - 61.81.108.42
# vi ifcfg—eth0

root® localhost:/etc/sysconfig/network-scripts

oel(E)y HE(E) 2V} HOET) ®B) =sS%U(H)
BEVICE==tho
BOOTPROTO=static
HWADDR=00 E0 7D FAI16:02
ONBOOT=yes
TYPE=Ethernet
USERCTL=no

FEERDNS=yes

IPVE NI T=no
METMASK=255, 255,255, 0
IPADDR=61.81, 108,42
GATEWAY=61_81,108_1

[»]

ISR U B A T I 1

“l1fcfg—eth0o” 11L, 176C

N

<adg 3-2-7>

eth1dd - 10.1.1.254
# vi ifcfg—eth?

fi-

root@ |ocalhost:/etc/sysconfig/network-scripts

meE) BEE) S221(Y) EDoET) #(B) TEZH)
BEVICE=ethi
BOOTPROTO=static
HWADDR=00:04 .75 BF :DAFB
ONBOOT=yes
TYPE=Ethernet
USERCTL=no
PEERDNS=yes

|PYEINI T=no
NETMASK =255, 2565 .255.0
|PADDR=10.1.1,254

[r]

(I T L T N B I Y |

“lfcfg—eth1” 10L, 154C

B!

<adg 3-2-8>
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3.2.2 8N PC &%
HWESRD #4 - H3tE 14
eth0 - 10.1.1.10:80
BHIY Xl - /etc/sysconfig/network-scripts
HF0Y 0l8 - ifcfg-eth0
# vi ifcfg—eth0

roott@localhost:~

DHRI(E) BE(E} BIKV) B0} ®(B) Z=F2H)
BEY | CE==thO =
BOOTPROTO=static
HWADDR=00 EO0 ;7D :FA:47 :BA
ONBOOT=yes
TYFE=Ethernet
|PADDR=10,1.1,10
GATEWAY=10.1.1.254

G NN R O R IO T O

fetc/sysconflg/network—scripts/ | fcfoa—etho” 7L, 115C

<adg 3-2-9>

[4]

3.2.3 fipAMHH PC &3
WESRD #4 - H3tE 14
eth0 - 10.1.1.20:21
BHMY Xl - /etc/sysconfig/network-scripts
A0 0l8 - ifcfg-eth0
# vi ifcfg—eth0

root@localhost:~

meE) HME(E) 221¥) HORT) ®(B) =2%(H)
WEY ICE=etho

BOOTPROTO=stat Ic

HWADDR=00E0:7D:FA:47:C2

ONBOOT=yes

TYPE=Ethernet

IPADDR=10.1.1,20

GATEWAY=10,1, 1,254

[»]

=

fetc/sysconfia/network—scripts/ifcfa—eth0”™ 7L, 115C b

<18 3-2-10>
17




3.2.4 WRAEX PC €3
PF24 - 10.1.1.30

=

SIEHO EEESTCHIP) E5 25

AER OFA3U): 255 256 L 285 . O

A2 HO E/OD): m .1 .1 254

@ CHe DMS MBI =2 AFS(EY:
J12 2% DNS MHE: 1 . 81 . 108 . 42
HIE DRNS A (A

< 3-2-11>
3.3 NATE 0|88t IP=4 BH&

3.3.1 iptables =J|3t
NATAH & - iptables =J|st
# iptables -F
# iptables -t nat -F
iptables &4 3}

I 24(E)

o oAH A = ReE ols AlEal s BEAZLE U R

apm
haldaemon
Iiim
iptables
irda
isdn
kudzu
lirc
mDNSResponder
mdmonitor

<dg 3-3-1>
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ftoMH &, &AMH & - iptables Hl
# ntsysv

1]
0x
tou

mDHE) ME(E) HI(V) HOT) H(B) T2(H)
ntsysv 1.3.20 — (C) 2000-2001 Red Hat, Inc.

| HH A
il MHZ2E HEL g2 MNEIIEE § Mﬂ_% L %9

haldaemon
iiim

iptables

irda

isdn

kudzu

lirc
mDNSResponder

3.3.2 iptalbles FORWARD & &
# iptables -L
iptablestil &M & & E2 QIS

oot localhost-
12E BEE 2AY) EHOdM BE) =83(H)
[root@ind =14 Iptables 4 af
Chaln FORWARD (pollcy ACCEPT) :
target prot opt source destination

Chaln INPUT (pollcy ACCEPT)
target nrot opt source dest Ination

Chaln QUTRUT (pollcy ACCEPT)
target prut opt source destination
[root@ind -1t |}

<dg 3-3-3>
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# iptables -I FORWARD -s 10.1.1.0/24 -j ACCEPT
iptablesS 0126t 10.1.1.0/249 Jt4 ipo E2E 5=l =Ll

root®localhost~

DUE BEE E2V) HOWD ®E) c2H)
[root@ind =]# Iptables = FORWARD -5 10.1.1.0/24 - | ACCEPT

[root@ind =14 Iptables -

Chaln FORWARD (palicy ACCEPT)

target prot opt source destination

ACCEPT  all — 10.1.1.0/X4 anywhere

Chaln INPUT {pollcy ACCEPT)

target prot opt soUrce destinatlan

Chaln OUTRUT (pol lcy ACCEPT) ;

target pro opt source destInatfon L

[root@ind -1¢ ] i
g 3-3-4>

# iptables -t nat -L
iptables NATE 222 &Ml 882 OISt}

roott@localhost~

DUE) BRE) 1Y) HOYT #E) S23(H)

[root@ind ~1¢ Iptables -t nat L
Chaln OUTRUT (pollcy ACCEPT)
target prot opt source destinatlan

Chaln POSTROUTING (policy ACCEPT)

targat prot opt source destnation

Chaln PREROUTING (pollcy ACCEPT) -
target prot opt source destination i
[root@ind ~]#

[root@ihd ~]4 B
[root@ind ~1¢ I i

<dg 3-3-5>
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# iptables -t nat -I POSTROUTING -s 10.1.1.0/24 -j MASQUERADE
iptables2 0186t 2R 2 UJl= 10.1.1.0/242 Jt& ipE &M NATHMHZ

ipE 0|80l FABES 6% AEZ A2 WEHLCH
root@localhost~
LU HEE) ©(V) BOET HE) TILUH)
[root@ind ~1# Iptables -t nat - POSTROUTING -5 10.1.1,0/24 -] MASQUERADE ol
[root@ihd -4 Iptables -t nat -
Chaln QUTRUT (policy ACCEPT)
target prot opt solUrce destinatlan
Chaln POSTROUTING (pollcy ACCEFT)
target prot opt source destination
MASCUERADE all — 10.1.1.0/24 anywhere
Chaln PRERQUTING (pollcy ACCEPT)
target pro opt source destination E
[root@ind -1¢ ] v
<12 3-3-6>

# service iptables restart
iptablesE THAIZH SHCH.

root®localhost~
LUE) BE(E) 22(Y) BOLT) BE) TRUH)
[root@ind ~1# service Iptables restart AlE
datd JEAH JHSE feto/sysconflo/Intables REZUO[ 2 ]
Ta# 185 A8UDH [ 39 ] :
chalnsE ACCEPT 482 HEBUD nat fllter [ &9 ] 5;
ptables 058 ¥2Ca1 UYL [ 49 ]
ptables 3% JH58 BEEULD: [ g9 ] 55
[root@ind -1t :
[root@ihd ~]# :
[root@ind ~1# _E
[root@ind ~]# :
[root@ihd ~]# B
[rootéing ~1¢ | M3

<12 3-3-7>



3.4 fipAtH =
3.4.1 &%
fto M= vsftpd E AIE
# yum -y install vsftpd
yum= 0l&0t0 vsftpd = & 8™ (vsftpd-2.0.3-
Aot SZE2 NATHMH UM ASotA282 AtEotAl =0

BUE) BEE) 2N EHOL@D BE) ESUH)
[root@localhost ~1# rpm —ga vsftpd [~]E:
veftpd—2, 0, 3—1 2
[root@localhost ~1# [

# ntsysv

ANAE 2EA ftD/dljl g USAHEES WA SSeth

spamassassin
sshd
syslog
vncserver
vsftpd
winbind
xfs

pbind

<dg 3-4-2>
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3.4.2 ftp #Z4EH
# vi /etc/vsftpd/vsftpd.conf

vsftpd?l SEEHS &L

root®local Hust:,'etc,fvsﬁpd

L) ®EE) 23Y) 8Ogd) RE) =8L(H)

1 B Example conflg flle [etc/vsftpd/vsftpd,conf
i

[»]

2

3 # The default complled In settings are falrly paranold. This sample flle

4 # loosens things up a blt, to make the ftp daemon more usable,

b # FPlease see vsftpd.conf.b for all complled In defaults,

6 #

J % READ THIS: This example file Is NOT an exhaustive |lst of vaftpd optio
ns.

B # Please read the vsftpd.conf.5 manual page to get a full Idea of vsftpd
"5

O # capabl/ltles,

10 #

11 # Allow anonymous FTP? (Beware — allowed by default 1f you comment this
out),

12 anonymous enable=YES

13 #

14 # Uncomment this to allow local users to log In,

15 local enable=YES

16 #

17 _# Uncomment this to enable any form of FTF write command,

18 write enable=YES

19 #

<Jg 3-4-3>
278 - anon_upload_enable=YES o =4 223 NI HSHCE.
IHAIZRIS HEE HTHS 5= 6.
18 — anon_mkdir_write_enable=YES 2| =& 228 HM{EHCH
AIHAIZIIS 2SI HES G128t
858 - ftpd_banner=Welcome to bigbang FTP service.
fto MH ZS5A SSHAMAE &5 StCh

ol

w

ol

3.5 & MH 5
3.5.1 httpd mysql, php& X & Xl
2 MBl= httod € A2
# yum -y install httpd
mysal, php &Xl
# yum -y install mysal
# yum -y install php
yum= 0|&05t0! httpd(httpd-2.0.54-10.4), mysal(mysal-4.1.20-1.FC4.1)
php(php-5.0.4.-10.5)2 ZAHAS AX

23



[root@liocalhost ~1# rpm —ga httpd
httpd—2.0,.54-10.4

[root@localhost ~1# rem —ga mysdl
mysq|—.1,20-1.FC4 .1
[root@localhost ~1# rpm —ya php
php—5.0,4-10.5

[root@localnost ~1# B

mel(E) HEE) =231V) HOET) ©@(B) =SU(H)

# ntsysv

ANAE SEAl httpd MHIAS Tt A& AN SEEH

ouE) EEE) 2a0Y) HOEd) ®(E) &

[#] gpm

[%#] haldaemo
(2] nttpd
[#] iptables

[#] kudzu
[2] mDNSResp

n

onder

qu A0 Oist BAHs WRBS SAMH, F1> 98

-2 4

Al 2

<dE

3-5-2>

24



# ntsysv

ANAE SEA mysald MEIAS IS AIEES AN SSetth

B A Ms YNT

mDNSResponder
mdmonitor
mdmpd
messagebus
mysqld

named

netdump

netfs

3.6 DNS &3
3.6.1 NAT AtH Li DNS &3

# vi /etc/named.conf

mrel(E) EE(E) BII(N) EHOE(T) ®©@(B) S2ZiH)
50 type master,
51 flle "named, |p6. local ™,
52 allow—update [ none: .
53 |,
54
55 zone "255. In—addr . arpa” IN [
56 type master,
57 file "named,broadcast”,
58 allow—update [ none: }:
59 1.
60
61 zone "0.ln—addr.arpa” IN {
a2 type master,
63 flle "named, zero”,
64 allow—update [ none. |},
65 |}
66
67 Include “fetc/rndc.key”.
68
69 zone "blghbang.com” IN {
70 type master.
71 flle “blgbana,com,zone”;
7a allow—update [ none: };
73 W

rset nu

<ad 3-6-1>
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zone "bigbang.com" IN {

type master;

file "bigbang.com.zone";

allow-update { none; }:

b

12 20l DNSOIE 1 zone WSl 02
gote 204 - /var/named/
- bigbang.com.zone

# vi bigbang.com.zone

HFoi =0

root®@ local Host:-fDesklop
meE) HM®E(E) HIM) HOET) ®@(B) S=2U(H)
1 BT 86400 B
2 BORIGIN blgbang,com,
3 @ IN S04 @ root
4 42 , serlal (d, ada
ms )
5 3H , refresh
g 15M ,oretry
7 W »oexplry
a8 10 3 ,omlnimum
9
10 IM NS @
11 IM A 61.81.108.42
12 IN AAAA il
13
14 ftp M A 61.81,108.42
15w M A 61.81.108.42
16
-:-set nu E‘:.
<8 3-6-2>
o#18 — $ORIGIN bigbang.com. ©2 DNSOIEE2 &£ X. DY ()& = T
1183 — IN A 61.81.108.42 -> 61.81.108.42= NATAHS F=a
14HE — ftp IN A 61.81.108.42 > ftp(21HEE)Z E25l= DNS=

61.81.108.425 B1581& — www IN A 61.81.108.42 —>
WWW(B0EE)Z H25t= DNS= 61.81.108.422 &

root@localhost:~/Deskiop

(k)

Stopping named:
Starting named:
[root@localhost Desktopl# B

BEE) =2IKM) HOE() ®|(B) =S%(H)

[root@localhost Desktopl# service named restart

/rr

<Jg 3-6-3>
# service named restart

26



3.6.2 iptablesE 0|23t0{ NAT ANt DNSZE &3
# iptables —A INPUT —-p tcp —-dport 53 —-j ACCEPT
DNSAIES 28t DNSEE(R38)9 H2S 528

root® localhost:~
H(E) HE(E) 22(Y) HOET) ®(B) =28U(H)
[root@ihd ~1# Iptables —& INPUT —p tcp —dport 53 —j ACCEPT
[root@ihd ~]# Iptables —L
Chaln FORWARD (pollcy DROP)
target prot opt source destinatian
ACCEPT tcp — anywhere 10,1.1.20
ACCEPT tcp —  anywhere 10,1.1.20
ACCEPT tcp — anywhere LA
ACCEPT all — 10,1,1.0/24 anywhere
ACCEPT all — anywhere 10.1.1.0/24
Chain INPUT (pollcy DRORF)
target prot opt source destination
ACCERT all — anywhere anywhere
L ISHED
ACCEPT all — anywhere anywhere
ACCERT tcp — anywhere anywhere
Chaln QUTRUT (pollcy ACCEPT)
target prot opt source destination
[root@ind ~1# |

tocp dpt)ftp
tcp dptftp—data
tcp dptihttp

state RELATED,ESTAB|

tcp dpt.domalin

<8 3-6-4>

3.6.3 2FAIEX DNS &3
DNSFAE 61.81.108.42(NATHH 2 F4)2 &3

=

CIEHS T2 ESTorIP =5 2HE

D AEEZE DMNE M = BB
—@ LS DME ME =4 AFEEN:

F2 LE DNS AP | Bl ., &1 108 ., 42 |
HE DMNS MEA: ! |
[z |
(=8 ) 5=

<29 3-6-5>
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3.7 2 Port& 0|88t ARAEXL NAT 85
3.7.1 & MH

# iptables -t nat -I PREROUTING -d 61.81.108.42 —p tcp ——dport 80
-j DNAT —--to-destination 10.1.1.10

R YOA NAT MHI=2(61.81.108.42)2 BXA 808 ZEZ X2 ANZotH
NATZ W2 10.1.1.1022 32 E B¢E&,

root@localhost:~

mEE] HEE) B2V HOET) ®(B) T=EU(H)

[root@ihd ~1# iptables —t nat —| PREROUTING —d &1.81.108.42 —p tcp —dport 80 —j
DNAT —to—destlnatlion 10,1.1.10

[root@ihd ~]# Iptables —t nat —

Chaln QUTPUT (pollcy ACCEPT)

target prot opt source destination

[r]

Chaln POSTROUTING (pollicy ACCEPT)

target prot opt source destination

MASQUERADE all — 10.1.1.0/24 anywhere

Chaln PREROUTING (pollcy ACCEPT)

target prot opt source destination

DMAT tcp  — anywhere 61.81.108.42 tcp dpt:http to:10.
1.1.10

[root@ihd ~]#
[root@ihd ~]1#
[root@ihd ~]#
[root@ihd ~1#
[root@ihd ~]# "
[root@ihd ~1# ml:
[root@ihd ~J1# 2
[root@ihd ~1#
[root@ihd ~]# 3
[root@ind ~1# N )

<adg 3-7-1>

# iptables -1 FORWARD -d 10.1.1.10 —p tcp ——dport 80 —-j ACCEPT
UM B A2E Mel 10111022 Z4=UN 808 ZEE & 26,

root®@]ocalhost~

LE(E) HE(E) H2AV) HOET) ©(B) TSU(H)

[root@ hd ~]# Iptables —| FORWARD —d 10.1.1.10 —p tcp —dport 80 —j ACCEPT <
[root@ihd ~1# Iptables —L -
Chaln FORWARD (pollicy ACCEPT)

target prot opt source destination
ACCEPT tcp — anywhere 10.1.1.10 tcp dptihttp
ACCEPT all — 10.1.1.0/24 anywhere

Chaln INPUT (pollcy ACCEPT)
target prot opt source destination

Chaln OUTPUT (pollcy ACCEFT)

target prot opt source destination
[root@ihd ~1#

[root@ihd ~1#

[root@ihd ~1#

[root@ihd ~1#

[root@ihd ~]# :
[root@inhd ~]# —
[root@ihd ~1# 2
[root@ihd ~1#
[root@ind

<dg 3-7-2>
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3.7.2 ftp Mt
# iptables -t nat -I PREROUTINFG -d 61.81.108.42 -p tcp ——dport 20
—j DNAT --to-destination 10.1.1.20
QAL LA NAT MEHF2(61.81.108.42)2 XAl 208 ZEZ §
NATZ LHS 10.1.1.2022 Z2E HEFSH.
# iptables -t nat -1 PREROUTINFG —-d 61.81.108.42 -p tcp ——dport 21
—j DNAT —-to-destination 10.1.1.20
ALYUUA NAT MHZ=A(61.81.108.42)2 ZHA 21H ZEZ HES A TotH
NATZ LHSl 10.1.1.2022 Z2E HESEH.

I
o

A & otH

~

foh

root® localhost:~ =lE

oeE) BE(E) =23V EHOET) ®(B) T=s%U(H) :
[root@ihd =]# Iptables —t nat —| PREROUTING —d &1,.81,108.42 —p tcp —dport 20 —j[~|E
DMAT —to—destinatlion 10.1.1.20 :
[root@ihd ~J# Iptables —t nat —| PREROUTING —d &1.81.108.42 —p tcp —dport 21 —j
DMAT —to-—destinatlion 10,1.1.20
[root@ihd ~1% Iptables —t nat —L
Chaln CUTPUT (pollcy ACCEPT)
target prot opt source destination

Chaln POSTROUTING (pollcy ACCEPT)

target prot opt source destlination

MASQUERADE all — 10.1.1.0/24 anywhere

Chaln PREROUTING (pollcy ACCEFT)

target prot opt source destlnation

DMAT tcp —  anywhere 61,.81,108 42 tcp dptiftp toi10.1
;1220

DMNAT tcp — anywhere f1.81.108 42 tcp dpt:ftp—data to
10,1,.1,20 I
DNAT tcp — anywhere 61.81.108 42 tcp dptihttp to:10,

1.1.10
[root@ind -1# 1

# iptables -| FORWARD -d 10.1.1.20 -p tcp ——dport 20 -j ACCEPT MM HAS
2 [ech 10.1.1.2022 23U 20 ZEE 5 Z6tCH.
# iptables -| FORWARD -d 10.1.1.20 -p tcp —--dport 21 —j ACCEPT {IUIA B1& st
428 e 10.1.1.2022 24U 218 LEE 56,

root®@ localhost:~

LuE) BHEE) =22(¥) HOET) @(B) TI3U(H)

[root@ihd =1# Iptables —| FORWARD —d 10.1.1.20 —p tcp —dport 20 —] ACCEPT
[root@ihd ~1# Iptables — FORWARD —d 10.1.1.20 —p tcp —dport 21 —] ACCEPT
[root@ihd ~1# Iptables —L

Chaln FORWARD (pollcy ACCEFT)

[r]

target prot opt source destlination

ACCEPT tcp —  anywhere 10,1.1.20 tcp dptiftp
ACCEPT tcp — anywhere 1051015020 tcp dpt:ftp—data
ACCEPT tcp — anywhere 10,1.1.10 tcp dptihttp
ACCEPT all — 10,1.,1.0/24 anywhere

Chaln INPUT (pollcy ACCEPT)
target prot opt source destination

Chaln QUTRUT (pollcy ACCEFT)
target prot opt source destination
[root@ind ~1# |} :

<dg 3-7-4>
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# service iptables restart

DUE) HBEE) B2AV) HOUYT) #®E) T2(H)

[rnot@md 1# service Iptables restart a
Waw JEFH JEHSE fetc/sysconflg/IptablesO MABUDL &9 ]

day JHS A8YG: [ 52 ]

chalnsE ACCEPT 4 &° g AHEUL: nat filter [ &% |

iptables 258 ¥=2Cal UsUD: [ &9 ]

Iptables W38 JHE58 HEFULD: [ g ]

[root@ihd ~]#

[root@ihd ~]# 3
[root@ind -1# ol
[root@ihd ~]# ?§
[root@hd ~]# IE
[root@ind ~1% Il v

<dg 3-7-5>

3.8 NATAHH IDS(ELEXAAL) 25
3.8.1 pcre &Xl
snort Jt AXIE Il fIHM= Oreile pere 2 pcre—devel 0 UMNOF StCH.
# rpm —qa |grep pcre <- rpm X L0 U=SK EQISHT}
# yum -y install pcre-devel <- yumZ 0|28t rpm &Xl

root®localhost:~

LUE) BE(E) 22(Y) BOQT) BE) =2(H)

[root@localhost ~1# rpm —4a pore—devel g
pere—devel-5,0-4,1, fcd
[root@localhost ~1# []

<addg 3-8-1>

3.8.2 libpcap &Xl
snort= libpcap JI8te 2 8 ALIHOIJ|IO libpcaps HXM & XISHCH.
# cd /usr/local/src <- Z0 0Is6l0 0/201 CHRZ =8t
# wget http://www.tcpdump.org/release/libpcap-0.9.7.tar.gz <- CIZ EEHC
# tar xvfz libpcap—0.9.7.tar.gz <- LFE)|
# cd libpcap-0.9.7 <- &= S EC0IS
# ./configure
# echo $? <- OIAIXI 0012= Olef BIAIK
# make && make install
# echo $?
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3.8.3 snort &X

Snortgt 2 Z2 & UE XA AE(IDS:Intrusion Detection System)2 & & Al 2t
EdiE 248, IZES 24, USZM/0HE, FLEX Rulell 2H0 LHEZ 2,
ZEAM CGIEZE, OS2 AT 59 st 23 AMs X = UL
AUE X Rule2 2o HARUEIE Sl AEXH22 OO EZD £8 ALEXt
AE Rule2 H4ot Fotg = UESE AN FSZ0 O HS0 e
Mg = AUCH

# cd /usr/local/src

# wget http://www.snort.org/dl/current/snort-2.8.0.tar.gz

# tar xvzf snort-2.8.0.tar.gz

# cd snort-2.8.0

# ./configure && make && make install
# echo $?

O Sniff mode

=
=

1~3 HSUAH
# snort —v
3~7 HASMA
# snort  -vd
3~7 HBMA &=otHAM MAC ADDRESS HAI =
# snort  —vde

O

=3
=

O

O Logging mode

[=]=]

sniff mode A= X 21310 GHAIS logging mode IM=E LY E
MZ0| JHsGlCt

S8 : asCi(BXNEEHZ ME), pcapRXEEHZ ME), none(Al2%LE)

# snort —vde -K ascii

otefel d2=2 It ol OLOITIo CH

# Is /var/log/snort/

&0l

et 229 20 ol 2=01 ME =L

oot |'uca|host:/'.'farjibg)‘5nort

LY ®EE) 2AN) HOQT) BB) =BYH)

[root@localhost snortl# Is
61.81,108. 106 ARP

61.81.108.124 PACKET NONIP
61.81,108.2 alert

61.81.108. 216 s=nort, log, 1192952817
61.81,108.253 snort, log, 1192958701
61.81, 108,254 enort, log,. 1102965436
61.81.108.42  =nort,|og, 1192965503

[»1

1193060487
1193061573
1183061729
1103062643
1183467575

1182966231
1162966530
1192966644
1192967160
183056433
193056092
193059100

snort, log,
snort, log,
snort, log,
snort, log,
snort, log,

snort, log,
snort. loa,
snort, log,
snort, log,
snort, log,
snort, log,
snort, (og,

[root@localhost snort]s
[root@localhost snortls ]

<adg 3-8-2>
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# cat /var/log/snort/ARP

root@|ocalhost:/var/log/snort

HUE) EgE) 221Y) HOE(T) ©(B) =32(H) :
bo/21-16:27:25,378410 ARP who—has 61,.81.108.246 tell 61.81,108,253 [<]E

10/21-16:27:28, 336078 ARP who—has 61,81,108.2 tell 61,81,108.2
10/21-16:27:34,336030 ARP who—has 61,81.108.2 tell| 61.81,108.2
10/21-16:27:37 783488 ARP who—has 61,.81,108.124 tell 61,81,108,42
10/21-16:27:37.783589 ARP reply 61.81.108.124 [s—-at 0:E0:!7D!FA!15.EC
10/21-16:27:38, 335870 ARP who-has 61.81,108.2 tell B1,81,108.2
10/21-16:27:40, 281879 ARP who—has 24,215,24.91 tel| 61,81.108.20

10/21-16:27 :44 335920 ARP who—has 61.81.108.2 tell 61.81.108.2

<Jg 3-8-3>
P PSPS]
snort SHE AN W0l E=E2 Z CHFES o0l =T
# cd /usr/local/src/snort—2.8.0/etc
ZHE otl 2= OEBC=Z ZAlHAM el sttt
# mkdir /etc/snort
# cp ./* Jetc/snort && cd /etc/snort

SHEY LEs &S et

ro
o

# vi snort.conf
SHERZ & ZAME UERI Z IP &3
-> 468  var HOME_NET 61.81.108.42

root@localhost:/etc/snort =

ne(E) HEE) 2204 BHoZI) #8) =3(H)
37 # by separating the IPs with commas |lke thls;

[»]

38 #
39 # var HOME_NET [10.1.1.0/24,192.168.1.0/24]
40 #
41 # MAKE SURE YOU DON'T PLACE ANY SPACES IN YOUR LIST!
42 #

43 # or you can specify the variable to be any |F address
44 # |lke this:

:ﬁlar HOME_NET 61.81,108,42

—j:g# %et up the external network addresses as well., A good start may be "a

_ ig Cﬁr EXTERNAL NET any

723# Conflgure your server llsts. This allows snort to only look for attac

—ﬂgsiigtems that have a service up, Why look for HTTF attacks |f you are
no

<adg 3-8-4>
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snort = HHES SAYES E2 MESH 1 F2UZ M= HHS oI

rmtrit"ltxalhusl:]etclllsnnn

DU(F) ME(E) BIY) BOQT) HB) T2Y(H)
103 # AIM servers, AOL has a hablt of adding new AIM servers, so Instead of

[»]

104 # modlfylng the slgnatures when they do, we add them to this |15t of ser
VErs,

105 var AIM SERVERS [64,12.24.0/23,64.12.28.0/23,64.12.161.0/24,64,12,163.0/

24,64 12,200,0/24,205,186,3,0/24,205,188.5.0/24,205,188,7,0/24,205, 188, 9

,0/24,205,188,153,0/24,205, 188, 170.0/24,205, 188,248,0/24]

108
107 # Path to your rules flles (this can be a relative path)
108 # Wote for Windows users: VYou are advlsed to make this an absolute path

08 # such as. cl¥snort#rules
110 War RULE PATH /etc/snort/rules
111 var PREPROC RULE PATH ../preproc rules

i

12

113 # Conflgure the snort decoder

114 #

15 #

116 # Snort's decoder will alert on lots of things such as header

117 # truncation or optlons of unusual lenath or Infrequently used tcp optlo
ns

<28 3-8-5>

OlZH #&2 ot UgtAISE & 20| S0 oidot HC 2UAM G222 &4
# snort —c snort.conf <- rule O S1J|0 error &

g E (22t

# cd /etc/snort/

#wget http://www.snort.org/pub-bin/downloads.cgi/Download/vrt_pr/
snortrules—pr-2.4.tar.gz

E2 U220t Y =0 2L CAISHH snort £ A3 OIX Ol 8101 & HSSHC

# tar xvzf snortrules—pr-2.4.tar.gz

snort —c snort.conf

# vi /etc/snort/rules/web-misc.rules

g7, 983, 4528 #(FA)H |
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root @ Iucalliosl:'fetqsnorll,irules

DUE) MEE) 22N BHOET) @B “2Y(H)

85 alert top BEXTERNAL NET any —> $HTTF SERVERS $HTTP _PORTS (msg;”"WEB-MISC
handler access”; flow to _server,establlshed: urlcontent:”/handler”; noca
se, refergnceiarachnids,235, reference bugtrag,380, referenceicve,1999-0
148, reference.nessus, 10100, classtype.web—app!llcatlon-activity, sid:114

[*]

1, rev:10;)
86 alert tcp BEXTERNAL NET any —>» $HTTF SERVERS $HTTF PORTS (msg:”WEB-MISC
/.... access”, flow!to server,established, content:"/....". classtype!at

tempted-recon; sid: 1142, rev:5;)

7 falert top $EXTERNAL NET any —» $HTTF_SERVERS $HTTP PORTS (msg:"WEB-MISC
[/lcal-blin access”, flow!to_server,establlshed, urlcontent:”///cal-bin”
. nocase, rawbytes, reference:nessus,11032; classtype.attempted-recon, s
d.1143; rev.7;)

98 falert tcp $EXTERNAL NET any —» $HTTP_SERVERS $HTTP_PORTS (msg:"WEB-MISC
fegl=bin/// access™; flow:to server,establlshed: urlcontent:”/col=bin//
/", nocase, rawbytes, reference:nessus,11032, classtype.attempted-recon,
sid: 1144, rev.7,)

89 alert top BEXTERNAL NET any —> $HTTF SERVERS $HTTP PORTS (msg:”WEB-MISC
[~root access”, flowito_server,establlshed, urlcontent:”/~root”, nocase,
classtype.attempted—recon, sid:1145; rev.7,)

100 alert tcp BEXTERMAL NET any —> $HTTP_SERVERS $HTTP PCRTS (msg:"WEB-MISC
[~ftp access”, flow to_server,established, urlcontent:”/~ftp" nocase: ¢
lasstype attempted-recon, sld; 1662, rev:s,)

<Jg 3-8-6>
# snort —c snort.conf <- &0/ & =X o2 FK
snort Jt SAEH ZCt2EUAM AYS = 0I0 HIOt2E ZEUAM M-
# snort —c snort.conf -D -> W2tRE2 S&
# ps —ef | grep snort > BHCIREZ S& F
A A ZA0C=0 2HA HZ3ZE ALot dlle 20 ME0l 22 2= ULL

-|-

~

S0
—

=

# |Is /var/log/snort

3.8.4 snort 2 mysql OB ¢S

O NAT AH
serverd DB = 2& WIIX X - mysal-devel, per-DBD-MySQL
yum -y install mysql-devel perl-DBD-MySQL
snort & Ot
# cd /usr/local/src/snort-2.8.0/doc
# more INSTALL
#cd ..
# make clean <- J|E& ZWY & oY AN
# ./configure ——with-mysgl && make && make install
# echo $?
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snort.conf &%

# vi /etc/snort/snort.conf
snort.conf It 0l DBE&E = o =Lt.
DBuser=sdb

DBpassword=sdb123
dbname=snort

OBhost=10.1.1.10

7968 =&HWAH = =3

output database: log, mysal, user=sdb password=sdb123 dbname=snort host=10.1.1.10
output database: alert, mysal, user=sdb password=sdb123 dbname=snort host=10.1.1.10

root®localhost:/etc/snort

IUE) myE) 221(Y) HOET) @) =3Y(H)
782 # loog_tcpdump! log packets In blnary tcpdump format

[»]

783 #

784 # The only argument [s the output flle name,

785 #

786 # output log_tcpdump: tcpdump. log

787

JB8 # database. log to a variety of databaszes

788 #

790 # See the README database flle for more Information about conflaouring

791 # and using thils plugln.

782 #

793 Mutput database! log, mysyl, user=sdb password=sdb123 dbname=snort host=
10.1.1.10

794 output database: alert, mysgl, user=sdb password=sdb!23 dbname=snort hos
t=10,1.1.10

785 # output database. l|og, odbc, user=sport dbname=snort
796 # output database: log, mssql, dbname=snort user=snort password=test
787 # output database: loag, oracle, dbname=snort user=snort password=test

788
789 # unifled: Snort unlfled binary format alerting and logging
800 #
801 # The unifled output plugln provides two new formats for loggling and gen
erating L
cset onu

<ad 3-8-7>

O www A H
mysal-server & X
# yum -y install mysal-server

root®@|ocalhost:

oY) HEE) =2A(Y) o) #(B) =S(H)

[root@localhost ~1# rem —ua mysyl 4
mysyl=4,1.20-1 FC4. 1

[root@localhost ]# rpm —uya mysyl-server E
mysyl—server—4,1,20-1,FC4.1

[root@localhost ~]# B
[root@ocalhost ~1# i

<Jg 3-8-8>
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mysald Al %

# service mysqgld start

mysalel root ¥ &F

# mysqgl —u root

# mysgladmin  -u root password 1234

OBM &

# mysqgl -u root -p

> show databases: <- mysql DB2IAEE B0 S
> create database snort; <- snort DB M4

> show databases;

root@localhost:~

LUE) @E(E) 2I(Y) HOE((T) ®(B) =3u%(H)

[root@localhost ~1# mysal —u root —p &l
Enter password:

Welcome to the MySOL monitor, Commands end with  or %9,
Your MySOL connectlon Id Is 110 to server version: 4.1.20

Type "help:' or '#1' for help, Type '#&' to clear the buffer,
mysdl> show databases,

R
| Databasze |

<addg 3-8-9>

> use snort; <- snort DB &2

> show tables; <- snortQ tables 2|IAE EWHS

NAT MBI0IA create_mysql IIYS wwwAHZ BEUH=C
# cd /usr/local/src/snort-2.7.0.1/schemas

# scp ./create_mysal root@10.1.1.10

snort DBOIl create_mysgl ItZ2 WES EUWE 2= snortl TSt tablesE M & StC
# cd /root

# mysagl -u root -p snort < create_mysal

# mysagl -u root -p

> use snort;

> show tables;

OfcHet 20| tables? HMES GtH Ot IS0l = HOIC

> select * from data; <- data tables &4

> select * from signature;
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DBuser ¥ DB2ZS M4

> use mysal;

> show tables;

> select host,user,password from user; <- DBuser &4

> grant CREATE,DELETE,SELECT,UPDATE,INSERT on snort.* to sdb@61.81.108.42;

> grant CREATE,DELETE,SELECT,UPDATE,INSERT on snort.* to sdb@localhost;
<- DBuser M4 o st £4F

> set password for sdb@61.81.108.42=PASSWORD('sdb123'); <- DBuser0il
st & MY

> set password for sdb@localhost=PASSWORD('sdb123");

> select host,user,password from user;

root@localhost:~

DY) BEE) =22Y) HOET) ©(E) =I3UH)

mysql> use mysgl
Readlng table Informatlon for completion of table and column names
You can turn off this feature to get a wgulcker startup with —A

Database changed
mysyl> select host,user,password from user,

+ + + +
| host | user | password |
+ + + +
| localhost | root | 446a12100cB56ced |
| localhost, localdomain | root |

| localhost, localdomain | | |
| localhost I I |
| 10.1.1,254 | sdb | 2059581d41d3decd |
| localhost | sdb | 2059581d41d3decd |
| 61.81.108.42 | sdb | 2059581d41d3decd |
+ + + +
7 rows In set (0,00 sec)

<18 3-8-10>

3.8.5 www MH base, apm Hs
apm I§I| Xl (httpd, php—-gd, php—mysal, php)& Xl
# yum -y install httpd php-gd php-mysal php

root(®|ocalhost~

DUE) ME(E) 22N BOET) HEB) T2YH)
[root@ocalhost ~1# rpm —4a hitpd
httpd-2.0,54-10.4

[root@localhost ~1# rpm —ua php-gd
php—gd-5.0.4-10.5

[root@ocalhost ~1# rpm —ga php-mysyl
php—mysul-5.0,.4-10.5

[root@localhost ~1# rem —ua phe
phe—5.0.4-10.5

[root@localhost ~1%

[root@localnost -1¢

<dg 3-8-11>
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adodb, base source &X|

# cd /usr/local/src

# wget http://easynews.dl.sourceforge.net/sourceforge/adodb/adodb495a.tgz
# wget http://easynews.dl.sourceforge.net/sourceforge/secureideas/base-1.3.8.tar.gz
# tar xvzf adodb495a.tgz -C /var/www

# tar xvzf base-1.3.8.tar.gz -C /var/www/htm!

# cd /var/www/html

# mv base-1.3.8 base

# cd base

# cp base_conf.php.dist base_conf.php

base source S3&H

# vi base_conf.php

488 & $BASE_urlpath = '/base’;

708 =& $DBlib_path = '/var/www/adodb';

28 ~H SJalert_dbname = 'snort’;

958 & SPalert_user = 'sdb’;

6 =& $alert_password = 'sdb123";

rootd .Itxalhosl:fvarfwmwhtml,f base

mHenE) ®E(E) 231Y) HOET) ®(B) =s8(H)
35 $HlUse_Auth_System = 0.

36

37 /¥

38 Set the below to 0 to remove the |Inks from the display of alerts,

38 %/

40 $BASE dlsplay _slg_|lnks = 1,

41

42 %

43 Set the base_urlpath to the url location that Is the root of your BASE
Install,

44 This must be set for BASE to functlion!| Do net Include a tralllng slash|

45 But also put the preceding slash, e.,g. Your URL Is http://127.0.0.1/bas
e
468 set thls to /base

47 %/

48 BBASE urlpath = '/base’;

448

50 /# Unlyue BASE |D, The below variable, |f set, wll| append |ts value to
the

51 # title bar of the browser, This Is for pecple who manage multiple Ins
talls

52 # of BASE and want a simple way to dlfferentlate them on the task bar.

53 #/

54

55 HBASE InstalllD = "3

[»]

service mysald restart
service httpd restart

rootd 'Iucalhosl:,'varfm\r;html,f base

LU(E) HME(E) 2I|(V) EHOET) "(B) SEU(H)
[root@localhost basel# service httpd restart

httpd 2 H A& [ g2 ]
httpd (&2)E AZE UL [ =9 ]
[root@localhost basel# service mysyld restart

MysoL &8 BR&E: [ %% ]
MsaL (208 MEE YLD, [ =9 ]

[root@localhost basel# Il
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NATAMBOIA wwwAdBHE mysqlZE E2Z 51286,

# iptables - FORWAED -d 10.1.1.10 -p tcp ——dport 3306 —j ACCEPT

oelE) ME(E) 2I1(V) EHOE(T) ®(B)
[root@localhost snortl# Iptables —L
Chaln FORWARD (pollcy DROF)

prot opt source

tep — &

re

root@|ocalhost:/etc/snort

TZU(H)

[»]

dpt.mysygl

ACCEFT tcp — anywhere tcp dpt:ftp—data
ACCEPT tep — anywhere 10,1.1.20 tcp dptiftp
ACCEPT tecp — anywhere 1 tcp dptihttp
ACCEPT all — 10.1.1.0/24 anywhere

ACCEPT all — anywhere 10.1.1.0/24

Chaln INPUT (policy DROP)

taraget prot opt source destination

ACCEFT all — anywhere anywhere state RELATED.ESTAB
L I SHED

ACCEPT all — anywhere anywhere

ACCEPT all — 10.1.1.0/24 anywhere

ACCEPT tcp — anywhere anywhere tcp dptidomain
ACCERT udp  — anywhere anywhere udp dptidomaln

Chaln QUTPUT (pollcy ACCEPT)

taraet prot opt source destination

Chaln RH=Flrewal |=1=INPUT (0 references)

target prot opt source destination

[root@localhost snortl#

<Y 3-8-14>
YEULR MU A http://10.1.1.10/base

P
=

Easic Analys'i's and Security Engine (BASE) 1.3.8 tjodie) =Mozilla‘Firefox

(HUE HIE) HANV) H=2 HIG) ROEFE) THI) E28L(H)

@ @ [ htp:10.1.1.10/basesbase_main.pho [v] @i [CL

" [BRed Hat, Inc. MRed Hat Network [ISupport [IShop [IProducts (I Training

Source IP Destination IP

- Today's alerts:

unique listing

- Last 24 Hours alerts: unique listing  Source [P Destination IP

listing
TGP

Source [P Destination IP
UDP

unique

recent 1 any protacol ICMP
TCP
TCP

TCP

UDP
UDP
uppP

Source Poits any protocol
Search
Graph Alert Dala

Graph Alert Detection Time

- Last Destination Pors: any protocel

- Most Frequent Source Ports any protocol

- Most Frequent Destination Poris: any protocol TCP UDP

Source  Destination

- Most frequent 15 Addiesses:

— 'Most recent 15 Unique Alerts
— Most frequent 5 Unique Alerts

¥

Sensors/Total: 1 / 1 Traffic Profile by Protocol
Unique Alerts: 1 TCP (100%)
coeors | |
Total Number of Alerts: 4 e s
0%)

® Sic |P addrs; 1 ‘

# Dest. IP addrs: 1 ICMP (%)

#® Unique IP links 1 1 —

#* Source Perts: 2 B2
sdEE

<dg 3-8-15>
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3.9 HIZEEEXE &X
NZEEE AXlotJ] & wwwAHO DBMAZ dll=Ct.
# mysql -u root -
> show databases;
> create dtatbase zbxe;

oot Itxalhnsl var/www/htm/base

ny(E) #EE) =BaV) HOEd) ®(B) ==8Y(H) :
mysql> show databases, 4|
+—+t :
| Database |
f—t
| mysyl |
| snort |

|

|

| test

|
—
4 rows In set (0,00 sec)

mysgl> quit
Bye
[root@localhost basel#

<adg 3-9-1>

g1 2 X5 23

PHP 4.x = PHP 5.x (

- XML 2tol=2ial (24
- ICONV (d&. et £

- GD (®4. 0I0IX B1& JIS2 §0

DATABASE

- MySQL 4.1 04 : UTF-82 AtZat)| flah MySQL2 4.1 01A8H RIJELICE (4x 20tS)

- Sqlite2 or Sqlite3 : SqliteE AtE3dH)| fIHM= PHPOH Sqlite extension0l &XI % O
U0k StCH.

- Cubrid

HNZ22Exe U225 & &1

# cd /var/www/html

# wget http://downloads.sourceforge.net/zbxe/zbxe.beta.0.2.3.tgz
# tar xvfz zbxe.beta.0.2.3.tgz

# mv zbxe.beta.0.2.3 zbxe

1. 8 B2 ME Adlold FAEN OfHQ 20| LS},
http://www.abc.com/zbxe

40



2. EHOIXINAM AFSoHA 1)HNHE HEIGIAID 2)2t0lMIAN S &
A0 AHON,E0 E XEotD ACH

HMZ22E XEllM= at=0,830,5=0,%

HESE XE 25

SR W2 B CYE (reroboardiE)

GNU GENERAL PUBLIC LICENSE
=4 012 - htpcfwww 2eroboard.com
MELRE  zer0 (Zerog@zeraboard com, hitp

SRS ERN selectlanguage | ko x|

GHU ¥t 25 A8 571K - 2 F
25 19914 6§ . -
20100 SOIBUILH | | | goston ws 21111307 Usa

MWW ZETOR0Ard, com)

Rt (G} 1389, 1991 Free Sofwal
T) M MR EHTIME o 2 % R 2

Select language ; |_|.;¢

SOMAN BYBUD o
zeroboard

<addg 3-9-2>

gL HES 2= 8.

3. 8% Jts GIRE =oIs 5 'EXE MY §
zeroboard INSTALL

B4 GNINE RYHN.

i
o
ror

PHP Vérsion
HOj
f=F]

Sesslon.auto_stal 5%

ICONV S| EgE

GD EHD| X

EXE NBEELUD

<dg 3-9-3>
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4.

AZ0otAld= DBE HEiGHA & "AXIE MHELICH HES 228t
1) mysqgl @ I 20| Al20ol= Database &LICI. 0 2 ESHMEAx2 0|20 XXl
2=

ol

2) mysql_innodb : mysqlOllA EgHXM &S X2 SHCE.

«EME - OE HelE otk Hez = [
Sz =20l JisotAl =0

3) sqlite3_pdo : 22 DBMSE AIE6HAl 211, DatabaseE 2ctolAH =8lCt

— .
 mysql
AESARE= DBE & —
mys @ mysql_innodb i e A A

@ mysql_innodb

& =glite3_pda

£ zercboard
<Jg 3-9-4>
C2E A 222 T4NMOZ2 301t J|AUSAOF € 22010, *(B)EA= = oAl
UONHE &,
* DB SAEUY = |ocalhost
* DBOIOICI & 25 = root(1234)
*

Database = zbxe <-— WA MAHT Database

zeroboard INSTALL

DB & 22|} e o=

localhost

DB Port | 3206

DB L| Tost

mysgl_innodb
DB CfO| & 8 O~ shi
|xe

admin

HH= P

HiZt s =0l e

TPTRE

Zalmt
halxk

|

It

Metime zone

<dg 3-9-5>
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*x 1

tc| Xt H Ol Kl

r

Internst

Al EWD ESTH ar

DFp BaE 220
2= - © - MR G| P rewn @

hktp: ffvsw, bigbang . comfzbxef?madule=admin

zeroboard i
ADMINISTRATION .
© HZHEEXE 2l A HOolK YL L
227
H AEE >ad e £
HO R WA 023
2I= WO _
g7E 28 heaithannsndhitr lizhes
Hw
dlDlokE= >a3 88
H=E L
oy rewtite rmod AL SAHIH A rewrite mod 2 FEEHH htpt TP document_sri=123 20| SEE ZAS ntpiZa123
Ok 20| HEER 22 & SIEULE
=&
@ £l
= Optirizars AEFHEH T2 GHH S WEH AHIE E500 2bsaH
Optimizer AHS TLICH
M BEEH L2t JEM 2N MG 82 2SLICE OIS Optimizer HIZ2E 3 THAIS 3 EH2 S52
=
Lang
|[GMT +08:00] Knrea Gtandard Time, Japan Standard Time, China -
— time zone P e T e P e T T e it =
&8 [ |42

<2dg 3-9-6>

* QREASTUA wwwAHH SHIOIX 2= oHH

maE TEE 2 SARIW D EE%m "

Q= - © - [¥ @ | P Je=rs @

Rktp: ) fvavawe. bigbang.com/zbxefindesx. php

ko | sELEOT LANGURGE W

(g Beuoo

INFORMATION SECURITY

oA L0 aur HAZD mare 0&A mare

1

= 3@ EE BT

- H7 E7|

- ZFjEE7|

- 23m w7

-zl

- HO0IE 8T (HE

s HOELAE zr-w0-6 2HIEHHE

AT T4 a3 HOA 3

« 2007.10 * L

132 3 &4 & (B
T8 8 101 12 13
T4 15 16 17 18 19 20
2022 z: 24 25 6 27
28 29 30 H

<ag 3-9-7>
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3.10 JIEt 38 &
# iptables -P FORWARD DROP
iptables® FORWARD €2 Xttt &HCI.
# iptables —P INPUT DROP
iptables® INPUT €2 XI& &HCI

root®|ocalhost:~ e

D) BEE) 220Y) HOET) #0B) =s%(H)

[root@hd ~]# Iptables —P FORWARD DROP
[root@ihd ~]# Iptables —P INPUT DROP
[root@ihd ~]# iptables L

Chaln FORWARD (policy DROP)

[»]

target prot opt source destinatiaon

ACCEFT tcp — anywhere 10.1.1.20 tcp dptiftp
ACCEPT tecp — anywhere 10.1.1.20 tcp dptiftp—data
ACCEPT tcp — anywhere 10.1.1.10 tep dptinhttp
ACCEPT all — 10.1.1.0/24 anywhere

Chaln INPUT (pollicy DROP)
taroet prot opt source destination

Chaln OUTRUT (pollcy ACCEPT)
target prot opt source destination
[root@ihd ~]#

<3dg 3-10-1>
# iptables ~A FORWARD -d 10.1.1.0/24 —j ACCEPT
10.1.1.0/242 2= 2= SZE oI&&H

LU(E) BEE) 22(Y) HOEM B(B) T3%(H)

[»]

[root@ihd ~]# Iptables —A FORWARD —d 10.1.1.0/24 -] ACCERT
[root@ihd ~]# Iptables —L
Chaln FORWARD (policy DROP)

target prot opt source destinatiaon

ACCEPT tcp — anywhere 10.1.1.20 tcp dptiftp
ACCEPT tcp — anywhere 10,1.1,20 tcp dpt:iftp-data
ACCEPT tcp — anywhere 10.1.1.10 tcp dptihttp
ACCEPT all — 10.1.1.0/24 anywhere

ACCEPT all — anywhere 10.1.1.0/24

Chaln INPUT (pollcy DROP)
target prot opt source destinatian

Chaln QUTPUT (pollcy ACCEPT) E
ktarget prot opt source destination ¥l

<dg 3-10-2>
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# iptables —~A INPUT -m state —-state ESTABLISHED,RELATED -j ACCEPT &&0ot=
D2 E ESTABLISHED(SAITHZ!) 1 RELATED(ftpHIOIEINZ!)S &l & StCt.

# iptables -A INPUT -i lo —j ACCEPT

localdt RHJIXHAIS 61 S 8t

rootnu Iucal host &

DUE) HE(E) BIV) HOYT) #@((B) TEY(H)

[root@ihd ~1# iptables —A INPUT —-m state —state ESTABLISHED,RELATED —j ACCEPT
[root@ihd ~1# Iptables —A INPUT —I lo —] ACCEFT

[root@ihd ~1# iptables —-L

Chaln FORWARD (policy DROP)

[»]

target prot opt source destinatlan

ACCEPT tcp — anywhere 10,1.1,20 tcp dpt:ftp
ACCEPT tcp — anywhere 10.1.1.20 tcp dpt:ftp—data
ACCEPT tep — anywhere 10.1.1.10 tcp dptihttp
ACCEPT all — 10.1.1.0/24 anywhere

ACCEPT all — anywhere 10.1.1.0/24

Chaln INPUT {policy DROR)

target prot opt source destinatlon

ACCEPT all — anywhere anywhere state RELATED,ESTAB
L I SHED

ACCEFT all — anywhere anywhere

Chalp OUTPUT (pollcy ACCEPT)
target prot opt source destination
[root@ihd ~1#

<dg 3-10-3>
# iptables -A INPUT -s 10.1 0/24 j ACCEPT
FAUMA INPUTES XHH %9% 0.1. .0/2401|/\-| Q= Z= HAS dASHH0F &l

root®|ocalhost~

LU(E) BEE) =221(Y) HOEI) #(B) =3L(H)

[root@ hd ~]# Iptables —& INFUT —s 10.1.1.0/24 —j ACCEPT
[root@ihd ~]# Iptables —L
Chaln FORWARD (pollcy DROP)

[+]

target prot opt source destinatian

ACCEPT tcp — anywhere 10.1.1.20 tocp dptiftp
ACCERT tcp — anywhere 10.1.1.20 tcp dpt:ftp—data
ACCERPT tcp — anywhere 10.1.1.10 tcp dptihttp
ACCEPT all — 10,1.1.0/24 anywhere

ACCEPT all — anywhere 10.1.1.0/24

Chaln INFUT (pollcy DROF)

target prot opt source destinatian

ACCEFT all — anywhere anywhere state RELATED,ESTAB
L ISHED

ACCEPT all — anywhere anywhere

ACCEPT tcp — anywhere anywhere tcp dptidomalin
ACCEFT all — 10.1.1.0/24 anywhere

Chaln QUTPUT (pollcy ACCEPT)
target prot opt source destination
[ruot@lhd ~]# |

<dg 3-10-4>
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4.

=
2 A

4.1 fipAH 21 24

4.1.1 ftoltg A8 271

oHU(E) HEE) =2210M) EHOYT) ®©(B) T“EZ(H)
[root@localhost ~1# tall —f /var/log/vsftpd. log
Mon Oct 298 12:13:23 2007 1 61.81.108_124 0 /pub/lam.mp3 b o a |EUser@ ftp 0 #
|
Mon Oct 28 12:13:23 2007 1 61.81.108.124 0 /fpub/lam.mp3 b o a |EUser@ ftp 0 #%
|
Mon Oct 29 12:13:23 2007 1 61.81,.108.124 0 /pub/lam. mp3 b o a |EUser@ ftp 0 #%

[*]

I

Mon Oct 29 12:13:23 2007 1 61.81,108.124 0 /pub/lam.mp3 b o a |EUser@ ftp 0 #
I

Mon Cct 28 12:13:23 2007 1 61.81.108.124 0 /pub/lam.mp3 b o a |EUser@ ftp 0 %
I

Mon Cct 28 12:15:28 2007
Mon Cct 28 12:15:28 2007
Mon Cct 28 12:15:28 2007
Tue Oct 30 07:29:08 2007
Tue Oct 30 07.:29:20 2007

61.81.108.3 0 /pub/lam.mp3 b o a |EUser@ ftp 0 # |
61.81.108,.3 0 /pub/lam.mp3 b o a |EUser@ ftp 0 # 1
LB1.108.3 0 /pub/lam,. mp3 b o a |EUser@ ftp 0 #% |
61.81,108.3 3375104 /0. mp3 b I r shin ftp 0 % ¢
3

61.81.108. 85 /f1.9if b _o r shin ftp 0 #* ¢

B G N A W ¥
o]
—a
o
—_

<dg 4-1-1>

# tail -f /var/log/vsftpd.log

AMAIIOZ ftpol logE BIISIH HENHE ASHSEH},

9 J0AM DIRZYEE B¢

Tue Oct 30 07:29:08 2007 1 61.81.108.3 3375104 /0.mp3 b _ i r shin ftp 0 * ¢

- Tue Oct 30 07:29:08 2007 : &Ml HFLY AlZtS HI|
- 61.81.108.3 : &8 ALZXS IPFA

- 3375104 /0.mp3 : fipA B0 Y= S8 MY S ot 015
-b_i:b= BHOIHCl 2E2 HP2E &R0|1 i= HIZE L= HA

- shin : ftpll &8t MAEXHD

Tue Oct 30 07:29:20 2007 1 61.81.108.3 155 /f1.gif b _ o r shin ftp 0 * c
- Tue Oct 30 07:29:08 2007 : &2 HFL AlZts HI|

- 61.81.108.3 : &g AIEXS IPFLA

- 155 /f1.gif @ ftoMB{0I P2 EE M EEE 1
-b_o:b= HOlle BEZ UR2E 821011
- shin : ftp0l &8 AAEXHD

=

ol

0l
0

g2t

rr
2o
[wl
rr
FHl
>
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41.2 ftpE% 21

root®localhost~

oelE) HE(E) 221(M) EOE(T) ®(B) TE(H) :
y {uld=0) ] E:
Dot 30 15:01:02 localhost crondipam unlx)[12105]: sesslon closed for user root :
Oct 30 16:01:01 localhost crond(pam_unix)[12589]: session opened for user root b—f
y (uid=0) 5
Oct 30 16:01:02 localhost crond(pam unlx)[12588]: session closed for user root
Oct 30 16:25:24 localhost agconfd (root—12828); AlE (HE 2. 10.0), pld 12828 A
8 A 'root’

Oct 30 16:25:24 localhost gconfd (root—12828): F 4 “"xml:.readonly:/etc/aconf/gco
nf.xml . mandatory" (2 ) 9 00 Us I N8 45 222 sz UL

o

Dot 30 16:25:24 localhost gconfd (root—12828): £ 2 “xml:readwrlte:/root/ . gconf’
S(E) Y 101 Ues HI fse 845 222 "Holsigyh

Oct 30 16:25:24 localhost gconfd (root 12828) F 4 "yml:ireadonly:/etc/oconf/aco
nf.uml . defaults"S(E) HA 20 %Ues 87 HE 84 4248 go#zyrd

Oct 30 16:25:24 localhost geconfd (root 125’J 10 F 4 “xml:ireadwrlte;/root/ . gconf”
S(2) 7 o0 Us 47 Nsdt 4 2422 UMz

Oct 30 16:25:25 localhost (1imd[2068]: Client shut down the connectlion owned by
im_id(1).

Oct 30 16:29;00 localhost vsftpd(pam_unlx)[12999]: sesslon opened for user shin
by (ulid=0})

Oct 30 16:29:29 localhost vsftpd(pam unix)[12999]: session closed for user shin
Oct 30 16:29:50 localhost 11imd[20687: Invalid message(|C normal state):51

Dot 30 16:30:22 localhost |1Imd[2068]; Client shut down the connectlon owned by
im_1d{1),

|

<dg 4-1-2>

# tail -f /var/log/message

Oct 30 16:29:00 localhost vsftpd(pam_unix)[12999] : session opened for user shin by (uid=0)
- Oct 30 16:29:00 : S AL AlZtS HD|

- localhost : AItHS SAEQIS

- vsftpd(pam_unix)[12999] : MH O &AXIE vsftpd &

- session opened for user shin by (uid=0) : AFZ2XHDII shinOlcte MEXE &% A2

Oct 30 16:29:29 localhost vsftpd(pam_unix)[12999] : session closed for user shin
- Oct 30 16:29:00 : &S ALY A2tz HI|

- localhost : NS SAEQIE

- vsftpd(pam_unix)[12999] : MH O &XIE vsftpd 2

- session opened for user shin by (uid=0) : AF2XHDJ} shinOl2ts AR &L 28
4.2 IDSE 0|88t &% JIE

ALLE WRUA SH2AHL L2 = NATHHE Sald 0Isg2
JIS0l g &0 2elkts WR2 822 IDS JISS #Qot0A 2l &

47



A A WebFAQl hitp://www.bigban

Joongbu Infe

oEe BEe 22 EAFRYE EFD EE2 |
Q= - O X2 G| Lw drww @ |

2 2(D) é],i‘|tt_p:,ifwww.bigt_:v_ang:gom_,i == [ >

] bt ffuwwen bicbang, comizbixejindes.php © CIE

<dg 4-2-1>

IDS base GBIIHIOIXKIOA 28 TCPO JISO0l EH =L

BEE BI3(V) H=Z 26 =013(B) =31} E=S8U(H)
a@-»-@ @ |1 hitp:4/10.1.1.10/base/base_main.php [~ ®aa ICL
[P Red Hat, Inc. [ARed Hat Network C3Support CdShop [C3Products (3 Training

- Today's alerts: unique listing Source IP Destination IP Added 4 alerts] to the Alert cache
Queried on | Tus Ocfober 30, 2007 16:37:18

Database: snoft@kcahcst  (Schema Versios

- Last 72 Hours alerts: unique listing Source IP Destination IP Time Window: [2007- 10050 1

- Last 24 Hours alerts: unique listing Source IP Destination IP

- Most recent 15 Alerts: any protocol TCP ICMP
- Last Source Ports: any protocol TCP

- Last Destination Paorts: any protocol TCP

- Most Frequent Source Ports: any protocol TCP
Graph Alert Data

- Maost Frequent Destination Ports: any protocol TCP Graph Alert Detection Time

- Mest frequent 15 Addresses: Source Destination
— Most recent 15 Unique Alerts
— Most frequent 5 Unique Aleris

SensorsTotal: 1 / 1
Unique Alerts: 5
Categories: 2

Total Number of Alerts: 20

® Src P addrs: 2
® Dest. IP addrs: =
® Unique IP links 4

® Source Ports: &

<adg 4-2-2>
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Oteh IE0lA TCPOl Oiet & JISS &olZ
S8 =4 = 61.81.108.124:3194
=81 =4 = 61.81.108.42:80
PO} 61.81.108.124, ZEHSI} 319421 PCUIA 61.81.108.42(NAT AH)Z2 &HHS oI/},
HIIM ZEBS 8022 =S¢ &lte A2 Weblz2 ¥22 otRilt= H0ICH
D < Slgnature > < Timestamp > < Sgurge Agdr&s_s,‘: c:.Dait. quEsi> < Layer 4 Prolo >
] ®
1#0-{6-32) [local] [snort] WEB-CGI calendar access P007-10-30 @ §1,81.108.124:3104%® 6184.108.42:80 TCP
- A o
16:37:08 O~ C L P
#1-(f~31) [local] [snort] WEB-CGI calendar access 2007-10-30  B1A1.108124:3104 6! 1084280 TCP
16:37.08
#0-(6-20) [local] [snort] WEB-CGI calendhr access 2007-10-30  6181908.424:3102  6181.108.42:80 TCP
16:37:08
#3-(6-20) [local] [snort] WEB-CGI calendar access 2007-10-30 B1B1108124:3102 61811084280 TCP
16:37.08
#10-(6—25) [local] [snort] WEB-CGI calendar access 2007-10-30  6151908.124:3188  6181.108.42:80 TCP
16:37:07
#5—(f-26) [local] [snort] WEB-GGI calendar access 007-10-30  B181.108.124:3168 61511084280 TCP
16:37:07
<18 4-2-3>
4.2.2 portscanAl IDS B2 JIE
22 PCUHIA NATAHHS ZEBSE &0l 5lJ| AHA portscanE2 1S AL EHCY.
P X4 LI A IPE LB

=, NATAH S IPFAE Y ot AIH HES =2 =¥ portscan0l A
o ASHOZ Olof LEBSE =0l & I QU =L

L X8 NATAH

== SuperScan 3

Hozstname Lookup Configuration
(127001 Lookup :
- Fort lizt getup
Flesolx;ed.l ® e - ke Interfaces
Timeout Scan type- Scan
[E1.21.108. 42 Ping I Besolve hosthames
—— IV Only zcan rezponsive pings u}
fi 400
Stop £1.81.108.42 IV Show host rezsponses S canning
Connect 7 Ping anly 0
F'rev MHextC 254 -
- | < | 2000  Ewemn part in list [Fesolving
IV lanore IFP zemo * Al zelected ports in list
v lgnore IP 255_ 4%';‘;‘:' Al list partz from
[ Esxtract from file £ Al parts from I—‘ I— ‘i m
Speed
bl 2 Active hosts
Open ports
Sawve
Collapze all
Expand all
in Prune

<08 4-2-4>

49



Ot O 20l NATMBHOUIA= IDSE 0l28t portscan AIEE 24 QL.
superscanOlet= HIAIXIDF €10 61.81.108.1240 M AMECl= JI1S0

oc
=
n
[

Basic Analysis and Security Engine (BASE):: Query Results - Mozilla Firefox
k) HEE) 2SIV =2 (G ROEE) =T =SU(H)

41 > By - @ ﬁ ||;| http://10.1.1.10/base/base_gry_main.php?new=1&layerd=ICMP&num_result_rows=-1&sort_ord |E| B | ‘@

[P Red Hat, Inc. MRed Hat Network [ISupport [IShop [IProducts [JTraining

Home | Search

ey
m
8

=

Querled on : Tue October 30, 2007 16:32:35 Summary Statistics

Mata Criteria any ® Sensors
IP- Criteria any # Unique Alerts
ICMP Criteria any # | classifications )

#® Unique addresses: Source | Destination
# Unique IP links

# Source Port: TCP | UDP

# Destination Port: TCP | UDP

Payload Criteria  any

#® Time profile of alerts

Displaying alerts 14 of 4 total

o ® o e ® o
D < glanawre > < Timestamp > <%®ource Addres} > < Dest. Address > < Layer 4 Proto >
[T sn~t6-3) [local] [snort] ICMP superscan echa 2007—10—30 16:30:28 o 81.81.108.124 . 81.81.108.42 ICMP
[T #1—(6—4) [local] [snort] IEI\W superscan eflo 2007-10—20 16:30:28 ® 51,81,108,124 @ 61,81.108.42 ICMP
™ #2-(6—1) [local] [snort] ICMP s’pe&:an echo 2007—10—230 16:30:25 gﬂ.!.‘lw“\g’l 61.81.10842 ICMP
[T #3-(6-2) [local] [snort] ICMP superscan echo 2007—10—30 16:30:25 51.81.108.124 51.81.108.42 ICMP
ACTION
|{ action } j | Selected | ALL on Screen | Entire Query |

Alert Group Maintenance | Cache & Status | Administration

jEEdE

<dg 4-2-5>

Orob 9ot 22 EEAN F0 OtLlet OHE YA SHOZ H2 A= DS E2 JIE
AgoZM 2 e O S IP =20 Ut §2HF & 2os & = AU
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5.2 B

=2
IPFAE MAE

S

3 1 @2 BFHS0 0 JHE U

ERI UF Z0AH UEFIE AEE = U FEoIATH NATE AR UERZ
c UF UERINA, IP =25 BHEols

X0l C.

i =0 CHet MHIES GHtez & WERIAAS o BFRES0l otLt
9| IPFAE ZRoEE diEot= JI=0l NAT JI=0ICH NATE MHIE QHY ABlA
o FFW 0cd BRES0 Uist o2

dilz UE=2 JIBUUA It IPE AlSol(

o AFUA JIHUUA AtEol= HIERIYE AZE 8ot)| flotd UER3
IOl NATAHBHE oLt F0A ctRBES JISS
NATAHIDE DHAot=S 822 A WRYS Jgst 2

WERM= WebMdtH, FTPAHE F86lH W« AR 2= MEXNS0l AEE
= AT E 78 oAl UERAIY U 2 32 2= WA =S2 NAT AH
£ Sot0 030l M0 AEBHC=ZR AMHEXHLSE Aol NATAMH WO
iptablesE 0|00 ct*EEE & daEH= 28 ofAL. NATAHS IDS &

g HEHQ BAE H2M 20 R 2

Ir

To
om
L=
A
or
o
=
ol
R
[w]

= |8 FABE J|=0ICH otXE NAT= 1IP0I}
TCPEOIHMOIA E&X, SHX FAE L0 £Foli 0k 8tl= AO0ICH Ol
=X HHE2 Hd 2H oM L0l =&l0orEttis =88 H0l ZOtMCH
0f =ME oiZot)| ?lof ssHQ 20l 22 & X0IC



ull!

2 8
clSA AH22 A2 HI0IE - Linux Server Admin Bible v2.0
(BEAL : SUATHSMHZEI0F / HAF: CHstel 2 A8 22X 1S)
clsA UESQ3A &2l A JH0IEOHEE) — Linux network administrator's guide
D SO /O MA : 22E AHX , HEA o)

Fedora clSA UIE/3 & & AH 2&F Mels)
(BEAF - 249/ X AMTHE)

ciEA NH 2orag AR

(ELAF : 2AHS M0/ HA . E4Y)

AMOIE
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elSAAZ ¢ http://www.linuxschool.net/

KLDP | Open Source, Geek, IT : http://kldp.org
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1. DNS ZRE zonellldd 28 Q%

- (MOoI28) :
- $TTL : Time To Live 9

_@:

FHE 20letlt.

OE UWEAMHN S IP=A

-A:SAE Q|2

- CNAME : SAE 0I5

2. vsft

2.1.

pd £3

vsftpd.con

- anon_mkdir_

- listen_port :

- deny_file :

(04:hide_file{.gif, *.jp

- max_clients : FTP AHS =0 SAl

- max_per_ip :

anonymous_
local_enable :

write_enable :

anon_upload_enable :

dirlist_enable : Ct2

=
=

ol &Sote IP FAE

o

O tist 28=

f A K==

enable :

2k Z www.bigbang.com &

Xl O
= —

o
(

WA MESt=s 212H0I

Al

o NI&E =

o

2Z MEXY ZE6H €3
2Z MENY ME,

Il

AB(AY MBIHE HLeLS)

e 82 ofJ 8

write_enable :
ZC oot HZ
FTP MHIAS ZE
g2EE =N g

jpg, *.avi})

et pcot SAl0 &

AHAE

LEANERS

.I
o
=)
s X

S|

B8

PSS
=]
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/etc/named.conf Off H2/& bigbang.com& 2/0|&
(bigbang.com 22 IHMZE )M TSl ()F
N: Z2ehAQ 0|82z 2HUE 20
SOA : Start Of Authority 402 #st
NS : Name Sever® 2012, 8= SO Ul

MX : Mail Exchanger & €z, HZANH =

MEdt= JIE S#
oIy AEBXIO BH5I £

Ch.

9l

uin

£

Mt

o o

Pt
o

A

el OzEel 44 oot &8



2.2.

FTP Client @&
help.? : &3
dir<Z2H3> : (AELY /AEE LOt20t Is BN =L
put <file> : 2Z AAHS LS A& FTP Sever 2 &S
o]

size <file> : &Z FTP Severl
mkdir <EHE> :
MRS
status : SIS AMEH
& FTP Severs
gite : @A FTP SeverE WA U2Ch

mput <filel file2> : LZAIAES] 42 ML= SAI0
cd <Dir> : Dir LM ECIZ 0lS

nlist <Dir>

AN

pwd

exit :

A FTP Sever?l I
name?2 2 BASHC}

rename <namel name2> :

chmod : &2 FTP Sever® IHOI&2 ZF&H
open <FTP host> : & FTP Host2 &HEHH

rmdir :<DIR> :DIR CIHEL|IE AHHIEHLE.
delete <FILE> : U= AHHISHCH

-U—I'EE /|
mdelete < file1 file2> : 0d2{JH2 LS S A0

A
Ay

=

© @A FTP Severd DIR CIA&EC|Sl 2|AEE &6t

= Lo 318 &6t
HA FTP Sever?l ME=2 CHECE M

detth

HT
ne

M At

Ct

0IEE namelOiIl A

3 httpd &%
3.1. BAH AL IXEE
g Al 2~H v =t 914
AA9d B £ *.conf Jetc/httpd/conf
Agutd #Ad o httpd /usr/sbin
YA 712 & - /home/httpd
AeA A =9 % html /home/httpd/html
CGl 23 HE =Y .cgl, *.pl /home/httpd/cgi-bin
olo] & =4 *.gif, *]pg /home/httpd/icons
299 A% £9 +log /etc/httpd/logs
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3.2. @A £X

O e =28 3 conf WL gt= &H AL,
httpd.conf : EANH && 2tad IHY
srm.conf : EANH A& 23 It
access.conf : EAH 2o E2HH 2 I
O httpd.conf
y & of o A3k
A A Servertype standalone
YEHT Port 80
Client machine name HostnameLookups off
Hobs 93k A Aaz WA User, Group nobody
A e ate] dApe-E F ServerAdimin root@localhost
A e FE fdEg ServerRoot Jetc/httpd
Errorlog logs/error-log
7+E71 55 A A A Transferlog logs/access-log
AW ZELHERE 7|50 3} Refererlog logs/referer-log
Agentlog logs/agent-lo
Mol XZ M2~ [D7]E 3 PidFile /var/run/httpd.pid
Aqu] JEAE ¥ ScoreBoardFile /var/run/apache-status
AW (dulA o 7 A A otd} )
DNSO| S29 %proﬂ Ae)) #ServerName www.tiger.co.kr
Timeout AJ7HA TimeOut 400
MinSpareServers 5
MW ZZA A AFAEA MaxSpareServers 10
StarServer 5
Al AR|A 3 Selo]dES] Hu) A MaxClient 150
TEAAG AYdSs MaxRequestsPerChild 30
IEA] A 7E oH
I A8 7l o #ProxyRequests on

(ZEAE A4S on)
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O access.conf

access.conf : A& JI2&EH
.htaccess : 2t C|E&Ee| €= XMool Z2&F

Jt. access.conf & &

U & o oo 2w

<Directory /home/httpd/html>
Options Index Include ExecCGI
AllowOverride None
Order allow, deny
Allow from all
a7 </Directory>

() RE QEYQ H9o
Order deny, allow
Deny from all
Allow kgi, admin, webmaster® 7|48 Fo] ZHZAlold] F4<& T},

A HE &L
el

%

rir

<Directory /home/httpd/cgi-bin>
CGI t &= AllowOverride none

et AR Options none
</Directory>

<Directory /home/httpd/html>

AuthType Basic

AuthName Yoo hyun woo

A% o= AuthUserFile /etc/httpd/conf/.htpasswd

o - AuthGroupFile /etc/httpd/conf/.htgroup
A 3] Order allow, deny

Allow from all

Require user admin

Require group admin

</Directory>

#htpasswd —c /etc/httpd/conf/.htpasswd admin
(F) —c (create) : MHHS .htpasswdS MAE [I2F AL, FHI SEAl= MSHCL
#htpasswd /etc/httpd/conf/.htpasswd webmaster

(2) group
vi HICIEIE AIEdllA .htgroup LS 2HECL.

admin:admin

.h
tgroup webmaster

<H 6-3-4>
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4. Log files

5 Y] o
access_log A7 oA A& ¢fo] FTO|AEANA AEP=A] HoEt.
agent_log AHEAE ofEl FekeAE Sl A H el HEAEA Tol5e e
error_log ol 4= 715
referer_log Zt Ho|# 5ol oBA Fole HEIPeA 715

5. &lAIZH EAH AEET]

<H 6-4>

Jb. access.confOfl CtSLHE FIt
W & of &k 9 A A7k
: ol <Location /status> SetHandler server-status
AAZE A H Order deny, allow
Aa Ry 34 Deny from all
allow from your_admin_host </Location>
<H 6-5>
Lt B HUAM 2|
URLO CtS1 20 €1 ASHGHC,

your.server.name/status

your.server.name/status?refresh=n

() n @ BAZFEI| S

o T

£ a =2

o X< ol

6. OHItX| At D
b AT

E AtM

E X4 Jusr/sbindll JIS/EEE &N & = U= AJEEE A AIESHH
W & 2dYE
w start.sh Jusr/sbin/httpd ~f
- ' Jetc/httpd/conf/httpd.conf
w_stop.sh kill “TERM " cat /var/run/httpd.pid
w_restart.sh kill ~-HUP " cat /var/run/httpd.pid

start & AH
#. start.sh
A3

Oy > 2 o2 0
& o o
s

@
(@]
#FO e o o0 o 1>

<E 6-6>

TETEJ SA QO{XCHH OF2 Ol g0l &AW 20
YBCRNHNE Ast:E URL LHFH0 localhostE &t
tel0 JICtel & OtIXl 21JF Lk2 20ICH WIINHAl & H
MBIt RSatA LACHH  logs/error_loggE 210 2HE
fHE HAE FOIC. 830td 22 HEFHeE 27
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