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AT AE

147 54
(1) ABRNE 3l s = oo xel 2xEde] B 7]de] dEAI ¢
2ol g o]

@ 719 Azetl] W HF 2 AW F /1A WY FACE AF v
= lEND BeA o gol AHES} e AN U AYES] A9

() A AA FEe el AL FEgel we Jlgiel At yEYAR
3 2 23S s YEYIY 21 9 2
FRayol a2 s gk

71ZF ot RUEY 3 1Sk HelHE B

2 AF s
(1) A= VENZ T4 F vy HENZ AR @3] #B3Fo] o]

He Eobt ARRTVES Fad F
AT7F T8 AMoE e glrh

(2) T AAZE e BUHY & ol &8t Z4F Traffic 3
Packet& 4 °l& 17 st AEEZ7V|E9] S8HE T &

33FE 944

(1) IDS (Intrusion Detection System) I Q& X A] 2 €l
z\:]wﬂ Ux] /\]}\Eﬂo xqixqo] H]—ﬂtﬂo] E]—x]fs]— Z,: 0}‘— nE 1%.9]
olol Xl YIEYA Traffic ¥ HFEH A4S ©A37] 3 ez
o] AL FHFg Au] e thg UMES A A3 Application ¢ HolH
Al &4 aga Agk As 2 JAYGAR 2]/ JGAel ofgk F8
B "/ AHFY vpolels ERo] Huk Worm ¥ 2& T2E 7R
TAL Egsith



(2) IPS (Intrusion Prevention System) I ¢} %X Al 2=
AF VEYIZEH YH JEYJARE HAYste VEYA PacketS 2+
ol Alojst= 7S 7 AZEd Y EE s=doolth dnbH o
Wi EYAR 509 EE Packet ©] AUt AR AwH,
FT2EQ [PF4, TCP/UDPY EEWZ, AFEAR Qo] 7|¥hs Fu
o Hde AwstE TS ) HEHA FE AFEA An[o] 4
3 ARES 7Nkl WiF AedS BEdT

497 Wy
(1) A EYEHF A2" 73 ZA
< WA Worm whol gl sy Auj s AR ¥
E9ae] FRol nad Arw A5 WHEA o
S HEY A 3 HEAE ALH N2 JFS

3 FAE dor% A% WPd Ao BT}

(2 A% A5 A=d 7 24

- Z4F Alz" 7 dEA BUEY Al2F 7RSS WEets 3y
L ZA}sHT)
A 2 AFH BA4S B 7E A" AJAAE A= Al=H
7S g4

CHES A BUHYES 2oyl wrdsty] Qe = s
g8 7tse 5 Ve e FAdsnt
S4¥ IHE Aavlo® FEF ] fgk AlaE" FAANNS vt
AFAE S 75 ofal FE ¥ A2 29S JfA st
2o g gaste] A A%E IPS 9 IDS o HEAIE
Wors A HF Ay Baro] ko)

(1) 8% &x
YEYA TUEHYS E3F Traffic 2 Packet #4072 Z+E &7 2
4 e UEYAY v FEs A A - A dor A
BN E Egol 98 HAHoR I}



(2) 279 &
AAZF YEYZ 2YEFY A
olZ AHEAA HUA A
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O 2YUEE A&

1. RTNMS (Real Time Network Monitering System)
1-1 AANZF YEYT 2UEHY A2

(D) AAZF HEY A ZUEE AA"HS YEYAE AANHoR U EE
sl EntE JEY A FsS FASt=H oA dRE BUHAS 3
S 5 o] HESZ By

ol QoA 1 /e S AR B ®
H7b 28 ARE =g ofF

H
e Ar o] 7hesty  dld ARE A st
A

ol MEAA ZAE WA dds 2 4 Qv

(2) RUHY A=dS §3tol 4 ME2E PC gihz | UMEY]D 7,

MEAD 289 5 od A4 muddel bss o

27 RUEY

d ARES Jwon RRrEe By AUt Wi A gA

= =
EIEE Y =

1-2 3 &4 2 EYH Y F7

(D) HZ 2yg Be Z2EF FA0F wH, EH A dAds=
A5 & olasly] Y WMEYIANY 52 A dHolHE FHst1
A sk AAFS warh B #@RIS B olEste WMEHA U
olHE FH3st7] flal AtgEE =7 #F AUHE S o] FHRth
HZ A UMEAY] 54 goteta EYAE F7F AR&sta 2
om, Folo] gdEg wo] A=A, MEYA ALE 73 gdo] A
A=A, AL ThsAoly ofo Al G ES dollla HIAFAAQ] o
EYAolds ot 45 2t

(2) PE= A2E EHH
sl XEVF B, 29X, BEQIAC A glo] MIEYA AIHE
o 9 RE XE= fo]HE Huth

(3) EYs/iE EHY
g HFHNA o de] AFHA SAIHoR WIS dEste AS
eteh, JEN2ES] HAL JMee A4S &% WEYA yIgLs
ol gl A A S HFst] e Aok



(4) FUAEE EHF

@ AR GE AFHE dolgE 47 deats Pl

(5) BREE=A2E ZH<l

2. RTNMS 42 2 +3

AAZ DA MEYT BUHY AxdS $dssd goln Axde 3
aol weh et 2o VEND B FHAL

@

@
®
@
®

Web server - 45 WS AW EA duFQl 719 ] §f doAE
T8 &l Ak

PRTG server - 7} XM &S EUEH 17| 918 AH

Log server - =1 395 Fojx #eatellAl dFstr] g A

Wireshark server - #Z & ®&Astal A 3st7] 95 A

Snort server - UEHA oA H7 HAZ 93 A

2-1 web server

(1)

WA= SeoldE/AY R o] HTTPE Ab&ste]l §§ #lo] A7}
5ol e FAdE AHEAEANA ATsteE ZE Aol

7HE BEAQl ) AW EE 32 HE d=99 Y2 7uke] G A A
A BRE Z& S JE oluxe 9959 NTo| @# e+ IS (Internet
Information Server), ZL#] I Netscape €] Enterprise A% o] St}
19959 NCSA A E 7jbvto g A3t olulx]= ""open source””
o] d e oAt WiEEHE= wEUE & F dom AA AA WAH
Aol 70%E AAskal

[IS(Internet Information Server)i= vlo]AZAZEO AH GA A<l
Windows NTol gs5o] vpo i 9lom NTo| A AHE 7h53i)



(2) webserver ¢ 2273 37X

@D apache

obmxl= 1995 W 1 Aol 7HE 217l USlE
NCSA HTTPD 13 Wd& 7juke
NCSA ¢ Aol oS Fdd 7IsE

g Mvizel sl

oF 71EE
S ®A5te] Apache ¢ AHES &
FolA FHae A71E Frbska 9

Fotdsde. A= 8 ¢ AH

= olE&n F Yrke’ AXES Y Fo sty 1 olfrE EAW A &A
o2 HAFYE ATt Hie HEAAE il Q17| wifolth E&
TaE ATdAgdsE d3 2e Market Share ¢ HF=2 <lsle] tAFAH L
WG W 3 o]f7F @ik 183l Windows server M A% v
Hado

@ MySQL

MySQL= 6009 AH&#E SHsta = vs 2d=, vus AHEA @
Ao Aol Ao dolEHolx el AlA®(SQL DBMS)olth
MySQL AB7} #e] 98 A €sta glom, QtA§l o5 ghold=7t 2849
ok shue] A& GPLel™, GPL o] 9|9 gtold 2w AHEA7HE 45
AEAA AHAQEA o] d o] 485 Wt

o 2 A WAL AfF AZE Ado] ZrAE AzAS
Agot= I H=E JBosse R FrAbstth ey REsETE )
18] AAtel Al Azbdel lar AFyE el o) = ofupx] LA
Egtes v

MySQL AB+ MySQL E‘rol* *Oﬂ ogh wwj Al gl Aujs A A
M FAg e 2elan 13 QIS E3 A AlAlY dEAES
o} MySQL ABE David Axmark, Allan Larsson 12| 3 Michael
"Monty” Wideniusoll ]3] A %%t}

MySQL ABE %3 MaxDBElx &&= MySQL AB®+= 7|Wtz =7}
tg delgue] s #e] Al2gs Aufsta dot

_g

W
ro, m[o

El)
1=
a8

@ php
stolAE ~E A4 Sdol(HTML)Yl EFHo] Fate ~aHy Ao
Aol A3 3dg wE " gle] HTML ¥4 kol Ax ZFAA A



gg]_u:] C, X}H]— I o] S B BF AL F83511 9o =7
g TAE a3 4A FAdE 5 vk ASP(Active Server Pages)<b
o] ~AHE we} W&o] teFalA 24 HTML Hg F%7F w=

PHP =3 HE7ZF x3el HTML #olA ¢l .php, .php3, phtmlo] +&
gd o]Fo] FojHt} A Soli= ‘Personal Home Page Tools' o]} &3]

,—E m r2

10 rlr

(3) web server 7+

@D yum -y install httpd HHE 4 H3sle] apacheE RPM A X 3t}

@ yum -y install mysql-server &l E &3] mysqle RPM A %
=g

® yum -y php W#Eo]Z &3] phps RPM A A 3t}

@ yum -y vsftpd H#EAE 4H3to] vsftpdE RPM A A gt}

® F2Ao A http://localhost<1¥ 1-1>& &3}l apache 7} A=
A HRA=A s

® vi AF7E o] &3t vi /var/www/html/phpinfophp F¥S HHI 3
http://localhost/phpinfo.phpE W &3t php 7} A= A=A FH A =X

gol gk},
@ delguol~ #HE &l mysgld HES HPAIAA 7] root
HEAHISE A & 'zero' &= HoES AA3T

A Ao A 71Fe] Fdeolx] FES 13 HelHE d/HeERE 3]
23 FTP "&£ 2 vsftpdE A &3k},

©@ FTPE F319 /var/www/html $ Ao &# o)X HAdES 2= sy
0 FdES Jd2E 3 Fo] AAHe A Holx a9y Hx
M B2 <A 1>7<22 1-9>, <28 1>7<ay 1-5> #%

2-2 PRTG server 7%
@ PRTG A¥ & windows 2003 Al ¥ el St A A& sirf
@ Setup TLE HHPAIAA HAF Al A gt}
@ PRTG & & &3t AFolch
@ zZ9go] ol Mdoew Hx g
OAX g8 T 7|2 9Bg$AE PRTGE 2 A7t
® Zt AW Evttt snmpd "£S A 3 T Jete/snmpd/snmpd.conf L
= 9o ¢l A4S =



oS-SS =—=—=—=—=—=—=== Snmp.conf }gxé o= ==——=—=—====

# First, map the community name “public” into a "security name”

# sec.name source community
com?Zsec local localhost public
comZsec network 61.81.108.61  public

# Second, map the security name into a group name:

# groupName securityModel securityName
group rwgroup vl local

group rwgroup v2c local

group rwgroup vl network

group rwgroup vZc network

Hi

# Third, create a view for us to let the group have rights to:

# Make at least snmpwalk -v 1 localhost —c¢ public system fast again.

# name incl/excl subtree mask(optional)

#view systemview included .1.3.6.1.2.1.1
#view systemview included .1.3.6.1.2.1.25.1.1

view all included 1 80

view systemview included system

view mib?2 included .aso.org.dod.internet. mgmt.mib-2 fc

HiHH

# Finally, grant the group read-only access to the systemview view.

# group context sec.model sec.level prefix read write notif

#access notConfigGroup "” any noauth exact systemview
none none

access rwgroup "’ any noauth exact all all all

access rogroup " any noauth exact systemview none
none

@ ol¢} 2 WHOE Ping - status ¢ HTTP FULL PAGE AIA& F7}

A AL

5 O <ad 2>7<ad 2ol Fx



2-3 Log Server

(2)

(3)

Bae AFaEs oheie L elehi

o = U

ofu . o] Alz=dle 94‘3:‘?1 EC’JQE 2t ] of ,\‘ﬂok st 2= RPC
i ol vE Ve MEAER dEstEA gaxes Al Hol
a2t 5% gt diolHES 24 UDP/Port 514M& %84 vt
4ol A
Eg o] XM E Fto] B e 2 GUES EUE A9
A 9 AHE B4
23 84
Linux Al2="le st 235 1
58] Anet Ay 2 9de Aol dojA dids] Fash 93-S
gkt

J22do] o] Aol AZS W & Heto] HHA AAS TIPS U

Aol ol EH% 124 Q1 gR1e =1 FdEA gdE g T3
ol FAHS fdste dolA 22 U g 95
ekt

Linuxo| A& /var/log TR EZ o] A|Ade RE 2758 7|2 o
Tesha Ao HiE PAOoR ZVJHOW SR A2E
Jetc/syslog.conf Fdel= A RE A ~d 2a0d59 A&
AAFskal Aok vi, cat, less 7FeH3 w2

BARAE Bol 7 g2
A

Atk ey A5 2o 3o A9l g2E 2o dslsep , btmp

9} wtmp 7F vFE A H o]5& Z+7Z} lastb ¢ last @E HEH =
Ee 2 W&S ¢l & ) Linux 21 398 44 F712 Ay

st ot vk 28X g o] £=3kdl 211 yldo] dd

A 2~ES B5F 2R 8k AFsko] WAk 4= 9l

=283 LOG HYE

» bootlog @ BH7F #H = o BEFE= BE WAXE 7|5

Atk (FE ol A o] 2asd FHx)
» cron @ AlZ=Ele] A7|AHQl e gt 21E Pr]a 7] Eskal

AT,



cron.hourly, cron.

var/log/cron

» message :

7

yul

3 2asdzA oA,
'1__‘7]'01] EH?SLEJE 7]
itk o4lo] B

> secure

ftp= 219 38l= AFEA ol thslk 21 E
Jetc/ftpacess/oll 1 AA 9dS 7AH
/home/ftp ©| t}.

» xferlog :

(4) 21 349 FF7F

» /dev/console - & BHA = HAAE
» /var/log/messages - EE HE A Ad" 2

» /var/log/cron - crond H& =1 1Y

vdol 71 %5

daily, cron.weekly,

A7 AW Ea 9wz
A AbEow ZLC:’QOHO]E & Zof ot
W AAGE Aol o] H

o5
SRR

S

7k, ol el A
akar glrk.
= A o

7155t Y ZA
ftpe] FHHED =

» /val/log/maillog — sendmail, pop52 Wd #d dEe 21
» /val/log/secure — H.Qre1Z & wA X
» /val/log/xferlog - ftp(proftpd,vsftpd) =1
» /val/log/dmesg - F-®/A Z4F WIAAES A%
» /val/log/wtmp - A28 AA| 212 7E5& A
» /val/log/utmp - A =L A& thek 7] =, AREAF ip A
» /val/log/lastlog — A A Z 191 AF&x}o] 3t 7| =
» /val/log/spooler — (uucp, new F XA Y FAe(crit) o] <l
HAIA] 7] &
» /val/log/httpd/access_log - ©}33x] My 2I15& 7=
» /val/log/httpd/error_log - ©}3x] M o#ES A
B) A" Z AAY HZ FEHZEE FUAsE o
» lastlog & /etc/passwd FLo| Ao w o] %\% B2E AAY H

_10_



i e

td

r1r % i

71”"3«] U}X]”# q% quE S EEa=3

2 lastlog [-u A H] [-t LA

> lastlog /var/log/lastlog 349 AR AFE ARE FFx3ld
A3E 93l /var/log/lastlog 342 wlolHgud 2 FH o 7]
ol cateltt vI SO UWkAl W o R = gdd Frh gl

» /var/log/lastlog Ideol= 7 AAQ HT HE ARV 755 =
A Z M Jusr/include/lastlogh FYo] Hojd ¥ Fe =
2avtde] A}

ol
il

o & A I

v
>~
==

el

6) 54 AB AeAY Axd A2 FEAR F 3§
» 54 AR H2 FEENe 4l
AHgete sl
lastlog —u AR

() ARE AR A2 530 Fe 8]
» lastlog & FH* 71K mRAIGHEHRE &2 & & 35, “last
QR sk ol AgaE AW AN FET A2

EE EERE D

2-3-1 Log server T3

D Log AH & web AW ERE 215 wWhol log AW E HAE 3 log
Aol Al A A A= dE sk GAE AAA A

@ ZFToldE 473

@ B2 0¥ <a9g 3>7<ayg 3-8> IF=x

@ 9474 =231 A

@ service syslogd stop WHo]Z HlE& AR A7l & &3 o] =4S

g},

_11_



2-4. WireShark

(1) Wireshark
Aol WA Foll Q= Srulo| A AEE F=ebes Abge] o] &)
et 29 3 WA 2] Ethereal ©]gt= o] Z Ao AL
1998 GNUE‘r [ Al 2ol o] 3] ﬂ% ) Z gl o},
84 =

Ethereal ©] w3z %] i1 H g2e £ ﬂ U2 As 27 98 15
wyth 28la B3| = 19 A9 F st e] Ethereal ©]2HE o] &9
B2E AYE 7HAI 7] well %5% Ethereal ©lg}= BHEE &
e BE AS HAA Xk 1 gial F29F e 20061 SRk
I 22 AEE Wireshark 2t thA] o] & A At}

(2) Wireshark ¢ ##
&Aoo R we AHES AFaA g mjyolE 3y I

7l
t}ekal 7)1 5S AFs WiresharkEs AlS AFgstal 7fws
o)

%

2)-1 A¥H= Z2EZ
thefst 2 EZS APt d oA Hojdd, digr 85001 7%
7Vttt o] T2 EZFEL P9} DHCP 22 dubA<l ARH AppleTalk
o]y BitTorrent 22 & ¢ 7el¥el T2 EZ/A BF A&
A t}h. Wiresharks 2& 42 FHo|7] wo MZE T2 EF
A7IH AA fH 0157} 7} 8tth. Wireshark 7k Zﬂ%o}?ﬂ Kok
I2EZo S 4F I WES AF Wireshark NEAEAN A HUH
g TREZS —rﬂ@xl AFE FusiA = FE A
Wireshark7} A &3lA] Lale Z2EZS A9 Qvtan Azsd ).

l:l

@)-2 A AR 87
Aot 7H 4 A 2UG o F A F o shjrh

Wiresharki= GUIE ®l®g o2 3t o] Z Aol oz o]d]st7] &
Wb S o] AE AT AFEAC HE 93 kit ST
ZFA I Utk oS o] TREF #HEE Ay mda AA doly e

kAl e A7 ok ¥ ERdeta W] gRlo s Fabeke
tepdump ¢ 2@ Wireshark® GUIE A& 3kc},

2)-3 1§
GPLO] 9% ofg] ¥ A¥Egoln AFHE OE Ax Ty ado]7)
wEol g Wel At AFE BRIt vk

(2)-4 =239 XY

238 gL EEE] MEF o= Y& FA L=t} Wiresharke}
2 FER EYs AZEY OS2 WiresharkE A3t AFEAE 0
de A F7] wel didE A0 A2 gk koA

_12_



SE 22 ZRAE F dhrjolt)

o

AHEA gAY Fusta §

(2)-5 G AA A ¥
Windows, Mac OS, LinuxE vl®@o 2 g &JAA 5 A 2E
TFGAAE AL& o

=~

2-4-1 wireshark 7% <29 4>"<29g 4-5> =%
wireshark 752 w9 o} FHlo]A o] H& F tprs wopx] 474
glo] AAuk s arko]t},
SHAI R A5 2 UES A FH A= Wireshark?7} 73 s17] ol 37 o]
Eebgst7lel HolH 3 AAE HAHOE arp &2FFS AHESHY
A et T Ape Atolell A HolB & 744 st
arp 2F %o AlgH E& nemesis & 52 A&
webserver 00:13:77:C7:E7:55 winxp 00:EO0:7D:FA:15:F1 wireshark
00-13-77-C7-E7-55

2-5. Snort server

(1) Snort = "sniffer and more”’gt= oA FHHA =, S FAHEHAS
EOE #FE= & vl Fx e @3 g7l 2Uy Zz2 a9
a8y o] daje] IDSF 2] rules o] &3 B4 7|Fo] FrlEH
AFUEE S8t AEFA] 75 By FFS S8 AT 2ol E}ok??}

71 HEd Aes ztE 2 afo] FHo

(2) snort & & 225 AT F2A A AA Feol= < libpcaps
Abgske] WiF S WA, A FFH o] AbAd Held snort 34 B
Hlwslo] wkek oA HUS AS syslogs: T 215 7| AY EA
e Eee] 54 349 E= database o] 7155 & & 9,&‘4

(3) Snort ¢ +%
snort TR AL B 7% LA 94250 Ze 19 §
AA A SA e wet MAE s A ¢ deE
AR g e M FAR

(3)-1 224 3 (Sniffer)

(3)-2 preprocessor (=2 7])
(3)-3 &HAAA

3)-4 2 (&9)

_‘]3_



(4) Snort 53 F+x
snort¥ WA Sniffers %3] snort IDSE %338}
Hrt o7l A =1 E dHolE+« viE 7]
I Aol preprocessors E3 Ht} &%l
encoding Plugin o4t ZEX7 5 2 714
H =4 g1sA . & preporcessor 031/\

=

m{ru

e,
=
.,
5
o
s
2
)
e)
>
B=)
N
o

Ao EHsctd disable & & Utk 9=
a7t gl PRC #¥ preprocessor<

Z12] 3L preprocessors E33F 37 snor IDS o] Aot & = Y= =
ZIRko] BFA Al WS ARHA AL HoH ©A F I w3

golstAl goh wref Sl mjA HJS ASoe Abdel Ao® A Ho| ue}
2o GA i, a8A e 4 532 A4 "ok

2-5-1 Snort server *+%
O H71#] HE5ES dHlolE &t
sudo apt—get update
@ snort ¢ mysqleS A= |t
sudo apt-get install snort-mysql
sudo apt—get install snort
@ snort rule A5 g H©o]E<Ql oinkmasterE A x| gt}
sudo apt-get install oinkmaster
@ oinkmaster ¥ HHEE HA ot
sudo oinkmaster —o /tmp/
Is /tmp
® oinkmaster = snort rules UHEg = 38 AA & =u}
sudo oinkmaster -o /etc/snort/rules/
® snort.conf ¥}d& A4 3] Fr}.
sudo vi /etc/snort/snort.conf
var HOME_NET any //snort ©X ¥
var RULE_PATH /etc/snort/rules //snort rule ¥+ A%
@ snort 23
sudo snort —c /etc/snort/snort.conf
snort ¢ 2 13}¢lo] HolA Hr}
/var/log/snort/alert
@ mysql 3} AF5S 30 /ete/snort/snort.conf LS A3}
SIZWAY 2kQlel] F4& Folath
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# output log_tcpdump: tcpdump.log

529 A 2klel mysql dbE & =t

output database: log, mysql, user=root password=test dbname=db host=localhost
mysal AH&AF A3 snor FA4 SE5S St

mysql —u root

set password for root@localhost=password(’snort’);

create database snort;

grant insert,select on root.* to snort@localhost;

set password for snort@localhost=password('PASSWORD_SNORT_CONF’);
grant create,delete,insert,select,update on snort.* to snort@localhost;
grant create,delete,insert,select,update on snort.* to snort;

exit

mysql ©l snort Heol&ES A4 3]t

mysqgl —u root —p < “/snort-2.3.2/schemas/create_mysqgl snort

mysqlell snort HolEo] Atz A4 HAE=A Sl 2}

mysql —u root —p

show databases;

use snort

show tables;

data |
detail |
encoding |
event |
icmphdr |

opt |

|

|

|

|

|

|

| reference |
| reference_system |
| schema |
| sensor |
| sig_class |
| sig_reference |
|

signature |
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| tcphdr |
| udphdr |

16 rows in set (0.00 sec)

e} Zo] "HolEo] AAE o] glojok g,
@ snortE snort.conf Y-S wiEFo T2 A A 7T}

sudo snort —c /etc/snort/snort.conf
@ T=3% Snort server <18 5>3%
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EU(E) BE(E) P21V EOET) B(B) ES(H)

Package Arch YWerslon Repos |l tory Slze
Updating:

httpd | 386 2.2,3-43 215, centos, 3 updates 1.2 M
Upgating for dependencles!:

httpd—manual 1386 2.2.3-43.el15,.centos .3 updates 814 k
mod_ss| | 386 1:2.2.343.el5.centos. 3 updates 21 k
openss| | 6886 0.8 812,215 4.8 base 1.4 M

Transactlon Summary

Install 0 Package(s}
Update 4 Package(s}
Remove 0 Package(s}

Total download slze: 3.5 M
Dowilocading Packages!:

(1/4}: mod_ssl|-2.2,.3-43 el5,.centos.3,1386.rem | 91 kB 00:00
(2/4}: nttpd—manual-2,2,3—43.e|5.centos.3.1386.rpm | 814 kB 00:00
(3/4): httpd—2.2.3-43.e15.centos.3.1386.rpm | 1.2 nvB oo:oo

(4/4): openss|—0.9,.8e—12 . el5 4.6, 1686, rem | 8.0 kB 00:00
http://ftp. daum. net/centos/5.5/0s/1386/Cent0S/openss| —0.9.68e—12.815_4.6. |686.rem: [Errno 41 Sock
et Error timed out

Trylng other mirror.

(4/4): openss|-0.9.8:e—12.el5_4.6.16886.rpm | 1.4 vB 00:00

[v]

Total 54 kBfs | 3.5 MB 01:06
Runnlng rpm check debug
Running Transactlion Test
Finlshed Transactlon Test
Transactlon Test Succeeded
Running Transact|on
Updating © openss| 1/8

root@localhost:

TF(E) HE(E) 221V} HOE(T W®W(E) TSU(H)
Downlcadlng Packages:

(1/4}: mod_ssl|-—2.2,.3-43 el5,.centos.3,1386.rem | 91 kB 00:00
(2/4}: nttpd-manual-2,2,3—43.e2|5.centos.3.1386.rpm | 814 kB 00:00
(3/4): httpd-2.2.3-43.el5.centos.3.1386.rpm | 1.,2'n3 o000
(4/4): openss|—0.9.8e—12 . el5 4.6, 1686, rpem | 8.0 kB 00:00

http://ftp.daum. net/centos/5.5/05/1386/Cent0S/openss| —0.9.68e—12.e15_4.6.1686.rem: [Errno 41 Sock
et Errorl timed out

Trylng other mirror.

(4/4): openss|—0D.9.8e—12 el5_4.6. 1686, rpm | 1.4 MB 00 00

[*]

Total 54 kBfs | 3.5 MB 01:06
Runnlng rpm_check_debug

Running Transactlion Test

Finlshed Transactlon Test

Transactlon Test Succeeded

Running Transact|on

Updating © openssl 1/8
Updating ¢ httpd 2/8
Updating ¢ httpd—manual 3/8
Updating oomed_ss| 4/a
Cleanup o httpd—menual 5/8
Cleanup t htted B/8
Cleanup : openss| 7IB
Cleanup :omod_ss| 8/8
Updated:

httpd. 1366 0:2.2.343.el5.centos. 3

Dependency Updated:
httpd—manual . 1386 0:2.2.3-43.el5,.centos.3 mod_ssl| . 1386 1:2.2.53—43.el5.centos.3
openss| . 1686 0:0.8.8e—12.e/5 4.6

Complete]
[root@l ocalhost ~1#

<A 1-1>
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SH(E) BE(E) H21(M) EOY(T) BB S=S%(H)

# updates:! ftp.daum.net

Setting up Install Process

Resolwing Dependencles

—> Runnlng transact|on check

—> Packaoe mysal-—-server,|386 0:5.0.77—.el5 5.3 set to be upcated

—> Processing Dependency: mysal = 5.0,77-4.el5 5.3 for package: mysgl-server
—>= Processing Dependency: per|—DBDWWSOL for package: mysal—Server

—> Runnlng transactlon check

—> Package mysal . |386 0:5.0.774.el5 5.3 set te be updated
—>> Package per|-DBD-WySCGL . 1386 D:3.0007-2.215 set to be updated
—> Finlshed Dependency FResolutlon

Dependencles Resolwved

Package Arch Vers|on Rerpos | tory Slze
Installing:

mysal—server | 386 5.0.774.e15 5.3 updates 2.8 M
Installlng for dependenc|es:

per | DED Wy SOL | 386 3.0007—2.el5 base 148 k
Updating for dependencles!

mysal | 386 5,0.774.e15 5.3 updates 4.8 M
Transactlon Summary

Instal | 2 Package(s)

Update 1 Package(s)

Remove 0 Package(s}

Total download size: 15 M

Downloadlng Packages!:

(1/3): per|-DBD-WSOL—3.0007-2.el5.|386.rem | 148 kB 00:e0 [
(2/3}: mysql-5.0.774.815_5.3. (10%) 30% [ 11.2m/s | 1.4 MB 00:02 ETA [

<A 12>

[v]

E(E) BE(E) P2V EOE(T) B(B) ESH)

Dependencles Resolwved

Package Arch Vers|on Repos | tory Slze
Instal lIng:

mysal —server 1386 5.,0.774.e15 5.3 updates 8.8 M
Installlng for dependenc|es:

per | DED Wy SOl | 386 3.0007-2.elb base 148 k
Updating for dependencles:

mysal | 366 5.0.774.e15 5.3 updates 4.5 M
Transactlon Summary

Install 2 Package(s)

Update 1 Package(s)

Remove 0 Package(s}

Total download size! 15 M

Dowilcadlng Packages:

(1/3}: per|-DBDNWYSQL —3.0007-2.el5,1386.rpm | 148 kB

(2/3): mysagl—5,0,77—4,el5_5,3,1386, rpm | 4.8 MB

(3/3): mysal—=server—5,0.77<4.el5 5,3, 1386, rpm | 2.8 MB

Total 1.8 MBfs | 18 NB 00:07

Running rpm check debug
Running Transactlon Test
Finlshed Transactlon Test
Transactlon Test Succeeded
Running Transact|on
Updating . omys

Installlng
Installling

q
per | DED—WS0L
mysal—server

1/4
/4

1-3>
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root@localhost:

DR BEE) H00 HONT) BE) S8

—> Fackage php.|386 0:5.1.6—27.el5 set to be updated

—> Processing Dependency: php—cl| =5.1.6-27.el5 for package: php

—>= Processing Dependency: php-—common = 5.1.6-27 . el5 for package: php

—> Runnlng transact|on check

—> Package php—l|.|386 0:5,.1.6-27.el5 set to be updated

—> Process|ng Dependency: php—common = 5.1.6-23.2.e15 3 for package: php—idap
—> Package php—common. 386 0:5.1.6-27.el5 set to be updated

—> Runnlng transactlon check

——> Package php—idap,|386 0:5,.1.6-27.el5 set teo be updatec

—>= Finlshed Dependency Resolutlon

Dependencles Resolved

Packaoge Arch Verslon Repos | tory Size
Upgating:

rhp 1386 5.1.6-27.e15 base 2.3 M
Updating for dependencles!:

php—l| | 386 5.1.6-27.el5 base 2.1 M
rhp—common | 366 5.1.6—27 .el5 base 152 k
prhp—ldap | 386 5.1.6-27.e18 base 37 k
Transactlion Summary

Install 0 Package(s}

Update 4 Package(s}

Remove 0 Package(s) i
Total dowhload size: 4.6 M B
Down | oadling Fackages: 5
(1/4): php—idap—5.1.6-27,.e15, 1386.rpm | 37 kB [alspgals]

(2/4): phep—commen-5.1.6-27.el5.|386.rem | 152 kB 0D:o0 B
(3/4}: php—<|1-5.1.6-27.e!15.13 (18%) 30% [—— 1 B42 kBfs | BB4 KB 00:02 ETA (=

<A 14>

oHEEy HEEE) 221(V) HOE(T) BB} =3Y((H)
Leoading mirror speeds from cached hostflle

# addons: ftp.daum.net

# base! ftp.daum.net

# extras: ftp,daum.net

# updates: ftp. daum,net

Setting up Instal| Process

Resolwing Dependencles

—> Runnins transactlon check

——> Package vsftpd, 1386 0:2,0,5—16.e15_5,1 set to be updated
—> Flinlished Dependency Resolutlon

Dependencles Resolved

Package Arch Verslon Repos | tery

Slze

Updating:
vsftpd 1386 2.0,5—16.e15 5.1 updates

Transactlon Summary

141 k

Instal | 0 Package(s)
Update 1 Package(s}
Remove 0 Package(s}

Total dowhload size: 141 k

Down loadlng Packages!:

vsftpd—2.0.5—16.215_5_1_1386.rem | 141 kB
Running rpm check debug

Running Transactlon Test

Finlshed Transactlion Test

Transactlon Test Succeeded

Running Transactlon

<& 1-5>
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HUD BEE 20 HOMD @ SSUE)

—> Runnlng transactlon check
—> Flnished Dependency Resolutlon

Dependencles. Resolved

root@localhost:

—> Package vsftpd.|386 0:2,0,5-16.e15_5.1 set to be updated

vsftpd, 386 0:2.0.516.e15.5.1

Comp | ete!
[root@ocalnost ~1# 0

1-6>

Package Arch Verslon Reposltory Slze
Updating:
vsftpd 13586 2,0,5-16,e15 5,1 updates 141 k
Transactlon Summary
Instal | 0 Package(s}
Update 1 Package(s}
Remove 0 Package(s}
Total download slze: 141 k
Down lcading Packages!
vsftpd—2.0,.5—16.e!5 5.1.1386.rpm | 141 kB oD:oo
Running rpm check debug
Running Transactlon Test
Finlshed Transactlon Test
Transactlon Test Succeesdsd
Running Transactlon
Updating vsftpd 142
Cleanup wvsftpd 2/2
Updated:

r Test Page powered by CentOS
0IE(5) =ROLA(B) =74(T) =S%(H)

SUE) BEE) 2|V

Mozilla Firefox

at this site is working properly.

This page |s used to test the proper operation of the Apache HTTP server after it has
been installed. If you can read this page it means that the Apache HTTP server installed

If you are a member of the
general public:

The fact that yvou are seeing this page
indicates that the website you just visited
is either experisncing problems or is
undergoing routine maintenance.

If you would like to let the administrators
of this webslte know that vou've seen
this page instead of the page vo

Eacl e mi

mname ke P P R s e A o T T

If you are the website
administrator:

You may now add content to the
directory /var/www/html/. Note that until
you do so, people wisiting vour website will
see this page and not your content. To
prevent this page from ever being used,
follow the instructions in the file
feto/httpd/conf. d/welcome.conf,

Nfis mma fmea bA Laa bha feesas halAi an

@ B - QB 0 @ [ nttpomocalnost/ RIE B a
EAE e &> (g CentOS [ZSupport™
|@] Apache HTTP Server Test Page... | 4 -
ApDa o o age
powered b = 9

[4]

<Z1¥1> http://localhost
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root@localhost:

ERCE) HEE(E) =21V HOE@ BB =2%iH)
<P phpinfol): 7>

S T T T R O R R I I N I s R R

fvar/wwwihtml fphpinfo.php” 2L, 1BC

<Z2¥1-1> <? phpinfo(); 7>

phpinfo{) - Mozilla Firefox
DHR(E) BE(E) HIIV) 0S(S) SROE(E) =T} E=SH)
@ o v @ o @ [[@]rtpinocainostiphpinto php ~| (=] @
EAE w2 &¥ (@ CentDS [ISupport™
[@] phpinfo() | = =

System Ilégtam Ipcathost.ocaldomain 2,6.18—16d4.al5 #1 SMP Thu Sep 3 03:33:56 EDT 2008

Bulld Date Mar 31 2010 02:46:18

'(qut!_f}nw:il 'Jnom‘lmra’ '-——huhd*—lﬁﬁﬁ—radhat—ﬂmth' '——host=i

: fbm It
-fusr ‘——enable—od—native—ttf
-—thﬁ—ump' T——with—lcany

Ty '——with—pspell

[v]

<Z1¥1-2> http://localhost/phpinfo.php
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N rdoé@l;célhost:~
oHel(Fy HBE(E) S21V) HOg(T) ®(B) S=S2(H)

o 4204967205

oK

[+]

To start mysald at boot time you have to copy
support—flles/mysal .server to the right place for your system

PLEASE RENWEWBER TO SET A PASSWORD FOR THE WMySOL root USER |

To do so, start the server, then lIssue the follow ne commanos:
fusr/ein/mysaladmin —u root passwoerd 'new-password'

fusr/bind/mysaladmin —u root —h localhost, |localdomaln password 'new-password'

Alternatively you can run:
fusr/bin/mysal secure_instal latlon

which wlll also glve you the optlon of removing the test
databases and anonymous user created by default. This Is
strongly recommended for production servers,

See the manual for mere Instructlons,

You can start the WMySQL daemon with:
cd fusr , fusr/bin/mysqld_safe &

You can test the WMySCL daemon with mysal —test—un.pl
cd mysal—test . perl| mysal-—test—un.pl

Please report any problems wlth the fusr/blin/mysalbug script!
The latest Information about WMySCL 1s avallable on the web at
htte:/www, mysal  com

Support MySCQL by buylng support/llcenses at httD:HshopAmys:[:I.com =

MSOL (218 AR = [ o 1]
[root@ ocalhost —]1#

ERI(E) HBEE) =71V HOE(I ®(E) SES(H
[rooct@ ocalhost —1# mysal —u root -
Welcome to the WSCOL monl tor. Commands end with [ or #g,
Your MySCL connectlon 1o 1s 3

Server verslon: 5,0.77 Source dlstribution

Typre 'help:' or '"#h' for help, Type '¥' to clear the buffer,

mysal> set password for ‘root'® localhost' = password ('awe123'}:
Query CK, 0O rows affected (0.00 sec)

mysql > create database zero:
Query OK, 1 row affected (0,01 sec)

mysql > show databases
e e
| Database |

| Information_schema |

| mysal |

| test |

| zero |
L N
4 rows In set (0,00 sec)
mysal> ex|t:

Bye
[roct@ ocalhost ~1#

<22~ 1-8> mysql root B]EHZE A = ‘zero’ EHlo]E AA.

_30_




(= root@localhost:~ | |
o 2U(EY HFE) =21V HOE(I BBy =sS2(H)

[root®localnost ~J1# service vsftpd start
vsftpd Ol O Bt vsFtpdlg Aa & [ ok 1]

[+]

[root@® ocalhost ~1#

<A 1-9>

DE BAE 230 75@ 20Q =8TH

THIESE | sFTPes |
g)ﬁs 023 B[EEEES E
=) Settings g ‘ 9| | FiPza  [6181.10856 5
1) Administrator S O=zez
(=), VirtualBox Dssas
& .zenmap DA |z HE
SewaE
@R assive Mods
1K
1K
s ZAECMES | EECOED Er/-
<l Il

[ U 51968 Free | T

<719¥1-3> FTP
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meE BAE)

BHE7

= 0 data
® ) estend
% ) geditor

< (C:
o (= P

Docurnents and Seftings
i) Administratar
0 . VirtualBox

5 .zenmap
=5 e s

B esa

= B A

0 RE2E

1 Jh8

: Ly =
CE2C maEl A MERd 27 =¥
e v — =
0E T HEYH | 490 8 | NSR 5]
1db:uﬂﬂ§ php KB PHP I+ 2010-09-06 2... rw-— e =
+]head.php BKB PHP & 2010-08-06°2.,, rw- 0z
] head, sub.php 2KB PHP I+ 2010-09-06 2., rw- e
@H\STOHV KB M 2010-09-06 2. rw- s
= index.bak KB BAK I 2010-09-07 2., rw- -
B inc nhp. 5KB PHP I 2010-08-08 2.,  rw- r==
_ | [ELCENSE 36KB M 2010-09-06 2. rw~ o
]mam php 3KB PHP IH 2010-09-08 2... rw- =
B @Devmﬁ sh KB SH mF2 2010-09-06 2., rw- o= E‘
BIEEEEE FE
g B SERER -

il EnmaDMEE

o= EEELEE] 201 & [Transfer complete ]
<< FTF 1 226 Directory send OK,
<
153 PWD
55
<< FTP 257 “uar vl
<<
>> CWD Avar/www/ hirl/
<< FTF : 250 Directory successfully changed,
<<
= I
(CY) 51.87GB Free
d1-4> FTP
€ 0752 - Windows Intemet Explorer [E=EEEn
&= e s BEERIE] ol
W as o 2A0E S E0E.y DEHT.
&nasa o SER
o BIOIET =B ] o | DpwE) |z =
H2 SRS mie HMEZEE E7gaA 05
01. CRAEIM BRAZRILICH
02. 1y B4 BRIAEHLICE 3840)‘24 0C
03. HEIT BF ARZEILIC 11
04, SHT BTARLIC
05. SR RILICH
22 inch L. CD
e (29, 000
3 = A Windows: L
( \ orystal 4
3012"2 T8100 DDR2-2G
SATA-250G DVD Multi Ev3mas
ul2u]7% 390,000¢ TP
ZE e
H’DL!] Fjﬂ’r OPTlPL
0
“ $X280
BT ¥
hitp//61.81.108.56/bbs/register.php @ e vl ®100% v

<1

2]

=

- 32
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Essential Settings for PR TG Network Monitor

Administrator Account

Login Mame !adl’nll’l

Password: I******

Ernail Address: iadmin@localhost

Confirm Password: I******

eb Server IPs

eb Server Port
¢ Localhosk only (127.0.0. L, no external access) - R

Standard SWeb Server Port 80
= Specify IFs

™ elal 10561 i+ HTTPSS5L on port 443 (recommended sekking)
i Specify pork: [+ 35
L
ite Info
Site Mame:

!PRTG Metwork Manitor {1-JF2MULIFMMSIH])

= Back I Mexk = I
<Y 2-1> P Aol oolrist MWW E WAL A HFErh

il Internet Explirer

: = Mi ST
TAID FAE) =) EASIIe ERD AR

| &
OFE - O - [ B %02 zllEe=
254000 [ a0 o/ 7. A, O AT, o g

s [z
=

Welcome to PR |G Network Monitor (1 J-2NULI/MM5IH)

Login Hame [

bassuord [

oo ierraze | OV vt Ll user e s
© Doniosd windows Gl

Login

Fornut yur possaorlt R Hel?

Sorry, Trilerriel Explorer 6 i not supported
Vot Urvwmer, TE6, b ol supprted,

o FeatLras f the bi I ImCerTSc vl not work corracty.

Ploase wuse Bascle Chrome & ccommendedh of 1asla T et |

Tharik you for u

Ui Eesewrare: Ediion of PRTG Network Moritor

PRTG . o traffic and bandnicth
and emple

aailtion For youp Gt
Ths sulLwers s
et usagh par
wobebazed Fa
crasre sagd rep

1)

S0 cereor tups
1 sencing
constantly rosordos

Tho Fromisare Edtian of PRTG i
Licersses of the Commarciel Catiohs

lenitor € complstaly Frse for persansl snd commercial uss.
t $300/€250) ate reauired If you wank £ moritor more

More about.

] The Company.
e

TS e e A

<19 2-2> http//61.81.108.61 #HolA 2 HEaHA Z190S Fhrh
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WEE) S0 218

ST

3

OFE - O - GiPAe im0 & o =

Z24(D) [@] hpoi/761,5, 108,61/ wolcome, him
I} [Alars

oW TResvone 1o

[EPU Lol T

Frarii Yoo

SIEas (== »

o fomvicesmncors plarms paans. Renorrs—foms.

fraes.

e

Bern

| g

Getting started with PRTG Network Monitor

| Add sensor(s) Manually
reate sensors manually usng 3 wizard

Pertorm Network Auto Discovery
Aukomatically croste sensors for vour
Sersers and feuices

Heview Rasults
Checkthe status of all ssnsors i the
Seresor Tres

Downioad the Windows GUI
Uize b 1% native sincaws Lesr mterfsce

e gl

Install the iPhone App
Loginto PRTG From your hane.

fiet Helpy and Supnort

Thie s et ot U e Passier supprt
wabsits ar ready £o help you

-

Help: Welcome Page

=

e ol Bkl o s st L T PRI L o e o il o
| s T s e ST R Ly e e
[GEE

<a¥ 2-3> 7]

TT T T Boikeszela

2 Qg Ho]~ slHo|tt o] XA DeviceE F7Fstt}

"€ PRTG Network Monitor (1-JF2NULITMMSIH) | Group Details - Windows Intermet Explorer

Blaiitest
G e 220 SE0E.y DEEE. -

(£ PRTG Network Moniter (1-JF2NULITMMSIH) |Gr.

H6 o T

[SpiporFmciocer

[CPU Losa index

T s [ re— yem— ey

TaDos.

p—

B

[rep

BT

Group View »

Device List »

Group L

Eart | pause

Retresn | Menu

0e| Add Group

Add Device
lo-cantral you can view various data of this gra

Help: Grou
This isthe

up 5 well 35 edit the group’s settings.

——| Amrange Groups
Overview

Arraige Groups & Deices = [ | Aams | 1og |

[ S A o]

[®

Group Name
Sensors by State

Local Network
6 fotal:6)

='Local Network
¥ Local probe (Local Probe on 127.0.0.1)
== PRTG Server
L Ersstantn
100%
L v TR mtartsce
s

(ol Sestec ATIS166CIPL B111CIF] PC-E Gigat Etseret NC.
piEr=1

View: SMLXL

Group Local Vstwork (2 days)
Systam

R

o 2105

TR 10

Fos o

10 AER 1200
11 68AT 1200

W 4arms
15 CPU Load Index (4

03 A B
10 ek 2200

3
510 ARG 600
11 AR5

S0 e w00

= Respanse Time Index Fi
TrafficIndlex ()

1L GABR 1200

g i Group: Local Hetwork (30 days)
= Service System
' Web server 100 o Al 20
E [ — # 50 Fiog
O
e Websamer - HTTPEuS Page ] i3
prepee
https://61 £1.108 612 dddeviced.htr @ e fa v RI0%

<9 2-4> add deviceZ ET]A

2] ;‘q

o
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% T A0S DO DEYE. -

BEEECECRE]

2l x| [

) PRTG Network Monitor (1-JF2NULTMMSIH) [De... | | M- v e B G @
[[This 1 the device details page, Using the tab comtrol you can view varlous data of this device as well 35 edit the devices = setiings, =
Overview || 2 days || 30 days || 365 days || Aes | tag |||  settings | o]
Basic i
Status @ started
ey
.
Fold Made @ Automatic (defautt) e ey
 Expanded
Additional
Device lcon @ =
L)
(="
T
@ 2Ey 4 vl ®100% v
g2 92— AW e Adto)| ubA IPFAE F7) A|AZFTH
<9 2-5> Aw el A = Tas T/ T

e

BLELI086T
U AR G E0E. O EYR. -

PRTG Network Monitor (1-JE2NULITMMSIH) | De.. | |

[ [

BEEETEEREICIEIE B IEIE

-8 - B G @ )

s = T = JEPD Loma e o%] [Fremmeimaen = =
=
T pr— e —— [ E—  — Toos [Setun [Feip [togout—
Device Web server dit | Pause | Detete | AddSensor | Refresh | Menu
Home > Devces > || > Loca prab » Servies » Web senver
Help: Device Details ]
This is the device details page. Using the tab cantral you can view various data of this device as well as edit the devices's settings.
S T e b servr o)
Priority wraxn e 10
Parent Probe 3 Local probe (Local Probe on 127.0.
Parent Group Siservice #97 Fos
Sensors by State. =3 flotal3) e 21804
0
Sensors g2288 888§
T ito3ers 1 e | 333¢83%3
Pos v [sensor Status | Message Graph pronty [ | 53383353
o [ web seer- g Stae w ok == = | Bia o= ada u
. i —— - - W Aarms ) 1 Response Time Index 75
’ AYERSEveR hiTir et B[k R atELIO T | B PULeadindecis B Tiafficindex £
E! Ve server -Traffic I ak = e
ey i e | semf T r Devic: Wl server (30 day:)
[ tkeTors ¢ m Sevice
] P )
+Add Sensor e -
Fiog
o
) @ 2w vl R10% -

o
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<19

Go- B

R pE e

618110861 -
5 #2200 S0 E.y DEYT.

PRTG Network Monter (1-JFZNULTMMSIH) | Ad... | |

B A

~ Your Top 10 Sensors The sensor types you are using the most

& okt Moritors bancwicth usage and 1afc tiough s etwork card via

o NG Performs PINGs to manitor the availabilty of a device
© R Moritors th ful download time o a web page incuding images
© SNMP Traffic Manitars bandwidth and traffic via SNMP

+ Common Sensors The most common sensar types for network manitoring
» Bandwidth Monitoring

* Web Servers (HTTP, HTTPS)
» SNMP o
Systems (WMD) g Virh
Sensor types for various services used in LANs and WANS (PING, PORT, FTP, DNS, ROP, etc)

Bandwidth usage monitaring (SNMP. Packet Sniffing, NetFlow, sFlow)
Sensors based on the HTTP protocal

Netwark Pratocal (SNMP)

Windows,

Wiy

+ Windo

+ Various Protacols

+ Mail Servers Mail server sensars (SMTP, POP3, IMAR)
+ SQL Servers SQLserver monitoring (MySQL, Microsoft SQL, Gracle 5QL)

+ File Servers Monitoring of file servers, NASs etc.

» Virtual Servers Sensors for virtualized environments (VMWare, Hyper-V, and Amazon EC2)
* VolP and QoS Sensor types used ta monitor VolP and QoS (e.g. IP-SLA)

+ Custom Sensors s P cnable you to defi owns pts

+ All Sensors A complete fst of all sensors

Continue to step 2 > Cancel

Haven't found what you need?
Find mare custam sensors online!

i

o

= =]
L RN

<Y 2-7> AAME

AFe
FANAFE s

SR e
Traffic=

Z7]_
l

28]

F7Fal =

@ 2N vl Ki0% -
o 8A Aalo] QI AAS

[e)

f

@ 5ol

2 SNMP

-:rﬁg

S 220 (S 0B,y HEYE. -

2 PRTG Network Moniter (1-IF2NULTMMSIH) | Ad... | |

SEEETESNE IR R

-8 -0 e - G @ )

Basic Sensor Settings
Togs bandwidthsensor snmptraficsensor
Priority -

Interface number

Select all disconnected interfaces

Sedd T ]

Deselect all interfaces

Name Status. Speed Type 64bit Internal name
r ome Connected 10 MBiY/s Software Loopback No
© omemo Connected 100 mBis Ethernet No
r eoasi Not Connécted axsis Tunnel o

Errors In & Out
Discards In & Out

Unicast Packets In & Out

Non Unicast Packets In & Out @32bit aniy)
Muiiticast Packets In & Out (64bit only)
Broadast Packets In & Out (G4bit only)
Unknown Protacals

Additional Channels

U S I

Monitor Connection State |~ Show alarm when interface is disconnzcted {e.g. cable is unplugged)

Description IN Trafficin
Description OUT Traffic out

Description SUM Sum

i

¥ Inherit Scanning Interval from = et

| —— |

2-8> Traffic &7}
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<79 2-10> Traffic 7HA] ¥ o] A o]},

i s U S2ME S E0E.r DEEE.

% PRTG Network Monitor (1-JF2NULITMMSIH) | Se.

g = W o — [CFG Losd inder o]
=
[Home [ Devices |Sensors |Amms  |Maps  |Repots | logs ToDas [ Setus [Help [Logout
Sensor Web server - Traffic Edit | Pause | CheckNow | Delete | Refiesh | Menu
+ Sanics > eb
Help; Sensor Details X
This s the sensor details page. Using the tab cantral you can view various data of this sensr as well os edit the sensor's settings, 3
Overview || tive Data | 2days || 30 days || 365 days || HistoricData | tog | | #semtings || A Natirications| |4l Channets |
|sensar Name =l Web server - Traffic (ID 2007) snsseomh sy Tl Yomgraipuz
Type fntenval) SNMP Traffic 60 5} e g —
priority arakx =
Parent Probe T3 Lol probe (Local Probe on 1270.. . F a0
|parent Group it service. e ErT o ¥
Farent Device Web server L
Status 0y =
g g 2 8 % H g S
Last Message 3 B : B R : H L
Last Recult 207 kbt 3 g g 5 & il g i
st sean 2010.09.11 95 43658 146 < ago] W powntime £ Sum koits) W Tt in gt
JEESTS 201009-11 25 4:36:58 (46 5 3001 Trafficout (kbits) B Unicastin(=5) [ Unicast out (/5]
stk E I Non-nicast in =5} [l Non-Unicast out (271 [l Errors in (=/5]
Uptime 100.0000% [10 @ 1 b W Errors out (=75 M Discards in (#/5) M Discards out (=/5]
Downtime 0.0000% [0 5] W Unknown protocols in (=/5)
|UptimeaDowntime Total 10 d 1 h [=100% coverage] Semers Wil srvar - T 2 i)
|Uptime Coverage Since |2010-09-01 @ 30506 [10.d L Fiago] Servic | Web zervr
[ r 1o
Channels 20 = 100
5 B 05 5 @
hannel ¥ Lot Value olime) Last Value speed) E - = d
= = = 0 - i &
2z @ 2Ey vl ®I00% v

<9 2-9> Traffic A4l ANZ o] Fo] XA b3 22 oA 7}
R

/& PRTG Network Mnitor (1-JF2NULITMMSIH) | Sensor Detail
[ 618110861 E
ey or SAMS SENE.T DEER. v

144 PRTG Network Monitor (1-JFZNULITMMSIH) | Se.

P = 7 T —T] [CPU Losd Index o] Trafindes % =
[Home —[Devices |Sensors |Alams | Maps | Reports | logs ToDas [ Setus [Help
Sensor Web server - Traffic gdit | pause | checeow | Deiete | Refresn | Menu L
Devices > ] » Senvce > Wéeb
Help: Sensor Details =
This Is the sensor detalls page. Using the tab control you Gan view various data af this sensor as well as edit the sensors settings
Overview || Live Data || 2 days || 30 doys || 365 days || HistoricData || tog | [ Settings|| A ottications|| il channeis|  [®] m |
Sensor: Web server - Traffi (Live Graph, 2 hours) Be
Service / Web server
Wiax: 297 TBRJe
300 L
[ R A N S A I 40
F120
250
F 100
0 4 Foo w
= 200 Min: 206 kbitfs =
= Feo
150 40
F20
100 i
g4 Eh 383880 ERZY RS g4884
ddddddgdigddgdaga fr v
ERgaesddn 33 d 8 s 8 a2 HRE TS
W Dountime G4 Sum ki) I Tt in (kbitzs) Tratricout brvs) [ Unicast in (o75) W unicest oct (575)
I fon-Unicast in (=75 [ Non-Unicast out (=/+) [ Errors n (=5 M eorsout =) [ Discards in | B Discards out (#/5)
Bl Unknown protocols in
s @ 2ER 4 v ®100% -

G2 Kbit/s #A17F 18 F2 A

_37_



PR Pt Rk (- AL TR ] | Gt Cirtas - Minciawet Ftaenat Enplorer =g 5]

(&) tmise 0 BANER PR | 2l

3 e . P i S
[ Repscts | lagh Tatias o el g

" Tl
[? - F L ]
Local Netwark P .
Lotk probe Lozl Prots en 17.09.1)
PRTG Servet

@ ae . miom -

<4 2-11> F+=3% PRTG server (http://61.81.108.61)

< root@webserver~ - Xshell 3.0 o= =
4 orFm ®™IE =220 =N 2w ESEHH)
e B E > TEA 8 i -8 4, ==[snzoem - -
$¢(DJ| sshy//master@61.81.108.56:22 ~l<x Qs »
o=

e AT [ ED 9

D From Te a2 A= '2r2 Hh 24 dt..
a 220.149.96.47:2008 61.81,.108.56:22 2= 3:5503 11,439 188
51.81.108.56:220 IR E! Sy SSH2 | xterm 101x18 41 1M NUM
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5 root@webservern~ - Xshell 3.0 (="
o EEE BAWV ERM W) EE2H)
ARl =L =0 M S B - 2., = HEE -1z -

require network fun

] o
cal host 6
gserver

remove the fol | owing |ine.

r wvarious prec
ctional ity il fail

cal host. | ocal dormain |

| ocal dormai N6 | ¢

ac. kr

“/etclhosts™ 5L, 216C
=Rd| -l us
e S (=g ]
D =2 From To A2 2€r2 Ht HH HE
o session 220,149.96.47:2008 61.81,108.56:22 2%=3:55:03 13337 209
[
61.81.108,56:220H T S SSH2  xterm 1018 11 | 1HIA NUM
— e} = () S oldEF=
<Oy 3-2> 922 21 A9 P9 hostnames ¢ & 3t
3 root@webserver~ - Xshell 3.0 =R E=R T
oY EIE =AM SN W) SEH)
-8 5 - B 5 g -9 4, zl=azpzn <o~
F40)|  sshi//master@6181108.56:22 -l&as |,
oz

siial) Kitnel ineisgde s kel ssnsel s
B ioio nsveh st5e cienteis o the seroen
#kern. *

# Log anything (except mail) of level info
# Don't log priv
" info; mail.none: aut heriv. nane; cron. nane

# The authpri
authpriv.®

v file has restricted access

#

Log al | the msil messages in ane place
mail

# Log cron stuff
cron.

# Everybody gets emergency messages
_ererg

# Save news errors of level crit and higher in a special file.

uucp, news_crit

# Save boot messages
| ocal 7.

also to boot.|og

e &8 (g 35

From

To

6181.108.56:22H BZE

<19 3-3> /etc/syslog.conf 3}

=

,[;‘—j

QAX 2R

ofeff Fol th&

217

service syslogd restart

te authentication messages!

I dev/ consol e
or higher

Ivar{logl ressages

Ivarilogl secure

111 0gf mai | | og

Ivarilogl cron

I'var/logl spool er

Ivar/1ogl boot_ | og
@ogserver ac kr

. 2
A& AYVIE dojM AL flEks 2aE
AFH Hev BE 23258 AFsA 7] SsA Al
I o] FrbeFH BE a8 A4 2O ¥R
AEaA d

* x@Jogserver.ac.kr
HHEolZ 21 A&~ d&S AA A Foh
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= roct@logserven~ - Xshell 3.0
Li2FE EEE 22 =2 3w ES2HH)
A~

dh S B - B

NETWORKI NG=y es
NETWORKI NG_| PV6=no
HOSTMAME=| ogserver. ac. kr

=]
(2] B5 From To {‘:'.‘i‘é.‘)\l%‘ "FZE Ht... S HE
61.81.108.48:22H S22 &l & S5H2 | sterm | 101322! 5.1 2444 NUM
<% 3-4> 94X 23 AWHE vR7FA 2 hostnameS WA 33t

=) root@logserven~ - Xshell 3.0

UFEF WEEE 22N EFM EW) ES2H)

3

-m 0 disabl

-r

# es ' MARK' rmessages

enabl es | oggi ng from rermt e

-x disabl es DNS | ookups on ressages

sysl ogd(8) for nore details

Y SLOGD_OPTI ONS=" - m 0~

SLOGD_OPTI ONS

Options to klogd

-2 prints all kernel cops nessages twice:

once for processing with 'ksyroops'

disables all klogd processing of ocops mes
more details

3

# machi nes

D
= o)

3
a

this to a umask value to use for
defaul t all permssions are

all log
reroved for

#
#
Ki
#

/et cl sysconfigl sysl og”
ThE &EH
D

EHE I
5

o

61.81.108.48:220H HHE

s e ~ Hy M S B -®r 2, EZE(EA=NSsEsi- 12 -
e b v
e
B~ L@ us
1Web server | 2 ©Z 23 AEMH e
# Options to sysl ogd =

reci eved

ance for

with -r

klogd to decode. and

sages entirely

files as
= group”

in urmask(1)
and "ot her”

e

=T

D ssH2

S HE.
sterm | 101:22| 7,1

24M14 NUM

g4 SYSLOGD_OPTIONS=" -m 0"

T s A

3

_40_



5 root@logserven/varflog - Kehell 3.0
men BIE 2w EIM HW ESEH)
W 5 B-9 4, =ysssi-|o -
EE]

[ o0t @ogserver logl# cat

11 16:57:

logserver sshdf Accepted password for root from 220. 149.96. 47 port 2759 ssh2

logserver sshd 11: pam uni x(sshd: session): session opened for user root by (ui

logserver userhel per[23313]: pam.tinestanp(system config-net work:session): updated timestanp file “/var/runisudol root/ unknown'

logserver userhel per[23316]: running 'fusr/sbinisystemconfig-network’ with root privileges on behalf of 'root’

61.81.108. 56 sshd[ 7050] - Accepted password for root from 61.81.108. 48 port 43141 ssh2
56 sshd| 7050] : pam_ unix(sshd: session}: session opened for user oot

56 sshdl 7050]

by (uid
pam unix(sshd:session): session closed for user root

[ root @ ogserver logl# i

L ERapE =T

To e

6181.108.48:2201 22

B SsH2 werm 15631 923 2H14

<19Y 3-6> 61.81.108.56 (web server)ol A =

A% 27 AL A% vk

Fo1d & vk,

) root@logserver:/varflog - Xshell 3.0
oEE EEE 2w E3m
@i S

Hw) ESEH
- REN &5 B -8 2 =£|

messages og-meg” songssi 1
secure

mai | . comr
og-secu” songssi 1

&@grai | . comr
| messages og-msg” ekzrmanrgi d@hat e
secure

com
og-secu” ekzmanrgi d

ate

It mpl cr ont ab. X000z NTrmt =

5L, 319C
D HEH | ZmRE 38
D ER From To FEERED
61.81.108.48:220 TI= g NUM
<Z1¥ 3-7> crontab —e W] ¥ F 2=
M= 155wkt AEeAl she ol

153 vhct
WA vd e

x % * x cat /varlog/messages | mail —s "% Al Bdo]E“ HEx WY

15,30,40



Go-

G ES|

55 za0e E.v DERE. -
T Ty S| | B8 E @ B
Gmail Z2H PAET 210 AT ADIS EF Google M YouTube CiZJlv songssi11@gmail.com | New! ST | #ZLT | 22| 20012 ©
Cmail e oo [ W22 | Googe 3 |
i Gorgh
= = = oW gumst) < edd=d - Open source smbedded computers sxpandable. tiny and lowest cost iE L=
EVEY
;é;i (v | fogserver 21 A7 | 2BAD | 4H | OISy | BWv | 305y MEDE 26271 B 1- 50 OIFL HS»
T I root (48) Log e log-secy 17:13
! root (47) togserver log-mag - Sep 5 04.02.02 logsener syslogd 14 1. restart (remote reception). Sep 6 10.34:50 logserer . 17:13
I root (61) tog sarvar log-msg - Sep 5 04:02-02 logsenver syslogd 1.4 1: restart (remote recaption) Sep 5 10:34:50 logsaner 1:28
HE® [ root (81) Legzzrer logsecu 113
LEOFIE i I root (61) togsever log-msg - Sep 5 04.02:02 logserver syslogd 14 1 restant (remote reception) Sep 5 10:34 50 lgserver 9 102
W E [ root (61) togs=ver log-secu 92 102
{map]Trash Y0 root (61) Log sanvar log-meg - Sep 5 04:02-02 logeener sysiogd 1.4 1: restart (remote reception) Sep § 10.34:50 logsaner 92 9
1 [ root (1) Legz=rver  log-secu 98 92
I root (61) togssrver log-msg - Sep 5 04.02:02 logserver syslogd 14 1 restart (rsmote reception) Sep & 10-34 50 logserver og 8
root (61) Logserver logsecu 98 8
‘I root (61) Legserver log-msg - Sep 5 04:02.02 logsenver syslogd 14 1 restart (remote reception) Sep 5 10.34.50 logsaner o 72
[ root (81) togserver logsecu g7y
[0 root (61) Logsarvar log-meg - Sep 5 04.02:02 lngsener syslogd 1.4 1 restart (remote recaption) ‘Sep § 10:34 60 Iogsener 98 6
root (61) Logserver log-secu 98 62
[0 root (61) Logservar log-msg - Aug 29 04:02:04 logserver syslogd 14 1- restart {remote reception). Aug 29 125421 logserver 9 52
He i [ root (61) Log s=rver logsecu 98 52
= [ root (61) Logserver log-msg - Aug 29 04 02.04 Jogsenver syslogd 14 1 restart (remote reception) Aug 23 12:54 21 lagserver 98 52
24 3oL 20 root (61) Lo sener logsecu 98l 52!

o HEY ‘I root (61) Log sarvar _log-meg - Aug 2 04:02:04 logserver syslogd 1.4 1- restart (remote reception). Aug 29 12:54:21 lagserver 0g 42
2EF [ root (61) Log s=rver  log-secu 92 42
7 E0 = root (B1) Logssrver log-msg - Aug 29 04:02:04 |ogserver syslogd 14 1: restart (remote reception). Aug 29 125421 logserver 9g 3y

22 @ 2 v Rl0% -

<9 3-8> 15% vitk deA vide dEd 20 9dE

web 61.81.108.56 ifcon@B:13:77:C7:E7:55
win 61.81.1608.44 G0E:EQ:7D:FA:15:F1

coMm 681.81.108.75

<19 4-1> web server ¢ win xp (344 pc) A= ping & 2 F apr

HH & mac T4

a2a ip XY EE dFofornt Ao R Eo]o = S Ao A
AHAEEE 7 AA Ho HESNA 7t 2Hsdrt

it
L=
12
rot
O
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arp -v -r -d eth® -S 61.81.108.56 -D
-M 06:E0:7D:FA:15:F1; sudo nemesis arp
E -H GO:E0:7D:FA:1A:BA -M ®

Fle Edit View Terminal Tabs Help
55

op while true; do sudo nemesis

7D:FA:15:F1 -H © 0:7D:FA:1A:BA
-D 61.81.108.56 -h 00:E0:7D:FA:1A:BA -m 00:13:77

."; sleep 10; done[]

<19 4-2> nemeisisE ©| 3l web server ¢ FZA A} pc
9] MACF 4% wireshark

: s
Fa:7D:FA he
tec:2c [uther] on ethe

108.48) 51 86:13:77:C8:0C
isEreuiwizeC [ether] on etho

& root@wabserver:varw,

<9 4-3>

_43_



Pinging 61.81.108.56 with 32 bytes of data:

Reply from 61.81.1688.56: bytes=32 timedims TTL=64

Ping statistdics for 61.81.188.56:

Packets: Sent = 1. Received = 1, Lost = B {8z
Approximate round trip times in milli-—seconds:

Hinimum = Bms. Maximum = Bms. Average = Bms
Control-C
~C
C:Whocuments and Settingiﬂﬂgginistratoﬁ)apr e

| = ¢

= I

e =

C:Wlocuments and Settingsiidministratorarp —a

Interface: 61.81.1688.44 —— Bx3
Internet Address Physical Address T ype
61.81.188 .1 B8-B0-5e-B0-81—6c dynamic
61.81.188.6 BB-—Ba—-5e—28-ad—chH dynamic
61.81.108 .56 B8-13-77—c7-e?-55 dynamic
61.81.188.608 dynamic

C:Whocuments and Settingsildministrator>

<Y 4-4> arpZ} ANE A8 webserver ¢ 34 Ape 9 mac FiE

wireshark & <143t}

T Werhon

]

Bir Bt Tew S0 Captee @bt Sumon Tebeshoms  Tooh piep
BEdee cERE= W T 2 [EE

e = - s Spply

1. 10K,
61, 1. 108, - (£

<9 4-5> F+5% Wireshark server

— 44_._



T
v e T A

_45_



_46_



N

2010

=
=

Snort2} Nessus

Building and Operation of Secure Corporate Environment

Using Snort and Nessus

‘Hu\l/ ))))))))
- T T T
ﬂ AR YRR YRR AN e s

S N N N N

% B0 BN RS TEGHTR
T o B BINE KOTT

° X MIENTN W RARO

(-
I T
X e )

2010. 10

Tor

-
Nlo



1 A7A=

Snort?} NessusZ o] &3 et 7|3k 3 2 9.

Building and Operation of Secure Corporate
Environment Using Snort and Nessus

N

A7 B4 W ey

A Asol A Aue ows] FeaA o AA oY F2F AHSo] 4
3 oAEd AHY mFoR st o|FR §%9 FFo| HolArh oEHY
BAA €A

Z+E Q5 FA g #Fle B4 ¥ 52 AF&A
A g BAS HEHog )
3. AT e

olo] Snorte} NessusE ©]&3dto] AREAQ] HEY A HeFd 4 9L 79
A8 A3 BASEZ 3tdA ®B7] fgA A3ste] FFUst Aalo] AlgstE
FHA v 7ot 29 HYS S Ao ol E 5 A 7] fstolnh
4. A5 A=

FA QL ol sk RS A4 fé]ﬁ*o@r A Mgl e AN
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4 3-32 Nessus 4

1-1 Web }ﬂtﬂ‘o/] %;g'- %a ...............................................................................
1=2 SNOTTE] TE38 cererrrereere sttt
31 FTP AL X rerereereeeseetstietesee s
3-2 FTP AR BFO]  ceerrerirererieristii s
3-3 VSFTPA Al B} e
34 VSETPA AT e
35 B2 HFSFH] AL e
36 FTP T Z5 oo

H 377 FTP 0137;3_3% ................................................................................................
H 3_8 FTP OSEE ....................................................................................................
2 329 Mysl ALE]  sorrereeesseerss s
2 3-10 Databases 3%

oL
ot
0,

311 PHP SFOI  corerrreetreinitt
3-12 PHPinfo /Kg /Ké ...............................................................................................

2] 3213 PHP A X| BT T O] &]  eererrerrererissisenietieistie sttt
2] 314 HTTPD AL X|  eeeeeeeeesesereeees e

3-15 HTTPD A X B H O] A] rrerrreeesrmeesmesssessssssssssssssssssssssssssssssssssssssssssssssnss
316 TIIFHLIE ALX] ] e
317 TIEFHLIE ALR] 2 e
318 TLFHIE AR T HO]H] e

2 319 HO]X] TFE 7] 1 seeeererreerermneeintetsi
2] 3-20 HO]A] WFE 7] 2 creerrrerreenereeit s
2] 3-2] SFA T Web O] &]  cerrererrerstisirsiieiesenetisti e
2] 3-22 Nessus M Q] F O] A]  rerrerrrereemerieeiseisiieisi s
2 3-23 Download ZFFF 0] e
1 3-24 Nessus DOWNI0ad e

2] 3205 NeSSUS A | rerererereeresseieeee e

3796 NESSUS LA rrreesssssmmsssinssssssssssssssssss s
3-27 Nessus ¢!
3-28 Nessus 9!
3-29 Nessus <!
3-30 Nessus 2!
3-31 Nessus 4
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13 3-33 Flash Download e 30
T18) 3-34 Flash AL X]  ceererererrer 31
13 3-35 Nessus HE T O] A]  wrrrrrererererinniiii 31
j_% 336 SHOIt AL ] cererrrereemtni e 392
1% 3-37 snort—mysql A ZFQ] e 33
23 3-38 Snort Rule QHOJE e 33
2% 3-39 Snort Rule ZZE AR coere 34
1% 340 SNOIt.CONT FEA]  weerrrrerrrmme 34
1% 3-41 snort.conf A3 @ o ] FA e 35
T18 342 Z T FEAR]E] e 36
1% 3-43 Snort.conf A B e 37
1% 3-44 Mysql AL ] e 37
T18) 345 SNOTL S A S B e 38
1% 3-46 Databeses AA] ZFO1 v 39
j_% 3-47 MysqlTJr SNOrt S5 o 39
13 3-48 Snort ElO]E B0l 40
13 3-49 Apache, PHP, Adodb Libphp A ] e 41
138 3-50 Adodb@} BASE DoOWnload ereeeeeresrememememesemininentssiteisneneneneeenes 41
23 3-5] BASE @3 Sl A e 41
717 3-52 base_conf.php G573 et 49
1% 3-53 BASE AL Rl creerereerteni 49
1% 3-54 Snort Background ZFG] e 43
TIB 4] AJZ2E] TEAI I e 44
12 4-2 FTP Upload&Download e P TP 45
:la]U 4-3 FTP CUIL F S5 eererrererertntntn s 45
T18) 44 Web T O] A cerererereeeeteetetet 46
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j_alm 4-6 25 FE A Z T} e 48
T 47 25W, 53 B 2T 1 e 51
32 4-8 SnortE 0] 83 BASES] 3 SFH e 52
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T3 411 FUB T EE 54
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4) SnortE F4l¢l7}

Snorte “sniffer and more”&h= ZoA FHA A=, 19983 AL FHE A

AN
S W= A 2709 9 Bolglen mER 1600&5 HA ¥ ded A
Uy Zzadoldnh. 23y 19999 rule 71wke] 24 Y]wo] F7hE o o] %
A AFUEE $8 AL 4R Ve B FEE T Awd 2L Ea
= YA #A9

5) Nessus= Folel7f

Nessus¥ AHA1e] YE A9 HoH S #otat=A FEAolw o] a4
T AAE = g A A @Ee] o] MgE L o linuxAlEe] E ot
Hel 22AEZT & 4 v}l Nessusi= 3FAE AMZE A7 HES ALE

=<
T A AMFE 2AHET AR BAEE ol = 4e ZRAEDG & F Q)

el R

6) BASE+= 917t

BASE+E Basic Analysis and Security Engine? <Fx}Z A ACID Z 2 2 E 9]
FEF 7IWE A vEEo T o] %*‘lﬁilaﬂg Snort H Y A Alxgo A 1}
A Al A dAlFE ) slie AFetth Snortd] =
SHAl ®ol —’F A== TAE BASES o] &3hd ¥4
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2 g

2. 7IRk 7=

1) FTP Server

(1) FTP9 A<

FTP(File Transfer Protocol, 39 A% L2 EF):= TCP/IP Z2EZFS 714

o Aush FeteldlE Abole] el A% Y] % ZEEZolt 3 A%
ZeEze TCP/IP ZeeE Holke &8 AZel Sau, ddei o Aulx
e AES] AAA ok del Agsel fout, ¢ @7e] s wF

SojA

=1 4] %ow FIPY 2 /15 A4UBE BAIA T £ 3
g A Yol

AR} €177} wo] wWol Al At o
Holubn] Qi Al B AR A4 o] A

X U (¥XE 25) 0 A7 AA9 glolE X
Z]Zqiigl golE dZ2L BEt Zilo]

FelolAEZF Au7t A A3 M xER A4S = QA 3}
ol WolE BE g% ¥YE BT (023 B} 2 %

A A EEQD AB 21 XER ARRA AF, HHS AT o
, o718 Fall FEteldEdA AAs= HEolrt dadn



AE gl JoM g T 24t HEACT 7]E9 ProFTP
WU-FTP & HSF EAlel tigh Bart Riws] dojup Aue] Hele] 59 7
o7} @t} vsFTPE HOMRES B3 7x3 ¥ fEo=x REDHAT,
SUSE, OPEN-BSDel 4] 7]% FTP "oz Adsli 9lon vsFTPE w$ 4
Fatal gtk vsFTPol A Hel w2 438 AgAS Fo EFoz a/sta 9
I AEE o= FTPAW Hu gt Adats dEdQ 7soze /M
IP AY, 7F3H# A9, Standalon ¥ inetd A, A3 Apgx A4 A% o
HAAETRAE IPER 514 &9 A, PE A 75 Fo

BN
i)
N
ofr

’

g%

Atk HFF config THe] AAEHE ofF s FTP AW #e s g4 &
4 ot} FTPE o] &3atd #Aalo] Hsts Zzadoly 2+& dolHE Y A
ek 7HFo] A 4 gtk ® f3Fe] 2 gdr wEA FFAT ok GdS
AT do= AP A4, F Y94 T2E AFEHE o8 F Jde= AHEA
ID¢} =9 = (password)7F lolof st €94 $2E HFH| J5T + 2
o 2y A= AT fldE 3E5E ¢ dE 3 FTP £2E7}

Atk o213 FTP &AEE Anonymous FTPEta dh=d A AlA 4oz o]ef3h
Anonymous FTP= 3 7ol o]&t}. AlEA 2 55314 &34 % anonymous
= DS AHAPER AN E-mail F42 AAsH 9745 2B HEe

of Bl A FFAE & U

(2

2) Web Server

(1) Web Server?] 749

Webo] & World, Wide, Web ¢ &% =24 FH SgUldA 718 718 e
AR AAANB A5 Ul T2 Au| Ao e Bz 9Fo AuH A7) ofd
A9 54 5 &FE HEHYY JRE AnEY 2L FAYeE AA=
AZAANA F AH| o]t}
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2agu 7t % et e T AZEY o] Apacheolth

N
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R
oj

HAAQ Y AME olstAsh el ol
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7149 AR e,
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(2) Web Server? I QA
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3) Nessus
(1) Nessusd A2

Nessust= #H2le] ES A FHoFH S )
T AN &= 5 A AR s o]l xldEa 9lom muxﬁ]%ﬂﬁﬂ Tt
Heot xaAEdy 3 4 gtk 3 AWM= Nessus HEZ Z8 719009 /‘47'(]5,]

FelolAEd = Nessus AHE T3 FHFHS A8 4 A+ GUI
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Nessust HtE A5 3 Fl HAl )
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4) Snort
(1) Snorte A<

Snort “sniffer and more”ﬂ‘rL “Loﬂ/ﬂ FAEA =, 19989 A3 T
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2] A ‘Egi O Ao AA 7t B8l Preprocessor® 3 Htl g&FQA F

g-in
AA AXHA wjHo] HE=X FeldA QE} Preprocessor £ S A
snort IDS9] s Aolgt & & EJ—E FA NS AAEA FH E wjH 5 =A

grolshAl H},
(2) Snorte] Z oA
SnortE= # A AU H (sniffer) ¢ A =7 (logger) L8] i Network IDS 7|%

o gtk A A2uy¥= HES A S ¢o] HolFe Ve i Al =
Ae EYUHE g HS Agstar 2o @F7]= 75, 183 Network IDS+=

HEYa Egae BAse 348 ©9X3= 71592 Bufferoverflowt} port
scan, IP scan & WHiE£9] A4S AT F o] Het F AAL] HY A
of fr&3tct.

5 BASE

(1) BASEY] A9

BASE+E Basic Analysis and Security Engine® <Fx}Z A ACID Z & 2 E 9]
A= 7|WefA] RbEol R th o] %%Jila‘g Snort 3 ¢ ax] f\l’\E“oﬂfﬂ
[e]

(2) BASE®| 224

Snorte] ¥4 SWe] A% ¥AA HAHE BAR ol olnr] 47
3171 $15te] BASEE olgstel 1ei%st shel AR} B% 4 st @& %

gt E=H F4H AAALANA FAAL B Fe| TAS ¥ AAF A
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A

1) FTPe +=5H

wildhb®@localhost:/

OHE) [mECE) HIKV) HO(T) Z=S%(H)

[ root@localhost /J# yum -y install vsftpd =
Loaded plugins: refresh-packagekit

updates/metalink | 9.8 kB 00: 0D
Setting up Install Process

Resolving Dependencies

—> Running transaction check

——> Package vsftpd isse o:2 1. 2-2 fci1 set to be updated

—> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Installing:
vsTtpd is86 2. 1. 22 fc11 updates 159 k

Transaction Summary

Install 1 Package(s) f
Update 0 Package( s} |
Remove 0 Package( s} i
Total download size: 155 K |

<9 3-1 FTP AA>

- “yum -y install vsftpd” HW#HAE o] &3t FA HAE s

wildhb®@localhost:/
oRKE) BE(E)Y =221y HOoET) =ES23H)

Install 1 Package( s)
Update o Package(s)
Remove 0 Package( s)

Total download size: 1589 k
Downloading Packages:

vsftpd—2 1. 2—2. fc14. isss. rpm | 152 kB 00: 01
2 O : rpmts HdrFromFdno: Header V3 RSA/SHAZsg signature: NOKEY, key ID dzzer7fz
updates/gpgkey 1 1.6 kB 00: 00

Importing GPG key oxD2zE77Fz “Fedora (11) <fedora@fedoraproject org>" from ;jetc/|
pki/ rpm—gpg/ RPM-GPG-KEY fedora—izes
Running rpm_check debug
Running Transaction Test
Finished Transaction Test
Transaction Test Succeeded
Running Transaction
Installing . wvsftpd 11

Installed:
vsftpd, isss o: 2. 1. 2-2. fc11

Complete)
Jc root@localhost /1# 1

<219 3-2 FTP Ax&9l>

- Installed : vsftpd.i586 0: 2. 1. 2-2. fcll '& WA A E =) HX7} HASS
gl & 4 it}

_13_



[ root@localhost publg cp /root/installs |

[ root@localhost publs 1s

install, log 1install, log. syslog

[ root@localhost publy# service vsftpd start

vsftpdoy o & vsftpdg Al% g Uc: [ 0K ]
[ root@localhost publz []

<2y 3-3 vsFTPd Al%h>
‘service vsftpd start’ - Hl& H#EES ALE3Fo] vsftpd A B =5 Al ZFsko)
'vsftpdoll gk vsftpd & A& @ [OK] - WAAE S Au]2~ A%

2 %A@+ gk

=] wildhb@localhost:/var/ftp/pub
orenE) BEME) =22V HOT) S=SE(H)
# Allow anonymous FTP¢ (Beware — allowed by default if you comment this _

outy.,
anonymous enable=YES

b

# Uncomment this to allow local users to log in,

local enable=YES

Ei3

# Uncomment this to enable any form of FTP write command,
write enable=YES

# Default umask for local users is o77. You may wish to change this to o

22,
# if your users expect that (ozz is used by most other ftpd s)
#local umask=0z2

#
# Uncomment this to allow the anonymous FTP user to upload files This o
nly

# has an effect if the above global write enable is activated. Also, you
will

# obviously need to create a directory writable by the FTP user,
anon_upload enable=YES

s
|§|Unconment this if you want the anonymous FTP user to be able to create
— INSERT — -

<719 3-4 vsFTPd A4>

vsftpd A4
Jetc/vsftpd © YA & vsftpd.conf HLS vi HFE7]SZ o]&, offe HES
A& A At FA g
# anonymous_enable=Yes = anonymous_enable=Yes
— oy ATt W& HAEA A,

N

# local_enble=Yes = local_enble=Yes

— 27 AR A& S A

# write_enable=Yes = write_enable=Yes

— 24 AEATE A%, A, g R A 5o B8 s srtE 2A. (¢
H AR E AT )

_‘]4_



" wrare &5 e
oDRE) SM0) =SSWH)

S~
OFs3 AL

TSI = AHI
0 e 2=
AMFIBE = SIE OIS

Or2A3 20| (Masquel

SLICH RSN MBIAE= @5 S
SEI=

e /azes |
S53/tcp. S3/udp

21/tcp

HE EHE

ICMP =IEy 2049/tcp. 2049/udp

AFEA X 1 OpenVPN 11s4/udp
7 RADIUS 1812/udp. 1813/udp bt |
1. SSH 22/tcp
T SSL sa IMAP g93/tcp |
7 SSLE Seat POP-3 sSsS/tcp
" Samba Client 137/udp, 138/udp

A m=e MuA=er A E SiSerUc

<a¥ 35 Y5z wEy dA>

S R I B

REHSLE 382 98] Wy dAHS s} WEo] ‘system-config-firewall 5
= AN zE-#e sl S o] f3ke] FTP AH| 22 A8AZ 4 A FTPel A
3 & A&

- ‘server vsftpd restart’ — Bl H&HS AL&5}S] vsftpd A H] & A A =S

htlp://www. everyzone,. com

@%qﬁ;’g@'@

LE=c e =7| ool

-
AtorESE &S|

ol® v 27 =8 = Az an

HaE NCI=E gnHAS =
b FTP Z4  61.81.108113 - l
B T AMSRHID wiidhb Cemen =~
== +zs W E
i HESE  seeeee ViR B
EEwE 21 [ Passive Mode ore BC 2010-05-10 £ 1657 ‘
JPEG OjOj Xy 2010-05-18 2= 13:32
t [ P DI HEE . 2010-03-17 ©F 5144 |
e em 2010-04-29 97 3:20 |E
Drrwew-teaTwe RE TXTDFWE IfY  2010-05-16 ©= 15:29
@ Munessetup exe =oe 20100311
@) Melon Player.ink e 2010-03-10 = 17:32
54| rabbitse20(17).gif 4 KB GIF 010/ %] 2010-05-17 23 2:37
i SWF Cache Viewer.Ink 2KB HrE 77| 2010-03-17 27 6:00 N
Moy ~=g= 1187 ud 163 QIE{W HpE 2010-03-04 2% 19116
OB 1N T4 | b =l0a 152 KB JPEG CiOIX| 2010-05-11 2% 17:11 =

YT SO e

oE 27 =monss mm ey
<< 200 Switching to Binary mode.
>> REST 0
<< 350 Restart position accepted (0). (|
_|MHMESH =0 S8, ad

| mszace ze = I |

<a¥ 3-6 FTP #H&>

- TEE FTP A< 2

= 4=

[e) = |
FTPAH IPE ¢ F % sadch (o9 94, 44 92 & o St
Aol Frh) Hel f%o] AFeA rhd, AEU A FAY FbsAe] Qo
Qe A7 FeE F T}
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——
& 2 & 59 o) E‘:l Py
E  chsES WSt MH  gyo=am mols
~ [/Rame/wiidhb/ =
B Some. |om « 27 =8 = Mz am A
@i e wildhb @
| e I O] 2010-04.. 1808  drowr-xrex
lcie=cs o BO 2010-04,. 14:34  drwxr-xr-x (5
L2 o BCy 2010-04.. 18:08 dnwer-xr-x
b Hteme o BC 2010-04.. 18:05 DRr-Xr-x
JoHiCi=2 o =o 2010-04... 18:08 drwxr-xr-x
| & am TR BE  2010-05.. 04:31  dtwor-xtx
e === e T
e s - [CWUsersWEWWDeskaph >
i “E =7 =8 FEst Wkt =3
: ﬁwm!gek oY =5 2010-05-10 S = 1657
123456.JPG 118 KB JPEG 01O X| 2010-05-18 23 1333
—|123456789.JPG 124 KB JPEG O|O|X| 2010-05-18 23 13:32 5
& afreeca playerurl 115 SIEW = . 2010-03-17 S 5:44 i
| desktop.ini 282 FEEET 2010-04-29 27 3:20
|§fwew.md€ws 2 KB TXTDFWE Tted 2010-05-16 2% 15:29
i iTunesSetup exe 94MB S8 ==7% 2010-03-11 93 22713
@) MelOn Player.Ink 940 o= 7i7| 2010-03-10 ¥ 17:32
|58 rabbite20(17).gif 4 KB GIF OjO1%| 2010-05-17 &7 2:37
& SWF Cache Viewer.Ink 2KB = 77| 2010-03-17 27 6:00
oz A== 1187 url 12 OIE{LN HEE .. 2010-03-04 ©® 1916
- - — L P rURT Zeuesarin e U =
ciE =27 =zOnes a3 HER | << 200 PORT command successtul. Consider using PASY, a
LIsT
Fi 150 Here cames the directary listing. B
<< 226 Dirsctory send OK, [ |
CuEz SE5 =228, =
& D
<2y 3-7 FTP QARG>
<
- FTP Ao AZ¥ X5,
[e, A KX =
goew A4 o}ﬂl H BE /home/ HEYEZ =z FHo] @A AGS wHES]
’ ’ I~ =)
71]]Zq o2 AAsA =¥ /home/ A FID A& @
[/nome fwildhb/AFE/ =
olE « =271 == =2 AlZE E- 5
2 KB TXTDFWE .. 2010-05.. 04:31 L
erWUsarsWSWWDasldan - |
o = az == SET W =
% ..
L. gkritifgek o § G 2010-05-10 23 16:57
&5 afreeca player.url 115 SIE{L Hi= 2010-03-17 27 5:44
| 4| desktop.ini 282 o EE 2010-04-29 27 3:20
JEll e txtdifuve | 2 KB TXTDFWE ZbY  2010-05-16 23 15:29 -
& iTunesSetup.exe °AMB S8 == 2010-03-11 2= 22113
@) MelCn Player.Ink 940 Hi=E Fp7 2010-03-10 2§ 17:32
| &8 rabbit3:20(17).gif 4 KB GIF ojgjx] 2010-05-17 23t 2:37
F SWF Cache Viewer.Ink 2 KB Hi= 77| 2010-03-17 23 65:00
Moem ~=ai=, 1187l 163 QIR H = .. 2010-03-04 2% 19116 4
— OrEEH AL =T 4 | t_=.pg 152 KB JPEG O|O|Xj 2010-05-11 2= 17:11
| 0T bt - 2KB =2E RA 2010-05-12 @3 21:52 ==

<71¥ 3-8 FTP d==>

- FTPAH O 2= <2l HXAE,

Aol A=A &AY F Jete/vsftpd ol 9= vsftpd.conf

=

RS FYS

g7l dREI} FHEX
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2) Webe] +ZH

olg] 7}x¢e] FEUH FolAE APMS o] &3 7S AF&E ST

root@localhost:~
fY(F) HEE =271Y) EHOE2D =ZgZH
You have new mail in /var/spool/mail/ root s

[ root@ocalhost ~1# yum -y install mysql-server]

<2y 3-9 Mysql 2>

AA .
W@ o] set password for '’ @ 'localhost’ = password('H]'UH T )2

R LT -
| Database |
AR e e +
| information_schema |
| Data |
| mysal |
| test |
W roronenrrnETEETTET +
1 rows 1n set (0.1l sec)

mysql> ||

<29 3-10 Datadases A4 el>

HEME 44 F mysqlel H%8ke] A8 E databasesE AATTE A4 W

B o] = ‘create database data;’® Al&3}o] data® A A g}

ANE AAHAE=A Felst7] 98 show databaes;S o] &35t ¢l g},

databases 7} AAHY &S sHeldt 4 9}

_‘]7_



root@localhost:~

I(F) E‘Q(_} 27100 Eojem E%EJ(E)
You have new mail in /var/spool/mail/ root |
[ root@ocalhost -] # yum -y install php' server]

<719 3-11 PHP AA]>

Z o]& 3&lo] phpE A A - phpE AXA 7] $8iA $19 oln x|
o] ‘yum -y install php* server & A}&3lo] phpE A X3

root@localhost:/var/www/html
ﬁ}%_tﬂ HEE) E7|0) EOjgd) ZEH)
B phpinfo(); ?»

<Z1¥ 3-12 PHPinfo 24>
- php AX F 25 98] var/www/htmloll A viAF 7S o] &3] &3 2
2 gds AT YA 1A ‘phpinfo.php ©] T
- %] oM A S-S gEs $o AAFsta whA o)

System LinuxIog d 29.4-1671¢111686.PAE #1 SMP Wed May 27 17.28:22 EDT 2000 1686

Build Date | Mlar 62010 12:41:17

Configure — ['/configure"-build=i386:fedhatinugnit ~osI=386ednatinu-Ony {arget=i5Be fedhat inugnu ~program prefi=""-prefx=Nisr “~exec-p
Command

cache fle=.iconfig.cache: ~wth indir=Ho—uith-COnng-fle-path=/ete wih-config le-scan- m::/amnun‘ﬁame-damg —with-pic’ —disable-rpath' —withoLt-pear —with-hz2 —with-exec-dir=lusr/oin
wih-png-di=iust it spm-dic-ust “enable-gd-native-{ff - mmﬁntﬁusf “without-gdam’ —with-gettext with-amp’ —with-conv -with-jpeg-dir=lusr “-with-openssT with-

with-laysut=GNL - bl 7EnaDlE~1W Dl c-qu ''~enable-sockets' 75(\5!)\&5}!5#5&!\'\ anabl&iysvsnm enabla»sysvmsa —with-kerberos' 7enam|}
ucd-snmp-hack *-enable-shmop' —enable-calendar —wi "withoutsqlte - with lbxml-ci=hise —enable-xm - tzdat ~without-mysql
‘without-gd ‘—disable-dom' —disable-dba’ —without-unixODBC - msams;m —disable-xmireader - "tiisable-xmiwritsr Json’ —wit -pSp: i “—without-curf - P =

disable-sysvmsq' —disable-sysvshm' —disable-sysvsem’
ServerAPl | Apache 2.0 Handler

Virtual disabled

Directory
support
Configuration |/atc.
File (php.ini)
Path
Loaded /ete/php.ini
Configuration
File.

Scan this dir |/etc/php.d

for
additional ini

additional ini |fetc/php. dicurt ini, Jetc/php. didbase.ini, fel/phe.ads onini, /etc/php.ddap.ini, istciphp. d/mysdlini, fetciphp, dimys il ini, fetc/php. dipdo.ini, fetciphp.d/pdo_mysalini, fetc/ahp, dipdo_sqlite ini, fetc/phip,dzip i
files parsed

PHP AP | 20041225
20060613

PHP
Extension

<29 3-13 PHP AA F #o]A>

- DB gA FA2Fol C‘http://localhost/phpinfo.php’ S Y HshH 9} 7+
A7} 21

rlo
s

o]

_‘]8_



root®localhost:~

EP%(B. BHEE 2710 HDIEE}. TEdlH)
You have new mail in /var/spool/mail/ root o
| root@ocalhost ~# yum -y install httpd serverf]

<Z19¥ 3-14 HTTPD AA>

yum™® @ o] & o] 8 3} apache & A X - apache® AA371¥s] o o]
[e)

Aol ¢ 9l WEHo] ‘yum -y install httpd server & o]-&3sle] AXE 3}

Fedora Core Test Page

This page & usad b test the proper opsration of th Apachs HTTP sarver after ithas been netabed IFyou can read thes page, it mears that
s ek e rtadet At thes site i working propery, But Furs met yet been configrsd.

1f you are a member of the general public: 1f you are the website administrator:

The Eact tht yous o seen's) o page ndkcales it the website Yoo iy e 3 content o the drectiey durdemhinl/, Note

you et visted £ either enpenendng probiems, o EUndengong Hrut Tt o e S, P ViSRG wiour webisite wif see this page,

FOLIN MAIENae. 0 Nt YOUF Confent. To prevent e page from ever being
i, fodow the rstriactions in the

T yodd woakd B 1o et the admirestrators of ths wabate know that s Mitcmntpdicont /el cone conl,

wead've seen the pace natead of the page il expadtad, vl

Al send them ¢-mal, in geniral, mal sent B the nama Yoo are free 20 e the images below on Apache and Fedora Core

“wabmaster" and drected to the webate's doman shoukd resch powered HTTR senvers. Tharks for Leng dpache and Fedora

o Boproiile peartin Coedd

For examgee, if vou spenancad probiems whie vighng =TT

Woww SoL e, com oy ahoukd sened e-mal 1o wz. Pac a-f‘! fEdO[Q..f

“wabmastergezample com”,

For piormation on Fedics Core, pleia viat the Fadora Frodect
wiliite

<Z1¥ 3-15 HTTPD A F #Ho]#]>

. A4 F http/localhost” 9 Bebol Aol AaE gsh me o7} e
o,

_‘]9_



2l A (License) LHE
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CH=l .
=

TR -
2HOJ 1A

[{License]

HakAHA

= AErag &
OSHEs (GNU Board 4)

SIR (Z4S) netrp:ifsirico.kr

2l LHEM S=5H4E0F ELICE
HTEAE <M, SEIELICE-HE

e 2 oE2E -

=1

= E8ldl =ME.

W, ESlELCh

aYHES

1

<a¥ 3-16 1FERE A 1>

o] &gt A - aFRE FH oA ‘http:/sir.cokr/ oA HA B
AEe gE2=8te Yvar/www/html'ol <
% ‘http://localhost’ 4 B.2}-9-#] ol

e FolEu.
Restel HAE Ag,

f."'I—-,_‘I'
GNL Boai
MySQL HE oI FH DDA B
Host:!hmhgs't_ lDiadmm
Usar - ifgﬂt Paszsword .'ifptﬂiql
Pazsword : ifptmql Mame : I.?:E-I HELEE
DB: Data E-mail : [admin@domain
00 J5E2E47F ZETNEHCIE DB AR CF e |02 oGk A 2.
Bl
<a® 3-17 a=RE A3 2>
Userdll = rootE 83t Passworde root H|RHEE <2, DBE mysqlel
A "= databases Datas ¢ 2 3t}
Hx #E A passwords AAIREO] ALE & passwordE ¥ E S Fo] HAE
Al 43kt
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Nessus¥ Windows ¥ 7} Linux M o] vt Linux M7 2] NessusE %
al2] Fedora 115 A A3}l Nessus &¥o]#|ol H&Hste] RPM#A 7| A E v wF
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H
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[+ i [ hteomw ainessus, 1 v ~| [*8~ [nessus =
[ Most Visited~  [@| Release Notes [mFedora Project v
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L/

@T’ENAILE

Network Security

nline Store

Vulnerability
Scanner .

i I
e

23 (@ Tenable Network Se- | [ Inslasia] ]

<@ 3-22 Nessus el #Ho]%]>
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af) E Nessus 8. 102 (5h 2T 1011

irefox 3.5 Beta 4

Tenable Network Security - Mozilla

€ ==z 27 Asd @5
5

TEE) BHAE =) 0SS =i=E@) =wD esw)

< v i (=] nessus. hp7product =nessusa2-inux

< [nessus Y]

Most Visited+ (& Release Notes [ExFedera Project v

Google 5% [ Tenable Network Security ¢ | & ~

@S TENABLE

Network Security

| solitions Proiiuats || aad® (| Bemosi (|| Padinen Oniine Store

Tenable Network Security, inc.
NESSUS(H)
software license Agresment

THiS is a legal agreement (“Agreement”) between Tenable Network Security, Inc., a Delaware corporation having offices at 7063 Columbia Gateway Drive,
Suite 100, Columbia, MD 21046 {”Tenable”), and you, the party licensing Software (“You”). This Agreement covers Your permitted use of the Software.
BY CLICKING BELOW YOU INuiLA\t YOUR AGCER TANCE Ok [HIS AGHEEMEN| AND YOU ACKNOWLEDGE [HA| YOU HAVE READ ALL OF IHE |EHMS AND
CONDITIONS OF THIS AGREEMENT, UNDERSTAND THEM, AND AGREE TO BE LEGALLY BOUND BY THEM. If You do not agree with the terms of this

Agreement, “ou may not ss.the Softwars, =& such term Is defined below. The:Softwera can only bs brovidad to Yol by Tensble. The term “Actesment”
ncludes any exhibits to the document. - The Subscription Agreament set forth In St A, which governs the use of Inclusive Plugins, it any, and t!
mmercial Subscriptions {as each of those terms is defined in Exhibit A), is incorporated by reference.

BRANE oF Sartwars | icanse

Grant. Subject to the terms and conditions, and Your acceptance, of this Agreement, Tenable grants to You a perpetual, non—exclusive, non—transferable
license in object cade form only to use the Software (i) solely for Your internal operations and internal security purposes to seek and assess information
technology vulner abilities and miscorfigurations for Your own networks: and (i) to provide services to third parties Lo seek and assess information Lenlmo\oy
e third party”s network. Any rights in the Software not granted in this Agreement are expressly reserved

e |=uuu.l s and misconfigurations on

Deﬂnulon of Softwar
The term “Software. means () Nessus 3ix or Higher that You downioad from any Tenable website, including www.nessus.org, or obtain via Tenable authorizec

s o other Tenable authorized method; (i) the associated user manuals and user documentation, it any, s wel as any patches, updates, improvements,
additions.

revised versions of Nessus 3.x or hiaher that mav be provided to You bv Tenable from time to time that

<721¥ 3-23 Download <F¥+ %91>

Nessus 53 102 (9h 98 1042

22 TI|X}
Nessus-4.2.2 fc11.i586.rpm
[E5 56 mp - nessus.org

s download.php |nessus. |

Euafres contenty

£ =il =a meo10 |

= '<% Ubunt 910 / Uburty 10,04 (54 bits
22 ubniuO1D amdsd deb (5344 KB)

Using Nessus at work? When using Massus in a

corperate envirenmeni(even when scanning your
Fedora Core 12 / Fedora Core 13 (04 bits) Company'S ewn Sarvers) you must Subsenbe 1o ne.
Messus-4.2 2-1C12 86 _64.Dm (3688 KB) DrHbasthA-6Er) ot Aty (8T e FIght | hing 1010
bt Ives you access

-~ Gnciuding PCI. precuntigured suding polles, and
“I2% Ubunty .10 and 0,04 (33 bits) omm ercial support. Click below for more inform atio
Nessus-4.2 2-ubuniun10 D06 deb (S014 KB)

=
SE 10
Nessis-42 2-cuseln.obEs pm (4945 K)

suse su

redora Core 11 (32 bitsy
Nessus-4.2 2-(c1] I560.pm (5749 KB)

6 coracore 10 sabis
Notsue A2 1e10 %88 1 smm (6258 1B)

-0

Fedua core o
Nessus: o6 (356 1P (5447 KR)

 adora coro 10 @2 i)
Nesaua 42 2 1010 206 m (5754 Ke)

€ .ciora care 1 recora core 13 @2 sy
Nessue a3 91 b ot (o Ky

Generic Linux binary (ntelfa2 bits)
Nessus-4.2 2-linux-genenicaz tar.z (L0617 KB)

|3] (@ ienable Networkse- | @ ci2me mapsk ]

<719 3-24 Nessus Download>

Fedora, Ubuntu, Mac OS, Windows XP, Solaris 5% <& &/ 0S¢ # A
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% bits7} tt27] of
I o= Ao] Et} Fedora Core 119 &l 33t
=]

to
v
K Mo
to
4t
tlo
4>
¥
)
m
fo
ofN
=i
lo
o
D
=2
=
>,
ofo
i
D

i root@localhost:home/Nessus/ci22E
140 BB 9V HOMD Z3H
[Nessuslocalhost «|§ su -
43:
[ root@ocalhost <[4 cd /hone(Nessus/cH4 2 =
[root@ocalhost 2zt 1s
Nessus-4, 2, 2 fe 11, 566, rpn
(rootelocalhost th2 =1 ron -Uih Nessus-4,2,2-fel L, 1586, rpn
2 5.

1:Nessis i :
nesssd (Nessus) 4.2.2 [buld K9128) for Linu
(C) 1998 - 2010 Tenable Network Securlty, Inc.

#4841 1000
atrnind (100

- Please run Joptinessus!/shin/nessus-adduser to add a user
- Register your Nessus scamer at Nty /v, nessls, org/ register! to obtan
all the nevest plugins }
- You can start nessusd by typing /sbin service nessusd start
<719 3-25 Nessus A1X]>

L

S do] ‘suEheE WHO R root WHAR Eoztrh. 1 thy RPM I
7|4 & v EUE o]sste] RPM WHEo 2 7|45 AX| gt}
HWao] @ # rpm -Uvh Nessus-4.2.2.-fc11.i586.rpm
@D pm -Uvh @ Nessus- @ 4.22- @ fcll. ® i586. ® rpm
O BHEo] 54 @HA7IA o5 OHHAHE @Ee=Hd @718 A ©@F=t

=

g @ o] Option.

-in I 7IA A AL
v AAEE H7IA vAA EE,

~h @ HIIAE AT | A AH 29, (Y IS BoFE)
-U : gddolEdEu} 71E 7 A7F glew i 43 2o

= W7 x AAE sHA duHolEE dFn 1 AL e o] )
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root@localhost:/home/Nessus/ci2 2

0Yp HEE 27V HoliD ERzH

| rootdlocalhost o & 2 = |# foptinessis/ shin/nessus-adduser
Login @ root

Login password :

Login password (again) :

Do you vant this user to be a Nessus "admin' user ! (can upload plugins, etc...)
[ym Inf:y

User rules

nessusd has a rules system which allows you to restrict the hosts

that root has the right to test. For instance, you may want

hin to be able to scan his own host only.

Please see the nessus-adduser manual for the rules syntax

Enter the rules for this user and enter a BLANK LINE once you are done :
(the user can have an empty rules set)

Login : oot

Password ¥ FEEREEEREEE

This user will have 'admin' privileges within the Nessus server
Rules

Is that ok ? (yin) [y] y

User added

<71% 3-26 Nessus AA>
# /opt/nessus/sbin/nesuss—adduser' = Nessus?| A4S
- ID : root , Password : gwel23 22 3low T F e

g y& F231 EnterE TE2W AAo] WS XY

@ TEIBLE

Network Security

Solutions | Products Nessus® | Demos " Paters | Online Store

You need to subscribe to a plugin feed to be able to use Nessus. Please click i/
herd to get one for free (home users) or to purchase one (corporate users).

<9 3-27 Nessus 15 1>

RPMsI714 & ohe wste @ 2 slol el el 1
¥ ¥

o
Fololx] Wk NessusE 2Hs

4 2

_26_



@S TENABLE

Network Security”

J_ Solutions l Products J_ Nessus® l Demos J Partners J Online Store l

Select a subscription

HomeFeed™

ProfessionalFeed™

Using Nessus at work? The ProfessionalFeed Using Nessus at home? The HomeFeed
subscription is required for all uses of Nessus outside subscription is free and for Home use only.
of the Home.

iepapers | Training | D a st Partal | Blog | R Us | Legal | Pr

<219 3-28 Nessus S5 2>

=

- FF7) & (ProfessionalFeed) ¥ H(HomeFeed)o| Al AF& & 4 = F 7Fx)7}
g1=t) 34}, Wels ol obu ol 4 HomeFeeds M3},

Liiy

i <@ TENABLE

Fgitey & VeorinFssl e rafesscn st s
Metwork Security”

e

FESER P A garsars - ‘Echrare Preduucts Hmmaun® Dz Partnars -Oniinm Biom
Tas w  wond agrwemed [*Jatacration Sarannens ') beiwe
b Sriices B VO o Caliny Erlee: Sune 0y e Rieoster s i aeenig
‘Settanen (m wuck captianoed bem i defieed beaw), Tee 0 Uswvensd
e Phorsa, (T, CLUCKNG OELOW: 700 WOCATE NORRUAC | oo
KR THAT YOI POWE MEACTALL DF: THG THRY lugims
INTATETAND TN AR ADPEE 0 0l LE ALY DO Pt iy TS ST unAaasm wal {he Maseus gewy e,y naadl 1 segininr ke an
Jeroaion Aweeers. Viumar bk e e Dt Do el astdrans 10w A AnEhation oo il be 5
Deast af P L Foar potal amiess  [widhb@ame com
Dutatlize 9F FRgiTL | The et P’ = p
Tosabie far = Comimrt s thal: w6 reked = Regster |

R et e per s n e i) S et i A i ok G oA e Y i
Tedatm u webstim {Aornitaasbemmor ke tom b, rcSshay o 0

Ao inm iow . 12 AR e 11 e T SR rygon o o ey
PO, ST o S 5 ey SR kT IO ¥ 7
ELBSCO0 T 250 ORISR SISO B 150 T (A EAVS O 3 COmpase

e AR 0 ARSE a5 700 gt T b e ¥ 1 et e aeveLen
Pty Eongroriatent, vl by or vy offis ot of Uiz

1ty e o A I Lo e i

43

N

2

X

o ©
bl
2 =2
24 ol

- Nessus?| QIF2 wld= v FAAH QAF
afjof &t} I Accept’% F29

HdF42E 23 ‘Register’ & F

U =2 21347—?3‘}04 Hdo] g=A gls i

2 L
(Lo lo

o
2
a2
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Thard: you for iegieteing vt us!
Your sclvaion coge for e Kessus HomeFeed & 2897-L160-J00F-ACER-B0FD

Femember tha the HomeFeed subscrpion istor home usa
IJI!|!|¢'. it ol use Meszug an wedk ] e 1o oblain &
FrofessionalFeed

T dclivale you accouril open b progiam Nedsus Serer Manbger
Incated undar CBrogram Files TenabbaiMessust and pnbar youe
activation code in e progran,

——

Lirx and Sodans Lsars

T acivale your account simply crecite e folowing command

fogynessusibininessus-leich --rgister 2B87-1168-360F -ACAR-9DFD

BEE Buly cRbE

Mac 05 X Usars

k- HEan BuE
T BCtivate youe account open he program 5
located under (Appicalionsibessus’ and e
code In fhe progam
rale wntaE i
T actvate your acoourl, smply rxecuta the L LISE e Y A deke

fusrlacalimessushinnessus-rh -1egis

1tk Nediun dgrar

SRl U SR

50 Ch B SUF COPLIAEIAS T B et T « o PO SITEC H024 ] | B0 20

b
foar ackivRtion cods 4 Bete ragivtersd prazerly | fhink v
Haw fvichiag U rewind plugar wet from pluginn msies arg
O WersEas LSTATLANICE L5 §om ufT0-4316

1F pate uptte 338k T yes D1 pevsusd conf, Messt wafl
update the plugans by tmalf,

ractdlazaibanl of 2 4 &P SErvisr canaad alart

Hessii i 2 A LRI NG

rastfloreibost chi s =id ||

<71% 3-30 Nessus U5 4>

- HdE gl E 9o A% agAHH & As & & F d+=d Windows
XP, Linux, Mac OS, Solaris 5% & 0SE9 AdF5HEE o] 2t} LinuxE
AHE3E71el Linuxell sj@dshs ASHE S HAe)

- EAbgk FHEE AYetd Hulde| HAF g % Entergs FEU. 189
59 Aate go] o aeja WS o 3

AMuB]2=E o] §o] Zhegtd, & AH|=E o] vl 1o st
AAsta &4t st vz EF Q3 AujaE wed s whol 1
< =2tk

el
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AtgEo] A8 Eo] Al#str,
— W Ho] : ‘# service nessusd start’
npx] o]l WHo]E o g2 M oA Fedoraol Aol +=& t} mlxviay BA =

gl

t}. o] A Nessusol H<EskE= 4wk Jokrh 2B Yl(FireFox) 2 2 Nessus A1 H ol
Z

| 4 | https:/61.81.108.57:8834/ G

Notes [EfFedora Project~ [7Red Hatwv [EfjFree Contentw

o3 £ dZe dmE T s

| | Firefox?{ 0t 751 M| 61.81.108.57:88342 13|10 51X|0t 44X LEl0] O[ROX=X &oig
e al&LIch

ol Mo 2

i
o

HZ2Eted0r SRR B AD|ES

[=}
]

kd

oll2

B MOIED| A& HEHCIY 0] 2RE S € MOIEE SHUE
oHAl G21E HEELIC

42
%

|
U2
N

AOIEIA LIz |

M 7lE IR
IE AtE &0l

<719 3-31 Nessus H 371 A5 1>

‘ https://61.81.108.57:8834/ ' HA<Lsld ¢ B d48 A¥T

stio] mHA HEo] B gF=d o= Nessus AW ol H235H7]
7he ek QISA7E lojok st 2ol gloemw A4 3 5 jle
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A\ | nttps://61.81.108.57:8834/ <] [*q~T
Notes [ExFedora Project~ [EzRed Hat. [E3free Content .

|

Fi
k=
=
ol e
— F4= | https://61.81.108.57:8834/ | [21=4 2716 |
e = ——
ol AT M &EH FE =xuE
= o] AMGISE TEolE BE MEs ES AR USY  [C@oiw) -
ZHsH0l USLIC
=
;|ELich
=~
2
H| I MOoIlESE
2l Ct.
Bt p zw= =
E
B oll=2] 7 MFHP)
=Ty | == |

<71¥ 3-32 Nessus FH 37 A5 2>

A BRI H 1 JASAE T3 2
Nessus AWl H& & = A #Arh

o 0 e v a1 2 A-

s o [ frrm s e s B e

Adobe Flash Player C:F e =

Addubie Flash Player 805 151
Linus | 4.53 MB.

7L A6 BT H5T

Aot Flnsh Player e 520
Adeoa Fianh g 31 0L
e

<219 3-33 Flash Download>

S okt YAl https://61.81.10857:8334/ 'k, 28 e ¢
= Zlo|th. o] A& Flash7b AX o] QA o} spHo] HolA ¢
AJH, BF Flash7F A A HojJquvpwH AH34 20 Nessus 3pHo] HoJZT)
Nessus® FHE3wHol Yo %= Flashs tfe wol A d|wAk ‘Get flash
1002t #3S F93d 'Adobe Flash Player’ th2= o] t} oz F

F % Linux € rpm ‘A¥. 59 9 xF AXE FH3}

flo I
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FLISLIE R

r  flash:

Missing security signature

The package is not signed by & traced provider, %g—r
Do netinstal this package unless you are sure it is sale to do so. —
Malicious soflware can damage yaur campuler o cause other harm.
Are you sure you want to rmstall ths p.s(k.!.\;e
T 5 Help

x;hu | Force instal

Fesolving dependencias

; i e [ anhea Lot ]
PRSI | Nessus-4.2.2.1c11.i586.rpm e |
Lo B 5.6 MB - nessus.oeyg
i-{i'llb—pll"lklll.l.lu”ll.lu.llﬁ.lph

FH P REN R
B F Bk mukissieda oo =
TS, o Y . Do you want to install this file?
Firsdond| o HEE §HS HEHY Q38 & LaU: Q : :

I Fackage Retaer (5] - = Jempiflash-phugin-10.1 .53 64-release 380.mm

LY HEE

8 | Help 3 dosa inskall

[ te A wnam graig | a

gezs Fo] mau A EYE AAdFr. =2
S FY3d ‘HAE YeF = 771 ==d installS %‘“4
T Hot AT E AJuE WAIAIE ey 29

[ root@ ocalhost ch2 2 =] # service nessusd restart

Nessus A H 2~ &5 75 % [ OK
Nessusi 8] =22 ] 281 94 o

[ root@localhost th¢2 =4 []

o] 1 ‘4 service nussusd restart’

— 8PS o] &8t Nessus MBI~ A 2HE o)

Nessus’

i '
' Nessus’

<71¥ 3-35 Nessus H& #Ho]#>

‘https://61.81.108.57:8834/" &8t 912 €% 19 AH

m A FJd DS PasswordE st 21¢0S

Nessus A# 2] <& stdo] vepdtt. o]2]sto] Nessus 9
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4) Snort & Base? =W

Snort9} Base® Nessus®E W27 Fedoradl 7% st oy, & 4 gl= 9
HE 23] Ubuntuol +%& A HAth = 93 Base 7} o} Acid ¢ &

S dok R, THEAAE BEd ARl Fobw vpex @i o

Baseg TFF3HAl H AT

root@ maybe-desktop: Shome.

install snort-

mmon ol nkimest er snor t- conmon
def aul t

wrari e

ul &

© 2ubunt ul)
HE
ed processing n ing fl ace
e /e

<719 3-36 Snort A3]>

- ‘% sudo su'roote] HIo= HESoh
- W&ol : # sudo apt-get install snort-mysql
# sudo apt—get install snort
- Fedora®t= & H#HoE AME3slE Ubuntus‘apt-get'®™ 4
Snort2} mysqlE A X 3 =}

i
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root@maybe-desktop:

o) Ty

{ mnort-ryeal &8 =RIL|Ck
Piease use the CIOR form- for oxonple, 390 168 1. 0/34 for
255 pckdr esses of 102 1SR 1 A2/30 For just ona. MilLipe v
commn. sopar atod | w b apace:

e ——— e ] LT

| Mo dmtatane nas Besn set up Tor Seart L0 Fog To. Befars cont|nulng. you
Should MENE SOre you haves

hat I f Soort |s confl fured to use miltiole |
Bhis wal e an e HOME NET delinilion for ol of

i ow TOR connact | ons

Addr ess range for the §ocal networ k:
2 dat stiaee On That secves
- @ wsetpane and pEssword Lo scoess the datsbese.

| It Sone or these recul remEnts aFe MOSSIGE. Fef et TN S Option End Fus
| Witk redar (0 e | oggl ng support

| Dt abimse ¥ ogs) ng can be reconfl gured Later by roinlng *dake-recont | gore
| - b ow snort- mysa

—— snort-nysql 2F FTeuct |

Set up a database for snort-nysql to | og to?

|

|

| —  lenortomsal ME BRLC D—
|
|
i

EE <Ot 2>
Confi gur od dat abase mandatory for Snort
Snort needs a confl gured datebase before It can successfully start up,

In order to create the structure you need to run the fol | ow ng commnds
AFTER the package | s | nstal|ed:

et Jusr fshar e/doc/snort- nysgl /
Zeat create_nysgl gz | nysql - U <tsers> - h <host> - po<dat shasensmes

Fill In the correct values for the user, host, and datsbase nanes. M SCL
Wil promt you Tor the password.

Affer you have crested the database structure, you w il need to start

<21¥ 3-37 snort-mysgl AA &>

- Az F7bol| snort-mysql & AA W3k el HAI Y21}

- O AR FIP 49 HYE AY 4+ U=, dE 9 ‘192.168.0.0/16

A2 or et} 7o) AlEe L Ae wEe WS A= Aol 99
3

I nstall ol nkme

30|

<71¥ 3-38 Snort Rule §Julo]=>

- W&ol # sudo apt-get install oinkmaster
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o]E°l ‘Oinkmaster & A X3t}

- snort rule®] AF YJHOE
- Oinkmaster< FdstHA e Ad 2AHEZMN snort rules s QU E
stal WA 7] 93 SRR AFEET 3 ALSARE AT § o HA
HulolEe e BRE A=
- W#o] : # sudo oinkmaster —o /tmp/
# 1s /tmp
= EYE dAsE

- oinkmaster?] &% YHAEZE tmpzh

awal ting r
40

O nk, oi nk. Ex

<719 3-39 Snort Rule

- W&o] : # sudo oinkmaster —o /etc/snort/rules/

oinkmasterE /etc/snort/rules/ Tl A EZ] St & &

Iy the variatle t

<% 3-40 snort.conf A

sudo vi /etc/snort/snort.conf
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- Jetc/snort/ SFell A+= snort.conf U] A A3}

- A g BE  ‘var HOME_NET any’, ‘var RULE_PATH /etc/snort/rules/’
- ‘var HOME_NET any= snort BX3}7] 9|3 W= AA.

- ‘var RULE_PATH /etc/snort/rules= snort rule®] W45 AA.

¥ vz Fito] @y)e U dE A9-7F vk a9 W /var RULE_PATH
S &var RULE_PATH /etc/snort/rules’ 22 ¥ Enter X 2= HEOo R 9
IS V= 2] eE v HY Hyg T e BEo ASE Yo Ed
e =)

~

=
= Fio] ofyetd 'S w7 dshe FES

i v op
Funnlng in |05 nod

library /
library fuse/
Iibrary /i /| i A £ e

Ilbrary /

done

chail n
dep

<719 3-41 snortconf A& E oy FAH>

- Wwo] 1 # sudo snort —¢ /etc/snort/snort.conf
- 'Jete/snort’ el A= snort.conf FLE snort A3PITE T Y HI T o
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WAL A 4 stele] B oA Zol ool vk & |tk

]

ol
[o

1

-
S

1e vi AR ol gste] B W delHFA L Aol F ¥,
ESC 718 2 tg ‘wa(BHel Agetn FLES AL drh)e Ax
Enter 71% #elF¥ shde] A9 wxx v Ao

shtel Aa, AdE AAm g ol oy et mA 2 WA %

sudo snort —c /etc/snort/snort.conf'S A3s|FHA o H S FHolEr})

A Zelx] ddo] A7I7F FETHE vi AHIE o] & Y ¢to g
Eo]7) "set nu'E A o g B AR "I B4 =
[e)

o aAe ol gl

Ex) Warning: /etc/snort/rules//dos.rules(42)

=> threshold (in rule) is deprecated; use detection_filter instead.

ERROR: /etc/snort/rules//community —smtp.rules(13)

=> lany is not allowed

42 #alert top SEXTERNAL NET any < SHONE NET 179 (meg: "[05 B@ spoofed conn
ection reset attenpt®; flow establshed, flags;RSF*; threshol d;type bath, track
y_dst,count 10,saconds 10; reference; bugtrag, 10183 reference; cve, 2004 0230 ref

dex.htm ¢l asstype: attenpt ed- dog

o cnz | w| Secur | abus
fitrd; ol asstype: misc- att:
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c 80 - = 192 168, 120. 13

<719 3-43 snort.conf >

- O o] olert oA gAl FAMFIL Al - o]l # sudo snort

-c /etc/snort/snort.conf & HFAS W 99 ZHEAH AAZE e PHE B

al%umi PHolE Az APF Aotk ( H2ESY] &) Hx, oS gl
= 3AS P By "Ad)

# Eﬂ E7F A2 o] Foxl W&o

/var/log/snort/alert — ‘/var/log/snort/alert’e] snort®] =13 do] Holx=E o

el =t

et | nstall nysql-se

mysgl - server-5.1 4% FgL|C)
Wi | & not mandatory, |t 8 highly reconmended that you Set o password
for the MSOL administrative “root® user

IT thigTleldis |eft biank, the password Wil not be changed.

| 4 = [
| New password for the MSGL *root® user: nysal-server-5.1 4% FYL(G

Fepeat password for the MSOL “root® user:

<229 3-44 Mysql AA>

- W#o] : # sudo apt-get install mysql-server
- mysql-server® A 3™ roote] password® AAs|Fa ©hA] dHe I

AAAE 3E
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H2(v) EolE(T) =29HH)

ome/may be# nmysgl -u root -p a
Commands end wWith ; or ‘\g.
onidis 39
: 5.1.44- 3ubuntul2 6 ( Ubunt u)

"\h' for help. Type "“e' to clear the current input statement.

eate dat: onrt;
1 rowaff ed (0. 00 sec)

gl > grant insert,s ct on root.* to snor ocal host ;
ery OH, O rows af ed (0.00 sec)

rd for or t € E ost ordf * gwel2d );
af

> grant create, 5 ect, update on snort.* to snort@ ocal host;
Query OK, O rows affe

nmysgl > grant create. del ete. i
Query O O rows affe d (0. 00 s

nmysgl > exit
==

<% 3-45 Snort A TE>

mysql AF82F 243 snort FAS SE=)

# mysqgl —u root —p
> set password for root@localhost=password('PICK_A_PASSWORD’);
— A Hage A,
( mysql-server A X] A] passwordE AANFAH T Zol= Hr})
> create database snort;
— snort db A4,
> grant insert,select on root.* to snort@localhost;
— snort 2= AAS F7T
> set password for snort@localhost=password('PASSWORD_snort_CONF’);
— snort H|EHE AA.
> grant create,delete,insert,select,update on snort.* to snort@localhost;
— snort {3 A,
> grant create,delete,insert,select,update on snort.* to snort;
— snort A% AA.
> exit

- 2ol

# mysal —u root —p
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vV vV V. V V V V

set password for root@localhost=password(’snort’);

create database snort;

grant insert,select on root.* to snort@localhost;

set password for snort@localhost=password(’'qwel23’);

grant create,delete insert,select,update on snort.* to snort@localhost;
grant create,delete,insert,select,update on snort.* to snort;

exit

<71§ 3-46 Databases A4 #H2l>

> show databases;

dlolg Hlo]x~7E AddE RE5S & F AUk

=

output ‘dat ab ' vor d=gwe123 dbname=snort host= ocal host
# putput datab: : . ; ort dbname=snort

# output dat ! hnan EE

F out put dat abase: | og, mesqgl. me=snort user=snort password=test
F out put dat a log, oraclte, dbname=snort user—snort password=

) ns
For you *™will* break the configure pr 55 (snort- pesgl fsnort- nysgl only)
# Anything you put between themwill be removed on (rejconfigure.

<% 3-47 Mysql?} Snort &>

mysql® A%E 93] /etc/snort/snort.conf HLE vi AZ7E o] &3sto] AA
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Datebase A3l &=t}
Az T4 R
output log_tcpdump: tcpdump.log — # output log_tcpdump: tcpdump.log
output database: log, mysql, user=root password=test dbname=db
host=localhost
— output database: log, mysql, user=root password=qwel23 dbname=snort

host=localhost

nysql - root

> e information for and col urm nares
1 turn of f this feature fet icher startup with - A

i crmphdr
i phdr

mysqgl =

<71% 3-48 Snort HolE 91>

# mysql -u root -p < /home/maybe/snort-2.8.6.1/schemas/create_mysql
snort

‘create_mysqgl snort’?] ¢1x 2ol ¥ mysqglel snort HlolES A=

# mysqgl —u root —p
> show databases;
> use snort
> show tables;

mysqgl —u root —p A &3] mysqlel snort Ho]Eo] AR AAHEAE=R &
MR
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r oot @vaybe- desktop: /# apt-get instal| apache2 php nysql |ibphp- adodb

<% 3-49 Apache, php, Adodb Library “dx]>

- W#o] 1 # sudo apt-get install apache2 php5-mysql libphp—adodb
- apache, php, adodb libphp & A& A x| 8]F1}.

000 cizz=c @

adodb511.zip 800 ciz=zc Hax

77 KB - sourceforge.net

base-1.4.5.1ar.gz 1037
936 KB - sourceforge.net

<% 3-50 Adodb®} BASE Download>

- adodb = mysql o S dHolEH|o] A /443 drojH R §] Heke-Ad
A DB#E= #ol57] A AHE €.
- Y EZE HAF7] 98 BASEE dFHACR theRE St

Swanandt | s

3 _prefi xes. map __uaddr . php
. php rase mai n. php
mei n. php
ormon. php
nf . php. di st
onmon. php
ohp

. php

<% 3-51 BASE <t& #iA>

sudo mv base-1.2.2.tar.gz
cd /var/www

sudo tar —xvzf base-1.2.2.tar.gz

mv base-1.2.2 base

#
#
#
- # sudo rm base-1.2.2.tar.gz
#
¥ 29 base-1.22 e U7 Ari=d ¥l HEE wf HHEA

_4‘]_



A

%3171 918 mv(=move) 2t HHAE o] &3t9] /var/www/base ©]& 3T},

$BASE ur| path = "base/';

<2y 3-52 base_confphp 74>

W o] : # sudo vi base/base_conf.php

vi B 71E ©] &34 base_confphp FHe] FiE&
adodb #elB &g HZE ‘/var/www/adobeb A A4 g
BASE 1 B#t9-A 2 H2ZE ‘base/ = A A 3tc)

=1y

$DBtype = "nysql':
/% Alert DB connection parameters
* name of Snort alert DB
user
$al ert g

This information ca
out put pl ugin confi

rt";
' gwel2d ;

<71 3-53 BASE AA>
% BASES d4 F9 3 EgFolth
Salert_dbname = 'snort’; — db2] ©]&o°] snort AA.
$alert_host = "localhost’; — host& localhost® A7,
$alert_port = ''; — port® W= A3 FX] ol Hr},
Salert_user = 'snort’; — AF&A ©] 5 snort® AA.

$alert_password = 'qwel23’; — passwordE gwel23°0.2 A A,

_42_



ome,/maybe# snort -c Jetc/snort /snort.conf
Runni ng in | 0S5 node

--=— |nitializing Snort —-
Initializing Out pnt Pl ugi r
Initiatiz
Initializing Plug
Rul es Ti rt /snort.conf”
HITP_PORTS' ined : [ 80 ]
' defined : [ 079 BL6

[ 1521 ]
21 |

nort _dynam cengi nP-I i bsf _engi ne. so
Loadi ng al | i:l‘.-r M pre libs from

Loadi ng dy r |1 brar A ort _dynam cprepr
Tdynam.c_pr
Loadi ng dy library , Jlib/snort _dynam cpreproc
_ftptel net_prepr
Loadi ng dyn library Jfusr/lib/snort_dynanicpre
prepr
Loadi ng d ] or O r library sr/lib/snort _dynam cpreproces

library Jfusr/lib/snort_dynanicpreproc

nc prepro r | ibrary / i b/snort _dynari cpreprocessor //1 i bsf
done

<219 3-54 Snort Background ZF¢1>

Snort + A Wagsz 29 = o 9o WIagtSToA] AATE Ao
2 oFet Yy UESAE A star dem WEo] snort -c¢ /ete/snort.conf
S A3sto 2R Jvar/log/snort © snort ©A|o W =Vt AAH o R Al
GRS

9l swo] FHHPOEZHA Snort&BASE?] 75 & ¢ dth
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rf

D Al&" FAE

(NMap)
61.81.108.55

. {
Ay

(Web server)
61.81.108.51

(Snort & BASE) (FTP Server)
61.81.108.53 61.81.108.120

Atdgell A FTP, Web A®E A48l Snort&BAS

(DS)e.=2 st o Hkd A& f18ko] Nessus A
IP : 61.81.10855" ¢1 PC7} Nmaps °]838to] oFo] 23l A3 714 ste]
Snort&BASE7} &7l €A 5w Fus ¥ 5 f7s 4
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o]

2) BRAHI~ 9 - FTP, Web

FTP Server

FTP Anl2E GUIEZa#d)Aqu 29 CUNES

HEE 2NN ERD el Eal SEEH

=

-

=

R ] e i v = iy

oL
o

i fwnirc v sy e |

i P e 1

20 Re

e

0wy iy or b iy piw gy pEy ety gy
7 S otk B, o i i f
w o ui <3 B R AW
yaE= LELT MW gy omh o anes
3
i Ay pm
Ti T TS o
s ) 3
| &5 =%
HEET Hany
I =
L
o LAY o SR Tl
Cooumeen ans Satizgy & st UL
b o 2 hiex
1 i b FI T S
e b .
o4 MEDCadw =il
£l et & pwRrE i A ElE o e
i Peciogr SR
i+ di Progu o
i 27 AgOus ]
NAEEEA
£t Ay
Hag AL RE
DAL BER RS

<219 4-2 FTP Upload&Downloan

>

- AFTPY A HEEFTP 5= ol8ste] sid Pl d& & 4 vk #e
AgstA e E7F obd ol oy EY®E o]l JbestH, thRr=y ¢
=8 vl x4 P oy oY FYEL JEE B GeREE T 4 o
HEo] o]yd HEE FTPHHE ol& & & 9l
[root@localhost ~]# ftp B1.81.108. 120 21
Connected to 61.81.108. 120 (61.81.108. 120).
P20 (wsFTPd 2.1.2)
Name (61.81.108.120: 5w): root
B31 Please specify the password.
Password:
230 Login successful.
[Remote system type 1s UNIX.
Using binary mode to transfer files.
fip>
<2¥ 4-3 FTP CUI &>
- CUI(E#)Q] ssholl A= FTPAH HEo] 7hs3stt)
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Web Server

eg»«z EHH ADIE - Wi
BEE Sl

et Explorer
le 30 ESEE

2] v etaties

[ @smEzma0E < @sHEIRA0E |

m-m---
s el [sate]l b

ook ICH
o IAE xE7
e QIR 257 [AHISHW-MIIOS(ARE) [W1iPhone 4 166(A1E) &

WSI3: 836.60081/12). 7008 RO WHEE: 014.0008/08 W
2

il ' ™ u v
” e i Ll
T , il /
‘ ¢ s g e Rt lt’
5 yacn OISR G
o — = BRUSS aceay) gER & iPhone4

o W ; = l
WAT LG LTI SHCTI LGN ML (SIS (5KT SE-om L6 La-taun

aa El
wz o o ve ms e ' zms o

e

wxoe s Enha

<19 4-4 Web #Ho]#]>

A 7192 o] AARAY 29 E L AdFYTh

3) Nessus #HFd £

Nessusi= @2k AW o] UEQAD HFHS 24T El‘jr.
- dd #YAE ID ¢ Password® H&Ewoh AF
gl dee] Policies(BAAA)S S35t olF 3
e FAES d9s5a s

Scans(&=70AA) o = o]53dte] Add Sca
A&k, Name, Policy, Scan TargetsS 473 3|
3 F 3L Policy:s QoA HEAFAAY &
. Scan Targets& localhost®Z AsjFolx &1 o2 IPF
AT Pl Ao =700 A|FEHI AFS HoFH
BHES AsHoR Abegpxith

ReportZ ©]53td A7lo] 4RFYSS H
A grersk A wiFle] ois) qu—%‘jr t Z}A 8]
Reports 83ttt 77149 FH/7F d+=d 1
HTML.exportE A €& ght},

5
o

- S
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List of hosts

High Severity problem(s) found

Back]

localhost

Start time | Mon Oct 4 04:11:39 2010

End time ; Mon Cct 4 04:12:17 2010
Number of vulnerabilities

Open ports | 17

High * 44

L 70
Remote host information

Operating System Linux Kernel 2.6.29.4-167,fc11.i686.PAE on Fedora release 11

} (Leonidas)

NetBlOS name |
DNS name : lecalhost

Part general (Qcp)
Fedora 11 2009-8335

Synopsis:
The remote host is missing the patch for the advisory FEDORA-2009-8336,

Description:

The mission of the Apache Portable Runtime (APR) Is to provide a
iree library of C data structures and routines, forming a system
portability layer to as many operating systems as possible,
including Unices, MS Win32, BeOS and OS/2

Update [nformation:

CVE-2009-2412: allccator alignment fixes Full detalls here:
hitp://www. apache. otg/dist/apr/patches!

<% 4-5 HTMLZ 29 Report>

k!

A7 FrE AW 5L HolFn 1 ojga:
kAo gk A4k dro] vt

2T AL o 12E A 2YA Fgen, dd ¥

XE
177001, 7 5 918 845 7HAI JE LEE 40, F3H 457, Mg o
3 b2

o,
foby
)
rlo
Z,
(e}
A
a
wn
1o,
N
12
2l
tlo
T
.%
=
—
oftt
1>
o
fru
4
0
HN
td
oy
o
=
[
>

N
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Port smtp (25/cp) [+
Service Detection

An SMTP server is running on this port.

Plugin ID:
22984

SMTP Server Detection

Synopsis:
An SMTF server is fistening on the remote port,

Description:
The remote host 5 running a mail (SMTP) server on this port,

Since SMTP servers are the targets of spammers, if is recommended you
disable it if you do net usa it.

Risk faclor:
None

Solution:

Disable this service if you do not use it, or filter incoming traffic

tothis port.

Plugin output:

Remote SMTP server bannar

220 localhost. localdomain ESMTP Sendmail 8.14.3/8.14.3; Mon, 4 Oct 2010 04:11:39 +0800

Plugin ID:
10263

Remote lisleners enumeration

The Linux process Yusrshin/sendmail.sendmail is listaning on this port.

Plugin 1D:
25221

o2 25W TES Ay
™, olel gk AT dv o

- Port smtp (25/tcp) [-/+]

Service Detection
AN SMTP server is running on this port

Plugin 1D:22964
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SMTP Server Detection

Synopsis:

An SMTP server is listening on the remote port.

Description:

The remote host is running a mail (SMTP) server on this port.

Since SMTP servers are the targets of spammers, it is recommended you

disable it if you do not use it.

Risk factor:

None

Solution:

Disable this service if you do not use it, or filter incoming traffic to this port.

Plugin output:

Remote SMTP server banner :

220 localhost.localdomain ESMTP Sendmail 8.14.3/8.14.3; Mon, 4 Oct 2010
04:11:39 +0900

Plugin ID:
10263
Remote listeners enumeration

The Linux process '/usr/sbin/sendmail.sendmail’ is listening on this port.

Plugin ID:
25221
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260 XEO dgiF dH¥S Y

ok

Aol th,

SMTP A el A= it

E¢ 7121 ID : 22964

SMTP Server X

2+
AA T 2ET} o] XEAA ¥ (SMTP) AHE A Foltt

SMTP AW & spammers®] tdo]”] wfoll, hek Gilo] 1718 AME3HA] e+
g Zale RS At S dasof gt

AFESHA] AU EE o] XEO Y Eol+ EF

of Mu|a% sA o} i,

1

a9l &9 ¢

47 SMTP AW wjy :

220 localhost.localdomain &% SMTP A=w<d 814.3/8.14.3; 2010 10¥ 4%
(4) 044 11% 39% +0900
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E9 22 ID :

10263

943 FAx B

&2~ ZREA A fusr/shin /sendmail.sendmail’” 7} ©] EZEo|A FAa 7] s},
Z2 19 ID :

25221

4) Nmap =714 & Snort A A7+ ©X]

RN ﬂ.@%a 27Md L2330 Nmaps o83t FZPCAA 3| IP

of 270 g ¥ Snort} BASEE ©]&3te] 3l 415 sfuokrh
nmap -p 25,53 -sX -P0 -D 1.2.3.4,5.6.7.8 61.81.10

Starting Nmap 4.20 ( http://insecure.org ) at 2010-10-03 23:50 KST

Interesting ports on 61.81.108.120:

PORT  STATE SERVICE

25/tcp closed smtp

53/tcp closed domain

MAC Address: 00:13:77:C7:EL1:C6 (Samsung Electronics CO.)

Nmap finished: 1 IP address (1 host up) scanned in 1.30@1 seconds

hacker C

1.2.349} 56785 7% F42=2 AF83] 61.81.108.1209] 2553 XEE g5~
HEYZ 249 ZT=E2I339Q nmapl 2 29SS Pyt &3 20 F3d&
Xmas W@ @S AR o ojug wdeuey Wi g 2

g g9HE £S5 7] ol
A3 Wslde] %ol SYN HEMNES ACKZF gl TCP #HAE& 2%
Agsto gy Eolo= TCP 928 Y=t} oju] Xmas =W SYNHIEES ¢

off a1, oldd FFF A AFF7] Wl =AY ] A 7F ek
Weldo] 9 XEE 2dde] oH Y] Xmas =AY A4S HAA XE 270
E 28 5 t AFEest ATk 25 smtp AH]2 XE+= closed A E)

olal, wpx7FA &2 53 DNS TCP ¥ E W3k & i),
MAC Address & 00:13:77:C7:El:c6 (Samsung Electronics Co.) & 27§49
A7 A 7HE 1.301 seconds ©] t}.



¥ Nmap©o] &?

Nmap<= HEH T A} B2t ZALE 9t 78 22402~ FEE
g FES Aagd yEA dgAELS Nmapol HES A &L
Jadels A= #E, SEEY AH 2 7 Al EUHY 22 A
L3t AS Lol

E

Mg AFHEA, T SrEh oW SGAAE LFHEA, o

72 BE/ ol AEHEA B 24 AY 5HS AR A% A=
2 2% PAAL AHgeh

Nmap® At@ VEQZE Awe] 205

5% & BAWTH Nmape RE 7o AFE SFAA G Qs v

3 oaes WA E o A bseh

o|

Snort A A7 X

Nessusol Al U EY A2 FHIHS Folgictd o4 SnortE o] &3 BASEQ

A7 E4E SR

Basic Analysis and Security Engine (BASE)

unique listing Source |P Destination [P
unique listing Source [P Destination [P
unique listing Source [P Destination [P
any protocol TCP UpP ICMP
any protocol Tcp Upp
any protocol TCP UDP Search
any protocol TCP uop Graph Alert Data
any protocal Tcp UDP Graph Alert Detection Time

resses Source Destination

- Most recent 15 Unique Alerts
- Most frequent 5 Unique Alerts

Sensors/Total: (/0 Traffic Profile by Protocol
Unique Alerts: TP (0%)

Categories: I

Total Number of Alerts: 0

UDP (0%)

+ St P a0 1

+ Dest. IP addrs: 0 CHP (0%)
+ Unique IP links 0 I

+ Source Ports: 0

.

o TCP(0) UDP (0} Portscan Traffic (0%)
+ Dest Ports: 0 |

a TCP(0) UDP(0)
<21¥ 4-8 Snort® ©]&3% BASES A 3¥>
BASEE Ab&3te] At WS vl A rdsirt, oiFEe] Qo] A=
232l e AT
o] 3H-e BASES A Wolt
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- Today' listing Source IP Destination IP
- Last 24 Hours aleris: unique listing Source IP Destination IP

~Last 72 Hours 3 unique listing Source IP Destination 1P
nt 15 Al any protocol ICMP

Time Window: [2010-08-12 20:0339] - [2010-10-05 20:48:47]

any protocol
- Last Destination Port any protocol
- Most Frequent Source Porls: any protocol Search

oSt Frequent Destination Ports: any protocol Graph Alert Data

Graph Alert Detection Time
-Most frequent 15 Addresses: Source Destination

- Most recent 15 Unique Aleris

- Most frequent § Unique Alerts

Sensors/Total: 1/ 1 Traffic Profile by Protocol
Unique Alerts: 44 TGP (45%)

Total Number of Alerts: 60512

UDP (53%)

® Src P adrs: 124
® Dest. IP addrs: 173 (CMP (2%)
® Unique IP links 488

® Source Ports: 7585
© TCP (6936) UDP (4433) Portscan Traffic (< 1%)
® Dest Ports: 746
© TGP (722) UDP (25)

<19 4-9 BASE ¥Rt ZA>

- o] Sve BASES 9w BAE melFth ZzEsd gue 4, FuAs)
Bax LEY & 5L welFth 7 a2 2YUHW 4@ BRA 0@ 37
4ol ARE AL & vt

ol

o
[
N b

Q=9 AR, 24X Ao AR, wpA A ¥
W TCP, UDP, ICMP, Portscan Traffic =& =
o "17F FEEA =W e zel %6 P
Ha vk Yol 2 Y TR nmapo® 2] Aol ez el %
4 du aYE 9%S wA Hd Fudd, Fax s}

EE°] TCP, UDPe &, £AA ¢ FaA9] F4 &

o
f
Qo
-N

Al
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[ Back]

Added 2 aleri{s) o the Alert cache
Queried on : Tue Ogtober 05, 2010 00:35:58

MetaCiileda  any

Sensors

Unique Alerts ( classifications |
Unique addresses: Source | Destination

.
IP Criteria any B
.
» Unique IP links
.
.
.

TCP Criteia~ any

Payload Criteila  any

Source Port: TCP | UDP
Destination Port: TCP | UDP
Time profile of alerts

Displaying alerts 1-50 of 26729 total

D < Signature > < Timestamp > < Source Address > < Dest. Address > < Layer 4 Proto >
#0{1-58834)  [local] [snorl] NETBIOS SMB IPCS unicode share access 2010-10-05 00:35:40 51.51.108.61:4341 61.51.108.42:139 ToP
#1-(1-58895)  [local] [snorl] NETBIOS SME IPCS unicode share access 2010-10-05 00:35:40 61.81.108.61:4342 61.51.108.42:139 ToP
#2(1-58867) _[local] [snort] NETEIOS SME IPCS unicode share access 2010-10-05 00:26:34 61,81.108.24:4657 61.81.108.42:139 Tcp
#3(1-58888) [local] [snor] NETBIOS SMB IPC$ unicode share access 2010-10-05 00:26:34 61.81.108.24:4658 61.61.108.42:139 TCP
#4(1-53886) _[local] [snorl] NETBIOS SMB IPCS unicode share access 2010-10.05 00:24:08 51.81.108.61:4163 1.81.108.42:130 ToR

1 #5(1-58884) [local] [snorl] NETBIOS SMB IPCS unicode share access 2010-10-05 00:23:40 61.81.108.61:4148 61.51.108.42:133 ToP
[l #6{1-58885) _[iocal] [snorl] NETBIOS SMB IPCS unicode shdy acoess 2010-10-05 00:23:40 61.81.108.61:4149 61.61.108.42:130 TCP
1 #71-56882) [local] [snor] NETBIOS SME IPCS Unicode share access 2010-10.05 00:14:34 61.61,108.24:4653 61.81.108.42:139 TcP
1 #84158883) [local] [snorl] NETBIOS SMB IPCS unicode share access 2010-10-0500:14:34 51.51.100.24:4654 61.51.108.42:139 ToP
H
. smpreemmsT T s
#311-56647) [arachNIDS] [local] [snorl] SGAN nmap XMAS BOT0 1008 252818 61.01.108.55.49600 ©1.61.106.12025 TEF
#321-58848) [arachNIDS] [local] [snorl] SCAN nmap XMAS 2010-10-04 23:29:16 1.2.3.2:49888 61.51.108.120:25 Top

1-58843) [arachNIDS] [local] [snort] SCAN

XMAS 2010-10-04 23:20:16 5.6.7.8:49658 61.61.108.120:25 TCP

<2% 4-10 Nmap 271d ¥ Snort ©A EF>

9 Qe %Eow melFid 9014 Nmapo.
Ae k@ F ok
55

=2 & 4 & 61.81.10855 oA 61.81.108.120 = AA| H
A g g Qor Aol WA A spTor WYY AUNE HO @

[ Back]

Added 0 alert(s) to the Alert cache
Queried on : Thu October 14, 2010 21:13:32

Meta Criteria  any e Sensors /
1P Criteria any * Unique Alerts ( classifications )
Layeracftams.  rioe ® Unique addresses: Source | Destination
® Unique IP links
Payload Criteria  any
| Source Port: TCP | UDP
® Destination Port: TCP | UDP
® Time profile of alerts
Displaying aletts 145 of 45 total
< Signature > < Classification > < Total # > Sensor# < Source Address > < Dest Address> < First> <Last>
[ [nessus] [bugtrag] [local] [snort] WEB-MISG Invalid HTTP Version String  non-standard-protocol  2349(3%) 1 2 5 20100612 2010-10-14
20:03:39 12:43:01
m] [local] [snort] SCAN UPnP service discover attempt network-scan  14258(20%) 1 103 2 20100812 2010-10-14
20:04:53 20:55:20
| [arachNIDS] [local] [snort] ICMP PING NMAP attempted-recon 8(0%) 1 2 5 20100812 20100831
20:23:53 17:38:56
O [snort] (portscan) TCP Portscan unciassified 16(0%) 1 8 s 20100812 2010-10-04
20:23:53 01:13:01
-
-
.
[] [url] [eve] [icat] [bugtraq] [local] [snort] WEB-MISC PCT Client_Hello overfiow  attempted-admin 1(0%) 1 1 ;] 20100916 2010-09-16
atiemal 01:09:50 01:09:56
& [arachNIDS] [local] [snort] SCAN nmap XMAS attempied-recon 30(0%) 1 3 2 2010-10-04  2010-10-04
01:14:26 20:29:17
m TroCaT TSHOP WESAT TACK: s o THO%T T T T ZOTC T 20O T 0S,
04:43:05 01:20:40

<2y 411 Fed Ada 55 >

I% 4-10914 2% e 55 £ ‘Unique Alerts’%
AiaGErdez gt A3E) 55S RoFEd XE
3 EEo] ‘SCAN nmap XMAS' o2& &% % Zﬂ 2
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Port Details - Port 25 Port Details - Port 53

Port 25 Port 53
[# Sources/Day ® Sources/Day
- 16,00(, Tarsatasoy 11,000 g .. 12,00(, Targets/Day 80,000 =
7 : 2
S 14,000}, {10000 § & 11000 {70000 9
g \ g g A
£ & £ 10000 | g
3 12,000, 9,000 & 2 160,000 8
0 Y 5000 | g
10,000 8,000 { 150,000
8,000
8,000 /17,000 i 140,000
f 7,000 |
6,000 4 146,000 130,000
\ \/ 6,000 -
4 & \J \
L] LAY { |
4,000 | L {5000 e 20,000
/ \
2.000 | 14,000 e o {10,000
4 { b a p
““““““““““ “" g b fanPutPesseettness whesd
O 00 O) Dy ONDNHO oM J=3 ON 3
puba I3V A SASSSESIISIN iy mmwrv&vr’\’r’r\vrrvrvwr?rvm mé.”gé’"““é."ém:"'
T TRy e veguefegegeegegudey SSIEEBEBEIFEEITHF CLLLLLBLLLLS
LN G0 G%} YL KN Y 0O0O0000000EHEe wwmwwwmﬁ?ﬁwmwm S55 83 OOO SCCodEte

<% 4-12 BASE 1#|d3}>

Nmap®. = Z~7]d g 25WH, 53¥ &594 i =1 % ¢ g;u},

xF SAAS} A5 UelFH HAAHS il EE shFo] dwit
S PEA BAFa, yE=S Targets® 4 Xz
Targets©] sFFo] drj} AUA=XE BAFE

- 25¥e X E —Or 99 23Y 9 7}%* mo orS Ak, 109 1190 7HE A
1
FS F$41% wkHE] Targets< 7 43
)

CVE Links

| cver Description

"Inverse query buffer overflow in BIND 4.9 and BIND 8 Releases.”

"A DNS server allows zone transfers."

"A DNS server allows zone transfers.”

"Buffer overflow in BIND 8.2 via NXT records.”

"Buffer overflow in transaction signature (TSIG) handling code in BIND 8 allows remcte attackers to gain root privileges.”
"Buifer overflow In transaction signature (TSIG) handling code in BIND 8 allows remate attackers to gain root privileges.”

<219 4-13 CVE Links>

o5 FolA 7MF Fu 2L L FiF(classification) ZE=9} &7 do]EjH| o]
2229 YA(ex: Arachnids or CVE)olt}. o] Hlo]EH &= Snort7} 35 o] E H|
o] 2o 1;53{?2 l Ao 2 RE 7HA 2 Folth. 2z el gl CVE HAaEs
285t CVE(FH A HolEuo]2)ol = o] A ek Ax #Ho] A7} &
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=
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(

=71

2 — 1% 7% F Ak
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(linear complexity)
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el
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Fele] e

= 7

=13
s

A=
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=
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=

&

(3) W4 (randomness)
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2.2 ALGS A7) H

Heb Al=gle ohost 7es 2a® shal %ii}% A mEIE des A
ok A MM mE st Eyg 2HE QS WAYEAM A 71, &
3 GuFd YEYA TREF 27] MEH W4t AR B0 53
Aol miETlel ejEstne FAAE vEol ‘L%OI T Hol A& AAld] o
& TAold st duFel EARUs W wAVIE EAste wdrE

A el v AA 7] (truly random bit generator)= WS A7 YE =
L ol&stEE Yg AAo] =g YF-E AA
old EAAL s Asty] YA x7)o] FolA

Moz A4 A Be 4477 BHH ALY e gEs] 7

A J
ks MEYD Bt due ol AHEET B g g7 o2 Y=
=, 2@ (True random)9t 2JAFHS(Pseudo random)®Z WH & 4

e L
—1>
)
o
%
>
A
all
EN)
o r

(1) A3 (True random numbers)

- W Ag Aol
A Bh5E oW Bl AnERE P51 NEA, YA B9 5o
2vE A4ag 5 9ag B

(2) YA (Pesudo—- random numbers)

I
}L
4
Ay
Ir
i
Ac)
ax
o
= H
oZi
JZi
o
(d
I
>,
no
o
[rt
r)~
ni
QL
N

g A= e A8 7] (True Random Number Generator)®} o] ARyt
% %A1 7] (Pseudo Random Number Generator)7} ¢)th.®
T b BATE Age] dF & F gle T A &2 (chaotic sources)Z-EH

A= Ast] U4E B9 02 59 Az 40 Ao A Aw

2 A8% F QolxE 4 dolgE AFHARD? §F ARAEE o) 43
o UFE AHBLST ojda 25 dg WAl FAN £a2RE A=
i MG ICE SIS P EE Tt S
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2 ZRAEA AMET YAEE A TS

W= = W4 Pseudo-Random (5% W 9) W=t} “Pseudo” &, "7}#}2]”, "R %2
o, "ZA7E opd”ol gz Zroltt. "o AL ol Al Mo AR = "Doctor” 2F=

o] ofue}, “HlszstA Rt A= ofy v ek 5ol al, Pseudo & "OJAM'E WY

“Pseudo-random”, B5¢] ZAFHE

b

W Al AR oEey] mrhs el gndFolt ke B
o

]_
AEE Zhgste] daeE AR ojn] & A 43t dadgss ol
| .

oAbt ‘ﬁ 7IMe] F5F+= RANDU & H3eto] W24 EAY, A9 &5
71, 9 58471, LFSR & w9 7IjEe] EAgH.

7}. RANDU

RANDUE: 48 &% 44718 83 FAhds 447 902, 19604 oo
o] of Fa

IBM #lQ1= 2 < O AlagoAxE de AFS-E ST} o]
FHlo] AME3lE M# A7 = g3 2ol oSl

X, 1 = 65539X, mod 2*', &, X,& &%

RANDUE 943 Hotom AA® fAUS 447 F stz 9e4 9
27 vhgeel 19689 HF FF AP/ wE UEER ool
AEE 3HY Fgo] BASAL W G99 o 249 A F s 9 9
AsA Bk AehAZeler T3 wHEE, 19 wRe 2w st
29l A2g71el Ao HW S 1290749 RANDURE 15709 Fwige] mE A
Sol 97ahA Brh?

Y. H=24 ES2H

Hz2HA E28 (Mersenne Twister)E 199730 vf22 E wfaE(AA E)S}

WA A PN )7 AR fAbdS g e kGl w2l ES Y
T A Axse] EE TT800 44719 Addow, 7E A5 A
@g—g— AFAA g Ao T2 WeE wEA AT F dms AAHAY
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F717h W2 Al 249 del A f o
A grel A we A Aesw

glom &3 F7]7F 219937 — 191 MT199378 A-&3hth, MT199373 2o}

A W Fg7F 320 E7L obd 641 E Q1 MT19937-64% 2:0]™| 2006 ol

A AAEe] wie SIMD 7|WF W24 E$2~E = MT1993790 Hlsf o =f
o= 0@4 Si=g

W47} el Z, e SR, W EADE

o AFF A7
A& g5 A A 7] (Linear congruential generator, LCG)= d¢]
A 7otk A8 e AARVIE U A #AZ F9gd ¢E X
X71+1 = (aXT +C) mOdm

0<m (UU4=sF),0<aFHFZF) <m,0<clHFF) <m,0 =< X, (%
71%) < m

A s APV dHle vtz oldel] AHE o, o] W Ao mot
A A9 Qemw Wi Fr)e 3 O]O] X}”j shrh. epAIwE e A

(1) ¢ mo] A ZA4o]of 3t}
(2) @ ‘o] m9 BE x4z U Aok gt}

(3) mol 4] WY A%, a ‘% 4] WjFofof g



b oehuth w8 A8 FE AAYIE A4E s dael de el ue
Ao gepv, Aol webds 4R 2 27 @ el EAE 4717

Z. 9T 47
o 3+%= M A 7] (inversive congruential generator, ICG)E B A E H ol FAL G A
712, AP sAE79 dEE drt HA AL e ARaAE lelr] 918
S FAlCl HE JY9S Abgdte GugFolnt Y o e QAT dukae
th& 3 2

(3) 2713 X, & 08Tt AAY 231 YEanch Fopok @k,

G5 B Be 99 X 'modme $FEs sAWe sHgom A
el wet X modmS WAl AAE % 9tk ol
| wEel X,0] 0] ofum &4 §AaA EAlEH, X,

o Faps} go] 02 g0 2 & rkd

12

N

v}, LFSR(Linear Feedback Shift Register)

(1) LFSR
LFSRE S3tdom B4o] 7bsd o) £dg agdo BAT & Y= 2
SER R IR EERERER

SE
g & oglom, oug de 54 A
oe

e
>,
-
12
E'
5
I
Q
=
=
I
!
=
3.
5
®
0]
e
Q
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9
=
o
o
frt
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i)
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(Characteristic Polynomial)®l|
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Llj Repeated

51 0 1 subsequence
S:= So 1 0 31: Sa
. L ]
(a) an example of 2 bit LFSR : (b) an example 03 bit LFSR

Sq 0 1 1 119001F00...

I
s, 0 0 1 S,
S, 1 0 0
- 5 0 0 1
S 1 1 0
3 s, 1 0 0
SE%, B # 1 s, 0 1 0
s, 1 0 1
e (c) outputsequence of 3 bit g | 1 0

non primitive LESR
S 1 1 |

=8 6 1 i

L]
o (d)outputsequence of
¢ 3 bitprimitive LFSR

[2%] 8 LFSRY 9]

712491 LFSRS & ol9o] th& ¢eo] gla, D E¥EF% XOR= 74
Hol flon FHFES dA Holg zta Wiy 5AS e ol 3
EF9e 2 ol FREEZE 01, ., 2n-1 ZEA ] AEE ASEA REESk = A A
H, n7le] EHERS = LFSRS A 2n-17e] AHE 2HA dv [1498]¢]
(a)= & 2708 (01, 105 zZe= AS & 5 vk & 2718k 00017 v

111 A -oll= Zedsrt glas 7 & 5 vk viz7iA = (298] (b=
Z717 8 7F 11101 A 00091 4ol = Aefel st gleo] &7 443 gtk
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=
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AAs] W+ 328 HZdo] (maximal length)
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B2} 2tk LFSRe]

Eal

7139

El
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o] WhE-x A wr} 17
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=
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=
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o9 ol SR £ apapa -
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=
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+a,xr" -
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Qy, a4y Ay
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2 gkol et 714

- =
=

A7 =
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-
It

&3t ol

o}

n

INF n
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=
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Miealaa '+ . +a_ 2]

i=1
1+Zcia:i

i=1

Gz)=

8RR Gx)¥E LFSRY 271#20 a,ay, -+, a, & HJHA 45 ¢,0, o,
cn 9 FTFoltt Gx)o BRE TS o] TAEHH o] EA thEa P(x)Et

ner),

}6]—
3

Plz)=14cx+ca’+...+c,2"
=4 oaae LESRe Fxo uwel AAEY, [2911]9 EA  oEka

£

(3) LA a4
GF(@) o] 9ATgA e ~adEy gy B3 2L 257
Z] o
A~

= L
2EYAD A AN AATRA S
o)
AR

W Ay
1 AEZHALT

Aragr oz 3

-

+ Linear Feedback Shift

s 3 we durdom kA gyges FREn
A WA N PR Fold thEe] ANTFAAI} ofustE B &
uEFS ol &3t Aola, BA WS da JdE 3 Jje] YA o zRY
NMEZL AT AS d= dugSS o835t Aolth ofge WAL X HA
ol ool & Folzl thalkalo] YA|t}abAl ol %] ol WA e W ot}
A KA na QNG f(z)d kel AgEE ol ohd £

{st} eR(f(x))s F771 2 =192  HWF7159(Maximal  length

=
sequence) ¥ PN4 4 (Pseudo-noise sequence)e]2} @t} ?

ANGGHL Aol a5 p ok Fo AF nol datel ZRokA F, oA
=F
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A dh aEF, < A E, o] A2 (Primitive element)2} il o € E, 9
Al F, oM e H v

plz) = min.poly.Fa, plz) € F, (]
F, 1ol A e A T84 (Primitive polynomial) o] €} &},

o

O durdoz Al K7k Al Feo goiAd wf A4 a€ K7F Al FelolA
T (Yol =,
() = ay + a,z +a2x2 + -+ a2 E Flz] o msto
pla) =a + aqa+aa+ - +a0" =0

ol thg A 2HS wEsE fU% U p(z) EFlz] & A F

ool a9 FHAYEA(Minimum polynomial) HE 7] efr}d2

(Irreducible polynomial)e]&} &lar o] =

p(x) = min.poly. ,a == p(z) = irr(a, F) & YeEpATH
*deg(ple)) = 101m ple) o AmAeel AFE ot

- = flz) € Flz] o 5o Flz] oA
fla)=0 < p(z) | f(z)

@ 99 934 plz) 9 A2 «

o : F] = deg(p(z)) = 1

® A9 dmel oshd AxnkgA Em sleas F EuE 497 o

2 QAT ol

+ AATFYY FS o +
(& flz) =142+ A F M 43 QA4 )
a4+a+120,a4=a+1

2 14 1
@4—{0}:<a>:{1,a,a,---,a},a5:1
a =1 ol =« ol = o o =
at =a+1 = +a o =adc+d

o =ttt =a+1+8
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= (a2+a+1)=a3+a2—l—a

(
o'l = al)
a12=a(a11):a(a + o? +a)=a4+a3+a2=a3+a2+a+1
13=a(a12):a( + o? +a+1):a4+a3+a2+a=a3+a2+1
14=a(a13)=a(a +d+1l)=a"++a=a"+1
d?=al@) =al@+1)=a'+ta=1

A=0-"+0-*+0-a+1 0, 0,0, 1)
a=0-"+0-a*+1-a+0 0, 0, 1, 0)
=0-"+1-a*4+0-a+0 0, 1, 0, 0)
=1-+0-a*+0-a+0 (1, 0, 0, 0)
at=0-"+0-a*+1-a+1 0,0, 1, 1)
=0-+1-a*+1-a+0 0, 1, 1, 0)
=1 4+1-a>+0-a+0 (1, 1, 0, 0)
a=1-4+0-a*+1-a+1 (1,0, 1, 1
A=0-"+1-a"4+0-a+1 0, 1,0, 1)
=1-"+0-a*+1-a+0 (1,0, 1, 0)
' =0-"+1-a*+1-a+1 0,1, 1, 1)
adl'=1-"+1-a*4+1-a+0 (1,1, 1, 0)
ad?=1-"+1-*+1-a+1 (1,1, 1, 1)
ad?=1-+1-a*4+0-a+1 (1, 1,0, 1)
' =1-4+0-*+0-a+1 (1,0, 0, 1)
ad?=0-"+0-a*+0-a+1 0, 0, 0, 1)

ot} Watd The FAe A BN QAga f(z) e natiddoewn
S 77171 159 Ar)Fr] ol 2
06001 0011 0101 1110 0010 0110 1011 11060
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2.3 LFSR7d ¥4 HABZAA 75

7}. LFSR =213 33

(1) A YA

- LFSR& 7@sh7] del S4va4
ghet. ofmf AR-RE 2 °
(ZE o] AAITHEA 5122704 B 7Fe. AR A B12A7EA] =
=98kA X3h)
ofgfel Tz ¢ MEFor gopwl A,

- 71 TR olES v or MAZ AAGFA A= 31
H E ()7 A g 74, of LRI PoA e T2 FHF)

! st oA e ZzadeM Had Fi

T A
=49 A3
PR
outputg A
fouti- & F7FellA txtdd S thEo] WY A ppdirXXX.txtZ2 A
2 st}
o714 XXX+= XHIE(nah) 2 g
- PellA e ZR2IME cygwinoll A E ko] H7] wjEo] cygwine®

el F 49,

e
=

o]

oo o N
o oy

U-lLl nSL'

=

e
=
o=
—,—Z

Oﬁ oL E,
o 401' K

ppPolynomial.cpp o4 E#HA2E vlPA HQad

n2

PN
- T
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httpy/iseanerikoconnorfreeservers.comyMathematics/AbstractAlgebra/PrimitivePolynomials/Project/SourceCode/

Index
of /Mathematics/AbstractAlgebra/PrimitivePolynomi

Enable Image Thumbnails

Hame Last modified Size
4’ FParent Directory 2007-SEP-11 14:47:26 o
Prinpoly/ 2010-AUG-04 17:05:34 -
@ PrimpolyC/ 2010-4UG-04 17:05:45 -

[29 9. 223 "2 HolA]
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3

ndex of Mathemtie/AbstractAlgebra/PimitvcPolynomals PojectSourceCode/Prmpoly - Migrosoft Ineret Explorer

TN BXO WV EARIN S0 cewm

00

@j http://seanerikoconnorfressenvers.comy

BEB® % x

athematics/AbstractAlgebra/Primit

Polynomials/Project/SourceCode/Primpaly/

Parent Directary 2010-JUN-24 23:24:00 ]
Primpaly.cpp 2010-4UG-04 17:04:88 1k
Primpaly.cpp. txt 2010-A0G-04 17:08:00 11k
Primpaly.h 2010-AUG-04 17:05:00 Bk
Primpaly.h.tut 2010-AUG-04 17:05:01 Bk
pphrith. cep 2010-AUG-04 17:05:01 28k
pphrith. cpp. tut 2010-AUG-04 17:05:02 2Bk
pRArith. b 2010-AUG-04 17:05:03 Tk
ppArith.h tat 2010-AUG-04 17:05:03 Tk
ppBiglnt.cpp 2010-AUG-04 17:08:05 7Ok
ppBiglnt.cpp. tut 2010-AUG-04 17:06:07 Tk
ppBiglint.h 2010-AUG-04 17:08:08 18k
ppBiglnt.h. tut 2010-AUG-04 17:08:08 18k
ppFactor.cpp 2010-AUG-04 177:05:11 92k
ppFactor.cpp. tut 2010-AUG-04 17:08:14 92k
ppFactor.h 2010-4UG-04 17:05:14 Bk
ppFactor.h. tut 2010-4UG-04 17:05:15 2k
ppUperat ionCaunt .cpe 2010-AUG-04 177:05:16 Bk
ppOperationCount . cpp. tut 2010-AUG-04 17:08:16 Bk
ppUperat ionCaunt .h 2010-AUG-04 17:08:16 3777
peOperat ionCount b txt 2010-AUG-04 17:05:17 3777
ppParser.cpp 2010-AUG-04 17:08:18 42k
ppParser.cpp. tut 2010-AUG-04 17:06:18 42k
ppParser.h 2010-AUG-04 17:05:20 3
ppParser.h. tut 2010-AUG-04 17:05:20 =4
ppPolynomial cpp 2010-AUG-04 17:05:23 94k
ppPolynomial  cpp. txt 2010-AUG-04 17:08:26 94k
ppPolynamial . b 2010-AUG-04 17:08:26 20k
ppPolynomial b, tut 2010-AUG-04 17:08:27 20k
pplnitTest .cop 2010-4UG-04 17:05:30 95k
pelnitTest .cpp. tut 2010-AUG-04 17:08:32 98k
pelnitTest .h 2010-AUG-04 17:08:33 2384
pplnitTest b tut 2010-AUG-04 177:05:33 2384

B A=

10. #H1H o]A] -> Primpoly/ -> Source - *.cpp & *h &
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-
e T = SHET| (A = S22

€3 - 8 B

-’Fm!__; C#Documents and Settings#MicrosoftwEt S SIS wA ZH#A

I

ppaArith ppArith
il £

ppCperatio. ppParser
W b

Primpaly Primpoly

[Z¥ 11. Source - t¥

&= /homesppdir

$ cd ..

$ od ppdir

$ gt+ —¢c *_cpp

[ I & T I

ppBigint ppEigint ppFactor ppFactor  ppOperatic.

DEREIC I

ppParser  ppPolyncmial ppPolynomial ppUnitTest  ppUnitTest

2 ppPolynomial.cppa 2 F31

[2¥ 12. 2E *cpps AFAYIY *.085 AA]
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G ‘heme/pedin o L=

$ g++ —o primpoly *.0

[2F 13. AFLIERE *09 *h & 2 & AIEX2 3% primpoly.exeE
AA]

- primpoly - 3}
dA gdEgoA /primpoly —a 2 XXX
o] 714 xxxi= LFSR9| ©]§& HIE(R}) & 512k 44
[e]

A A AT 2ed AY (2HY B do] &2

rir
e
N
o
olf
o
o,
k
rir
(o3
L
ol

E: /home/ppdir

$ ./primpoly —-a 2 032 .

(29 14. AT 328 E(323F) &4 ]
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- primpoly Z &
A ka4 €] 3717} FT5(TAP] HES7E Z37H 2 AIgte] AofA]
W ozg g A 98 3d 2839 93U =9 (ppfilexxx.txt)ol A %}
ol7} AU+

*11

G /rome/ppdir =ik

Primpoly Version 10.5 - A Program for Computing Primitive Polynomials.
Copyright (C) 1999-2010 by Sean Erik O'Connor. All Rights Reserved.

Primpoly comes with ABSOLUTELY NO WARBANTY: for details see the

GNU General Public License. This is free software, and you are welcome

to redistribute it under certain conditions: see the GNU General Public License
for details.

Self-check passes. ..
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11111100
11111101
11111110
11111111

JICH gk

= 242 .582

==
=

2921175

[100%] S 2}t6tF SLUICEH.

(29 37. W3 E4-m 2d3=84)]

_52_



vie)

e

a s

(3) Poker

s

)

P
file)

KO
R

i

)

o]j_r_

71 A W

o|t}. Porker %S hamming weight 7

t}. poker

L
RN

}7}191 BHow 1}

ol A=
n@i) (0 <i<m)

0

Ve

34,

o) A4t

%
.),0 <i<molt}. 182 =2

B
41 &5

3

i 13 m -1 719 002

=
=

=)
fren

el

.Z;
<0

_53_
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>> HECH2 LFSR2| HIE =2 g&otM K (4 - 512) : 32
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- A T2 T4 z71A
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3, 4, 5, 14, 15,
R D R GRS U I | 34, 50, 55, 56, 57,
76, 87
3, 12, 13, 18, 19,
x5+t xP+ 1 26, 27, 30, 31, 36,
37
3, 4, 5, 10, 11,
R D G GRS D IR S G S G I G S | 13, 14, 15, 18, 19,
20, 21, 22
3, 10, 11, 19, 34,
N GAE I G I CHE S S CRE  CAR S | 35, 36, 37, 38, 39,
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3, 4, 5, 10, 11,
X rxP XX+t x+ 1 12, 13, 14, 15, 18,
64 15000 | 19, 20, 21, 22, 23
X+ xZ+x0r+5+E+ 3,4,5,6, 78,
9, 10, 11
3, 6,7, 22, 23,
R S G U D R D ! 24, 25, 38, 39, 48,
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X64 X12 X11+ 9+X7+X6+X5+X+1 3’4’5’6’7’8’
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7}. LFSR A A7)

#include <stdio.h>
#include <stdlib.h>
#include <math.h>
#include <string.h>

FILE

«ftap, *frnd;

int main(void)

{

pl:

p2:

int

int

unsigned short SR[513]={0}, TAP[513];
unsigned short feedback;

char buffer[2000], tmpl[]=" "
char ppfile[14], rndfile[15];

char *ptr_buffer;

int i, j, k

XX, VY, %%

eof, nbit, current_pp;

int  addr_ppl[1000];

int  period, total_rnd, sr_count;

printf("\n>> LFSRe| HE & 43~ 4 - 512) :");

scanf("%d”, &nbit);
if (nbit>=4 || nbit<=512) goto p2;

printf(".. 98 FJYtt AL HA L2 \n"); goto pl;

xx=nbit/100; yy=(nbit2%100)/10; zz=nbit%10;
sprintf(ppfile,'ppfile%1d%1d%1d.txt" xx, yy, zz);
sprintf(rndfile,"rndfile%51d%1d%1d.txt" xx, vy, zz);

printf("\n.. A thaka o] AP AL %s JdYd\n”, ppfile);

if ((ftap=fopen(ppfile,'r"))==NULL)
{

// LFSR HIE

printf(”.. 34 & 2 FH7F HAIASFYTN\n");

goto end;
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loop:

skip:

endoffile:

ag:

eof=0;

for (i=1; i<=nbit; i++) TAP[i]=0; //® Z2718)h
printf("\n.. ¥A] 424 ofef o} ZHUthAn");

for (i=1; i<=100; i++)

addr_ppli]=ftell(ftap);

if(fscanf(ftap, "%["\n]", buffer)!=-1) goto skip;
eof=1; if (i==1) eof=2;

goto endoffile;

ptr_buffer=&buffer[0];

j=strcspn(ptr_buffer, ">"); k=strcspn(ptr_buffer, ”,");
strncpy((char *)ptr_buffer, (char *)(ptr_buffer+j+2), k-j-2);
memset(ptr_buffer+k-j-2, "\0’, 1);

printf("%d : %s\n”, i, ptr_buffer);

fseek(ftap, ftell(ftap)+2,0);

R RIS

if (eof==2) { printf("\n>> 24 YA }a2 o] ¢lFYth\n"); goto end; }

printf("\n>> A t}ata s A A e (A9

scanf("%d”, &current_pp);

1dHE, 53 :0) ")

)

ol

if (current_pp==0) goto next;

if (current_pp<1 || current_pp>=i)
{
printf(”.. A8 ¢ FYUtt\n");
goto ag;
}
fseek(ftap, addr_pplcurrent_ppl,0);
fscanf(ftap, "%[\nl", buffer);
ptr_buffer=&buffer[0];
j=strespn(ptr_buffer, ">");
k=strcspn(ptr_buffer, ”)");
strnepy ((char *)ptr_buffer, (char *)(ptr_buffer+j+2), k—j—2);
memset(ptr_buffer+k-j-2, "\0’, 1);
printf("\n.. A&k GA] a2l %sYYtt\n’, ptr_buffer);
fclose(ftap);
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x1:

next:

p3:

while (1)
{

}
printf(”..
for (i=1;
{

)

i=strespn(ptr_buffer, "x");
j=strcspn(ptr_buffer, "");
k=strcspn(ptr_buffer, "+");
if ((i==0) && (j>=k))
{
xx=1;
goto x1;
}
if ((i==)) && (j==k)) break;
strncpy (tmp, (char *)(ptr_buffer+j+1),(k-j-1));

xx=atoi(tmp);

strepy((char *)ptr_buffer, (char *)(ptr_buffer+k+2));
TAP[xx]=1;

A e oA d4gde 2 oot ZFYthin’);
i<=nbit; i++)

printf("%d”, TAP[D);
if ((((nbit-1)2%64)==0)&&(i!=nbit)) printf(”"_");

printf("\n");

goto p3;

if (eof==0) goto loop;

if (eof==1)
{
printf(".. F7F 24 Atk o] glFythn’);
goto end;
}
printf(”.. 7 ZJFE 7t obdU T \n"); goto end;
period=-1;

if(nhit<32) period=(1<<nbit)-1;

printf(”..

LESR®] F71& 2°%d - 194 th\n”, nbit);

printf("\n>> AL dgo] AFS dgsiAa 2 ),

scanf("%d”, &total_rnd);
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printf("\n>> LFSR?| %7]X & 4gsAL ")
scanf(”"%d”, &xx);

i=0;
while(1){
SR[EI=((xx>>1)&1);
printf("\n%d" SR[il);
i+
if(xx>>1==0)break;
}

if ((frnd=fopen(rndfile,”w"))==NULL)
{
printf(”.. ¥4 & F7F HAIAFHUTA);

goto end;

fprintf(frnd, "%3d %10d %10d\n”, nbit, total_rnd, period);
printf(".. LFSR HE & %deolil, AT FE9 Zole %dYyrhin’, nbit, total_rnd);

if ((nbit<32) && (total_rnd>period)) total_rnd=period;

printf(”.. A3 -2 oo} ZFUTh\n");
for (i=1; i<=nbit; i++)
{
fprintf(frnd, "%1d”, TAPIil);
printf("%1d”, TAP[D);
}
fprintf(frnd, "\n”); printf("\n");
printf(".. LESR®| %712 ot ¢} ZFUth\n");
for (i=0; i<=nbit; i++)
{
fprintf(frnd, "%1d”, SRIil);
printf("%1d”, SRI[il);
}
fprintf(frnd, "\n"); printf("\n");

/x run NBIT bits LFSR #/

printf(”.. A4 LFSRY €2 of& ¢} ZHFYrhn’);

sr_count=0;

while (1)
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feedback=0;
for(j=nbit; j>=1; j—-)
{
if(TAP[j]==1) feedback=feedback ~ SRIjl;
}
fprintf(frnd, "%1d”, SR[nbitl);

if (((++sr_count)%660)==0)

{
fprintf(frnd,”\n");
printf(” A4 ¥E %6d\n”, sr_count);
}
for (j=nbit; j>1; j--) SRIjI=SRIj-1}; // shift right 1 bit of
SR
SR[1]=feedback;
if(sr_count>=total_rnd)
{
printf("\n.. 43 LFSRY] F¥€& £ %d HEYYLL" sr_count);
break;
}
}
felose(frnd);
end:
printf("\n\n>> LFSRell <3 @4 A 2Pl BF w5yt Nn");
}
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4. =¢-m HAA(TH, =744 =)

#include <stdio.h>
#include <stdlib.h>
#include <math.h>
#include <string.h>

int  polygram[91[256], buff[9], idx[9], idv[9];

int mask[9]={0,0,1,3,7,15,31,63,127};

double mean, sum, tsum;

double chisquare[9]={0.0,3.8414,7.8147,14.0671,24.9957,44.9853,82.5287,154.3015,292.1748};
FILE =ftap, *frnd;

void calc_polygram(int onebyte)

{
int i;
for (i=1; i<=8; i++)
{
idv[il=idv[i]*2+onebyte;
idx[i]++;
if (idx[il==1)
{
polygraml[illidv[i]]++;
idx[i]--;
idv[i]=idv[i]&maskl[il;
}
}
}

void convert_binary(int poly_no, int page)

{
int i, tmp;
tmp=page;
for (i=poly_no; i>=1; i—-)
{
buff[i]=0;
if ((tmp&1)==1) bufflil=1;
tmp=tmp>>1;
}
}

void blankprint(int poly_no, int column)

{
int i, bl
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blk:(SO_COhlmn*IS)/2+ (COlumn—4)*1+4;
printf("\n");
for (i=1; i<blk; i++) printf(” ”);

int main(void)

{

pl:

p2:

unsigned short SR[513], TAP[513];
char tmpl[]=" " rndfile[15];
int 1, j, k 1, XX, vy, zz, nbit, onebyte, period, skip, total_rnd;

for (i=1; i<=8; i++)

{

idx[i]=0;

idv[il=0;

for (j=0; j<256;j++) polygramlil[j]1=0;
}

printf("\n>> A4 LFSRY HIE +& ¢gHaA8 4 - 512) @ ")
scanf("%d”, &nbit);

if (nbit>=4 || nbit<=512) goto p2;

printf(".. 9438 eFAYt ALHs A2 \n"); goto pl;

xx=nbit/100; yy=(nbit%100)/10; zz=nbit%10;
sprintf(rndfile,"rndfile%1d%1d%1d.txt" xx, yy, zz);

printf("\n.. AR U FLHEAL %s YT \n", mdfile);
if ((frnd=fopen(rndfile,"r"))==NULL)
{
printf(”.. ¥ & 2 {7} TAIAFYGYN\n");
goto end;
}
fscanf(frnd, "%3d %10d 2%10d", &nbit, &total_rnd, &period);

for (i=1; i<=nbit; i++) fscanf(frnd, "%1d", &TAPIil);
for (i=1; i<=nbit; i++) fscanf(frnd, "%1d", &SR[D);

if ((total_rnd>period) && (period!=-1))
{
total_rnd=period;
printf("\n.. & F717F gol #7716 $LF dole] dd
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for (i=1; i<=total_rnd; i++)

{

fscanf(frnd, "%1d", &onebyte);

calc_polygram(onebyte);

}
fclose(frnd);

printf("\n");

for (i=1,2z=0; i<=8; i++)

{

onebyte=1<<j;

skip=2;

if (onebyte>4) skip=4;

if (i==1)

if (i<3)
{

else

HE");

printf("\n\n\t\t\t =% (m - %d ) #A 23", 1);
Printf(Am\E\\t  ==============m=m==m===\n');

printf("\n\n\t\t =24 (m - %d) A A¥ES FH2A)", 1),

Drintf("\n\t\t S S E B B P e e e e P e

blankprint(i, skip); for(j=1;j<=31;j++)printf("-");
blankprint(i, skip); printf("2Z1{  HI&= 27 HIE):;
blankprint(i, skip); for(j=1;j<=31;j++)printf("-");

blankprint(i, skip);

for(j=1;j<=65;j++)printf("-");

blankprint(i, skip);

printf(” 271 % HE 2719 % 271

s
bt

blankprint(i, skip);
for(j=1;j<=65;j++)printf("-");

for (j=0; j<(onebyte/skip); j++)

{

blankprint(i, skip);

if (skip==2) printf(" ");
for (k=0; k<skip; k++)
{
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convert_binary(i, j+(onebyte/skip)*k);

if (k'=0) printf(” ”);

for (1=1; 1<=i; I++) printf("%1d", buff[l]);

if (skip==2) for (xx=1; xx<6-i;, xx++) printf(" ");

if (skip==4) for (xx=1; xx<=(8-1); xx++) printf(” ");
printf(” %5d”, polygramlil[j+(onebyte/skip)*k]);

if (skip==2) printf(” ");

}

blankprint(i, skip);

if (i<3)for(j=1;j<=3Lj++)printf("~");
else for(j=1j<=65;j++)printf("~");
printf("\n");

sum=0.0;

mean=(double)(total_rnd-i+1)/onebyte;

for (j=0; j<onebyte; j++)

{
tsum=(double)polygramlilljl-(double)mean;
sum=sum-+tsums*tsum,

}

sum=sum/mean;

printf("\n\\t AR E FFEo TH %d-=E 7l 3 = %7.3f\n",i ,mean);
printf("\n\\t A E F5e] FholAlF gk = %7.3f\n", sum);
printf("\n\t\t A= %3de]l FrolAlsy 71+ #* = %7.3f\n", onebyte-1,
chisquare[il);
if(sum<chisquarelil)++zz;
}

printf("\n\t\t%d R E of| A FTHAM-EF qaHsE  F [960.0£%6 %18 3} L & 1
T} \n" nbit,((double)zz/8.0)*100);

printf("\n.. AAH - olgle} ZHUT\n");

for (i=1; i<=nbit; i++) printf("%1d", TAP[il);

printf("\n.. LFSR¢] 7]+ ofegjet ZFHrth\n’);

for (i=1; i<=nbit; i++) printf("%1d", SRI[il);

printf("\n.. FAE 5= F %d MEY YT \n", total_rnd);

end:

printf("\m\n>> LESRel <]3] A e FHA =5 - m A48 FY9e #9%Hd
tH\n");
}
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O =-m AAMITH, =38 £9)

#include <stdio.h>
#include <stdlib.h>
#include <math.h>
#include <string.h>

int  polygram[91[256], buff[9], idx[9], idv[9], idn[9];

double mean, sum, tsum;

double chisquare[9]={0.0,3.8414,7.8147,14.0671,24.9957,44.9853,82.5287,154.3015,292.1748};
FILE =ftap, *frnd;

/MR 72 ¢o1e]

void calc_polygram_nonover(int onebyte)

{
int i;
for (i=1; i<=8; i++)
{
idv[il=idv[i]*2+onebyte;
idx[i]++;
if (idx[il==1)
{
polygraml[illidv[i]]++;
idx[i]=0;
idv[i]=0;
idn[i]++;
}
}
}

void convert_binary(int poly_no, int page)

{
int i, tmp;
tmp=page;
for (i=poly_no; i>=1; i-—-)
{
buff[i]=0;
if ((tmp&1)==1) buff[i]=1;
tmp=tmp>>1;
}
}
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void blankprint(int poly_no, int column)

{
int i, blk;
blk=(80-column*18)/2+(column—4)*1+4;
printf("\n");
for (i=1; i<blk; i++) printf(” ";

}

int main(void)
{
unsigned short SR[513], TAP[513];
char tmpl[]=" " rndfile[15];
int 1, j, k |, Xx, vy, zz, nbit, onebyte, period, skip, total_rnd;

for (i=1; i<=8; i++)
{
idx[i]=0;
idv[i]=0;
idn[i]=0;
for (j=0; j<256;j++) polygraml[il[j]1=0;

pl:
printf("\n>> #HA NS LFSRE HE +&5 JHAL 4 - 512) )
scanf("%d”, &nbit);
if (nbit>=4 || nbit<=512) goto p2;
printf(".. 948 LFYYct A=A L \n"); goto pl;

pZ:
xx=nbit/100; yy=(nbit%100)/10; zz=nbit%10;
sprintf(rndfile,"rndfile%1d%1d%1d.txt" xx, vy, zz);

printf("\n.. AN FIBEHL %s YdUTH\n", mdfile);
if ((frnd=fopen(rndfile,"r"))==NULL)
{
printf(".. 3¢ 2 F7F TAASYUT\n");
goto end;
}
fscanf(frnd, "%3d 2%10d 2%10d", &nbit, &total_rnd, &period);

for (i=1; i<=nbit; i++) fscanf(frnd, "%1d", & TAP[D);
for (i=1; i<=nbit; i++) fscanf(frnd, "%1d”, &SRIil);



if ((total_rnd>period) && (period!=-1))
{
total_rnd=period;

printf("\n.. &= F717F ol F719 $LF

f
Y,
o
1o,
=9
&
e
=)
o
ol
ot
T
&
=1

for (i=1; i<=total_rnd; i++)

{
fscanf(frnd, "%1d", &onebyte);
calc_polygram_nonover(onebyte);
}
felose(frnd);

printf("\n");
for (i=1,zz=0; i<=8; i++)
{
onebyte=1<<i;
skip=2;
if (onebyte>4) skip=4;

if (i==1)

{
printf"\m\n\\MMt =5 (m - %d ) AR A, 1)
printf("\n\t\t\t ========================\p");

}

else

{
printf\M\n\E\E £ (m - %d ) AA AHEE wFHA) i)
prntf(Nn\E\  ========mmmmmmmmmm oo\,

}

if (i<3)

{
blankprint(i, skip); for(j=1;j<=31;j++)printf("-");
blankprint(i, skip); printf("221  HI&= 27 M=)
blankprint(i, skip); for(j=1;j<=31;j++)printf("-");

}

else

{

blankprint(i, skip);
for(j=1;j<=65;j++)printf("-");
blankprint(i, skip);

printf(” 271 IR, 271 W= 2719 H = 271



H L"),

blankprint(i, skip);
for(j=1;j<=65;j++)printf("-");

for (j=0; j<(onebyte/skip); j++)

{

blankprint(i, skip);
if (skip==2) printf(" ");
for (k=0; k<skip; k++)

{

}

blankprint(i, skip);

convert_binary(i, j+(onebyte/skip)*k);

if (k!=0) printf(” ");

for (1=1; 1<=i; 1++) printf("%1d", buff[l]);

if (skip==2) for (xx=1; xx<6-1; xx++) printf(” ");

if (skip==4) for (xx=1; xx<=(8-1); xx++) printf(" ");
printf(” %5d”, polygramlil[j+(onebyte/skip)*k]);

if (skip==2) printf(” "),

if (i<3)for(j=1;j<=31;j++)printf("-");
else for(j=1;j<=65;j++)printf("-");

printf("\n");

sum=0.0;

mean=(double)idn[il/onebyte;

for (j=0; j<onebyte; j++)

{

tsum=(double)polygramlil[j]-(double)mean;

sum=sum-+tsum#*tsum;

}

sum=sum/mean;

printf("\n\t\t
imean);

printf("\n\t\t

printf("\n\t\t

chisquare[il);

ARE G HTH %d-=4E T 7 g = %73\,
AE G FrolAlF % = %7.3f\n", sum);
= %3de] FrolAlE 71E = %7.3f\n", onebyte-1,

if(sum<chisquarelil)++zz;

)
printf("\n\t\t%dH| &
o} \n” nbit, ((double)zz/8.0)%100);

ol A

MFEAm-ES 48e F [%0006%]5 ke

printf("\n.. 24 d L ofgis} ZHFYTn");
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for (i=1; i<=nbit; i++) printf("%1d", TAP[il);

printf("\n.. LFSR®] Z7]x& of#f ¢} ZFHth\n");

for (i=1; i<=nbit; i++) printf("%1d", SRI[i]);

printf("\n.. FAE = F %d MEY YT \n", total_rnd);
end:

printf("\n\n>> LFSRell 3] A G+ v]F

U‘ﬁ‘_’,

2 54 - m A AYel s
oHi\n");
}
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% ¥AAA

#include <stdio.h>
#include <stdlib.h>
#include <math.h>
#include <string.h>

int  polygram[91[256]={0}, idx[9]={0}, idv[9]={0},idn[256]={0};

int from=1, to=8, no_one;

double freq[91[257]={0},chisqure[9]={0,3.8414,5.9914,7.8147,9.4877,
11.0704,12.5915,14.0671,15.5073};

FILE xftap, *frnd;

void calc_polygram_nonover(int onebyte)

{
int i;
for (i=from; i<=to; i++)
{

idvli]=idvl[i]+onebyte;

idx[i]++;

if (idx[il==1)

{
polygraml[illidv[i]]++;
idx[i]=0;
idv[il=0;
idn[i]++;

}

)
}

void blankprint(int poly_no, int column)

{

int i, blk;

blk=(80-column*18)/2+(column—4)%*1+4;

printf("\n");

for (i=1; i<blk; i++) printf(” "); // E]27] 172=24 , 378= 8§
}

int main(void)

{
unsigned short SR[513], TAP[513];
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pl:

p2:

int

char tmpl]=" " rndfile[15];
int 1 j, k 1, Xx, yy, zz, count,bit;
nbit, onebyte, skip=4, total_rnd;

double sum, range;

// LFSR HE

scanf("%d”, &nbit);
if (nbit>=4 || nbit<=512) goto p2;
printf(".. ¥ FAYck AAH3A 2 \n"); goto pl;

xx=nbit/100; yy=(nbit%100)/10; zz=nbit2%10;
sprintf(rndfile,"rndfile%61d%1d%1d.txt" xx, vy, z2);
printf("\n.. A FAdPAL %s JYdh\n”, rdfile);
if ((frnd=fopen(rndfile,"r"))==NULL)
{
printf(”.. ¥ & 2 {7} TAIAFYGYN\n");
goto end;
}
fscanf(frnd, "%3d %10d %10d", &nbit, &total_rnd, &zz);

for (i=1; i<=nbit; i++) fscanf(frnd, "%1d", &TAPILil);
for (i=1; i<=nbit; i++) fscanf(frnd, "%1d", &SR[D);

for (i=1; i<=total_rnd; i++)

{
fscanf(frnd,”%1d” ,&onebyte); // W< 3 HIE Zt 917]
calc_polygram_nonover(onebyte); // =F-fromPFE E=F-toZ}A
}

fclose(frnd);

printf("\n");

for (i=from,xx=0; i<=to; i++)
{
onebyte=1<<j;

printf("\n");
for(k=1;k<=30;k++)printf(" ");
printf("Pocker - %d A4 Z23\n",i);
for(k=1;k<=30;k++)printf(" ");
for(k=1;k<=20;k++)printf("=");
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if(i<=3){
blankprint(i, skip);
printf("\t\t\t 19 A4 FIR=OK
blankprint(i, skip);
printf("t\\t  ——mm ");
}
if(i>3){
blankprint(i, skip);

printf(” 12 A4 HIENt 19] A5 Ell

bt
bt

Aol A W

blankprint(i, skip);
if(i>3)for(j=1;j<=67;j++)printf("-");
}
printf("\n");

no_one=i+1; range=(int)pow(2.0,); // * 71 Thx] A =

for (k=0; k<range; k++){
for (1=0,bit=k,count=0; 1<i; 1++, bit=bit>>1)}{
if ((bit&0x01)==1) count++;

}
freqlillcount]++;
}
for (j=0; j<no_one; j++){
k=(@int)freqlil[j];
freq[il[j1=((float)k/range)*(float)idn[il; // (n(i)/2"m) * (total/i)

)
for (j=0; j<=i; j++){

if(I<=3){
printf("\t\t\t%11d\t%7d" j,polygramlil[j]);
if(j==1)continue;printf("\n");
}
if(E>3){
printf("\t%5d\t%7d " j,polygramlil[j]);
if(i==j)continue;if(j==2llj==5)printf("\n");
}
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for (j=0,sum=0.0; j<=1; j++){ // =A|Z1n} AXrkx

sum=(pow (polygramlil[j]-freq[illj],2)/freq[il[;])+sum;

}
blankprint(i, skip);
if(i<=3){
printf("\t\t\t  ");for(j=1;j<=25;j++)printf("-");
}
if(i>3)for(j=1;j<=67;j++)printf("-");
printf("\n AAdE Poker A9 ZholAlEF F =
9%7.3(\n", sum);
printf("\n A% %3de] FFolAlF 71F & = %7.30n\n”,

onebyte-1, chisqurel[il);
if(sum<chisqure[il) ++xx;
}
printf("\t\t%d "] E ol] A Pocker AARE =
t}\n" nbit,((double)xx/8.0)*100);

blankprint(i, skip);

printf("\n.. A ® W} olg 9} ZHUT\n");

for (i=1; i<=nbit; i++)printf("%1d”, TAP[il);

printf("\n.. LFSR9] Z7]x& ol ¢} ZFYtiin”);

for (i=1; i<=nbit; i++)printf("%1d”, SRI[il);

printf("\n.. AAE = F %d FEY YU \n", total_rnd);

end:

[960.0f%6%6 18 3t 55 1]

printf("\n\n>> LFSRel ¢la] AAE = A4 o] EwkxytHNn”);
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o ¥ AR (ZAA, & HA)

#include <stdio.h>
#include <stdlib.h>
#include <math.h>
#include <string.h>
int B[91[256]=10}, GI91[256]={0}, change[9][9]={0};
int seq, state_In=-1, state_no=-1, run_no;
int onebyte, p_check=0, p_count=0, count;
double sum=0.0;
double chisquare[]={0.0,3.84,5.99,7.81,9.49,11.07,12.59,14.07,15.51,16.92,18.31,19.68,
21.03,22.36,23.68,25,26.30,27.59,28.87,30.14,31.41,32.67,33.92,
35.17,36.42,37.65,38.89,40.11,41.34,42.56,43.77,55.76,67.50,79.08,
90.53,101.88,113.14,124.34};
float run_len_expl[9],num_expl9];;
FILE xftap, *frnd;
void calculate_run_number_exp(int iint total_rnd) /¥1¢] 4 #AA 713k
{
int k,j,run;
for(k=0;k<=9;k++)num_explk]|=0; sum=(int)pow(2.0,1);
for (k=0; k<sum; k++){
for (j=0,onebyte=k run=0,seq=-1; j<i; j++, onebyte=onebyte>>1){
if ((onebyte&0x01)==1){ if(seq==1)continue;run++; seq=1; }
if ((onebyte&0x01)==0){ if(seq==0)continue;run++; seq=0; }
}
num_explrun]++;
}
for (j=1; j<i+1; j++)N{
k=(@int)num_expljl;
num_explj]=((float)k/sum)*((float)total_rnd/i);
}
sum=0.0;

}

void calculate_run_exp(int run_length)
{
int i
for (i=1; i<=run_length; i++)
{
sum=(float)pow(2., i+1);
if (i==run_length) { run_len_expli]=(float)2./sum; break; }
run_len_explil=((((float)run_length-i-(float)1.)/(float)2.)+(float)2.)/sum;
}
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sum=0.0;
}
void RUN(int index,int total_rnd)
{
int 1p;
seq=0; state_In=-1; state_no=-1; run_no=0;
for(I=1; 1<=(total_rnd/index); 1++)
{
while(1)
{
for(p=1; p<=index; p++)
{
fscanf(frnd,”%1d” ,&onebyte);
if(p_count<0) goto print_skip;
print_skip: switch(onebyte)
{
case 0:  if(state_In==1)
{
Blindex][seql++; seq=0;
}
seq++; state_In=0;

if(state_no==1) run_no++;

state_no=0;
break;
case 1: if(state_In==0)
{
Glindex][seql++; seq=0;
}

seq++; state_In=1;
if(state_no==0) run_no++;
state_no=1;
break;
}
}
changelindex][run_no+1]++;
state_no=-1; run_no=0;
if(state_In==0) GlindexI[seq]++;
if(state_In==1) Blindexl[seq]++;
seq=0; state_In=-1;
break;
}
}
p_count=-1;

}
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void main(void)
{
unsigned short SR[513], TAP[513];
char tmpl]=" " rndfile[15], buff[1000];
int i, XX, yy, zz, nbit, period, total_rnd;
long double EA;
pl:
printf("\n>> HA WA LFSRY HE & dHstAl2 4 - 512) : "),
scanf("%d”, &nbit);
if (nbit>=4 || nbit<=512) goto p2;
printf(”.. 4= SFJUch AYHsA L \n"); goto pl;
p2:
xx=nbit/100; yy=(nbit%100)/10; zz=nbit%10;
sprintf(rndfile,"rndfile%51d%1d%1d.txt" xx, yy, z2);
printf("\n.. AR N FLdHAL %s Ut \n", rdfile);
if ((frnd=fopen(rndfile,’r"))==NULL)
{
printf(".. I Z oF7F A AFYTHN\n");
goto end;
}
fscanf(frnd, "%3d %10d 2%10d”, &nbit, &total_rnd, &period);
for (i=1; i<=nbit; i++) fscanf(frnd, "%1d", & TAPIil);
for (i=1; i<=nbit; i++) fscanf(frnd, "%1d", &SRIil);
if ((total_rnd>period) && (period!=-1))
{
total_rnd=period;
printf("\n.. &5 F7]7} #ol F719F FL dojo Gy HAF YT \n");
}
for(i=2; i<=8; i++)
{
fseek(frnd,0,0);
fgets(buff,sizeof(buff),frnd); fgets(buff,sizeof(buff),frnd);
fgets(buff,sizeof(buff),frnd);
RUN(,total_rnd);
}
fclose(frnd);

for(count=2,xx=0; count<=8; count++)

{

printf("\n\n EE - %d | #A A¥\n", count);
printf(” ========oooooooooooon\p);

printf("\n 1. & Zeo] H#A\n");

p r i n t f (



printf(” Block & Zo] =24 2t | Gap & Zo] =4 3 | block/gap 71th z\n");

calculate_run_exp(count);

for(i=1; i<=count; i++)

{

EA=((int)(total_rnd/count))*run_len_explil;
sum=((pow((Blcountl[i]-EA),2))+(pow((Glcountl[i]-EA),2)))/EA+sum;
printf("\t%4d\t %9d | %67d\t%11d | %10.3f\n" i,Blcountllil,i,Glcountl[i]l EA);

D r i n t f (
********************************************************************** \n");

printf("\n A o] Ao Zol FholAlF Fh = %7.3An\n\t\t 7, sum);

printf(" A= %3de] FleolAl# 71+ = %7.3f\n", (2xcount)-2,chisquarel((2+count)-2)]);

printf("n 2. 9 & AA \n");

D r i n t f (
********************************************************************** \n");

printf(” a5 a5 34 g | © = 7lg ghn");

D r i n t f (
********************************************************************** \n");

if(sum<chisquare[((2*count)-2)])++xx;
calculate_run_number_exp(count,total_rnd);

for(i=1; i<=count; i++)
{
sum=pow (changelcount][i]-num_explil,2)/num_explil+sum;
printf("\t%7d \t | \t%9d \t | \t%10.3f\n", i, changelcountlli], num_explil);

D r i n t f (
********************************************************************** \n");

printf("\n AR o] -] 4= JlolAlF F = %7.3f\n", (float)sum);

printf("\n\t\t A= %3de] FlelAlF 71+ # = %7.3f\n”, count-1,chisquare[count-1]);

if(sum<chisquare[count-1])++xx;
}
printf("\mM\t\t%dH E oA & AA S F [%0.01%%]% 819 % Y tF \n” nbit, ((double)xx/14.0)%100);
printf("\n.. 248 =& olgie}l ZHFYrk\n”);
for (i=1; i<=nbit; i++) printf("%1d", TAP[));
printf("\n.. LFSR®| Z7|X|= of#fj¢} ZFHth\n");
for (i=1; i<=nbit; i++) printf("%1d", SRI[il);
printf("\n.. AR & F5E & %d FIEQ YT\, total_rnd);
end:
printf("\m\n>> LFSRell J3 A E o & A4 el 2wFytHin’);
}
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#include
#include
#include

#include

A7 BAZALAR =)

<stdio.h>
<stdlib.h>
<math.h>
<string.h>

int  graml[3][4], idx, idv, ptr_valuel9];

int d_value, currentptr, oldptr, idp, jdp;

int n0, nl, n00, n01, nl10, nll, record;

double serial, autocorrel;

double chisquare[9]={0.0,3.84,7.81,14.07,25.00,55.76,99.00,99.00,99.00};
FILE xftap, *frnd;

void calc_polygram(int onebyte, int d)

{

if((currentptr-oldptr)==d)

{
oldptr++;
idv=ptr_valueljdpl*2+onebyte;
jdp++; if (jdp>d) jdp=1;
idx++;
if (idx==2)
{
gram[2][idv]++;
idx—-;
}
}

idp++; if (idp>d) idp=1;
ptr_valuelidpl=onebyte;

currentptr++;

int main(void)

{

int

pl:

unsigned short SR[513], TAP[513];
char tmpl]=" " rndfile[15];
int i, j, XX, Vy, 2%

nbit, onebyte, period, total_rnd;

printf("\n>> A4 LFSRY HE +& ¢4EsA8 4 - 512) ¢

scanf("%d”, &nbit);
if (nbit>=4 || nbit<=512) goto p2;
printf(”.. ¥ FLUh AJHSAL\n"); goto pl;
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xx=nbit/100; yy=(nbit%100)/10; zz=nbit%10;
sprintf(rndfile,"rndfile%61d%1d%1d.txt" xx, yy, zz);

printf("\n.. AN FLdH AL %s YyTth\n”, rndfile);
if ((frnd=fopen(rndfile,"r"))==NULL)
{
printf(".. ¥ 2E F7F HAALFY T N\n");
goto end;
}
fscanf(frnd, "%3d %10d 2%10d", &nbit, &total_rnd, &period);

for (i=1; i<=nbit; i++) fscanf(frnd, "%1d”, & TAP[iD);
for (i=1; i<=nbit; i++) fscanf(frnd, "%1d”, &SRIil);

if ((total_rnd>period) && (period!=-1))
{
total_rnd=period;

printf("\n.. & F717}F ol F719 wL@

record=ftell(frnd);

for (d_value=1,xx=0; d_value<=8; d_value++)

{
fseek(frnd, record, 0);
for (i=0; i<=2; i++) for (j=0; j<=3;j++) gramlil[j1=0;
idx=1; idv=0; oldptr=1; currentptr=1; idp=9; jdp=1;

for (i=1; i<=total_rnd; i++)
{
fscanf(frnd, "%1d”, &onebyte);

calc_polygram(onebyte, d_value);
}
printf("\n");
n00=gram(2][0]; nOl=gram(2][1];
nl0=gram[2][2]; nll=gram[2][3];
n0=n00+n01; nl=n10+nll;

if (d_value!=1) goto autocorrelation;

34 Ae 29
printf("\n\n Al (serial) 73 AR
printf("\n —=———————————————————\p\p);
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1 E\n");
Printf(7 === \n");
printf(” 0 %10d | 00 %10d 10 %10d\n”, n0, n00,
nl0);
printf(” 1 %10d | 01 %10d 11 %10d\n”, nl, n01,
nll);
Printf (7 === \n");

serial=4.*(pow((float)n00,2) +pow((float)n01,2) +pow((float)n10,2) +pow((float)n11,2))/(total_rnd-1.);
serial=serial-2.x(pow ((float)n0,2)+pow((float)n1,2))/total_rnd+1.;

printf("\n\t\t ~ AD HA ] FrolAlF #* = %7.3f\n", serial);
printf("\n\t\t A% 29| FlolAlF 71+ Fk = %7.3f\n", chisquare[2]);
if(serial<chisquare[2])++xx;

continue;

AN AR FE

autocorrelation:

printf("\n\n A7ER(d = %d ) AR AW,
d_value);

printf("\n ===========================\n1\n"),

printf(”
—————————————————————————————————————————————————————————————————————— \n");

printf(” 271 H = 271 - 271
9 =\n");

printf(”
********************************************************************** \n");

printf(” 0 %10d | 00 %10d 10 %10d\n”, n0, n00,
nl0);

printf(” 1 %10d | 01 %10d 11 %10d\n”, nl, n01, n1l);

printf(”

********************************************************************** \n");

autocorrel=4.*(pow ((float)n00,2)+pow ((float)n01,2)+pow ((float)n10,2)+pow ((float)n11,2))/(total_rnd-1);
autocorrel=autocorrel-2.*(pow ((float)n0,2)+pow((float)n1,2))/total_rnd+1.;

printf("\n\t\t ~ A71AH AA ] FholAlF = %7.3f\n”, autocorrel);

printf("\n\t\t A= 29] FFelAlF 7IE & = %7.30\n”, chisquare[2]);

if(autocorrel<chisquare[2]) ++xx;
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end:
fclose(frnd);

printf("\t\t%dHI & ol A] 27173 A &AE AARE F [%0.01%%] 533 5
o} \n" nbit,((double)xx/8.0)*100);
printf("\n.. AA¥ HL& ot} ZHFYTE\n");
for (i=1; i<=nbit; i++) printf("%1d", TAP[);
printf("\n.. LFSRe] 7|2 & ol#f¢} ZFHth\n");
for (i=1; i<=nbit; i++) printf("%1d", SRI[il);
printf("\n.. AA & HFE F %d HEYYY\n", total_rnd);
printf("\n\n>> LFSRell 93] AAdE d49 Ad #AY 27133 24 Ao Exsd
oHi\n");
}
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P, tostont Eoions, and SoL the:"Andid” profronces in elloed b pomLES the SO mstall e tion. Fer atled matnietiuns, s AT Pluit i Eoinse

4 0Ad Bndraid alatforms and ather 0 wene SDK ¥

@ SIE ”

<IAY5> ¢t= ol SDK vz E 34



@ Al JDK A4

@ Download Java SE Development Kit 6u21 for Windows, Multi-language - Windows Internet Explorer =t
TR BEE) 270 SARINN =N =820
X MAVER [/ -] 2 23 T A - O SEAA - - PCHE - @ LEH S - @=- @30
= &) htos su,com, =0 ERSHOP.en W DE.L o IS0/ iewEl Products-5i v [ G || B #2 || x| [= F2 ek ax |[2]-
32 ok B U0 . 6 RPN AR JOKER... & Download Java SED. | - B - w e B »

ORACLE" sunDeveloper Network (SDN)

Jsvaw  Solars ™  Communities ™ My SDN Account  Join SON

SDN Home - Download Center

Download Java SE Development Kit 6u21 for Windows, Multi- (=R A
language
e

There is more information on the available files for download on the Supperted ) NetBeans
System Configurations page. — ——

Instructions: Click the file name to startthe download. o

i

Available Files » Newto Java Center
ST r—— = - » New to Selaris Center
= =0 Lo . » Sun Studio
Java SE Development Kit 5u21 759118

+ jok-Bu21-windows-i586 exe
Download Resources
» Download FAQS

» Download Customer
Senice

Notes:

« For download problems or questions, please see the Download FAQS
« Ifyou logged in first, you can complete this download any time in the next 30 days. Justvisit your
Download History Related Resources
« For Custemer Service, contact Download Customer Serice
» Java sun.com
» Solaris Daveloper Center
» JavaFX

» Web Developer Resource
Center

» Developer Senices

» JavaOne Online

» Sun Student Developer
Frogram

» SunSalve

» Sun Microsystems Press

» Sun Pariner Advantage
Program for ISV

@ e

<96> Auk JDK ok 3

3.1.2. €t Ro] ¢t==F ol ®uY OTP Source TE

(1) Source Z=
>kr.ac.joongbu.crypto
> GeneralDigest.java

package kr.ac.joongbu.crypto;
/%
* base implementation of MD4 family style digest as outlined in
* "Handbook of Applied Cryptography”, pages 344 - 347.
*/
public abstract class GeneralDigest
{
private static final int BYTE_LENGTH = 64,
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private byte[] xBuf
private int xBufOff

private long byteCount

/3
* Standard constructor
*/
protected GeneralDigest()
{
xBuf = new bytel4];
xBufOff = 0;

/3
* Copy constructor. We are using copy constructors in place
* of the Object.clone() interface as this interface is not
% supported by J2ME.
%/
protected GeneralDigest(GeneralDigest t)
{
xBuf = new byte[t.xBuf.length];
System.arraycopy (t.xBuf, 0, xBuf, 0, t.xBuflength);

xBufOff = t.xBufOff
byteCount = t.byteCount

public void update(
byte in)

xBuf[xBufOff++] = in;
if (xBufOff == xBuflength)
{

processWord(xBuf, 0);
xBufOff = 0;
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byteCount++;

public void update(

bytel]l in,

int inOff,
int len)
/

// fill the current word

//

while ((xBufOff != 0) && (len > 0))

{
update(in[inOff]);
inOff++;
len——;

}

//

// process whole words.
//
while (len > xBuf.length)
{

processWord(in, inOff);

inOff += xBuflength
len —= xBuf.length
byteCount += xBuf.length

//
// load in the remainder.
//
while (len > 0)
{
update(in[inOff]);

inOff++;
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len—-;

public void finish()
{
long bitLength = (byteCount << 3);

/

// add the pad bytes.
/

update((byte)128);
while (xBufOff != 0)

{
update((byte)0);

processLength(bitLength);

processBlock();

public void reset()

{
byteCount = 0;
xBufOff = 0;
for (int i = 0; i < xBuflength i++)
{
xBufli] = 0;
}
}
public int getByteLength()
{
return BYTE_LENGTH
}

protected abstract void processWord(byte[] in, int inOff);
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protected abstract void processLength(long bitLength);

protected abstract void processBlock();

> Pack.java

package Kkr.ac.joongbu.crypto;

public abstract class Pack

{
public static int bigEndianTolnt(byte[] bs, int off)
{
int n = bs[ off] << 24;
n |= (bs[++off] & 0xff) << 16;
n |= (bs[++off] & 0xff) << §;
n |= (bs[++off] & 0xff);
return n;
}

public static void intToBigEndian(int n, byte[] bs, int off)
{
bsl off] = (byte)(n >>> 24);

bs[++off] = (byte)(n >>> 16);
bs[++off] = (byte)(n >>> 8);
bs[++off] = (byte)(n );

public static long bigEndianToLong(bytell bs, int off)
{
int hi = bigEndianTolnt(bs, off);
int lo = bigEndianTolnt(bs, off + 4);
return ((long)(hi & Oxffffffffl.) << 32) | (long)(lo & OxffffffffL);

public static void longToBigEndian(long n, bytel] bs, int off)
{
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intToBigEndian((int)(n >>> 32), bs, off);
intToBigEndian((int)(n & OxffffffffL), bs, off + 4);

> SHA1Digest.java
package Kkr.ac.joongbu.crypto;

/o
* implementation of SHA-1 as outlined in "Handbook of Applied Cryptography”, pages 346 — 349.

*

* It is interesting to ponder why the, apart from the extra IV, the other difference here from MDb6
% 18 the "endienness” of the word processing!

*/

public class SHA1Digest

extends GeneralDigest
private static final int DIGEST_LENGTH = 20;
private int H1, H2, H3, H4, H5

private int[] X = new int[80];

private int xOff
VT
* Standard constructor
*/

public SHA1Digest()
{

reset();

/3
* Copy constructor. This will copy the state of the provided
* message digest.
x/

public SHA1Digest(SHA1Digest t)

{
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/

super(t);

H1l = tHI
H2 = tH2
H3 = tH3
H4 = tH4
H5 = tH5

System.arraycopy(t.X, 0, X, 0, t.X.length);
xOff = t.xOff

public String getAlgorithmName()

{
return "SHA-1"
}
public int getDigestSize()
{
return DIGEST_LENGTH
}

protected void processWord(
bytel] in,
int inOff)

// Note: Inlined for performance
X[xOff] = Pack.bigEndianTolnt(in, inOff);
int n = in[ inOff] << 24;
n |= (n[++inOff] & 0xff) << 16;
n |= (n[++inOff] & 0xff) << §;
n |= (in[++inOff] & 0xff);
X[xOff] = n;

if (++xOff == 16)

{

processBlock();

}
protected void processLength(
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long bitLength)

{

if (xOff > 14)

{

processBlock();

}

X[14] = (int)(bitLength >>> 32);

X[15] = (int)(bitLength & Oxffffffff);
}

public int doFinal(
byte[l out,
int outOff)

{
finish();
Pack.intToBigEndian(H1, out, outOff);
Pack.intToBigEndian(H2, out, outOff + 4);
Pack.intToBigEndian(H3, out, outOff + 8);
Pack.intToBigEndian(H4, out, outOff + 12);
Pack.intToBigEndian(H5, out, outOff + 16);
reset();
return DIGEST_LENGTH
}
/3
* reset the chaining variables
*/
public void reset()
{

super.reset();

H1 = 0x67452301;
H2 = Oxefcdab&9;
H3 = 0x98badcfe;
H4 = 0x10325476;
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H5 = 0xc3d2elf0;

xOff = 0;
for (int i = 0; i != X.length i++)
{

X[il = 0;
}

}

//

// Additive constants

//

private static final int Y1 = 0x5a827999;
private static final int Y2 = 0x6ed9ebal;
private static final int Y3 = 0x8flbbcdc;
private static final int Y4 = Oxca62cldb6;

private int f(

int u,

int v,

int W)
{

return ((u & v) | (Cuw) & w));
}

private int h(

int u,

int v,

int W)
{

return (u ~ v~ w);
}

private int g(

int u,
int v,
int W)

return (W & v) | u & w) | (v & w));
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protected void processBlock()

{

int t = X[i - 3]~ X[l - 8]~ X[i - 14] ~ X[i - 16];

//
// expand 16 word block into 80 word block.
//
for (int i = 16; 1 < 80; i++)
{
XA =t << 1]t >>> 31
}
//
// set up working variables.
//
int A = HI1
int B = H2
int C =H3
int D =H4
int E = H5
//
// round 1
//
int idx = 0;

for (int j = 0; ] < 4; j++)

{

// E = rotateLeft(A, 5) + f(B, C, D) + E + X[idx++] + Y1
// B = rotateLeft(B, 30)

E += (A <<5 A >>>27) + B, C,D) + Xldx++] + Y1

B=B<<30|B>>>2

D += (E << 5[ E >>> 27) + (A,

A=A<<30A>>>2

C += (D << 51D >>>27) + {(E,

E=E << 30| E >>> 2
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//

B += (C << 5[ C >>>27) + {(D, E, A) + Xl[idx++] + Y1
D=D<<30|D>>>2

>

+= (B << 5| B >>> 27) + f(C, D, E) + X[idx++] + Y1
C=C<<301C>>>2

// round 2

//

for (int j = 0; j < 4; j++)

{

}

//

// E = rotateLeft(A, 5) + h(B, C, D) + E + X[idx++] + Y2
// B = rotateLeft(B, 30)

E += (A <<5 A >>>27) + hB, C, D) + X[dx++] + Y2
B=B<<30|B>>>2;

D += (E << 5| E >>> 27) + h(A, B, C) + X[idx++] + Y2
A=A<<30|A>>>2

@)

+= (D << 51D >>>27) + hE, A, B) + X[idx++] + Y2
E=E<<30|E >>2

B +=(C << 5[ C >>>27) + h(D, E, A) + Xlidx++] + Y2
D=D<<30|D>>>2

A += B <<5|B>>27) +h(C, D, E) + X[idg++] + Y2
C=C<<301C>>>2

// round 3

//

for (int j = 0; ] < 4; j++)

{

// E = rotateLeft(A, 5) + g(B, C, D) + E + X[idx++] + Y3
// B = rotateLeft(B, 30)

E += (A <<5 A >>>27) +gB, C, D) + X[idx++] + Y3
B=B<<30|B>>>2;
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D +=(E <<5[E >>>27) + g(A, B, O) + Xlidx++] + Y3
A=A<<30I1A>>>2

C+=(D << 51D >>>27) + gE, A B) + Xlidx++] + Y3
E=E<<30 | E>>> 2

B+=(C<<5|C>>>27+ gD, E, A) + X[idx++] + Y3
D=D<<30|D>>>2

A+= B <<51B>>>27) +gC, D, E) + X[ids++] + Y3
C=C<<301|C>>2

//

// round 4

//

for (int j = 0; j <= 3; j++)

{
// E = rotateLeft(A, 5) + h(B, C, D) + E + X[idx++] + Y4
// B = rotateLeft(B, 30)
E += (A <<5 [ A>>>27) +hB, C D)+ Xlids++] + Y4
B=B<<30|B>>>2;

D +=(E << 5[ E >>>27) + h(A, B, O) + Xlidx++] + Y4
A=A<<30I1A>>>2

C+= (D << 51D >>>27) + h(E, A B) + X[lidx++] + Y4
E=E<<30|E >>2
B += (C << 5| C >>>27) + h(D, E, A) + X[idx++] + Y4
D=D<<30]|D>>> 2
A += B << 5B >>>27) + h(C, D, E) + X[idx++] + Y4
C=C<<301C>>>2

}

Hl += A;

H2 += B;

H3 += C;

H4 += D;

H5 += E;

_21_



//
// reset start of the buffer.

//
xOff = 0;
for (int i = 0; i < 16; i++)
{
X[l = 0;
}

>kr.ac.joongbu.motp
>Mobile.OTP.java

package kr.ac.joongbu.motp;
import org.bouncycastle.util.encoders.Hex;
import Kkr.ac.joongbu.crypto.SHA1Digest;
import android.app.Activity;
import android.os.Bundle;
import android.text.Editable;
import android.util.Log;
import android.view.View;
import android.view.View.OnClickListener;
import android.widget.EditText;
import android.widget. TextView,
public class MobileOTP extends Activity implements OnClickListener {
private static byte[] key = new byte[] {'a’,’b’,’c’,’d"};
@Override
public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);

setContentView(R.layout.main);

/e gy AA
View createButton = this.findViewById(R.id.CreateOTPButton);

createButton.setOnClickListener(this);

public void onClick(View v) {
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switch (v.getld()) {
case R.id.CreateOTPButton:

TextView otpNumberView = (TextView)
this.findViewById(R.id.OTPNumberTextView);
EditText  inputChallenge = (EditText)

this.findViewBylId(R.id.ChallengeEdit Text);
Editable text = inputChallenge.getText();
String optString = calcOTP(text.toString());
otpNumberView.setText(optString);
break;

public String calcOTP(String challenge) {
// SHA256 A%k A7 ¥4 output
bytel] hashOutput = new byte[20];

// String @ e challengeE byted B & 3}
bytel] ¢ = challenge.getBytes();

// output = SHA256(key || ¢)

SHAI1Digest digest = new SHA1Digest();
digest.update(key, 0, key.length);
digest.update(c, 0, c.length);
digest.doFinal(hashOutput, 0);

// A g hashOutputS S2AZ ¥ g

String cc = new String(Hex.encode(key));

cc += new String(Hex.encode(c));

String hashString = new String(Hex.encode(hashOutput));

String otp = convertHashOutputToOTPString (hashString.getBytes());

return otp;

public String convertHashOutputToOTPString(byte[] hashOutput) {
int number = 0;

/A 2Ol EE AR W

char a = (char)hashOutput[0];
number += (char)hashOutput[0];
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number += ((char)hashOutput[1])*256;
//mumber += hashOutput[2]*256+256;

//eolH R W
if (nurnber < 0)
number *= -1,

// A3}k (number) S EAE® A3k
String otpString = new Strlng(””+number),

return otpString;
}

(2) gen )
>kr.ac.joongbu.motp
R.java

/ * AUTO-GENERATED FILE. DO NOT MODIFY.

* This class was automatically generated by the
% aapt tool from the resource data it found. It

*/should not be modified by hand.
k

package Kkr.ac.joongbu.motp;
public final class R
ublic static final class attr {

public static final class drawable {
public static final int icon=0x7f020000;

public static final class id { .
public static final int ChallengeEditText=0x7f050002;
public static final int CreateOTPButton=0x7f050003;
public static final int LinearLayout01=0x7f050000;
public static final int OTPNumberTextView=0x7f050004;
\ public static final int TextView01=0x7f050001;

public static final class layout {
public static final int main=0x7f030000;
}
public static final class string {
public static final int app_name=0x7f040000;

}

(3) res
>layout
> main.xml

<?xml version="1.0" encoding="utf-8"7>

<LinearLayout xmlns:android="http://schemas.android.com/apk/res/android”
android:orientation="vertical”
android:layout_width="fill_parent”
android:layout_height="fill_parent”

android:padding="30px" >
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<LinearLayout android:id="@+id/LinearLayout01” android:layout_width="wrap_content”
android:layout_height="wrap_content” android:paddingBottom ="30px”>
</LinearLayout>

<TextView android:text="PC
android:id="@+id/TextView01"”
android:layout_width="wrap_content”
android:layout_height="wrap_content”
android:layout_gravity="center”
android:paddingBottom ="10px”
android:textSize="12px">
</TextView>

<EditText android:id="@+id/ChallengeEditText"
android:layout_width="200px"
android:layout_height="wrap_content”
android:layout_gravity="center” android:text="">
</EditText>

<LinearLayout android:id="@+id/LinearLayout01” android:layout_width="wrap_content”
android:layout_height="wrap_content” android:paddingBottom ="30px">
</LinearLayout>

<Button android:text="OTP

android:id="@+id/CreateOTPButton”

android:layout_width="200px"

android:layout_height="wrap_content”

android:layout_gravity="center”></Button>

<LinearLayout android:id="@+id/LinearLayout01” android:layout_width="wrap_content”
android:layout_height="wrap_content” android:paddingBottom ="60px">
</LinearLayout>

<TextView android:text="OTP”
android:id="@+id/TextView01"”
android:layout_width="wrap_content”
android:layout_height="wrap_content”
android:layout_gravity="center”
android:textSize="10px" >
</TextView>

<TextView android:text="000000"
android:id="@+id/OTPNumberTextView"
android:layout_width="wrap_content”

android:layout_height="wrap_content”
android:layout_gravity="center”
android:paddingBottom ="50px”
android:textSize="36px">
</TextView>

</LinearLayout>
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3.13. o] FH& FAY &7

Fie Edt Run Source Refactor Navigats Search Project Window Help

8 iB8dd %0 SFE- &S s = flir
1 Package Expler 23 T8 Herarcy| = O || ) probiieTpigava 53 -c
= = . 7| package kr.ac.joongbu.matp; =
= MobileoTP |l = s - .
: “impert org.bouncyeastle.util.encodscs.Hex:[] ! i I =

src

1B ke, ac.joongbu.crypto I [ ot p s,

GeneralDigest. java

Patkjava

SHAIDIgest java

SHAZEEDigest. java

k. ac.joongbu. motp

11 MobileOTP java

 org bouncycastle.util encodrs

| Base6d.java
Base64Encoder java
BufferedDecoder.java
BufferedEncoder.java
Encoder.java
Hex.javs
HexEncoder.java

| HexTransiator java

public class MobileOTP extends hctivity implements OnClickListener { @ i aeaeed

private static byte[] key = new byte[] {'a‘,

by etttk

S @override
public void onCreate(Bundle savedInstancestate) {
super.onCreate (savedInstancestate) ;
setContentView (R. layout.main)

i

1/ HEN 2l &3
View createButton = this.findViewById(R.id.Create0TPButton);
createButton,setOnglicklistener (bhis);

public void onClick(View v} {

| Translator.java B 2% outline 57 SN
UrlBase6d java switch (v.getld()) { T N =
B s case R.1d.CreateOIFButton: LR e | w
ERnadenia TextView otpNumberView = (TextView) this.findViewById(R.id.OTPNumberTextView): s gongbu metp
3 kr.ac.joongbu.motp EditText inputChallenge = (EditText] this.findViewById(R.id.ChallengeEditText); Impart declarations
by Editable text = inpucChallenge.getText(): MebisOTP
£ android.jar - C:\android-sdk-winda Seeing pUStEiRG, ~ ERLEOTHItext (LBgtEiag (Y] © Sy bytel]
MobileGTP otpNunberView, setText (optitring) ; @ s onCreats(Bundie) v
 res Bipgls © . onlick{¥iew) : void
(= drawable-hdpi 3 ©  calOTP(String) - St

& convertHashOutputTe

1 (= drawable-idpi

41 (= drawable-rdpi
= layout

(2 values
Andaidaniest sl
default.praperties

= public String calcOTP (String challengs) {

74 sHa256 Gl Al A EHHE 2 oucpuc
byte[] hashOutput = new byte[20]:

1/ sering EEHS chatienge® pycaBElT BE

@ Jawadoc

Declaration | & Console & 1 LogCat | 5 Properties | 4 Search

|android

| Gl ST — [=l]

H& =% 12:20

Android

12:29 EE

S8 243 g
© 2 S(50%)
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3.14. £=RXo] OTP Q15 AH

(1) Ay A=A 4 0 C5-4159] A& PC

Windows Server 2003 Sp2

3 Team URL : isotp.joongbu.ac.kr

(2) IP 4
IP : 61.81.108.24
Subnet Mask : 255.255.255.0
Default Gateway : 61.81.108.1

(3) PHP &4 374
PHP myadmin 127.0.0.1
MySQL UTF-8 Unicode

Ver 5.1.41-community Web Server

Apache 2.2.14 PHP 5.2.12

MySQL Client Version 5.0.51a

PHP extension: mysql

(4) HlolEHo] 2 FX%

IE 7|s ZE 0|8 &M 7|28k 7| El
HE=EDR HS | rowid int(11) = 717, AEE
|2l ofo|C] userid char(20) ol A
xS password char(100)
0| & name char(50)

SEHHS zip char(10)
A address char(255)
oAzt tel char(500
oM ! email char(100)
3 s= user_level int(11) 0

<E1> 2ud AdFAMH 39719 dlolE o]~ user HolE Fx

(5) user HOlE&¢ SQL 23 HE

CREATE TABLE IF NOT EXISTS user (
int(11) NOT NULL auto_increment,
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userid char(20) default NULL,
password chrar(100) default NULL,
name char(50) default NULL,
address char(255) default NULL,
tel char(50) default NULL,

email char(100) default NULL,

zip char(10) default NULL,
user_level int(11) default '0’,

PRIMARY KEY (rowid),

KEY userid (userid)
);
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3.1.5. HolgH o2 FA4
(1) 3team : WA A O.T.P 15 & 9% 3team AA S A3 d o] H|o] X~
gnuboard_db : AFF P ojA X B A8 IFHE HoHHolA

CWAPM_SetupWServerWMySQLEWbinWmysql.exe

nter passwor

Welcome to the MySQL monitor. Commands end with ; or Wg.
Your MySQL connection did is 198

Server version: 5.1 _d-community MuSQL Community Server (GPL>

Type ‘help;’ or ‘Wh' for help. Type "Wec' to clear the current input statement.

mysgl> show databases;
Database

information_schema
3team

gnuboard_db

mydh

mysgl

phpmyadmin

mysgl>

<2E11> do]gumol 2~ F+A4

WAPM _SetupWServerWMySQLEWbinWmysqgl.exe
mysgl? show tables;

1 row in set (B.80 secl>

mysgl> desc user;

rowid

userid

password

name

address

tel

email

=ip

user_level
FEE s S R
? rows in set (B.B0 secd

auto_increment

char (28>
char<iBgad
char<{58>
char<(255>
char (58>
char <188
char{iB>
int<di>

e ] i
e ]
b ommomm e me m e e e e

4 mm om omm omm omm omm omm Em s

<1912 -3team H o] E]H[o] 2= user Ho]E>

— 80 —



WAPM _SetupWServerwMySOLEWbinWmys

+ +
rivalZ8 | 81dc?bdb52d84dc2ZBB836dbd8313edBs55
H'|T| I 81826694358 | cosmosBS5Plive.co.kra

i 7ad8301befBc78d147157Fadde4f d18d
B18-2669-4358 | cosmosB8Flive.co.kp

kisik2B | ffed49cdf45d456bB4b8542ebabc4f5fh6
P 818-5212-0258 | kisikZB@Pnaver.com

bhiogold | 8a194c6?76d381caf61470934716%bh%7ea
i 818-3487-0283 | biocgold2@BBEnate.com

4 pows in

mysgl>

(2) 3]4 714 & €9 94¢
L http://61.81.108.24/user/add_form.php
FE index.php - mainphp 39 AFF=

tio o a ng & Secu
ISOTP.JOONGBU AC KR ITeam Mobile OTF &70 &
m | D | |
mPwW] | |
T . 2
?T - ¥ : m OTP | |
.
fulm L 77785
ot i W :  2u
=] as
IBOTP JOCHOBU,AC KR B MEBOIS Suby Flus i - AEE SNU8 oTF cBA A ad UEs
AOPEE Mo ﬂ'p_;lle Wil R ‘:m'%.'m.m. = pan L ks

Joongbu University Infaormation Security Group Copyright® 2070 OLDBOY ALL RIGMTS RESERVED

1
<a914> AHY FYF
/Ao 2 add_form.php €7

<area shape="rect” coords="76, 11, 193, 35" href="javascript:na_open_window(’
3711’ 'http://61.81.108.24/user/add_form.php’, 0, 0, 510, 470, 0, 0, 0, 0, 0)”
target="_self">
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3.1.6. USER &9

(1) add_form.php

<html>
<head>
<title></title>
<meta http—equiv="Content-Type” content="text/html; charset=euc-kr”>
<link href="../css/global.css” rel="stylesheet” type="text/css”>
</head>
<body leftmargin="0" topmargin="0" marginwidth="0" marginheight="0">
<br>
<br>
<div align="left">
<table width="500" border="0" cellpadding="5" cellspacing="0" bgcolor="#EBDBF2"
style="border:0px #{9253b solid;border—top—-width:3px;">
<tr>
<td bgcolor="white”"><b>3] 47} ZE</b></td>
<td align="right” bgcolor="white">&nbsp;</td>
</tr>
</table>
</div>
<br>
<div align="left">
<table width="500" border="0" cellpadding="0" cellspacing="0">
<tr>
<td align="center">4 %3] 434 F SE5IFAL! &quot;<font
color="#FF0000">*</font>&quot;x= B Y =HAFE Y oh.</td>
<ftr>
</table>
</div>
<br>
<fomattior®"addphg’ nethod post” reme="vser fam ' id="wser fand’ gyle? ragin(Qox” anSubmit="retum dredkiomdthis)™>
<div align="left">
<table width="500" border="0" cellpadding="5" cellspacing="1">
<tr>
<td width="100" bgcolor="white"><font color="#FF0000">*</font> o}o]t]</td>

<td bgcolor="white”> <input name="userid” type="text” id="userid”

)
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size="20" onblur="if (this.value!="") checkId(this.form);">
<input type="button” name="Button” value="%573A}" onclick="checkld(this.form);”">
<script>
function checklId(theForm) {
if (theForm.userid.value=="") {
alert(’olol T & JHAHAIL.);

theForm.userid.focus();

} else {
var checkIldWin =
window.open(’checkid.php?userid='+theForm.userid.value,”’,’ width=300,height=200");
checkIdWin.focus();
}
}
</script>
</td>
</tr>
<tr>

<td bgcolor="white”><font color="#FF0000">*</font> & </td>
<td bgeolor="white"> <input narmme="password” type="password” id="password” size="2)">
</td>

</tr>

<tr>
<td bgcolor="white”><font color="#FF0000">*</font> %% 21</td>
<td hecdor="white¢"”> <input reme="password 1€’ type="password” i password 1€’ size=" 20>
</td>

</tr>

<tr>
<td bgcolor="white”><font color="#FF0000">*</font> ©°]&</td>
<td bgcolor="white”> <input name="name” type="text” id="name” size="20">

)sds </td>

</tr>

<tr>
<td bgcolor="white"><font color="#FF0000">*</font> ] ¥ </td>
<td bgcolor="white”> <input name="email” type="text” id="email” size="30">

o] Juserid@domain.com</td>

</tr>

<tr>
<td bgcolor="white"><font color="#FF0000">*</font> 3] </td>
<td bgcolor="white”> <input name="tel” type="text” id="tel” size="20">
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o )02-000-0000</td>
</tr>
<tr>
<td bgcolor="white”>&nbsp;&nbsp;&nbsp;$-HH & </td>
<td bgcolor="white”> <input name="zip"” type="text” id="zip" size="7">
o)135-080  </td>
</tr>
<tr>
<td bgcolor="white">&nbsp;&nbsp;&nbsp; T4 </td>
<td bgcolor="white’> <input name="address" type="text” id="address” size="50">
</td>
</tr>
</table>
</div>
<br>
<div align="left">
<table width="500" height="40" border="0" cellpadding="0" cellspacing="0"
bgcolor="#EBDBF2" style="border:0px #f9253b solid;border-hottom-width:3px;">
<tr>
<td align®"center”” hgodar="white’™> <input. type="submit’” name="Submit” vale="s S35t >
reset” name="Reset” value="3] 2">
</td>
</tr>
</table>
</div>
</form>
<script>

—_n

<input type

function checkForm(theForm) {

if (theForm.userid.value=="") {
alert("o}o] T & JHIAHAIL.");
theForm.userid.focus();
return false;

} else if (theForm.password.value=="") {
alert("¢ S E AYHA L)
theForm.password.focus();
return false;

} else if (theForm.password_re.value=="") {
alert("¢ T &AS AHIFAAL);

theForm.password_re.focus();

_84_



return false;

} else if (theForm.password.value!=theForm.password_re.value) {

alert("t =5 ZE A AT UG A N\nt Al A A L);

"
)

theForm.password.value=

theForm.password_re.value="";
theForm.password.focus();
return false;

} else if (theForm.name.value=="") {
alert("el &5 FHHAA L)
theForm.name.focus();
return false;

} else if (theForm.email.value=="") {
alert("ol Wl d& H=HIIAHA L)
theForm.email.focus();
return false;

} else if (theForm.tel.value=="") {
alert("ASFAE FHIIAHA L)
theForm.tel.focus();
return false;

) else {

return true;

}
</script>
</body>
</html>

(2) add.php

<?
include_once (”../3Teamlib/dbcon.php”);

//olml S5 I UJNAE HAF Y

$sal = "select count(*) from user where userid='$userid’ ";
$res = mysal_query($saql);

$rs = mysql_fetch_row($res);

$already_registered_count = $rs[0];
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if ($already_registered_count>0) {

echo "

<script>

alert(’[eto]t] FH] o] TFE ofe|rdyrhNr\n\r\nthe oot ® FEIAIL.);
history.back();

</script>

”e
)

die;

/BFYEREe wF 4dgeA gAg

nn "

if ($userid=="" || $password=="" || $password_re=="" || $password!=$password_re ||

$name=="" || $email=="" || $tel=="") {
echo "

<script>

alert(’[dlo] 8 =] A=

history.back();

</script>

”e
)

tlo
o2l
Lot
ol
jins
i
0
ol
>
>
o

die;

//El ol E W] o] 20 5 &3 T
$sql ="
insert into user (
userid,password,name,email,tel,zip,address
) values (
'Suserid’ , MD5(’ $password’ ), $name’,’ $email’," $tel’, $zip’,’ address’
)

”e
’

$res = mysql_query($sql);
Saffected_rows = mysql_affected_rows();
if ($affected_rows>0) {

echo ”
<script>
alert('[5 54 2] 3ld o=
window.close();
</script>

”e
)
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}else {

echo "

<script>

alert('[S 53] dle]gulo] =AW e 7 W
G FHTE);

history.back();

</script>

”e
)

rir
-
i)
[
to
=i
fu
ro,
o
s
ol
Ju
i

}
7>

(3) change_password.php

<?
include_once("../3Teamlib/session.php”);

include_once(”../3Teamlib/dbcon.php”);

if ($session_userid=="") {
echo ”

<script>

alert('[3] 4 E&] 222 F A& A L.);

location.replace(’../login/login_form.php’);

</script>

”e
)

die;

//d| ol Ef W] o] 2~0f] 5 & 3T
$sql = "update user set password=MD5(’$password’) where userid='$session_userid’”;
$res = mysql_query($sql);
$affected_rows = mysql_affected_rows();
if (Paffected_rows>0) {
echo "
<script>
alert('[$ oW F 3] sz AAQAFUTH);
location.replace(’../login/login_success.php’);
window.close();
</script>

”e
)
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} else {

echo

<script>

alert([QFER5] HloleflolAfle] ©F = SjgEE 0R ol

location.back();
</script>

”e
)

}
7>

(4) change_password_form.php

<?
include_once(”../3Teamlib/session.php”);

include_once(”../3Teamlib/dbcon.php”);

if ($session_userid=="") {
echo ”

<script>

alert('[51 98] 2191 F AREEAA2.);

location.replace(’../login/login_form.php’);

</script>
die;
}
$sql = "select * from user where userid='$session_userid’”;

$res = mysql_query($sql) or die("H]o]E o]~ Q F117);
$rs = mysql fetch_array($res);

7>

<html>

<head>

<title></title>

<meta http-equiv="Content-Type” content="text/html; charset=euc—kr”>

<link href="../css/global.css” rel="stylesheet” type="text/css”>

</head>

<body leftmargin="0" topmargin="0" marginwidth="0" marginheight="0">

<br>
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<br>
<div align="left">
<table width="500" border="0" cellpadding="5" cellspacing="0" bgcolor="#EBDBF?2"
style="border:0px #f9253b solid;border-top-width:3px;">
<tr>
<td bgcolor="white"><b>% & ¥ 7 </b></td>
<td align="right” bgcolor="white"”>&nbsp;</td>
</tr>
</table>
</div>
<br>
<div align="left">
<table width="500" border="0" cellpadding="0" cellspacing="0">
<tr>
<td align="center >4 I & A3 ALl
</tr>
</table>
</div>
<br>
<form action="change_password.php” method="post” name="user_form" id="user_form" style="margin:Opx;">
<div align="left">
<table width="500" border="0" cellpadding="5" cellspacing="1">
<tr>
<td width="100" bgcolor="white”> &nbsp;&nbsp;&nbsp;°}°] t]</td>
<td bgcolor="white”> <? echo $session_userid;?> </td>
</tr>
<tr>
<td bgcolor="white”><font color="#FF0000">*</font> A &35 </td>
<td bgcolor="white”> <input name="password” type="password” id="password">
</td>
</tr>
<tr>
<td bgcolor="white”><font color="#FF0000">*</font> A <& &2l

MAWES SN L. <Ad>

o

d

</td>
<td bgcolor="white"> <input name="password_re” type="password” id="password _re’>
</td>
</tr>
</table>
</div>
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<br>
<div align="left">

<table width="500" height="40" border="0" cellpadding="0" cellspacing="0"

bgcolor="#EBDBF2" style="border:0px #{9253b solid;border-bottom-width:3px;">
<tr>
<td align="center” bgcolor="white">
<input type="button” name="Button” value="%7" onClick="checkForm(this.form);">
<input type="reset” name="Reset” value="3]4">
</td>
</tr>
</table>
</div>
</form>
<script>
function checkForm(theForm) {
if (theForm.password.value!=theForm.password_re.value) {
alert"MEsE 5 sty
theForm.password.value="";
theForm.password_re.value="";
theForm.password.focus();
} else {
theForm.submit();

}
</script>
</body>
</html>

(5) checkid.php

<?
include_once(”../3Teamlib/session.php”);
include_once(”../3Teamlib/dbcon.php”);

$sal = "select count(*) from user where userid='$userid’”;
$res = mysal_query($sql);

$rs = mysql_fetch_array($res);

$exist_num = $rs[0];

7>
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<htmI>
<head>
<title></title>
<meta http-equiv="Content-Type” content="text/html; charset=euc-kr">
<link href="../css/global.css” rel="stylesheet” type="text/css”>
</head>
<body leftmargin="0" topmargin="0" marginwidth="0" marginheight="0">
<br>
<table width="280" border="0" align="center” cellpadding="5" cellspacing="0"
bgcolor="#EBDBF2" style="border:0px #{9253b solid;border-top—width:3px;">
<tr>
<td bgcolor="white"><b>Z 1 &<l </b></td>
<td align="right” bgcolor="white”>&nbsp;</td>
</tr>
</table>
<form method="post” name="checkid_form” id="checkid_form” style="margin:Opx;">
<table width="280" height="100"  border="0" align="center” cellpadding="5"
cellspacing="1">
<tr>
<td align="center” bgcolor="white”>
<? if ($exist_num>0) { ?>
&quot;<? echo $userid;?>&quot; = ©|1] AtEFHdUc}h <br> <br>
tE olelt & AFESHA Al L.

<? } else {?7>

&quot;<? echo $userid;?>&quot; S Ag3l= =H5UY
<? Y/ Aif?>
</td>
<ftr>
</table>

<table width="280" height="40" border="0" align="center” cellpadding="0" cellspacing="0"
bgcolor="#EBDBF2" style="border:0px #f9253b solid;border—bottom-width:3px;">
<tr>
<td aligre"center” hgedlor="white’™><input. type="hutton’” nare="Buttor!” value="271" onClick=""self. lose();>
</td>
</tr>
</table>
</form>
</body>
</html>
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(6) edit.php

<?
include_once(”../3Teamlib/session.php”);
include_once(”../3Teamlib/dbcon.php”);

if ($session_userid=="") {
echo "
<script>
alert('[3] DA E&] 2220 F A& AIL.);
location.replace(’../login/login_form.php’);
</script>

”e
)

die;

/AedEdss B Jd8de=A gAY

if ($name=="""11 $email==""|| $tel=="") {
echo "

<script>

alert('[tleoly F&] AF-ddas 3] 4 L.);

history.back();

</script>

”e
)

die;

//H 1E115ﬂ°l*°ﬂ TEFUL
$sal =
update user set
name='$name’ email='$Pemail’ tel='$tel’ zip='$zip’,address='$address’

where userid='$session_userid’

”e
)

$res = mysql_query($sql);
Saffected_rows = mysaql_affected_rows();
if ($affected_rows>0) {

echo "
<script>

alert('[4 4 F] A AFYUL);
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location.replace(’ edit_form.php’);

window.close();

</script>

} else {
echo ”
<script>
alert(' H7 ¥ A}3to] glFUh);
location.replace(’edit_form.php’);
</script>

}

7>

(7) edit_form.php

<?

include_once(”../3Teamlib/session.php”);
include_once(”../3Teamlib/dbcon.php”);

if ($session_userid=="") {
echo "

<script>

alert('[3] Y AE] 219 T AL L)

location.replace(’../login/login_form.php’);

</script>
die;
}
$sql = "select * from user where userid='$session_userid’”;

$res = mysql_query($sql) or die("dlo]E]Wlo] 2= @ F!");

$rs = mysql_fetch_array($res);

7>

<html>

<head>

<title></title>

<meta http—equiv="Content-Type” content="text/html; charset=euc—kr”>
<link href="../css/global.css” rel="stylesheet” type="text/css”>

</head>
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<body leftmargin="0" topmargin="0" marginwidth="0" marginheight="0">
<br>
<br>
<div align="left">
<table width="500" border="0" cellpadding="5" cellspacing="0" bgcolor="#EBDBF?2"
style="border:0px #f9253b solid;border-top-width:3px;">
<tr>
<td bgcolor="white”><b>3| A A HFH ZE/b></td>
<td align="right” bgcolor="white"”>&nbsp;</td>
</tr>
</table>
</div>
<br>
<div align="left">
<table width="500" border="0" cellpadding="0" cellspacing="0">
<tr>
<td align="center>73€3] Y514l § SEsHIR! &quot<fort color="#FR0000>+</font>&aquot; =
I PR RISIUE<Ad>
</tr>
</table>
</div>
<br>
<form action="edit.php” method="post” name="user_form” id="user_form” style
<div align="left">
<table width="500" border="0" cellpadding="5" cellspacing="1">
<tr>
<td width="100" bgcolor="white”> &nbsp;&nbsp;&nbsp;°}o]t]</td>
<td bgcolor="white”> <? echo $session_userid;?> </td>
</tr>

<tr>
<td bgcolor="white”><font color="#FF0000">*</font> °]&</td>
<td bgcolor="white”> <input name="name” type="text” id="name”
value="<? echo $rs[namel;?>" size="20">
d)eds </td>

</tr>
<tr>
<td bgcolor="white”><font color="#FF0000">*</font> °]w 4 </td>
<td bgcolor="white”> <input name="email” type="text” id="email” value="<?
echo $rslemaill;?>" size="30">
d)userid@domain.com</td>

"

margin:Opx;”>
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</tr>
<tr>
<td bgcolor="white”><font color="#FF0000">*</font> g </td>
<td bgcolor="white”> <input name="tel” type="text” id="tel” value="<?
echo $rsltell;?>" size="20">
o )02-000-0000</td>
</tr>
<tr>
<td bgcolor="white">&nbsp;&nbsp;&nbsp;$-H H & </td>
<td bgcolor="white"> <input name="zip” type="text” id="zip" value="<? echo
$rslzipl;?>" size="7">
o)135-080 </td>
</tr>
<tr>
<td bgcolor="white">&nbsp;&nbsp;&nbsp; T4 </td>
<td bgcolor="white”> <input name="address” type="text” id="address”
value="<? echo $rsladdress];?>" size="50">
</td>
</tr>
</table>
</div>
<br>
<div align="left">
<table width="500" height="40" border="0" cellpadding="0" cellspacing="0" bgcolor="#EBDBF2"
style="border:0px #9253b solid;border—bottom-width:3px;">
<tr>
<td align="center” bgcolor="white">
<input type="button” name="Button” value="4&1Ut}.” onClick="checkForm(this.form);”>
<input type="reset” name="Reset” value="% 4&">
</td>
</tr>
</table>
</div>
</form>
<script>
function checkForm(theForm) {
if (theForm.name.value=="") {
alert("o] 55 434 AIR.);

theForm.name.focus();
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} else if (theForm.email.value=="") {
alert("ol M Y& Y3 AIL);
theForm.email.focus();

} else if (theForm.tel.value=="") {
alert("AFAE JHHAA L)
theForm.tel.focus();

) else {
theForm.submit();

}
</script>
</body>
</html>

(8) login_sucess.php

<?
include_once(”../3Teamlib/session.php”);

include_once(”../3Teamlib/dbcon.php”);

$sql = "select * from user where userid='$session_userid’”;
$res = mysql_query($sql);
if ($res) $rs = mysql fetch_array($res);

if ($session_userid=="" || $rsluserid]=="") {
$session_userid=="";
echo "
<script>
location.replace(’login_form.php’);

</script>

”e
)

die;
}
7>
<html>
<head>
<title></title>
<meta http—equiv="Content-Type” content="text/html; charset=euc—kr”>
<link href="global.css” rel="stylesheet” type="text/css”>
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_n

<script language="JavaScript”>
<l--
function na_open_window(name, url, left, top, width, height, toolbar, menubar, statusbar, scrollbar,
resizable)
{
toolbar_str = toolbar ? 'yes’ : 'no’;
menubar_str = menubar ? 'yes’ : 'no’;
statusbar_str = statusbar ? 'yes’ : 'no’;
scrollbar_str = scrollbar ? 'yes’ @ 'no’;

resizable_str = resizable ? 'yes’ : 'no’;

cookie_str = document.cookie;

cookie_str.toString();

pos_start = cookie_str.indexOf(name);

pos_end = cookie_str.indexOf(’=', pos_start);
cookie_name = cookie_str.substring (pos_start, pos_end);

pos_start = cookie_str.indexOf(name);
pos_start = cookie_str.indexOf('=", pos_start);

pos_end = cookie_str.indexOf(’;’, pos_start);

if (pos_end <= 0) pos_end = cookie_str.length;
cookie_val = cookie_str.substring(pos_start + 1, pos_end);
if (cookie_name == name && cookie_val == "done”)

return;
window.open(url,name,’left="+left+’ top='+top+’,width='+width+’ height='"+height+’,tool
bar="+toolbar_str+’ , menubar='"+menubar_str+’ status='"+statusbar_str+’ ,scrollbars='+sc
rollbar_str+’ resizable="+resizable_str);

}

[ ==>
</script>

</head>
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<body leftmargin="0" topmargin="0" marginwidth="0" marginheight="0">
<form name="login_form” id="login_form” style="margin:Opx;” target="_blank”>
<p>&nbsp;</p>
<table border="0" width="835" align="center” cellpadding="0" cellspacing="0" height="821">
<tr>
<td width="&8" height="11"" cdlspare"2"><ifrarre name="menu’ sre="./mainmenurrhtrt’ width='832”
height="140" vspace='0" hspace” 0 rrarginwidth~"0" marginheight="0" frameborder="0"></frane></Ad>
</tr>
<tr>
<td width="407" height="86">
<p><b>&quot;<? echo $rs[namel;?>[<? echo $rsluserid];?>]&quot; </b>2
<br>
<br>
FIFUT</p>
<p><input type="button” name="Button” value="= Lo} %"
onClick="location.replace(’logout.php’);
"style="background-color:white;”><input type="button” name="Button” value="3]44XF3"
onClick="main.location="../user/edit_form.php’;na_open_window(’ 348X A" ' /fuser/edit_formphp,
100, 100, 300, 200, 0, 0, 0, O, 0);" style="background-color:white;”></p>
</td>
<td width="428" height="281" rowspan="4"><img src="mainimagejpg” width="42" height="285"
border="0"></td>
<ftr>
<tr>
<td width="407" height="19">
<p><input type="button” name="Button” value=" & ¥ 72"
onClick="main.location="../user/change_password_form.php’;”
style="background-color:white;”><input type="button” name="Button” value="% &"
onClick="if (confirm(" &= BEAAFUAN\NNnEE HAH 7] BB oA 2o upe}
SR} k3] AAEYTE)) locationreplace(’../user/resign.php’);” style="background-colorwhite;></p>
</td>
</tr>
<tr>
<td width="407" height="24">
<p align="left”>&nbsp;</p>
</td>
</tr>
<tr>
<td width="407" height="124">
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<p>&nbsp;</p>
<p>&nbsp;</p>
<p><object classid="clsid:D27CDB6E-AE6D-11cf-96B8-444553540000"
codebase="http://download.macromedia.com/pub/shockwave/cabs/flash/swflash.cab#versio
n=6,0,29,0” width="347" height="29">
<param name="movie” value="clock.swf">
<param name="play” value="true”>
<param name="loop” value="true”>
<param name="quality” value="high”>
<embed width="347" height="29" src="clock.swf” play="true” loop="true” quality="high”
pluginspage="http://www.macromedia.com/shockwave/download/index.cgi?P1_Prod_Versi
on=ShockwaveFlash”></object></p>
</td>
</tr>
<tr>
<td width="835" height="15" colspan="2"><iframe name="main"
src="../main.php” width="847" height="350" vspace="0" hspace="0" marginwidth="0"
marginheight="0" frameborder="0"></iframe></td>
</tr>
<tr>
<td width="835" height="11" colspan="2"><img src="copyright.jpg” width="832"
height="50" border="0"></td>
<ftr>
</table>
<p>&nbsp;</p>
</form>
</body>
</html>

(9) resign.php

<?
include_once(”../3Teamlib/session.php”);
include_once(”../3Teamlib/dbcon.php”);

if ($session_userid=="") {
echo ”
<script>

alert('[3] &) 2191 5 AR A L.);
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location.replace(’../login/login_form.php’);
</script>

”e
)

die;

//El e ElH o] 2~ef T &Y},

$sql = "delete from user where userid='$session_userid’”;

$res = mysql_query($sql);

$Saffected_rows = mysqgl_affected_rows();

if ($affected_rows>0) {
$session_userid=
echo ”

"
’

<script>

alert('[EEH4 3] AdAoz oA EEsHFHTE )
location.replace(’../login/login_form.php’);

</script>

”e
)

} else {
echo ”
<script>
alert('[2EAF] tlolgwlo]AHe] 07/ e SUddE 9/ <l
location.back();
</script>

”e
)

7>
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3.1.7. login £t

(1) login_form.php

<?
include_once(”../3Teamlib/session.php”);

include_once(”../3Teamlib/dbcon.php”);

if ($session_userid!="") {
echo ”

<script>

location.repl ace(’../login/login_success.php’);

</script>

”e
)

die;
}
7>
<html>
<head>
<title></title>
<meta http-equiv="Content-Type” content="text/html; charset=euc—kr”>
<link href="global.css” rel="stylesheet” type="text/css”>

_n

<script language="JavaScript”’>
<==
function na_open_window(name, url, left, top, width, height, toolbar, menubar, statusbar,
scrollbar, resizable)
{
toolbar_str = toolbar ? 'yes’ : 'no’;
menubar_str = menubar ? 'yes’ : 'no’;
statusbar_str = statusbar ? 'yes’ : 'no’;
scrollbar_str = scrollbar ? 'yes’ @ 'no’;

resizable_str = resizable ? 'yes’ : 'no’;

cookie_str = document.cookie;

cookie_str.toString();

pos_start = cookie_str.indexOf(name);



pos_end = cookie_str.indexOf('=’, pos_start);

cookie_name = cookie_str.substring(pos_start, pos_end);

pos_start = cookie_str.indexOf(name);
pos_start = cookie_str.indexOf(’=’, pos_start);

pos_end = cookie_str.indexOf(’;’, pos_start);

if (pos_end <= 0) pos_end = cookie_str.length;
cookie_val = cookie_str.substring(pos_start + 1, pos_end);
if (cookie_name == name && cookie_val == "done”)

return;

window.open(url, name,’left="+left+' ,top="+top+’,width="+width+’ height='"+height+’,
toolbar="+toolbar_str+’ menubar='+menubar_str+’,status="+statusbar_str+’,scrollbars="+scrollbar_str+’
Jresizable="+resizable_str);

}

/) —>
</script>

</head>

<body leftmargin="0" topmargin="0" marginwidth="0" marginheight="0">
<br>
<br>
<form action="../login/login_engine.php” method="post” name="login_form” id="login_form"
style="margin:0px;” onSubmit="return checkForm(this.form);">
<table width="705" border="0" align="center” cellpadding="0" cellspacing="0" bordercolorlight="white"
height="641">
<tr>
<td width="705" align="right” bgcolor="white” colspan="3">
<p align="left"><img src="images/loginup.jpg” width="700" height="185"
border="0">&nbsp;&nbsp;</p>
</td>
</tr>
<tr>
<td width="342" height="333" align="right” bgcolor="white” rowspan="5"><img
src="images/loginleft.jpg” width="306" height="330" border="0"></td>
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<td width="120" height="33" bgcolor="white” bordercolorlight="white”><img
src="images/ID.jpg” width="110" height="30" border="0"> </td>
<td width="243" height="33" bgcolor="white” bordercoloright="white’><input name="userid"
type="text” id="userid" size="30" style="horder:1px #333333 solid;width:160px;height:25px;” maxlength="10">
</td>
</tr>
<tr>
<td width="120" height="39" bgcolor="white” bordercolorlight="white”><img
src="images/PW.jpg” width="110" height="30" border="0"></td>
<td width="243" height="39" bgcolor="white” bordercolorlight="white"><input
name="password” type="password” id="password” size="30" style="border:1px #333333
solid; width:160px;height:25px;” maxlength="10">
</td>
</tr>
<tr>
<td width="120" height="39" bgcolor="white” bordercolorlight="white"><img
src="images/otp.jpg” width="110" height="30" border="0"></td>
<td width="243" height="39" bgcolor="white” bordercolorlight="white"><input name="r"
type="password” id="UniKey” size="30" style="border:1px #333333 solid;width:160px;height:25px;”
maxlength="10">
</td>
</tr>
<tr>
<td width="129" height="113" bgcolor="white” bordercolorlight="white”>

" s

<p align="center"><img src="images/leftarrow.jpg” width="82" height="37"
border="0"></p>
</td>
<td width="265" height="113" bgcolor="white” bordercolorlight="white”>
<p><p><><font face="FHT3 =811 color="red”><span style="font-size:32pt;
background-color:white;"><?php
mt_srand((double)microtime()*1000000);
$c = rand(10000, 99999);
echo $c
?> //9Ads dd g F&
</span></font></u></b><font size="7" color="red"><input type="hidden” name="cc” value="<?php
echo $¢ 2> size="12">
</font></p>
<p>&nbsp;&nbsp; &nbsp; &nbsp;&nbsp;<input type="submit” name="Submit”

style="background-color:white; border—color:white;"”>

=n
[s}

value="¢!
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<input type="reset” name="Reset” value="%2" style="background-color:white; border—color:white;">
</p>
</td>
</tr>
<tr>
<td width="363" height="83" colspan="2" bgcolor="white” bordercolorlight="white”><img
src="images/login06 jpg” width="3%4" height="82" border="0"></td>
</tr>
<tr>
<td width="705" height="105" align="right” bgcolor="white” colspan="3">
<p align="left">
<img src="images/logindown.jpg” width="700" height="85" border="0" usemap="#ImageMapl”></p>
</td>
</tr>
</table>
<br>
<p>&nbsp;</p>
</form>
<script>
function checkForm(theForm) {
if (theForm.userid.value=="") {
alert("olol vl & 44 2.");
theForm.userid.focus();
return false;
) else {

return true;

}

</script>

<map name="ImageMapl”>

<area shape="rect” coords="76, 11, 193, 35" href="javascript:na_open_window(’ 3] 7} ¢}
', 'http://61.81.108.24/user/add_form.php’, 0, 0, 510, 470, 0, 0, 0, 0, 0)” target="_self">
</map></body>

</html>
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(2) login_engine.php

<?
include_once(”../3Teamlib/session.php”);
include_once(”../3Teamlib/dbcon.php”);

$sql = ”"select * from user where userid='$userid’”;
$res = mysql_query($sql);
if ($res) $rs = mysql_fetch_array($res);

$r = (int)$_POSTL'r'];
$cc = (int)$_POST['cc’];
$master_key = 'abcd’;
$c = $master_key . $cc;
$hash = shal($c);

$h0 = ord($hash{0});
$hl = ord($hash{l});
$hl = $hl = 256;

$h = (int)$h0 + (int)$hl;
if ($h < 0) $h = $h * -1;

if ($rsluserid]==$userid && Suserid!="") {//o}o]t] L=
if ($rs[password]==md5($password)) {//I = L=H

if ($r == $h) { // LF/F7] LA
$session_userid = $rsluseridl;//A 5 4=
echo ”

<script>
location.replace('login_success.php’);
</script>

”e
’

}oelse {/2R7] &7
echo ”

<script>

alert('[1S A 9] LF717F Sut=A] FFUH);

location.replace(’login_form.php’);
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</script>

-
’

}oelse {/45 25
echo ”

<script>

alert('[1F5 A 9] &5 7F vt FFUH);

location.replace(’login_form.php’);

</script>
}
}else {//¢Felt] @&
echo ”
<script>

alert('[Q1 54 3}] olo]t)7} &nlEx] FFUTE);
location.replace(’login_form.php’);
</script>

”e
’

7>

(3) login_sucess.php

<?
include_once(”../3Teamlib/session.php”);
include_once(”../3Teamlib/dbcon.php”);

$sql = "select * from user where userid='$session_userid’”;
$res = mysql_query($sql);
if ($res) $rs = mysql_fetch_array($res);

if (Ssession_ userid=="" || $rs[userid]=="") {
$SeSSiOn_userid::rm;
"

echo
<script>
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location.replace('login_form.php’);
</script>

”e
)

die;
}
7>
<html>
<head>
<title></title>
<meta http-equiv="Content-Type” content="text/html; charset=euc-kr”>
<link href="global.css” rel="stylesheet” type="text/css”>

<script language="JavaScript">
<l--
function na_open_window(name, url, left, top, width, height, toolbar, menubar, statushar, scrollbar, resizable)
{
toolbar_str = toolbar ? 'yes’ : 'no’;
menubar_str = menubar ? 'yes’ ! 'no’;
statusbar_str = statusbar ? 'yes’ : 'no’;
scrollbar_str = scrollbar ? 'yes’ : 'no’;

resizable_str = resizable ? 'yes’ ! 'no’;

cookie_str = document.cookie;

cookie_str.toString();

pos_start = cookie_str.indexOf(name);

pos_end = cookie_str.indexOf('=’, pos_start);
cookie_name = cookie_str.substring(pos_start, pos_end);
pos_start = cookie_str.indexOf(name);

pos_start = cookie_str.indexOf('=', pos_start);

pos_end = cookie_str.indexOf(’;’, pos_start);

if (pos_end <= 0) pos_end = cookie_str.length;

cookie_val = cookie_str.substring(pos_start + 1, pos_end);

if (cookie_name == name && cookie_val == "done”)
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return;

window.open(url, name, 'left="+left+’ top='+top+’,width="+width+’ height="+height+’,
toolbar="+toolbar_str+’ menubar="+menubar_str+’ status='+statusbar_str+’ scrollbars='+scrollbar

_str+’ resizable='+resizable_str);

}

[ ==>
</script>

</head>

<body leftmargin="0" topmargin="0" marginwidth="0" marginheight="0">
<form name="login_form” id="login_form” style="margin:0px;">
<p>&nbsp;</p>
<table width="835" align="center” cellpadding="0" cellspacing="0" height="815"
style="border—collapse:collapse;”>
<tr>
<td width="8%" height="11" colspan="2" style="horder-width:1; border-colorrgh(153,153,153);
border-stylenone><iframe  name="mmenu’”  sre="./mainmenurrhtnd’ - width="8%2"  height="140"  vspace="0"
hspace="0" marginwidth="0" marginheight="0" frameborder="0"></iframme></td>
</tr>
<tr>
<td width="407" height="83" style="border-width:1; border—color:rgh(153,153,153);

border-style:none;”>

<p><b>&nbsp;&nbsp;&nbsp;&nbsp;&nbsp; &nbsp;&nbsp;&nbsp; &nbsp; &nbsp;&nbsp;&n
bsp; &nbsp;&nbsp; &nbsp;&nbsp;&nbsp;&nbsp;&quot;<?  echo  $rs[namel;?>[<?  echo
$rsluserid];?>1&quot; </b>¢

<br>

&nbsp;&nbsp;&nbsp; &nbsp; &nbsp;&nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp;&nbs
p;&nbsp; &nbsp; &nbsp; &nbsp; &nbsp;&nbsp; &nbsp; &nbsp; &nbsp;&nbsp;&nbsp; &nbsp; &n
bsp; # @ U vt </p>

<p>&nbsp;&nbsp;&nbsp;&nbsp;<input type="button” name="Button”
value="%1°}%" onClick="location.replace(’logout.php’);”
style="background-color:white;”><input type="button” name="Button” value="% 3<% 7"
style="background-color:white;” OnClick="na_open_window (' &% 7', './user/change
_password_form.php’, 100, 100, 450, 300, 0, 0, 0, 0, 0);"><input type="button"name=
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"Button” value="3] 94 B 54" style="background-color:white;"OnClick="na_open_
window ('3 9 B4’ ' /user/edit_form.php’,
100, 100, 500, 400, 0, 0, 0, 0, 0);"><input type="button” name="Button” value="2§"
onClick="if (confirm(' g2 = GH3AAFUZAN NS EH A 7RI BB S A Ao wa}
3 AR ghAE] Al YY)
location.replace(’../user/resign.php’);” style="background-color:white;”></p>
</td>
<td width="428" height="275" rowspan="4" style="border-width:1; border-color:rgh(153,153,153);
border-stylenone,”><img sre="mainimegejpg’ width="422" height="285" border="0"></td>
</tr>
<tr>
<td width="407" height="19" style="border-width:1; border—colorirgh(153,153,153);
border-style:none;”>
<p>&nbsp;</p>
</td>
</tr>
<tr>
<td width="407" height="24" style="border-width:1; border—colorirgh(153,153,153);
border-style:none;”>
<p align="left">&nbsp;</p>
</td>
</tr>
<tr>
<td width="407" height="124" style="border-width:1; border-color:rgh(153,153,153);
border-style:none;”>
<p>&nbsp;</p>
<p>&nbsp;</p>
<p><object classid="clsid:D27CDB6E-AE6D-11cf-96B8-444553540000"
codebase="http://download.macromedia.com/pub/shockwave/cabs/flash/swflash.cab#vers
ion=6,0,29,0” width="347" height="29">
<param name="movie” value="clock.swf”>
<param name="play” value="true”>
<param name="loop” value="true"”>
<param name="quality” value="high"”>

<embed width="347" height="29" src="clock.swf” play="true” loop="true” quality="high"”
pluginspage="http://www.macromedia.com/shockwave/download/index.cgi?P1_Prod_Versi
on=ShockwaveFlash”></object></p>
</td>
</tr>
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<tr>
<td width="83%5" height="15" colspan="2" style="border-width:1; border-colorrgh(153,153,153);
border-stylenone;><iframe name="mmain” src="../mainphp’ width="847" height="330" vspace="0" hspace="0"
marginwidth="0" marginheight="0" frameborder="0"></iframe></td>
</tr>
<tr>
<td width="8%" height="11" colspan="2" style="border-width:1; border-colorrgh(153,153,153);
border-stylenone;”><img sre="copyright.jpg” width="832" height="%0" border="0"></td>
</tr>
</table>
<p>&nbsp;</p>
</form>
</body>
</html>

(3) logout.php

<?

include_once(”../3Teamlib/session.php”);

$session_userid = "";//<1 %8 A
echo ”

<script>
location.replace('login_form.php’);

</script>

”e
)

7>
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3.1.8. 3Teamlib &TH

(1) dbcon.php

<?
/Aol e Mol 2 AAAAR A A=/
$db_hostname="localhost”;
$db_username="root”;
$db_password="3wh3wh";
$dbname = "3team”;
/Aol el ol 2~ AAAR A &/
$sock = mysql_connect($db_hostname,$db_username,$db_password)
or die ("HlolE Mol AWl AZAT F glFUT);
$db = mysql_select_db($dbname,$sock)
or die (""$dbname’ ©lo|ElHlo]~S S £ Q7Y HEAE
Yk
7>

(2) function.php

<?
function str_limit($string,$limit_length,$add_string){
$full_length=strlen($string);
for($k=0; $k<$limit_length-1; Fk++){
if(ord(substr($string, $k, 1))>127) $k++;
}
if ($full_length > $limit_length){
$final_string=substr($string, 0, $k).$add_string;

} else {
$final_string=%string;
}
return $final_string;
}
7>

(3) session.php

<?

session_start();

$session_userid=$HTTP_SESSION_VARS["session_userid”];

if (!session_is_registered (”session_userid”)) session_register(”session_userid”);
$session_auth=$HTTP_SESSION_VARSI["session_auth”];

if (!session_is_registered (”"session_auth”)) session_register(”session_auth”);
27>
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3.1.9. Z&H

Bol S43E SUUS S22 WY,
ojm Mui= ololEHOolAN 2R5a U=

283 (ex : 92521) B vi2@ 4§ 8ic),
PO (Io,PW7} BichH SHEH SRZIE lFAHS)

=

24881

MujE dIo|EH0]A28 userid AZE U password EZE
o, ohxjgie s S 28 ALIUS HEHE bEg 25
soiE 238 Xej@ @ SAd MMAE AEEc

<E15> QIEYl AREA 9T s el ~ntEE OTPAA
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- >

ADIEE 2| 3Team
Mobile O,T,P application
& H¥sEn oTP MYHES



32 oJZA )4 %9 (mobileotp.apk) A 2vtEE Hg3w
= @S 2% 10:49

Hx F..

TSI TEISTIT TSI I rrss

<aY16> 3% o] Z g Al o] A (mobileotp.apk Id)A 2| &

http://isotp.joongbu.ac.kr/mobileotp.apk &2 http://61.81.108.24/mobileotp.apk

o5 PEFHW 4B e L HA} AsHrh(PE ol AEE /F)
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X9 5 MyMarket  ASTRO MOTP

a5

HO|EE2 Talking  Paper Toss
Tom Free
= —-_
na

Snap n Go Ringtone
Mp3

G

Fyqud
Buzzni Heg $s
Movie I} 3Team

A

<IY17> st=Rolm AntEZE WQlgH Ul 55% 3Team O.T.P
ol Fg]Ale]Ad ofo]
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4. HE

AR HF 2 Aol HE Aol mhe mel iw i
AN u FE A2 oAl ofdl ololEE Qtka @ WF WA Yojuba 9&
} we e

e peld, A4, st 5 ol 3LolA ID, PWE 2= do]
T

== AP EH ol A= pe AHEAE Y4 E ID/PW HEE 7HEA] YdEoRE
FE471= 7127 (Keylogger) @ et =7 Q1B Ul 7ha 9} £2719 731"% Rl
A Sk Foln, doF uAAAE S T A9 A& A A = sdvhal
BT AP el 3= Aol ofdH, ojAl= wA -9 o]opr]7h oty
s Zlolth AAlE REE Ale] wEFE PWE &8 vhe] BRIt of7] 7] ALgsEa

T o] YRR dolzts W 1 Fsie AT R e otk 7HE
TS W olge do] dojyr] Mol Hujg dwstE Zolth 1o uhEhA
V¢ sF7F Ha 9lE OTPE AR&AES] Qb S 918 W om Hiol & zloth
olo] & AFtelAE OTPY 724325 Aual IFeA® Hde 71 GEZo=
2utd O.T.P ofEFgAlATH 7|2 25 Al~d vtso] AAA OTP] Wy

ARG A & Bl gkt

P A FRE AUA AL Rele] OTP7 7bd & 7 as w3
F gtk OTPE ol Aast/] mutks wz AQZolA £3 Agal
g Qolth AW /@) AAS] AP FAE EF WA 2L A
2o Agse A OTP B9 FAE Had 471 7 Adn

0 2 wer BHhE o]Zolulok & Zlolth.
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