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2.1. SQL injection

2.1.1 SQL Injection® A<
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A AFelE AA #Ho]A] html A2~ index.php

<html>
<head>
<meta HTTP-EQUIV="Content-Type" CONTENT="text/html; charset=utf-8">
<title>:: DIS £ 2HF :</title>
</head>
<frameset framespacing="0" border="0" frameborder="0" rows="210,*">
<frame name="top" src="top.php" scrolling="auto" noresize>
<frame name="main" src="main.php" scrolling="auto" noresize>
</frameset>

</html>

AAo]E o] el Ho]A html A7~ main.php

<html>

<head>
<meta HTTP-EQUIV="Content-Type" CONTENT="text/html; charset=utf-8">
<title> 1 PHP =2 itol] 241 AL SdFdch~~ o title>
<link rel="stylesheet" href="style.css" type="text/css">

</head>

<body leftmargin="0" topmargin="0" marginwidth="0" marginheight="0">
<table width="776" align="center" cellspacing="0" cellpadding="0" border="0">
<tr height=150><td></td></tr>
<tr align=center>
<td>
st et
</td>
<Jtr>
</table>
</body>
</html>

Edo]#] wWelsH Aet w5 HIML , PHP &2 top.php

<?session_start();

7>

<html>

<head>
<meta HTTP-EQUIV="Content-Type" CONTENT="text/html; charset=utf-8">
<title>:: PHP Tz Gl RS S FUth~~ </ title>

)

<link rel="stylesheet" href="style.css" type="text/css">
</head>

<body leftmargin="0" topmargin="0" marginwidth="0" marginheight="0">

<table width="776" align="center" cellspacing="0" cellpadding="0" border="0">




<?

<tr>
<td>
<table width=776 cellspacing="0" cellpadding="0" border="0">
A-=eA g -->
<tr>
<td colspan="10">
<img border="0" src="img/title.gif" width="776" height="146"></td>
<ftr>

<tr>
<td height="8" colspan="10">
<img border="0" src="img/blank.gif" width="1" height="8"></td>
<Jtr>

==l A F=—>
<TR>
<TD>
<a href="main.php" target="main">
<img SRC="img/menu_01.gif" WIDTH=104 HEIGHT=47 border=0 ALT=""></a></TD>

if ('Suserid)
{
echo "
<TD>

<a href='"login/login_form.html' target='main'>
<img SRC='img/menu_02.gif' WIDTH=138 HEIGHT=47 border=0 ALT="></a></TD>

)
else
{
echo "
<TD>
<a href='login/logoff.php' target='main'>
<img SRC='img/menu_10.gif' WIDTH=138 HEIGHT=47 border=0 ALT="></a></TD>
}
if (!$userid)
{
echo "
<TD>

<a href='login/member_form.html' target='main'>
<img SRC='img/menu_03.gif' WIDTH=214 HEIGHT=47 border=0 ALT="></a></TD>




}
else
{
echo "
<TD>
<a href='login/modify_memberinfo.php' target='main'>
<img SRC='img/menu_03.gif' WIDTH=214 HEIGHT=47 border=0 ALT="></a></TD>
}
7>
<TD>
<a href="course/co_in.html" target="main">
<img SRC="img/menu_04.gif" WIDTH=162 HEIGHT=47 border=0 ALT=""></a></TD>
<TD>
<a href="score/sc_in.html" target="main">
<img SRC="img/menu_05.gif" WIDTH=158 HEIGHT=47 border=0 ALT=""></a></TD>
</TR>
</table>
</td>
<ftr>
</table>
== FE-->
</body>
</html>

glo]g o]~} dAAs= PHP 42 dbconn
<?

$connect = oci_connect('dis_db', 'Qlw2e3r4', 'ORCL','/AL32UTF8");
2>

271¢] #H o)A PHP 42~ login.php

<meta http—equiv="Content-Type" content="text/html; charset=utf-8" />
<?session_start();

/] olZstiol A olFo] YA ekgtow "olFS A"
/] AR E=E
if(1$id) {
echo("
<script>
window.alert('o}o]t] & Y= alA L)
history.go(-1)
</script>
");

exit;




if(!$passwd) {
echo("
<script>
window.alert(H| 2 & JHEsIALR.)
history.go(-1)
</script>
");

exit;

function strFilter($str){

$str = preg_replace("/[W+ BWW W~ | WIWOWS#W [WIW{W /", ", $str);
$str = preg_replace("/</", "<", $str);

$str = preg_replace("/>/", ">", $str);

$str = preg_replace("/'/i", "a", $str);

$str = preg_replace("/* /i", "b", $str);

$str = preg_replace('/"/', "c", $str);

$str = preg_replace("/-=/i", "e", $str);

$str = preg_replace('/([Wx00-Wx08Wx0Ob-Wx0cWx0e-Wx191)/', " $str);
$str = preg_replace("/union["Wx21-Wx7el/i", "union ", $str);

$str = preg_replace("/select["Wx21-Wx7el/i", "select ", $str);

$str = preg_replace("/insert["Wx22-Wx7el/i", "insert ", $str);

$str = preg_replace("/drop["Wx21-Wx7el/i", "drop ", $str);

$str = preg_replace("/update ["Wx21-Wx7el/i", "update ", $str);

$str = preg_replace("/and["Wx21-WxT7e]/i", "and ", $str);

$str = preg_replace("/or["Wx21-WxT7el/i", "or ", $str);

$str = preg_replace("/if["Wx21-WxT7el/i", "if ", $str);

$str = preg_replace("/["Wx21-Wx7e]union/i", " union", $str);
$str = preg_replace("/["Wx21-Wx7e]select/i", " select", $str);
$str = preg_replace("/["Wx21-Wx7e]insert/i", " insert", $str);
$str = preg_replace("/["Wx21-Wx7eldrop/i", " drop", $str);
$str = preg_replace("/["Wx21-Wx7e]update/i", " update", $str);
$str = preg_replace("/["Wx21-Wx7eland/i", " and", $str);

$str = preg_replace("/["Wx21-WxT7elor/i", " or", $str);

$str = preg_replace("/["Wx21-Wx7elif/i", " if", $str);

$str = preg_replace("/&/", "&", $str);
$str = preg_replace("/&amp/", "&", $str);
$str = preg_replace("/&nbsp/", " ", $str);
$str = preg_replace("/&It/", "<", $str);
$str = preg_replace("/&gt/", ">", $str);

$str = preg_replace("/&#39/", """, $str);
$str = preg_replace("/&#96/", " ", $str);
//$str = preg_replace("/&quot/", """, $str);
$str = preg_replace("/&#95/", "_", $str);




return $str;

}

$id=strFilter($id);
$passwd=strFilter($passwd);

include "../dbconn.php";

$sql = "select * from member where id='$id";
echo $id;
$result = oci_parse($connect, $sql);
oci_execute($result);
/* if(!@oci_execute($result))
error("SQLT-&ol #");
exit;

/

$match = oci_fetch_all($result, $num_rows, 0, -1, OCI_FETCHSTATEMENT_BY_ROW);

if($match==0)

{
echo("
<script>
window.alert("s- 5% A @& ofo]tjdHrt.)
history.go(-1)
</script>
");
}
else
{

$sql2 = "select * from member where id='$id' and passwd='$passwd'";

$result?2 = oci_parse($connect, $sql2);

oci_execute($result2);

$match?2 = oci_fetch_all($result2, $num_rows2,
OCI_FETCHSTATEMENT_BY_ROW);

echo $match2;
if($match2==0)

{
echo("
<script>
window.alert('H]| ¥ &7} S}
history.go(=1)
</script>
");
exit;
}
else




$sql3 = "select id from member where id='$id";
$result3 = oci_parse($connect, $sql3);
oci_execute($result3);

$rowl = oci_fetch($result3);

$sqld = "select name from member where id='$id"";
$resultd = oci_parse($connect, $sqld);
oci_execute($resultd);

$row2 = oci_fetch($result4);

Suserid = $rowl;
$username = $row?2;

session_register(userid);

session_register(username);

echo("
<script>
top.location.href = '../index.php';
</script>

");

7>

IDE A =3k PHP 42~ check_id.php

<meta http—equiv="Content-Type" content="text/html; charset=utf-8" />

<?php
if(1$id)
{
echo("olelt & JH3FAL.");
}
else
{
include "../dbconn.php";
$sql = "select * from member where id='$id"";

$result = oci_parse($connect, $sql);
oci_execute($result);
$rows = oci_fetch_all($result, $num_rows, 0, -1, OCI_FETCHSTATEMENT_BY_ROW);




if ($rows>0)
{
echo "ofelt]7} FEHFAYT.<br>";
echo "th& ofolt] & AF&3}A| 8 .<br>";
}
else
{
echo "AH&7Hs g ofolt] Y TR
}

oci_close($connect);

7>

2121 Holx] HIML A2 login_form.html

<html>
<head>
<meta HTTP-EQUIV="Content-Type" CONTENT="text/html; charset=utf-8">
</head>
<body>
<link rel="stylesheet" href="../style.css" type="text/css">

<form method=post action=login.php>
<table align=center>
<tr><td><img src="img/login.gif"></td></tr>
<tr height=1 bgcolor=#5AB2C8><td></td></tr>
<tr><td></td></tr>
<tr><td><img src="img/star.gif">°}°]t] &nbsp;&nbsp;&nbsp; :
<input type="text" name="id" size="20" maxlength="20"></td>
</tr>
<tr>
<td><img src="img/star.gif">H]|UHZ :
<input type="password" name="passwd" size="20" maxlength="20">
</td>
</tr>
<tr height=1 bgcolor=#5AB2C8><td></td> </tr>
<tr><td></td></tr>
<tr>
<td align=right>
<input type=image src="img/login_on.gif" border=0>
</a> &nbsp;
<a href="member_form.html"><img src="img/member.gif" border=0></a>
</td>
</tr>
</table>
</form>

</body>
</html>
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