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H2EE A9 @ g ojeld Aok 2AUE Axue A FES APy 4Ee
FEoR A ARt AN derd 5 9 AF

A5eE ~AUE ALAE $EoR 2de AASEA o] 2L wel 817
AN Y FoF 9 F shbelm, AASI FABEB nANA S Qe
A3 AFE 5 QA Aeke LS B,

AWHA $F 2709 3

7V NRAR G o] ol i Az,

o5 5of, NcNetcat)& AFg3le] tgA12-82 whd “12f (Bamner grabbing)3hel, ofehs} e

o2 AuE P53 5 9k
Gl 2y 97 dEA s FEsla HaEs Aus iy (SR ETE A
S Ao, {1, HAAS, HY A 2

_7";_
& YED Aulzate d4or FEsiAnia FA4 uus wasAyg 54 9y
[e]

A=)

o

| ¥ nc
GET HTTP 1/1

HTTP/1.1 400 Bad Reguest

Date: Thu, 29 Nov 2012 05:14:16 GMT
Server: Apache/s2.2.8 (Ubuntu) DAV/2
Content-Length:
Connection: close
Content-Type: text/html;

(29 1] dub¥Ql 5 =719 W

9] AF}=, TCP Port 80 ¢ AWoll F<&ata, SHom 47 AHoA w3ty = 3T
ARS8ty Y8 “Get Http/1.1"S 233 Aolr)

HhgkEl JRE Fal Tep Port80S o]-&dt= thAAIZ®S Apache/2.2.82 AHE-3te
Ubuntu 71¥ke] 4 Mujgtes AMLS & 5 0. o] ARe= &5 B9 S Al &
o] Ego] & 4 s Wk ol AFstE FHoFH ~AMYS ol & w AT
g =gol F 5 At
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ex) F A 29 o

# ./nikto.pl -generic -h www.target.com

(1)Server :Apache/1.3.29(Unix)PHP/4.3.4mod_ss1/2.8.16 OpenSSL/0.9.7¢

(2) Retrieved X-Powered-By header: PHP/4.3.4

(3) Allowed HTTP Methods: GET, HEAD, POST, PUT, DELETE, CONNECT, OPTIONS,
PATCH, PROPFIND, PROPPATCH, LOCK, UNLOCK, TRACE

(4) /admin/ - This might be interesting... (GET)

(5) /phpinfo.php - Contains PHP configuration information (GET)

(6) .bash_history — This might be interesting... (GET)

(1) apache®] 73-%- httpd.conf ol ServerTokens Prod B} F7151H <jFo
EZ 83 Hd JEE =E3A sy
(2) phpE AFE& ¢ php.ini 94 expose_php = OnS Off 2 A A3sIHA
EZ Q837 php HAH ARE =33 EsUH.
(3) # AW 9 A gvrx o= GET/HEAD/PUT ©]9] & WA= 34 &
d87t JFYY. wEkA ofef et 2ol GET(HEADERHE), POST
ol9) e WaEE AREA] v,
<Directory />
<Limit GET POST>
Order allow,deny
Allow from all
</Limit>
<LimitExcept GET POST>
Order allow,deny
deny from all

</LimitExcept>

</Directory>

4) #YA 2= El*“EE]i FrU F50] 7153 /adnin/& A A
2 FA FFUY. FF0] o HE oo WAy HZ AE 97
8HA 3tA]7] H}%HE}.

(5) info.php ¥+ php.php9t Z©] phpinfoO)el H= 7Hed B¢ AH o
874 440 g e ARE FEA YU Ao T2 F e whEA

FAE& A A= Aol EHULE.
(6) ©]9] S =3 sqlnet.logtt .bash_historySdl HZ 715 3¢
FAANAE w$ F83 ARI}F JErE Foldlool g},



2.1.3. Snort7%F 2 IDS-&& W

» snort &?

19881 Sourcefire CTO(H iL7]% 7 9 A}) Martin Roesch o3&
TN MEYZ JYEA A== (NIPS, Network IDS/IPS)
snort £9]+= sniffer and more 2= Holl A F
AFUHHE S3ll A&52Q &4 Rule Al¥
Multi-Platform(thF20S)ol A 23 7hs

HHA7F A5 A Rule A8 7hHs

O OO0OO0OO0O0

»Snortd] 7] F(RE)E
O sHA =Y (sniffer) @ HESAY] HZ S ¢o] HolF
dlolEl 9] ID/PASS =% 75

O A=A (logger) @ EYUHH 3 7S A%, 2275, E
Aol &

O Network IDS : HYEX|A]2~El(Intrusion Detection System),
HEYZ ERI(HZ)EA, F4EA47]5

O Snort Inline : YA A~" (Intrusion Prevention System),
AN, FAAET] 5
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P Snort X
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Phase X: Preprocessor Phase

Phase 3: Detaction Engine
[Z2™ 2] Snorte] +%

Z 2 121 (Preprocessor )&

O Minfrag - o} #A Z2hd H7le &4
O Defrag - 274 A7l & A3k IP
O Stream - TCP Streams A=l @A &

O HTTP Decode - URL -AFE-& dolH =] Zdk 79 snortlzloAl o} =

T IAET FAE wst
O Portscan - ZEX0 F4S& ©Asta 218 P4
X E

=i

[>
=
(@}
o
(@}
(@]
=3
o
=
N
)
2
off
ot
ol
2
52
[}
2
[e]
2o
e
=

O Portscan lgnorehost -
E A4

> AAAEE A3 = Rule A
O &2 @ var <name> <vlaues>
O A8 : var HOME_NET xxx.xxx.xxx.0/24

2.1.4 PortSacn Al&3le] FEAY

}

ol

e 1® oo [ rr

PortScane|g, TCPeHDPE o]&3te] sd Alxwlo] XEVL d¥ AEAE 270
Zolth, TCP Z2EZFL 7|EHoz 3-¢o] aM=Mo]7](3-way Handshaking)S ©]&-3h
e k. DPZREZS XEVF 29 e 4% o4 t%2 ICP Unreachable 7
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PortScan®] t4d F7F
- 2"lx ~70(Stealth Scan)
Open 2=7A7 AAS ¢hds] JHstA &, &

37
Sob)7] w7 vy Alsdel 2agRst dA et

» TCP half OpenZ=7i
- o] 27 W2 OpenABAE A3 AHS AHeHA et

FAgA>

=
S A= SYNHANKT 2 S Hu 3
AAEL Z+= RST(Reset) A S BT},

XMA sk 70
- FIN, NULL, XMASZHZ S RujAl =W
YEZL E8 & Agole SHel sl
YEVE &3 9l Ag-olnt RSTH Al o] F]Eof2t)

FIN#| %! = FinshZ |27} A4 97,
NULLZ} %! = Z 2(flag) ahs AASHA] & 2l 37,
XMASTZ|Z! = ACK, FIN, RST, SYN, URG &2 ZFE5 HAste] Bl 9]

> ACKHZ & Rl W

- ACKTZ S BE XEo RUlA W, ACKI|Z S w3 A|A~EE ofof fjgh RSTHAS W
Aok, FZAA= o] RSTHA 9 TIL#H Y =99 A7]5 223},
XEZF 49 = A TIL b2 64018ke] @b 2tal, AE$+= 00] ofd s zhet.

D XEVE &9 v A5 TIL ghol FA A wet s A 2 S 7HAY, xS
EL7]7} 021 RSTH|Z o] FHolT},

olgg 27 HEE UE Bo] FHAN A2 A2dd: A HALHX FAT SNH
g olgd 27 e AAL AW A ATE AAY TEE 5 ) GEA o
% fEsH BRHol,
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- A WA A2 TP EEC] iRt FRIE gl7] Wil Weh S Sakshal,
T A SZle S FAeh A A7) QU7 wiel s S A S Qv

7]

L olF W AT B BE AR wujel, WA} el Azl S WA
=y

2. 7 A7k Bl AAA AL wule], ekt DS 1 Ele] tE YuE o
S QU s

© Azl o3 FA ] T
‘Paranoid @ 5oy, 102 A o= S by H T,
:Sneaky : WANol|M+= 15%
‘Polite @ 0.4% 9= A& BT},
Normal A4 7-5-oltt.
‘Aggressive 1 SEC] tigh Hof BlQlob Hitoln, djZld 1.25% 7H] S 7RItk
‘Insane @ TAEof gk o] ERdole-2 Sioln, T 1.25% 7] S
=i

(st IDSe] VIEH A 7F=7} 100Mbps odo] ofd o] & |AaHA] gt

yum -y install nmap

[root@localhost “1# nmap -v -s§ | !

Starting Nmap 4.11 ( http://wwuw. insecure.org/nmaps J at ZB11-B4-18 22:47 KST
DNS resolution of 1 IPs took B.81s.

Initiating SYN Stealth Scan against 218.153.172.284 [1688 ports] at 22:47
Discovered open port 23/tcp on 218.153.172.284
i vered open port 8B/tcp on 218.153.172.284
Discovered open port 2Z/tcp on 218.153.172.284
SYN Stealth Scan Timing: About 21.48% done: ETC: 22:49 (B:81:51 remaining)

[29 3] 2152 nmaps ©]-&3F FEAUHY

2] 3 namp —helpS X nmap o] e AR, A2FHF, 4SS 2 Y.



specification)

SnortE o] &3k IDST-=(KISARFE)

Ax=9-o Snort A= (27] - ppt, hwp)
YUY (Snirt Inlined™)
— http://blog.naver.com/oneandonlyme/120053869678

>
O
O #%2 1DS 7%
O
O

— http://blog.syszone.co.kr/435 - 2= A" 9 Preprocessor
(8¢ %1) A

3.1.1 snort AX 2 MHA

snort7b RS 2~4q FEH HHRHA grelB 2] libpcaps 7IWFOR FZEE=R
snortE AX|35}7] Aol libpcape] WA AXFo] glojof 3sir},

AR v 22 A4S wEkA shd €.

STEP 1. libpcap 2=t 9 A3

£ rootefirewa

. connected,

[29 5] libpcap the®2= 2 ¢4=53) Al
wget http://www.tcpdump.org/release/libpcap-0.8.3.tar.gz
(3o tf=Z=)tar zxvip libpcap-0.8.3.tar.gz (&= =7])

(iR

ol

libpcap< http://www.tcpdump.org/oA HA HAS YEREsdle] XA
cd libpcap-0.8.3 (&= ¥+ 94 gdEF o|F)
./configure ; make ; make install (ALY % Ax])



[72¥ 6] libpcap A3

!

ukok A x171 & " A= http://www.rpnfind.net/olA Zrx}F wiEF viHo] Hk=
rpm FYS thEREse] A E Fr).

STEP 2. snort Uh+2= 9 X
wget http://www.snort.org/dl/current/snort-2.3.2.tar.gz (snort 3 ThS=2=)
tar xvfzp snort-2.3.2.tar.gz (4F =7])

libpcapS X3t Fsnort S XSRS $h},
snort= http://ww. snort .org/dl/ol/] X B 2l e theee & ol st}
cd snort—2.3.2 (= F 9 t]jHEy] o]%)

; make & make instal [l

[Z13] 8] snort FHufA
2o RO R configure® MakefileS WHE ¥ make; make install® AP Fv}, 9} o] Auldspd
snort 7} AXE snort—2.3.x/src TIEEZQ} /usr/local/bin/ HlREZY] snort #R= A1) 1jlo] A7|aL,
snort—2.3.x/etc YJEEZ = snort.conf 5 A4 3fdo] AT 18]31 snort—2.2.x/rules TJEIEZ]0]
Q] 45 ek 24 5 & udo] YxskA Ak
3.1.2 nmap AX] 2 4F
Nmap QIEYl Alo]E& 0]8&5t0] Nmap2 T+=2E& ¥=C}

http://nmap.org/download.html



& |= http://nmap.ora/dewnload htmi | x \ H_C\'

entDS [JSupport™

p - x‘

2l Mozilla THEHD| M DIEE 28

il Welcome to CentOS x|

Source Code Distribution (in case

This is the traditional compile—it—yourself format. The Nmap tarh
platforms (Solaris, Free/Net/OpenBSD, etc.) It includes Zenmap, t
traditional gzip. FirefoxJt O & WU HFEHO XH¥& & UsUC:

{Z% hitp:/inmap org

Detailed compilation instructions and options are provided here, t

bzip2 —cd nmap—5.21.tarbz2 | tar xvf

cd nmap—5.21
Jconfigure
make

su root

make install

Instructions are also available for Windows source code compilatic

Latest development Nmap release tarball: nmap—5.30BETA1.tar.bz2 (or gzip compressed)
Latest stable Nmap release tarball: nmap-5.21 2 (or gzip compressed)

L}, Configure

[2¥ 10] nmap Configure %7
Configure H¥go| ¢¥aH¥ o 72 stHS 5 4 Qlth

}. make

make HHS 558510 configureo] 9|5 THE0{Xl makefileS 7|¥to2 HmAS 4

S
o

ol

J 4

ch



e P 23sto] AAES LT

w7y

[Z2¥ 12] Nmap make install I+
e Elo] installo] =|H 9ot 2 S =

slop e o] o=

=]

JFOF make install&
H3te] EA|2 AR|7F A =ty cteul 7re o

3.1.3 Nikto A% € 47
AR

1. Nikto &2t
wget https://cirt.net/nikto/nikto-2.1.4.tar.gz

2. cheREH ofolg YESHA § Al
tar xvfz nikto-2.1.4.tar.gz

2ayste BOIA Atlel Ao

gol
3o

root AA
2 g A

o 3st1 YA
2 wAsto] 433



cd nikto-2.1.4

perl2 AL 0 g perlg thezc ghch

yum install perl

./nikto.pl -h www.test.com -Cgidirs all -output test_site.html -Format html -Display

[2% 13] Nikto Th== 2 53|
# AR 70| EFA

http://cirt.net/nikto2-docs/installation.html#id2727109

# A" QMY access_log 3HH

[27 14] 9AMH =708hd
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ol?

|n

AFEARIE HE MEE ALSE O BEAtE S2
°l4tt Mopd Balg fhok ol Ay
Bt o 2 e ool e B2 e
APLE 4 ol ofof ¥ Habgbe| S3FEH L
SRR LR T RERTE ST E
4o E2 EaTE T2 UEE 1
qodd,

T2 3| HO{ : Bash Shell

AFEE L - Nmap , Nikto2, Sscan, Snort

Snort 2
snorte
dotgnl e Heth =
e
AEH | o 1l

Nikto2 & £
Nikto f A3 H £ gt

£l FapEa

o MYZ HasH SEAE

OTEA?

24102
"sniffer and more” 2he WA

Ok

£ UM A5 vE

k?

tt sidat 1o 6
ey,

Nmap & £ R 7?7
HEHI 2215 Hit g EEs e JEHIE 422 TE A’ +t-
HEYI g E00 SIS E G EE ATY

e,

ZEaY-| SedH.

AHe ameEge ol ek 2R of f

Mg REye He oS
3 AYE ZEae|gcr AL | E HAE] DSt U] ruie
JHeUsE S HaT s 2 s o g

HEA?

Easy Securlty Menasgemel
ESM (Easy’ Ssl:urlty Management) Ol Qtﬂﬂ BEE UL,

The Creator
90716326 o1 gt

8
90716182 Y= &
91012312 S & 2

WS AIZC Enter Key B =3 TN,
< &k >

$OI ALOG —defaul t—l tem
—menu “The
wiw
ww
W w

retyal =9

chol c

Stemoflle
case in
o

/®choice.dla

cho “Cancel pre

t Stempflle

"ESC pressed,

ESM(Easy Securlty M

“TIf test —s Stemoflle @ then

o2 A?

"os/2"—clear —tI|

Creator Whw

Enagement) whw

nning you |lke:

tle "Easy Securlty Wenagement”

20 51 4w

Eacy SoGuT | Ly MINAGOm &
Tne creator

ESWKEasy Sacurlty Minagemsnt)

255)

ELE

1!r‘—tuL(cm —axtra—iabel "0 &~ W

NMenagement” W
w

Easy Securlty Management) wWw

Edoy Secur|ly LBaBgOmoAL
The Creator

ESMEasy Securlty Managsment)

Choose the Scanning you |Ke:

ho

“Help pre

0N >

<cancel>

It test -n "B
echo “Svalue”




o] & #|?

nlkto—2,1,5/nlkto,pl -h 8ip Format Stype —output /zolzak/vwebs/8flle Btype >> /de|
wi DI ALOG” W
—clear W i BE oo MU WM AN OtANES
—backtitie "Sbacktitie” w YHAFME,
1 —yesno “Port & Sever Version Scan
returncote=ag 0101 $ip WM
esa ~I UG $flle ==
esac L 10 40 i FUENMELAIE ST |
3 ase &7
tag="echo “Bvalue” lsed - e 'sfi.%//" Case 1IN
Item="echo “Svalue” |sed —e = 's/[ 1%8// 0
eft=5
A NG E B un|t="seconds”
&J&El 'gﬂﬁ;‘llﬂ. while test Bleft 1=0
" L
TP /x| Il —infabon ® Y Y I
; u have * 40 5
T ol fou hgv Seft Sanlt 10 52
=18& unlt=
h 258)
cho "E2 39 52 )
break N < un s < Ed S nmap -sV $ip legrep “"[1-9]lInterestinglService” | grep —v “flltered” >> /zolzak
Easy Securlly Managament 1
Snort S UMW TS
10,26.0.118 .
10.26.0, 133
10(26 0] 147
10.26:0. 1
10.26.0. 148
10.26.0. 160
$DIALOG —t|tle "Easy Securlty Msnagement” —clear W 10.26.0.3
—msobox 10.26.0, 48
224U =3 A=)
s /var/ios/snort ] e
Hase 82 In e trlum&m, SHEATTIE =T
o) 3 Easy Sscurlty Mnagoment T
./021.g12 =2
Port scan
255) FEMERR SRl b hariagesmt ) Intaresting ports on 10.26.0.148%
echo "E2 ]2 =2 22/tcp open Ssh OpenSSH 4.3 tpramcol 2.0)
o SEST o N 23/tcp open telnet Linux telne:
esac Choose the Scanping you |lke: 80/tcp open (http »scnn httpd 2 2.3 ((Cantos))
191/tcp open rpcbind 2 (rpc #100000)
805/tcp open status 1 (rvc #100024)
1241/ tcp opsn a!<fu no
3306/tcp open al Wsﬂ- (unauthorized)
Sarvice Infe: O8% Linuk |
GEIEE < on > e < Kk}

=

=
- 5%

£
7 =

1. peE|shop g Mol FAHE +F2 2 22| o ot

2. Aol gX|sjoF g £0| ALt

. —— ® W
FET U
© alsiorE MB| FR2| Z8 =Hojjich

+ CIxtelE 74dstol 27| €1

+ AE 4% gloj= ArSO| 7ts

AR EA 0|8 = AR

stZz Y s




N

5. g™

—

. ¥ E A3} RedhatFedora @5 AAHEUIE N A o4 s-dlnt)o] (2007.8.5.)

2. P52 A ~gYE

[l

2 094 ©AEF g (2003.10.1.)

3. Centos 7|RFe] B]H 2~ A5 2 &-83}7] DINAT 24 (2011.8.10.)

S

. BackTrack4 A2« . " &2kEA (2011.7.29.)

9
w7l 7 A
A}



