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[ 23] 32 WE

22 WH 2= =3 78
84 &= O (Back Doors) Backdoor, Net Bus
MHIA HEZ2 (DoS) Flooding, fragment, ping, Winnuke

E8HE 2 AT (Unauthorized Access Attempts) | Login, buffer overflow, cmd, imap

AMNEZ2A T (Pre Attack Probes) DNS, ftp syst detect, Cisco ident

o - L o Finger, ident error, rpc, port map,
oA AR2 &2 (Suspicious Activity)
rpc

Decode, netbios session,
bootparam, Cookie

ZT2EZ2 oS (Protocol Decode)

- 33 e gk

IDSOIA  EXIdts 32 HE2 =M HEESEHD A= CVE(Common Vulnerability

Exposure)E JIE22 ot0, 1 A X0l W2t High, Medium, Low2 AEZJ 2 2 i
2

e
HBEZ =0 XU
2

Ct. 33 e 8= A" 32 HEO &M 30| otHUE =3
A0Z WHots QBN R (False Positive)2t 23 IHEICS SRE ¥ S48 FZ0ol @et

=2 C.

=
L
Jal

e =3 X 2 HN =S RE0, SAS A
O EXolD N=SC2 H20IEE2 HAHE S0t A|AEOQICH DLt 22HLA0 et K=
2 TCPELEE 0|26t A E2HOZ MEtEH, 22HXSE 22EHO2 IHE 4 gle &
HAS XD QUACH TekA IDS(Firewal)dt HES2 S50 28 CHR EOHAIABISl HUAS
AT BRECEN Bot =F2 SHAZE = UL
[ 4 ] IDSSl &HHAE & D AlE
== L=
ZQEX AMAES X=EUE JIs2 TCP E 0l
2o s AsUs g o2l 2292 Me=i, DP/ICMP S9 Z=Z2
E20 s X=s JIsol 2E8E 4 Qi
ZQUET AMAEEZ2 HEKIN s2= HAsS A
A2t 2 EXlolH S22 ctEj= a0l CHot
a9 zio o TCI.D reget = —S—D—.*_IEQJ IP_—’F—&OH & E6H0
onnection killDls& & &tCt. otAISF MEIA A
S£3ASL YHAMEld BH0| 0IFHE 2 IS
XHEHOl 20ts & %= QUL
IDSO| BSE THA HUEKX AIAES &X D
ZOIET| AAE S5 22| s2 I = Us 3F JHEHO ez &4H
- e E S0 QUL MItA S 2o A|AHISIOR = OFM
gt 25 W&ol & 0| 0OIEotCt




2. Netfilter

1) Netfilter 2t?

Netfiltergt Linux Kernell 2&2 & Ct. O JIs22= packet
mangling(packet header2 TOS, TTL S2| g2 B &dol= =), NAT(Network Address
Translation : 22 UESIAN LR AW G2 IPFLE AMEdts LR UEKINA IP
FAE HEGS= S%), packet filtering(§& packet2 ACCEPTSII{LE DROPAIDIE S&)
Ol QULCH.

Netfilter= hookOl2t] =Z2l= =2|l& Q! packet X2l AN&E=2 Hoot JU=0l, M2l AlE
Off ek prerouting hook, input hook, forward hook, output hook, postrouting hook2 &
LIS CH 2 hookXI &2 packet XelE <&t Y 2= callback &#4o2 S&E6t0 21

$CZ A2 Xelgdas elg g=0h

[ E5 ] Netfiltere szt

J
AL
v

29

InterfaceE Sol B2 packet2 Kernel sanity chack® HHA(not

sSHE IH3! 245t AZAEEDF JI&20 NEL A=
PREROUTING | Conntrack o 24 0ff FOIZE0 X | Of
NEE==PN;
Mangle SNH2E W39 W3 HEE HA(TOS)
DNAT =HE W2e SAHX F=AE HE

Local processZ RUE MK HEAIAS CHE SAEE 2dl

forward® IH2ICIX &

Local processZ =H2= W22 Hel

INPUT Filter Ruled Al & ollS target= & & (DROP, ACCEPT)
Conntrack | 2 H&=2 %= packetd d2 conntrack832 M&E

22 UEAIAS CIE hostE <8 packet? Hel

IN-ROUTE

FORWARD — -
Filter | Rule2 Al & 3HE target2 & 8(DROP, ACCEPT)
Local processE sH2= W22 Hel
=S0e= Mo 28 AZEHEI JI&H HELDH U
Conntrack < T 2
OUTPUT = = —
Mangle SENHE W9 W3 HEE HAH(TOS, TTL)
DNAT ANZ0HA £3

Filter RuleZ Al & ol target2 & &H(DROP, ACCEPT)
OUT-ROUTE | Appropriate output interfaceZ packetl] 32 & &

Outgoing interface=2 LtZ packet2 X2l
SNAT Outgoing packet2| source =
Masquerade | Outgoing packet2| =4, ZE HZF

conntrack | XI& H&= ¥ = packetd &

POSTROUTING




[ 6 ] Netfilter Tabled =&

Table &4
Packet LH22 TOS, TTL, MARKS packet®@Z2 HAS 26t ruledt oY
Mangle action(target)2 2IAEJF HEEN Aese HOIS
- Packet LI 2| source address % destination addressl| 88 HZZE <&
ruledt oilE action(target)? 2IAEJN HEEON A= HOI=
Eilter Packet2 ZEZGHI| <8t ruledt i action(target)2l 2lAEIJN HE T
A= HIOlIS

2) Iptables2l W& Jis

Netfilter T2 MENWM HLZA2OH 2.4.X Kernel BHE AEBRH 2lsA29 22
30U D iptables S HYEE RIAYEOCZRH MHEC RE2 ¥ 2892 I
CHoll =oHOF & X=XIE HEWH LeA=0 LIS iptables A& S HIOIE WOl JAs
Ol chaintil H&& L.

Iptables® JI152 =2 AEI=E Jl=(Stateful Inspection), & OHE Jls, ZE ZAY
Jls(port forwarding) S0l W& Z O AL
AEIFEA J|s(Stateful Inspection)2 2SS Sitcltse 2 W20 OIS MEHE =5t

O BIZ2I01 D196t JI&EL HZE S NG 828 22 HI2lu M == 8wt
O XMHAIIE NsseE s3XNH JIsS 2=L0t

SAE A DIse YatEo JI2H0l HE ZEQ WIS IPFALQL ZE HS 0 Ol
b FIOIEOCZ st M JissS M2ot Mo HE AEl, ZE 22, o= MAC
FaA, 2 2AXe SMUL 08 ZZ2AMA, IP IS TOS S o JHK =2A2 ol=8t
HE=ol ZHa Jlss 2=,

EZE ZY Jls(port forwarding)2 NAT Jls2 XNMELZ Z&EotD AN AIE IJts6t
1 BelX 89 t¥st WESRZA PTE XAotH Aols HAUZ UERIAE FHE =
QULCH.



3) psad2 JHEW Jis H HSHAl

LAN
192.168.10.0/24

Scan / Attack

Scanne| / )
Attacker iptables / psad
i O B 12.2.2.2

Webserver DS wrgpwel
192.168.10.5 1592,168.10.10

[ D81 ] psad 4%

psad= port scan attack detectorCt. S3AXIt EFE EH2AM Us EE
MEZHROZAN ZEAMS GIEZ HIZ 0| H0| ZEEA

QUL O JIs& FESII| fIoHA iptablesdt MEdte 218 &4
HES SIEDA &S 2! =, DROP & W0l UHohM LOGE <2ICH log level 2 ttE
= AN L JI2 de€2 warningOlCt. E &2 = 1 A2 HEd 0 gasg 21 F
BHelol d0let] fECH HLE0l LMAIZ2I warning dl® ZOMHAIXI= syslogWl Al & 02t
Ct. syslog® &H=2 syslog.confll SloiM ZEAZECH  syslog.conf 0l psadfifo Ol
kern.=warn & JISotH YAl MO0l sysloge 0l HHE MOIZ0 warning el HE
28 JI8st. 22 1 210= DROPE M2l CHst M & 20t ofLiet WERKAY &
¢ 2= warning dig HE 205 I JAS AOICH psadet &M sHot= &0 d=
@l kmsgsd= psadfifo OIAl DROP & IH2!0Il 2&E 2008 FedAM fwdata 220 WH O
JSESS=lR

B Zs2a

— iptablesJt &2 2 10 &Sz J|Bte

- EH& Z20l= HE0l DROP A2l THZ!ISO0 CHst HEJH &AISl JI=Ed UAS
- iptablesdt 21 2 18 240IM ZE AME EXE

o WEE JIEez 5558 SE0l s

[>T |

3. A3 Z2 Y
A2 UCHZel el 198940 SHSUHR/CE 0o 43S HEel A3U(berkely
sockets) 2 BSDA2M0|ct) FEL Al 2RI 2 250l st D JAALH AT&TSL
22 M A3D=2 SHot| At AISE ot Z=0, HE2USMA 018 TS
AEE = JAZS SHA/UCH O 20 S I SSEHA E0 U=SH AMASE = Us
BSDA2O0l 2FS O BLCH

=

21#=s Hdot)|l et 20l=E2elE EE

Programming Interface)& MZ8tCt. 0] APl CEZ Y ANHZE SHSOHRTLH XANSSAH



AEE = A2l MPEEC CHUE XNEeUs 8 M0, JtE 2l AIZ2EH= UES
3 Z204Y =70t EHACH HERT Z208o HRE0l AANez HEECD BH &
Ct.

22 UERZD Z20420/et A3 HSHA MSote 43 g2 ZZ20HE Heote
HE= 20iotH A2 D20 TZ2)H0| HEH0A S4E = UEE SEUEHIEE
gt= 9gs i

HZ MElA 2F

Eo Q@FZS YOIM MHIAE MEdte Z20YsS AW Z2080I2t) REL. M= O
d SciOIHES QIS XMlg = UAOO0F otH tHEel HOIHE RXots It HOtA
SclOIHELL S&otH Z=e FREI AISEL. SAI0 el S2240IHEI RLEE =
ULH.

Mbl/2et01 e
SOl CHoll &

Z2030l ot Hdotyl 8 MB Z2 180 Sct0|HE T2 189

ECE 510 2 340 HoHAMS LOHE X,

& om

(o]

B XY T2 S8
socket() — bind() — listen() — accept() — read/write() — close()
[ D22 ] Ab Z208 SEC

B 2c0[HE T2

c
-

(o
an

socket(] —— connect) — read/write() — close()

(o]

[ Q&3 ] Ze0|9E T2 )

=2
= =

H AH / 2240/9HE Z2™

(Ol

g
bind() > listen) — accept() — read/write()

socket() close()

connect() — read/write()

s
=X=]

M H Sct0[2E

Lr—



[ D24 ] MY / 22H0I9E T2 5325
1) socket B42 A3 MANFD|
socket 82 0/25IH AHUNA 2= o QIS YOIEY £ Us AASs My
%= QUC}.
CtS2 socket &£=2| |&0|LC}.

#include <sys/types.h>
#include <sys/socket.h>
int socket(int domain, int type, int protocol);

B S0 @ IIME AFLINET 22 2HY I0A SelH22 A2 22l Zod BF
B AtOIS] S&lS oHA ALZetCh LEHHel HERD Z2 032 0] gtS At

238},

O

tel : SOCK_STREAM 22 AHZ X2 TCP/IP JI8t SAIMA AtEStCH.

=

B Z=Z5EZ : IPPROTO_TCP 2 TCP EZZ&EZZ AF_INET & 0iellt SOCK_STREAM =

S M ALE &t

|
M

int socket(AF_INET, SOCK_STREAM, IPPROTO_TCP); & &2|&IC}.

2AS MHs US IPFA2 MHIAE A8 ZES &£E= of0F &L bind &5 018
oA 32001 PRt ZES 28 &= UL
S i

SO0 ZEE DFEAIZIII KM MEEL. Scl0lHE= A
2 p? =Ch JcilM 2cet0IdEE bind &

]
m
s
>
o
|>
>
[==
10
H
Im
L
fol
ra
e
kJ
<]
10
2
il

2 bind &2 &O0ICt.

0lo

Ct

#include <sys/types.h>
#include <sys/socket.h>
int bind(int sockfd, struct sockaddr =*my_addr, socklen_t addrlen);

bind &==2| O Bz
- sockfd : socket 42 MAHE EIJ| A3
- my_addr : IP =42 port HESE
- addrlen : SR oIXtel OIoIE 322

=
- BtE gt ¢ d306tH 0, A HotE -1



bind &4+ 0I2dlA IP2t ZEE XIHol= Y
struct sockaddr_in clientaddr, serveraddr, myaddr;
memser(&serveraddr, 0x00, sizeof(serveraddr)); //AF=Z2XJF X &S 2H0x00)22 =
Jl st
serveraddr.sin_family = AF_INET; //Z=2MH A&
serveraddr.sin_addr.s_addr = htonl(INADDR_ANY); //AH-2& IPRLH I, 2ct
O|HE-EH |PCt ThD]
serveraddr.sin_port = htons(12345); //XEH S XA
state = bind(sockfd, (struct sockaddr *)&serveraddr, sizeof(serveraddr));
if (state = —1)
{
perror(“bind error : ”);
exit(0);
}
3) listen 842 £4 DI MAHGIDI
AAS LA YIIESE CHEN HE QES 2U2ISHLH 20| E QA2 B =4 UI1g
Z SOIIA Al J1CelH S T
listen E4+=5 0IZoHA 0l2HE =4 UD€ S MAE £ QL.
#include <sys/socket.h>
int listen(int sockfd, int backlog);
listen &2 OO Bz
— sockfd : EJ|] 239 AAUXA HS
- backlog : #=&I THI1€9l 2D |(LLHH 52 XIAStCH.)
4) accept g2 oA J|Cald|
accept 845 I 0 A QA U=sX OIS ZCI0IHEDI ¢HE QAEES oFd,
0] o2& RAE2S HNH =4 HHIIE0H SHIIAH Z=0, accept &= =& WIS IHE
20 U= HAZLFHS IJITALAH =t
CISE accept &2 |HO0|LCI.

#include <sys/types.h>
#include <sys/socket.h>
int accept (int sockfd, struct sockaddr *addr, socklen_t *addrlen);

_'IO_



accept =2 O H=

- sockfd : 22I0|HEQS HZ QAES L0IS0l= EJ| £30|LC

- addr : HZs SC2l0IMES HEBE S0lotHL 208 YIIJ| st S S22 A2
g == UL

- addrlen : sockaddr xSl 3D

5) connect &4+& HZ QAT

MBIt accept &+E SoilM H& QAES JI02IH, 22A0/HEE= connect E+E 0|

WA o2 eFs

CtS& connect &2 |&0|C}.

#include <sys/types.h>
#include <sys/socket.h>
int connect(int sockfd, const struct sockaddr *serv_addr, socklen_t addrlen);

connect &=2| OHIHE %

sockfd :

addrlen :

serv_addr :

socket &2 MHE
AZst M-l 1P
server_addr2 37|

-

- PrEl gt IOl MBoIS 0, ATHGHY

St
ST

=2 OO0 &0 M)
olgst Giole 40l

6) read/write
M read &5

T =2

#include <unistd.h>
ssize_t read(int fd, void *buf, size_t count);
read é**S’J OHOH H=
- fd : 220|HE ZT=z7)

AH

o/\‘i

[s13
(=]

A= = T )SA=
accepti MAE A3MO|CH

- buf @ & GIOIHJt M&EE HIH =0l

- count : HI0IE 2l count AJI0ILCH.

0l 210f =S¢ dOoIH2 2I(byteEH)E

socket &2 S A0, MH

ol
21

a
righ

M2

Ol
kJ
nx
=

[

gt

B write &5 0|8 OO0l XD

#include <unistd.h>
ssize_t write(int fd, const void *buf, size_t count);

- fd :

_‘l'l_



- buf : 2 HIOIEHII HEZNH U=s HIH
- count : 2 OI0IE{2 AD|

- Bret gt - d3ot8 2 O0IeS IJIE Bretotll, doliotH 15 gratstth

7) close &42 HZ EZ5I)|

read g2 write 82 0lEoiAM OI0IH S&s 25 E%UH, OlK O AISoHA &=
AA2 SSAIAOE &L SSAIIIA H=UY, HSHE A2 AIAE GRS HES A2
otH 2 ZH0ICH Ol AAE THEES dHlohdl EHE2=2 BtEAl SZ06t0 AFSotAl &= a3
B S A0 eHetol OF stCh

CtS2 close &2 HO0|LC}.

include <unistd.h>
int close(int sockfd);

. g2 e

1. IDST= HEI A

1) Snort &Xl

(1) snort Mxlol Z 23t libpcap, libpcap—devel, pcre, pcre—devel, libdnet, gcc, flex,
bison, libdnet-devel, zlib& yume 0|&3t0 A x|stct.
= snortE€ U2 gt=C

root # tar xvfz /hoem/centos/snort-2.8.6.1.tat.gz

root # cd snort-2.8.6.1
# ./configure && make && make install // snort &X|

(2) 2

root

(3) snortlil Al M3dte Jle2 8 &X
root # mkdir /etc/snort
mkdir /var/log/snort
cd /etc/snort
tar zxvf /home/centos/snortrules—smapshot-2860.tar.gz —C /etc/snort

root #

root #

root #

root # cp etc/* /etc/snort
root # groupadd snort

root # useradd —g snort snort
root # chown snort:snort /var/log/snort

root # mkdir /usr/local/lib/snort_dynamicrules

root # cp /etc/snort/so_rules/precompiled/Centos—5-4/i386/2.9.1.0/*.s0

/usr/local/lib/snort_dynamicrules

4

 BANOR X

o
rr
pa
Ja
ro
o
[l

H0h

(4) snort& J|2 8 41X
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[roct@ ocalhost centos]# snort =

b —#> Snort] <%—
T B Version 2.8.6.1 (Bulld 39)
et By Mertin Roesch & The Snort Team: http://www. snort.org/snort/snort—t
eam
Copyright (C} 1898—2010 Sourcefire, Inc., et al.
Using PCRE wersion: 6.6 06—Feb—2006
[ &5 ] Snort M4&h S= &0l
2) Rule =D}

(1) ICMP 24

ICMP GIOIEIJF 65000HI0I1EZ OIOIE =HXIZ 8500 ZIRUCH 0 0| 2o &

S 0|
T B AIAEO O201 2 = UAs 3F30L. s 2428 X SXAES 65000010
S o

g WA EUlls As =2 = UL

5

Frame 59979: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface 0
Ethernet II, Src: Vmware_fa:e9:38 (00:0c:29:Ta:e9:38), Dst: SamsungE_c8:10:47 (00:13:77:c8:10:47)
Internet Protocol Version 4, Src: 10.26.0.185 (10.26.0.185), Dst: 10.26.0.87 (10.26.0.87)
Internet control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0
Checksum: 0x4f09 [correct]
Identifier (BE): 30258 (0x7632)
Identifier (LE): 12918 (0x3276)
Sequence number (BE): 33556 (Ox8314)
sequence number (LE): 5251 (Ox1483)
= Data (65000 bytes)
Data: 585B5858585B585858585858565858585858585858585858. ..
[Length: ©5000]

o EE

0000 00 13 77 cB 10 47 00 Oc 29 fa e9 38 08 00 45 00 wW. .G, )..8..E

0010 05 dc 00 76 2e 74 40 01 30 f4 0a 1a 00 b9 Oa 1a i o MO i
0020 00 57 5B 58 58 58 58 58 5B 58 5B 5B 5B 5B 58 58 FHOOCOOOK
0030 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 OO0 XOCOOOOK
0040 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 DOOOOOOOL MO0
0050 58 58 5B 3B 5B 58 38 58 58 58 7B 58 58 5B 538 58 JHOOOOOOOL 200000
0060 58 58 5B 58 58 58 58 58 58 58 5B 58 58 58 58 58 0000000 200000000
0070 58 58 5B 58 58 58 58 58 58 58 58 58 58 58 58 58 pesossoodhesssssss
0080 58 58 58 58 58 58 58 58 58 58 5B 58 58 58 58 58 HOOOOOOK XOO00O0K
0090 58 58 5B 58 58 58 58 58 58 58 58 38 58 58 58 58 HOO000000 0000000
00ab 58 58 5B 5B 58 58 58 58 58 58 5B 5B 5B 5B 58 58 HOOOOOOOL 2O00000X

[ D27 ] ICMP 22 I3l =24
(2) ICMP 2 HH
o IP O QE X EF2 1P Ol 58585858 2XE 2 JHEl T30l 10 X0 0 20 ¥ S0
9 EXIZ sts HHOIC

alert ip 110.26.0,.105 any —> any any (msg:"|CMP Redirect”. content:”|58 58 58 58
53 58 58 53| ".threshold: type both, track by_src, count 20, seconds 10; sld:10
00055 )

[ D8 ] ICMP & &

- 1 3 -



(3) SYN Floodlng =23

Rule2 &YotH %ﬁgi flagsE S(Syn) @2 &AL threshold SEE FII8t 0||s
(=] A

Od & & 0] 2MGHoF A2 2 XS] MEOICH IP 8&E& Snort WERKIAZAE M
_I

et AN 2= LSS Al 8l= 210IC0

alert tcp 11M10.26.0.105 any —=> any any (msg!"Syn Flooding”;sid: 10000006 flags 5.t
hreshold:type both, track by _src, count 10, seconds 5;}

[ J2110 ] SYN Flooding & Xz

2. Netfilter =5 & 4o
1) HE Zmen &X

(1) HE FWLAl, HHE stHO ge=I] 218 ncurses—develE &Xl.
root # yum install ncurses—devel

08t

(2) 2IMUStD Ae HY HE R22E 2 d2 1A
root # wget http://www.kernel.org/pub/linux/kernel/v2.6/linux—2.6.36.tar.bz2

%]
L
[
B
-
W
|
|
4

Lroot@ ocalhost Iptables—1.
2.6._36—defaul t

[ D811 ] HE BHE &olst=s 980

root # tar xvf linux—2.6.36.tar.bz2

root # In —s linux—2.6.36 linux

root # cd /usr/src/linux

root # make mrproper

root # make clean

root # cp /boot/config—‘uname -r' ./.config
root # make menuconfig

_14_



F HEQ M2 = configs

uratlon —>
IF set support —>
IP yirtual server support —>
IF: Netfl|ter Conflouration —>

IPVB: Netfl|ter Gonflouration —>
Ethernet Brldoe tables (ebtables) support —>

EIEE <Exlt > <relp >

linux-2.6.39 tarhz2

Configuration

HP. Netflliter Conflouration
Arrow keys navlgate the menu, <Enter> selects submenus —2>,
Highllghted letters are hutk:ays Pressing <Y> Includes, N> excludes,
<M> modular lzes features. Press <Esc>=<Esc> to exlt, <> for Help, <>
for Search, Legend: [#] bullt—{n [ ] excluded <M> module <>

<> |P Userspace gueueing via NETLINK { CBSOLETE}
ﬂ) e tablas support {reaulred for fllter|ng/masa/NAT)
"ah* match support
"ecn” match support
Yitl " mateh support
Facket fl1 tarlns
HEJECT target s
LOG target supporif
ULOG target support
Facket mensl ing

s <t > < Help >

23 g M 22 JI=0l target oS &

=2o

o

ety 2

—

[ D813

root # make all;make modules_install;make install
MEE8 = linux—2.6.36—-default H&EH.

T o

_15_



2) iptables g3l8 & X|

JIEL dety =0l =, =&l HAO|
root # rom —ga | grep iptables
root # rpom —e iptables ——nodeps

OrLict JIE AsE X

10 M2 £€X g =Hl.

root # wget http://www.iptables.org/files/iptables—1.2.11 tar.bz2

root # bunzip?2 —d iptables—1.2.11.

tar.bz2

root # tar xvf iptables—1.2.11.tar.bz2

root # cd iptables—1.2.11

root # make install KERNEL_DIR=/boot

[root@ ocalhost Iptables—1.2.111# Iptables

ilptables v1.2.11

[ D14 ] iptables ~v HH2Z iptables H& &0l

3) psad &X L P&
root # cd /usr/local/src
root #
root #
root #
root #
root # mdbsum —c psad-2.1.7.tar.
root # gpg ——import public_key
root #
root # tar xfj psad-2.1.7.tar.bz2
# cd psad-2.1.7
# ./install.pl
#

/etc/init.d/psad start

root
root
root

root@ ocalhost srcl# Is

ptables psad—2,
ptables—1.4.3 psad—2.1
ptables—.4.3,tar.bz2 psad-2,.

root@ ocalhost srcl# psad —

+] psad v2.1.5 (flle revision:

by Michael Rash <rbr@clp

[ O

wget wget http://cipherdyne.org/public_key

bz2.md5

gpg ——verify psad-2.1.7.tar.bz2.asc

1.5
5. tar . bz2
1.5.tar.bz2.asc

2253)
herdyne . org>

15 ] psad EXl& 2=

_16_

wget http://cipherdyne.org/psad/download/psad-2.1.7.tar.bz?2
wget http://cipherdyne.org/psad/download/psad-2.1.7.tar.bz2.md5
wget http://cipherdyne.org/psad/download/psad-2.1.7 .tar.bz2.asc

psad—2.1.5,tar.bz2.mi5
public_key
snort_dynamicsrc



4) SYN S2{€1 ICMP 30l st

INPUT
I NPUT
INFUT
I NPUT
I NPUT
INPUT
INPUT
I NPUT
INPUT

=2

g &3

tcp -m tcp —tcp—flags SYN,RST, ACK SYN
lcmp =) LOG

tce
tce
tep
tce
tcp
tce
tce

=) LOG
tce
tep
tce

tcp
tcp

—log—preflx

—tcp—flags
—tcp—flags
—tcp—f |l ags

—tcp—flags
—tcp—flags

"SYN flooding”

SYN, RST, ACK
SYN, RST, ACK
SYN, RST, ACK

SYN, RST, ACK
SYN, RST, ACK

SYN
SYN
SYN

SYN
SYN

=3

=)
K
-

=

LOG
LOG

I NPUT
INPUT
INPUT
I NPUT
COMAIT

DROP
tcp —tcp—flags
LOG

tep —dport 80 —j DROP

tce
tcp
tep
tce

SYN,RST,ACK SYN —j LOG

S S S I
R EEEEEEEEEE R
3lddd3 434

on Fri Apr 25 22:50:46 2014

[ D816 ] 20 gt 2

R
g
3

N 2=
2SS A=

& Z23A centos S AHMN 2IFEHOUA psad AIARS 0|&st

i Cents Basic - Viware WDM(EHE - - -

Fle Edit View VM Tabs Help

-2 ®ed¢ n=mnE| O

§

‘!ﬂMyCﬂnmta ‘:.‘ () Cent0S Basic ”fgﬂadmadc Y|
% Z20E %R AAY @

‘W = 2226 Q)
> fvar/log/messages (ZAIS) - A/AH 23 23] =i/
TYUE) BHE) BN S8YH)

= fvarflog Apr 25 22:18:20 localhost kernel: IN=eth® OUT= MAC=00:0c:29:de:72;52:00:0c >
Xorg.0.log Apr 25 22:18:20 localhost kernel: IN=eth® OUT= MAC=00:0c:29:de:72:52:00:0¢
boot.log Apr 25 22:1B:20 localhost kernel: IN=eth0® OUT= MAC=00:0c:29:de:72:52:00:0¢
cron Apr 25 22:18:20 localhost kernel: IN=eth® OUT= MAC=00:08c:29:de:72:52:00:0¢
‘ mailllog Apr 25 22:1B:20 localhost kernel: IN=eth® OUT= MAC=00:8c:29:de:72:52:00:0¢c
Apr 25 22:18:20 localhost kernel: IN=eth® OUT= MAC=00:0c:23:de:72:52:00: Bc
[ secure Apr 25 22:18:20 localhost kernel: IN=eth® OUT= MAC=00:0c:29:de:72:52:00:0c
~ Mvarflog/cups Apr 25 22:18:20 localhost kernel: IN=ethd OUT= MAC=00:0c:29:de:72:52:00:0c
I error_log Apr 25 22:18:20 localhost kernel: IN=eth® OUT= MAC=00:;0c:29:de:72:52;00:0¢c
I Apr 25 22:1B:20 localhost kernel: IN=eth@® OUT= MAC=00:8c:29:de:72:52:00:0¢
L Apr 25 22:1B:20 localhost kernel: IN=eth® OUT= MAC=00:8c:29:de:72:52:00:0¢c
Apr 25 22:18:20 localhost kernel: IN=eth@ OUT= MAC=00:0c:29:de:72:52:00:0c
180 Tocalhost kemel: IN=eth® OUT= MAC=00:0c;29:de:72;52; q
VZ014 4am Apr 25 22:18:25 localhost psad: src: 10.26.8.39 signature match: “ICMP Ech
Apr 25 22:18:25 localhost psad: src: 10.26.08.39 signature match: "ICMP PIM

12 8 &4 8 Apr 25 22:18:25 localhost psad: scan detected: 10.26.0.39 -> 10.26.0.43 1(?

1: 1; 12 1: 1(; :; :i Apr 25 22:24;51 localhost kernel: ip_tables: (C) 2000-2006 Netfilter Core =

202122232425 (1] I I [+
27 26 29 80

k| - IO
root@localhost:usrilocalishin|or b i Fri Apr 25 22 1825 2014 3
@%[ki root@localhost: fusriocal/sbin |[@ nariogimessages (zrAIE) - MAg 23 ., |0 T B

To direct input to this VM, click inside or press Cirl+G. QSR ED E

[ D17 ] ICMP 210 JI=

_17_



B SYN Flooding

40:

pr 25 22;
pr 25 2z:
pr 25 22
pr 2s 22:
pr 25 22:
pr 25 22:
pr 25 22:
pr 2s 22;
pr 25 22;
pr 23 22:
pr 25 22,
pr 25 22:
pr 25 22:
pr 25 22:
pr 2s 22:
pr 25 22:

40
40
40
40
40:
40:
40
40;
40:
40;
40:
40
40:
40:
40:

12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27

localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost

localhost

kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

kernel:

e g

5YN floodingIN=eth@®

5YN TloodingIN=eth@
5¥YN floodingIN=eth@®
5YN TloodingIN=eth@
5¥YN floodingIN=eth@®
SYN TloodingIN=eth@
SYN floodingIN=eth@®
SYN TloodingIN=etho
SYN
SYN

5YN

floodingIN=eth0
floodingIN=eth®
floodingIN=eth0®
5YN floodingIN=eth®
5YN floodingIN=eth@®
5YN floodingIN=eth@®
5YN TloodingIN=eth@®

5YN floodingIN=eth@®

ouT=
ouT=
ouT=
ouT=
ouT=
ouT=
ouT=
ouT=
ouT=
ouT=
ouT=
ouT=
ouT=
ouT=
ouT=
ouT=

MAC=00:
MAC=00:
MAC=00;
MAC=00:
MAC=00:
MAC=00:
MAC=00:
MAC=00:
MAC=00;
MAC=00:
MAC=080;
MAC=00:
MAC=00;
MAC=00:
MAC=00:
MAC=00:

[ 12818 ] SYN Flooding 21 JI§

0c:29:de;’
0c:29:
Bci29;
0c:29:
Bci29:
Oc:29:de: ]
Bc:29:de:’
Bc:29:de:l
0c:29:de;’
0c:29:
Bci29:
Bc:29:de:’
Bci29:
Oc:29:
0c:29:
0c:29:de;:’

SERVER1

echo_serverl.c
firewall_ipadd.sh

hackenp ot

echo clientl.c

echo_client2.c
alert I
get_ip.sh
hackerip

ipfilter
logbackup

CLIENT1
CLIENTZ2

HACKER

SERVERZ

echo_server2.c
firewall_ipadd.sh
hackenp o+

[ D819 ] A0 Z2 et

_18_
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[ SERVER1, SERVER2 ]

e

| echo_serveri.c & echo_server2.c
#include <sys/types.h>
#include <sys/stat.h>
#include <sys/socket.h> //A32lI 2&H &4
#include <unistd.h> //2t& A AE &
#include <netinet/in.h>
#include <arpa/inet.n> //23 X s 2t 2= s
#include <stdio.h> //H= =2 2&
#include <stdlib.h>
#include <string.h> //2XiZ 2t&d
int main(int argc, char **argv) //int argc, char **argv = main()&==2 0fJ§ &=
{
int server_sockfd, client_sockfd;
int client_len;
struct sockaddr_in clientaddr, serveraddr; //ip%t portE M&dt= X (AH,
2201 E)
char buf[255];
char test[50];
if (argc !=2) //argcot & el CIXE X 2o
{
printf("Usage : ./zipcode [port]Wn");
printf("0l  : ./zipcode 4444%Wn");
exit(0);
}
// internet J| 8t A3l MM (INET)
server_sockfd = socket(AF_INET, SOCK_STREAM, 0);
// struct sockaddr_in gt &3
bzero(&serveraddr, sizeof(serveraddr)); //RZ=2 0x0022 =J|gt
serveraddr.sin_family = AF_INET;
serveraddr.sin_addr.s_addr = htonl(INADDR_ANY);
serveraddr.sin_port = htons(atoi(argv[1])); //atoilargv[1])0il ZEHSII =
Ch.

_19_




//HICIE AF bind(EJ] A3, ip% portd&EsleE REM, & B X9 dolH
371)
bind(server_sockfd , (struct sockaddr *)&serveraddr, sizeof(serveraddr));

0%

=l

ol
1
=
=
~
1%

//elE &3 listen(socket& 4= =8t 21 22 SI| A3 X
ol 371)
listen(server_sockfd, 5);

>

//HHE HX accept(2et0IHES A

SHOIAHAES =42 HEHS 2

=

while(1) {
client_sockfd = accept(server_sockfd, (struct sockaddr x)&clientaddr,
&client_len);

FILE *file = fopen("hackerip", "wt");
if(file == NULL) {

printf("File open Error!");

return 1;

if( read(client_sockfd, buf, 255) != NULL ) {

sprintf(test, "./firewall_ipadd.sh %s", buf);
int ret = system(test);

close(client_sockfd);
return 0

| firewall_ipadd.sh

#!/bin/bash

echo "iptables -A INPUT -s $1 -j DROP™"
echo "'service iptables save'”

_20_




[ CLIENT1, CLIENT2 ]

| echo_clientl.c & echo_client2.c
#include <sys/types.h>

#include <sys/stat.h>

#include <sys/socket.h>
#include <unistd.h>

#include <netinet/in.h>

#include <arpa/inet.h>

#include <stdio.h>

#include <stdlib.h>

#include <string.h>

int main(int argc, char **argv)
{
int client_len;
int client_sockfd;

char buf_in[255];

struct sockaddr_in clientaddr:

if (argc !=2) //argcIdt & JHCl CIXE 2HX 2o
{
printf("Usage : ./zipcode [port]Wn");
printf("04l : ./zipcode 4444Wn");
exit(0);
}

)

/22 A

client_sockfd = socket(AF_INET, SOCK_STREAM, 0);

he

//struct sockaddr_in gt &3
clientaddr.sin_family = AF_INET;
clientaddr.sin_addr.s_addr = inet_addr("127.0.0.1");
clientaddr.sin_port = htons((atoi(argv[1])));

client_len = sizeof(clientaddr);

//connect &&

connect(client_sockfd, (struct sockaddr *)&clientaddr, client_len);

_2']_



FILE *file = fopen("ipfilter", "rt");
if(file == NULL) {

printf("File open Error!Wnwn");
return 1;

}

while( fgets(buf_in, 255, file) != NULL ) {
write(client_sockfd, buf_in, 255);

}

close(client_sockfd);

return 0;

| get_ip.sh

#!/bin/bash

ALERT=/var/log/snort/alert

HACKERIP=/root/eight/hackerip

BACKUPFILE=/root/eight/logbackup

IPFILTER=/root/eight/ipfilter

MYIP="ifconfig —a | grep "inet " | grep "Bcast:" | awk '{print $2}' | cut —-d: -2

while [ @]
do
while [ @]
do
if [ —s $ALERT ]
then
echo "awk /703/ $ALERT | awk '{print $2}' | cut -d "' —-f1'" >>
SIPFILTER

echo "‘sort $IPFILTER | unig™" > $IPFILTER

while read line
do
if [ $MYIP != $line ]
then
echo $line >>$HACKERIP
fi
done <$IPFILTER

_22_




echo "‘cat $HACKERIP™" >>$BACKUPFILE

>$ALERT

‘cat /dev/null’

echo "./echo_client1 4444
echo "./echo_client2 4444"

break

else

continue

fi

done

done

2 Al

of

o=

=
=

F10 Neftfilter

el
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U
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Netfilter ¥ iptables &4
http://mclab.hufs.ac.kr/mediawiki/images/3/36/Iptables.pdf

o

2 KISA - olZetEsH / Borae|d

0|8t IDST= (2005. 5)

Oloi

2HPL S
=2
=2

Snort

AMOIE &1
AW (HY X AIAEH)

http://dIrudwo.tistory.com/47 (netfilter 2 iptables)

W E 253

http://parkya.tistory.com/951

ALEST Y M
http://kthan.tistory.com/58

http://blog.daum.net/ccman82/9
http://semidntmd.tistory.com/search/snort

Snort Rule Header
http://blog.naver.com/PostView.nhn?blogld=white00one&logNo=40088342315

T2 (psadt?)
http://marcof.tistory.com/47
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VI.PPT €EXI=

IDS2} Netfilterg&
0|2t Ay K10t

2014.5.27

A= UM 0

5 #
1. ZH L L A
2. FH MY Y HETY
3. M U

4. A= 2|A
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ZE:0|RE - =¢xt=dy sz u =

TH : 0| - Netfilter(wsp) 1=
O|TIA — Netfilter(wsj) 2=
M  DS(Snort) 75
O|AHY - coloj » & A3RE 75

FH MY 2 HEFY

/zass

¢ =2 HI=0 iV IES0| 22 St - CidtEo mi2t
Hotoll #IgE 7ists R4 =8t 37t

¢ 022t EXIES slzsh| #lol £33 SHE AH EXIStA
Aicholl == &AIZH SOojA|LHES T8

% AFZALZ} 2RHGHA| ALEE = UET 22 HE
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| 3= 2 |

3. 34X =
(IP, Port 8) T&
Z238 (c2lof) ¢

3. I'-v"—"‘.I} =
S) 2=

4. IDSOM e SHHEET}
ACtE| =5 uhsieof
ZZK} IPE FIl6t=

=20 (d A3EE)

1. SYN Flooding,
ICMP Redirect & (4
0|83l M 4 -

e L=
/ey |

% 2%9HFIA : 2|=A(CentOs 5.5)
Window 7 Ultimate K

< JjEteio] : &l AJRIE, C2H0]

% JHEEE=S X vi, gce
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IDS(Snort) & 2 |

1. snort A2 mm) [root@ocalhost rules]# snort —c local.rules

[ Port Based Pattern Metching Memory ]
+—{ AC-8NFA Search Info Summary]
4

| Instances :
| Patterns » 4
| Pattern Chars . 36
| Num States . 36
| Num Metch States : 4
| Memory : 5.67Kbytes
| Patterns : 0.12K
| Metch Lists : 0.20K
| Trans| tions : 4, 30K
4
—== Initlallzation Complete =——
e —4> Snort! <s—
o” )- Verslion 2,8.6,1 (Bullag 39)
By Mertin Roesch & The Snort Team: htte://wwi snort.org/snort/snort
—team

Copyright (C) 1998-2010 Sourcefire, Inc., et al.
Using PCRE verslion: 6.6 06—Feb—2006

Not Using PCAP_FRANES

2. 2%

- ICMP ZZ0l siEkl= &0

28 -



© SYN Flooding 30| 210j] ¥0|= 2&

[##] [1:10000006:0] Syn Flooding [##]

[Priority: 0]

03/17-17:08:58.051706 10,26,0,205:2124 —> 10,26,0,207:80

TCP TTL:64 TOS:0x0 10:33795 IpLen:20 Dgmien:40

#HeERR4GH Seq: 0x75CO2CAS  Ack: Ox7B5416F3 Win: 0x200 Tcplen: 20

[##] [1:10000006:0] Syn Flooding [##]

[Priority: 0]

03/17-17:09:13,241008 10,26,0.205:1930 > 40,26,0,207:80

TCP TTL:64 TOS:0x0 I1D:6066 IpLen:20 Dgmien:40

#HeE##SH Seq: OxB7FIFE36  Ack: Ox16B970CB Win: 0x200 TepLen: 20

© ICMP Redirect 2Zi0| 20| 40|= 25&

[#+] [1:1000055:0] ICMP Redirect [##]

(Priority: 0]

03/17—17:08:42,540342 10,26.0.205 —> 10,26,0,207
ICVP TTL:64 TOS:0x0 1D:176 IpLen:20 Dgmien: 1500 M
Frag Offset: OxODBB Frag Slze: 0x05C8

[##] [1:1000055:0] I1CVP Redlirect [##]

(Priority: 0]

03/17-17:08:52,000637 10.26.0.205 => 10,26,0,207
ICVP TTL:64 TOS:0x0 ID:176 IpLen:20 Damien: 1500 MF
Frag Offset: Ox184B Frag Slze: 0x0SC8

1. MEHOM S2}0|HE HE 2F CHY|

[root@ocalhost eight]# ./echo server 4444

2. S2O0[HENM & ATEIE M

[root@ ocalhost eight]# ./get Ip.sh

3. MH{0j|M firewall_ipadd.sh &l A3JE|E Al2H & 2i7}

(root@ocalhost elghtl# iptables —L
Chaln INPUT (policy ACCEPT)

target prot opt source destination
all — 102.26.0.128 anyvwhere
DROP all — 10.26.0.87 anywhere
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[ M| ] echo_serverl.c & echo_server2.c(i£)

while(1) {
client_sockfd = accept(server_sockfd, (struct sockaddr *)&clientaddr, &client_len);

FILE *file = foEen( ‘hackerip”, "wt");
if(file == NUL

printf("File open Error!");

return 1

}

if( read(client_ sockfd buf, 255) I= NULL ) {
sprintf(test, ' ' ffirewall_ lpadd sh %s", buf);
int ret = system(test);

i

}
i

[ 37 ip &= ] get_ip.sh

#1/bin/bash

ALERT=/var/log/snort/alert

HACKERIP=/root/eight/hackerip

BACKUPFILE=/root/eight/logbackup

IPFILTER=/root/eight/ipfilter

MYIP="ifconfig -a | grep "inet " | grep "Bcast:" | awk ‘{print $2}' | cut -d: -f2°

while [ :]
do
while [ :]
do
[ -s $ALERT ]
then
echo "awk /~03/ $ALERT | awk '{print $2}' | cut -d "' -f1™ >»> $IPFILTER
echo "'sort $IPFILTER | unigq™ > $IPFILTER
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(87 ip &5 ]

while read line

do
if [ $MYIP 1= §line ]
then
echo §line >>$HACKERIP
fi

done <$IPFILTER

echo "cat $HACKERIP™ > >$BACKUPFILE
“cat /dev/null” >$ALERT

echo ""/echo_clientl 4444™
echo " /echo_client2 4444™
break

else
continue

fi

done
done

[ 2210|YHE ] echo_clientl.c & echo_client2.c

FILE *file = fopen('ipfilter", "rt");
if(file == NULL) {
printf("File open Errorl#n¥n");
return 1;

}

while( fgets(buf_in, 255, file) != NULL ) {
write(client_sockfd, buf_in, 255);
}

[ 2tS5tE0f| =7} ] firewall_ipadd.sh

#l/bin/bash
echo "iptables -A INPUT -s $1 —j DROP™
echo "service iptables save™
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iptables(2t3}H) INPUT (2|5 — LI5)AA Fol

[roct@ ocalhost ~1#
Chain INPUT (pollcy
target prot opt
FH—F | reva| | —1— NPUT

taraet Brot opt
FH=Flrewal | =1=I NFPUT

tarset prot opt

target prot oot
IACCEPT o —
laccePT femp —
[ACCERPT asp —
PAMCCERT an —_
IACCEPT udp ==
PWoCEPT (11153 —
IAMCCEPT top —
IACCERPT o —
L | SHED

ACCEPT tcp —
[ h

AMCCERT tep —
tte

IMCCEPT tcp —
ttps

FREJECT —

o
Et—orohibl tad

source
Le]

[Chaln FORWWRD (pollcy ACCEPT)

source

Chaln CUTPUT (pollcy ACZCEPT)

source

Chaln RH—FIrewal | —1—INPUT (2

source

anywhearea
anywhiere
Bnywhare
anywhere
anywhere
anywhere
anywhere
anywnere

anywnere
anywhere
anywhere

anywheare

ll ptables --1._|

anywhere

anywhera

destinatlion

daestination

destination

references)

destination
anywhera
anywhere
anywhara
anywhere
224,0.,0.251
anywhere
anywheres
anywherea

anywhersa
anywhere
anywhere

anywhere

anywhera

anywhere

lere any

udp dptimdns
udp dptllipp
tep detllpp
slate
state
state
state

reject—wl th

NEW tecp
NEW tcp

NEW tcp

RELATED.ESTAB

dptis
gaotih
gptih

lemep—ho

— iptables -L (iptables -list)

Nefilter 3|

© #*%t ping HAE

64 bytes
64 bytes
64 bytes
64 bytes

[root@localhost
PING 10,26.0.53 (10
from 10,26
from 10, 26
from 10.26
from 10,26

L.0,.53:
.0,53:
.0.53:
L0.5310

-J# plng 10,26.0.53
.26.0,53) 56(84)

bytes of data.
lcme_sea=1 ttl=64 time=16.0 ms
lcmp_seqg=2 ttl=564 time=5_67 m=
lcmep_sea=3 ttl=64 time=0_377 ma
lcore_sea=d tti=64 time=0.682 ms

S0l CHSt &3t = I =7t

target

DROP 0

10.26.0.137

[root@ ocalhost ~J# Iptables —L
Chaln INPUT (pollcy ACCEPT)
prot opt source
RH-FIrewal | =<1—=INPUT O

destination
anywhere
anywhere

anywvhere

O MSZHA| AEt

(root@ocalhost ~]# ping 10,26,0,53
PING 10,26,0,53 (10,26,0,53) 56(64) bytes of data,
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Q&A
Thank You
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