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2.1 JOBC

JOBC(Java Database Connectivity)= AHHIZ &&E Z2 88, 28 HIOIEHIOIA
Of 9&5H| s S22 08 CIHHOIA RFAO0ICH. 0 SE2Z2 08 CHHIOIAE
CIOIEHIOIA Ze|AIAEN EBHE SQL SEHSl IoOIEHMIolA 227 2&ES, 2 Al
AEN YE= HFROSCH M2l 2=, 012 Hi=x=st CIHHIOIAS Sofl 2H =T
JOBCE= 0DBC(Open Database Connectivity)@t OFF SAMGHAM, 10 2 T2 )eHot
US T, 0DBC CIEHOIAE Sdll CIOIEHIOIAN AZBH=E JOBC CIEHHIOIAE AIZE
2= QUCH E S0, U= 2GMA EHS &0 A= H2 OOIHHIOIA NEES
HAGIEE dAE Z208sE Adg = JUA2MH, JBC 2ES AISs Z2Ode o
KO, =2%5B0A 29EesE OH0IZ2AZTE HHA HIOIEHIOIAN E2ols AE
Jtsg Aolth

[

A& UCH. = AIEHHOIA /0= JOBC
"manager "0l A Lt2 APl JF JU=0l, 0l1X2 dg= JHE OIOIEHI0IA MS2 =ct0l
HEW Az S4S ot= AO0ICH. O, Bref HSHCHH JOBC-0DBC bridge2t, 11
ZE80l 2 UIOIHHIOIAS AAMASH| 2ol LIEAZ SZ0AM &

-_-— = =

el Xtd oK &t
S0 JACHH JOBC UIER A S0l Sl SAST =S

JOBCIH & A OIOIEHHIOIAN B2 B<0ls, Y I =2 FX2 HHS 08
ot=al, ot ! (=, Z2

10IS0l FHOIXI =2 (URL) MIAHLL Ot S AGHA ZQICt. JOB
=1

1O SQL 7€ 2=l AlEE, 282 AMAE T2 8o SHASS E2
ot ALHM, EXS FIt 2ciA 23 &0 JOBC S0l APIDE JI=E0f UCH. Xtdt
CIOIE A0 tHsS=, €E SQL HI0Ie ga= WR=01 X&=Ct. JBC= S0lg &

Lh, £= &M

=
dS I Mol 272 SN, EdHMEsS 43X 22 0tXl= commit Ol
s S

Of EHMAE F A= rollback 2

Package Import

JDBC EE:/OU:H Load \1
!
Connection ZHX| A8 Al 2
v
Statement Z{&| A4 (3}
\
Query & @
|

Result 24K 2= E G|OE &

I
Resultset Close
|
Statement Z{Xj| Close
y
Connection ZiX|| Close
<J™ 1 : JDBC
A AR



<08 1> &1I5tH JOBCE AFE3SHI| fIoH PackageE import AIZICH. @O OS2 =
JOBC S2tOIHE Load8t & (@ Connection HHMIE MAHGIH Ip =4 L portHSE &
SASHCH 2 HEe <aA 1>2 &IG6HA. @) JIBCE 0180t0 SALES Z3a6tI| <
M= Statement ZME MAGHOF SCH. Statement 2= RACIEZS =&otI| <&
ZHAYOICH. @ ZHRF QueryRs 2EESOZ A ZRF UOIEE Result HHMZ2EH =
E6ICH. <8 2> = SHA HMEE MG AOHSHICEH.

JDBC =224 SHA| 1 A=
e T ——
— Java.sql.Connection ~ ——»  getConnection)
ava.sql.Statemen — createStatement
< Java.s;l.Pre:Ia:dtStaemtent — prepareStatemen?O
| sQLEHZ [ JavasqlStatement <  xecuteQueny()
executeUpdate()

| #mwl [ JavasqlResultset T resultSet()

—’ Javasql.Connection close

<J8 2 xz2 79 A >
2.2 A3 Tz )Y

AH S0l UHRE22 WERZ N&E JIssS 43 Z2048 A2 HSotd
UIJ 20 XEF WEKZA Z2022S o) fdide HH A3 =2 ol CHol
M Olciot) /}UAHOF tCt. SocketE el MFE NR= Y L= SHIAE = +
A= LBHCH. M E Socketll N<= A0 ol MAHEH ARZRH SHL= &
Jldel 20 HZE0 UCH. deld 8F7E 1 Socketdl N<LY, R20HAH SH2 M
Jlol gez M0 201 AHXA == AOICH dFAUH 22 HI RAMM= X
SocketOl M1E )IJIet otH ECh. Socket Fo B2HE =, &IldsS ENX &0

= 20ILt &M MIIE SHote 2HE2 &8 XX 20tE E 0. Socket EZ)cH

Y2 AH el ME =9 Socket2 JHEES Zz U0 HES AH0ITH. F, Zx1)
HHO AH HIERZT HZN 2edE STE AS0l ol &Z MAX] L0t OtXl 2
AE B= XHMEY Socket?t JHX D JAUH HEKAIN HAMEX &0 2HHSHH A&
g+ AEE ol =2 A0IT. ZZ20dHeE SA MHY =42 TEWHSD 21 QY
CtH Ot 2tESHA MBO B8 = A= 2A0IC.

QIEUIAS] RE AFEHE=E 1R IPFAE JHXNLD UCH. Tt AHEH HZE A
AUes oEH AEHU HHol)| fAolde O FEHS IPFEAE 20 UOOF SHCH. Xt
HERK3 Zz Qs & Mole IPFEAE 0185610 MH &8 =% AKX Xt
Jb H&Eot=  InetAddress ZcHAE 0lE0tH AHHO &E=ote 2yE UL
InetAddress ZcHA2l x| DAl IPFAE OlEoHM SHEXICH HE [PFAE 01Eot=



WO e FE2 O /YD =2 &§2X01J| E0l InetAddress SeHAE 01
ole 20| BtAGICH. O 210l domain =A2% Jts6iCH. 0le MAX &4 e1J]
=20l getByName() &2 22 AN BHE 0/80t0{0F &tCt. 0l &&= IPFL 2
NEZE InetAddress A2l HXZ SO ECH. A A0 HRES HERKZ 2#A
2l A (java.net. InetAddress/ java.net.Socket)= java.net IHIIXI0 ZEE O U2
O=Z import java.net.*; 22 importE oHZ=0{0F SHCI.

Socket2ciA= SCt0IHEI MHE AIZE I AIEStE 22010 =, S2U0IHE
= A20I0H. SCH0IHE= MHA =A% ZE BSE 01806t Socket HME GHS
1 Ol Socket HXE SdtH MBI S&2 StH = Ch. Socket AMHE FA2H AW
Of IE HSOOoZ 0|RUAA L=Ct. O 5 JHXl 20 2e0IHE, = Xtalol AHAFE
B FAQ ZEHSE HEsold QUCH. Z2H0IHE FAQY ZEHSE X HoOIA %2
&Z < InetAddress.getlocalHost() & =0 2oHAM MEE= F=AE ASSIH, 2et0lA

l Sarver | I Client

| Serversocket |

| ServerSocket accapt) |'4- —| Socket

BufteredReadar. readLinal) |1--—| Frintyriter, println)

FrintWriter, printint) I ID-_n'e redResdar.readlinal)

< 1% 6 : Socket >

2.3 ROBOT 2diA

JOK1.3 2E =Jtel ZHA OICH. java.awt.RobotOl fXIotH, XibtZ HAE =2l
HAOlE ZZ2 M2 HAEE £ USE 0IRA% JIEEQ Hg Tz )8 ACZ X
o 2 Q= 2eHAOICH. TSl 22 IIEES IIRAZE HOHE %= A= HAES

SHAE 0/EotH, HAES Ns3et, Us & 2 & O0fAL IIEE MO
A = FoiAl, UIOIEIER AIAE &

2 X2, Java 23S FE HAE
WT

OIMIE ROI2 OIMIE d& L= SHZ2 UOIEIEe & R



2 MAGZE MW ZHUES
Robot .mouseMove OllAl=
HAE AMZ SEQICH.

2o SHIUAME, Mol 25 MO HMAGH !st, S8 SH f= &Y
JIs0l 2ottt e =SS FHUM=s 88 MUHE & = gl B, Robot 2
SHMEZE 15 otadd ot AWNTExceptiondt =2 =Ch. MIE =01, X AHZ XTEST
2.2 HF & IS0l AZEZN AKX 2L = ASE = 2= Z=, X Window Al
A2 HAE =2 St
HAIHAE 0/212 SH2Z RobotE ALESH= HECIAHO0IENAE, Oldst G2l XA

uo

MAMOoZ Helg BRIl ULt

- public void mousePress(int buttons)
OIRAHEO =4 Ues A2 HELEH.

- public void mouseRelease(int buttons)
022 HEO =M UK &£=2 &Eig o

rnn
[

- public void keyPress(int keycode)
olE Jl(keycode)lt S M Ues AEizZ OF

fn
[m]

- public void keyRelease(int keycode)
ol 2l (keycode) ot S M UK 22 MHEHZ DHEL.

public woid updateDatai(Object object) {
ArraylList Objects = (Arraylist) object;
for (int 1=@; i<Objects.size(); i++) {
Object obj = Obgjects.get(i);

if (obj instanceof MouseEvent)
applyMouseEvent ( (MouseEvent)obi);

else if (obj instanceof KeyEwvent)
applyKeyEvent( (KeyvEventjobil;

i)

public woid applyMouseEwvent(MouseEvent svt) {
rt.mouseMove(evt.getX(), evi.get¥());
int buttonMask = @;
int buttons = evt.getButton();
if ((buttons == MouseEvent.BUTTON1)) buttonMask = InputEvent.BUTTONI_MASK;
if ((buttons == MouseEvent.BUTTON2Z)) buttonMask |= InputEvent.BUTTONZ MASK;
if ({buttons == MouseEvent.BUTTON3)) buttonMask |= InputEvent.BUTTON3 MASK;
switch(evt.getID()) {
case MouseEvent .MOUSE_PRESSED: rt.mousePress(buttonMask)}; break;
case MouseEvent.MOUSE _RELEASED: rt.mouseRelease(buttonMask); break;
case MouseEvent.MOUSE WHEEL: rt.mouseWheel(
( (MouseWheelEvent) evt).getUnitsToScroll()); break;

b

public woid applyKeyEvent(KeyEvent evt) {
switchi{evt.getID()) {
case KeyEvent.KEY_PRESSED: rt.keyPress(svt.getKeyCode()); break;
case KeyEvent.KEY_RELEASED: rt.keyRelease(evt.getKeyCode()); break;

e

< AA 1 Robot.java >
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2.4.3 HSM(Hardware Security Module)

MSME B THAMYE d4I] S BIZ2EEE etdoH ME22 & I dd, dUAE A
a S0 J1J1 WRUA MeldEsE 28 AE = UWEE o= 252 U

It Jisst &S M 202t J1=0ICk.

HSME <8 9>t 20| L8t USB BIZ2elAEXHE PC2 USBESX0l HZ6HH ALESHCEH.
HAAMEXI2 O2el S0I EegeE ANEINE = EMl dAAMEYN Fs3 S 2=
T2AMAIL OHA LHR WA OIFH XDl MHE0 PCOH ZXI& o Z2I0IL 2832
CE SoiAM HM R0 MEE BIZ2Z 20 B2 = ST, HM WRUA - =0
erdel iZel S0 MEE dNAEIs UOE MHMZ2 SAL 01S0l SXI=H U
o, dAMEI2 2R RES FEHH2Z XHHEHH.

< 1" 9 : HSM 9 >

2.4.4 SUE SMS(HHUHEEL)

SUHE SMS= Qlefudd, W S dA=8 MHIAE 0188 US0IHUHSS
SUHESZ Shote MElAZ =820 252 Hdl 0IE=H0IL. MEXS =2
Hel E= 82 SAAMES AM=0 A2z = 240U
<J8 10> SUE MY E REG= StEHOILH O o5 g2 FUHE HE 0SS
AALS HEISICH @ [ SED|]E 226t Gteel 3 20| oEHs ME
SOl tiet =el HAIXIE UK e SHELZ ISHs 6AelE X HAIKZ &
SEC. @ SMNUAIXZ 22 JAHIZLHES 6X2IE S0l Lot HES 2
ot otetel HIAIX 0l LB A HIZ2HS M50 220

_’IO_



SITe) OE O o 3 <k 0 = o & o1 =
b % MoK Ul L < o) R X 3
= <k _ R ol ™ oll 33 R OW T
. O _ s Wd OF TR
= Ko 00 ol oo ol 0 D
Ol_ le._ulr.ro_a_._._._ d.rO_
du ° < < ioJ N = Eo .m@ Bl o
) sswm %5 wn ol Ty o
I 15 o W PR l =0 0 &
Y [ ol - o o ol
=4 Kb X = ar s TR
5 Il w5 = R
5 5 = o o 0ol mp ol o Rl 3 X om
_ = i RO N i = &% Ol = =~ = B
u__cm_ﬁav w_/Lm 0H TH or = n e |
] _ A - I = T30 oo OF ok wr M
 =es u i Klo * L [ : = W
g B 7T VI e = ) o Rl 2=
m“ o F) < |l © S W o o < < =o0n o gr _ = = N K0
168 BlE 25 |o _ Dy gy o 5p ok I =
'l =0 & o =8 Ul Lo R R0 = 35 ° il B2 ~ X
o METe. I mﬁ_mi 1 = gy =T g D » *T X<
= WELE | i Ial O Rl = Mo oy N K 0 2 &
ah ol 51 g BT ) IS | oy O i .. = 0| H =T
e o i I Al i — Mo = o A = Ki X
nﬂm =] mﬁ_i = =1 v m_ﬂ i EL (@] [ R ol — RO ol 0 o K UAl
& TS gl [olgl %= [2]] 2 w R W g — oy = ) oRT R
— __.‘,m_.w_._ml_, i =] G .ul-w._ [=1 = |__|_ A_.E m < - D Bo |n.u.._ = w-w_ ﬂAlx_
w._o WEwS e 2L | P R0 ~ = A=A - e
o SEoy @ n__l_m T ° i ~ o i T 5 o Rl g1 < Rr " 00 A
Cl cazy wnodk Mmm@ v me% mga_Amoﬂmo_ Klo ﬂmmv.n_.mm
e e ' wayr . W om0 ol B O R0 "
. She RazZ<g o TF 3
w0 . O — S — R
Mg MWz 5 (TR
_A_o Ko = ol X ol T ol e o %._ m__l
o) ooy W<k T k0 o op ol =
o0 yoP TPapsnds Ho mp ZTowml
— - ol ok S 0o al 2 ©° = o3 ST H ™
o RO =N = 5 O = [ uAI &0 7 T
= Odu= HE=o?sZ% w4 T2
D = ooy = = o3 o g - — 3
In.UI .A_._= D.__l a m 1o __o._ H . E=a(e] —IA = HL_H Od fd
0 TR . g XRKOTH W g RO 3 <
< T = oW O<F ol o3 ™ R 3 Om B
N (@)
l

|0 UACH

=
- 11 -

OlA Bt= PKCSH7 HZ=0l E2l At



0l

ol

==
o

ol

&l

<)

Heiel 2M UWESE Actl

’

=
-

Helgts, El= At
A A

3

ot 0l

-,

f+12t2
o
o

s

A A2l
olgd th= OIZ

22 2

s

S
=}

H 0|2 Hash

80

=
=

gts Ed 2

of

SotE

i 20t AFS Y Hash

S22 2AM0l to

oF
=

il

%

gdsle UM HAIXIE 23 off +

==
1o

i[d
0l
Falll

=
1o

00

i
<+

o0

Ol SHIE 24011 20l A2 Lt

i0)

ol S=IHe

ot Al =Lt

E

]

ol
fill

0
0
Kr
i
e

if3]

il

0H
[

o)
o)

il

He 2 (BIAIX R%)e =2

0

& 3719

=
=

o)
oy
ot

o0

m
oJ

ol

oJ
fal

z
ol
s

A0l &0 M

=
Z2 =

=

o
o

CllOEH(& XEA

b

S
et}

F

- ¥53

i0J

<
]

Ot

i

22AM2% 8XAZE OO0l

- 2

o)
o
1of

Ko

i)

o)

A BIAIXIRCZ ©

b

C

o]

imi

u!

(=2
=

Qo

- 0 AKX SS3 HAIK

(Root CA)

=M
wEY T8

\
Gy, 2w

— k0

ol

HxME

—  HINY

seigts
HxAME
4y

FARIAS
Y

s

HAAY

D RARIAE >

5

e
rl

_‘|2_



K

ol

J
K
un

ulo

==

TSN}

A,
o=

=
=)

CXNE SEAM,

Ju
I
Ko

oJ

M0

i)
s g

I(ETMG

3

)

<l

ar
Ok

0l
o0
I

i

OpenSSL2| ssl-calt =Kl 2l=A2| gensslcertet 2= &+

tH

PPN
=S,

POl Al SF A

e
e & XA 2

Ak
(=]

HICHE 22l Y412l M Xt H 0l A

ALH.

S0l XAEOI

I-/C\->|_IJZ_

z2 =

=2 O
S =

0

eV

Ol
—

SAU =

ZLotH

Ik 0
F

21

e
[=}

CISA M Al

t UACH

)2 EME HH=Z 5

2

ol Ab=

Ol

oF

&

=
=2

JF

E

KHeIS A2 OIS Xt

f=

[0

o)

J

Ko

oJ

M0

o

o]

o3

i
uny
Ko

oJ
x
i0)

_

n

JU
OF
I

il

= A
==

oI Of

Ho
S T,

St
=

ISANE MBIUISAHZ AIE

(¢]
i}

o)

H
00

o

[0
<]

tA

3

0l
Rr

8

ol
ol
o

<]

<

SNZ

mELCH

AtEdbl= et

SME

0ol
—

A

tRMZE

ot

i

ol

110
ur
r

pill

-

10

K

Ok

U
H
K0
=
il
T

U

FOEZ2 ™

¢ [AnN]

M A9 (Ver 9.5.0.1)

= g
mH
&=
g
25

IHAY SIEM EE [DI0IAE S5 2]

[ TR

ZA(HAY Siankorea

=511

=0

HT'S, ou=LH &1, ou=

au=

|cn

|osy H2Es
| (H£ER7E)

B Q%HIH%M

S22

_13_



u!

2301 otLlet, 2 EXA AHH(SEHO0OIA

AL, 8XAE

—

[a—

SN= il SSHAHNE AIEE

(¢]
i}

U

o

ol

o)

o0
)

M
0Kl

0
x
Ko
ol

M0

o
fir

0

e

dX=sHcH

=

3=

=)
=

289/
2 UE

2t

W3 IS MH SO

2

IS EHHUA =2 MEE LD ALH.
o

i
T
a0
KIo
10}
1

ol

i)
oll

=P\,

OILt

=2

[==]

| 0l

2+ 0
= —

t

A

dI:

=X

=
<
Jl
o
0!

ol
i

KIo

oll

oJ
ar
1od

AL

_

~J

10f
ok

o
o

Kl

oJ

K

it
_lu_
ol

o

)

[=

S.

=3
]

=

S

4,

o

| =

T
30
i
LY
3
=l

¢

Zolgsv

=
=

At E A

=

hash XAl

P
2

—

[—

'
|

<T}URF>

AIt HSEHA EASS SEot

fil
=
o
Klo
70

o

SEod7|H

¢

-

1l 54

Klo of
i

_14_



W
I

Dm0 28

3.1

tCt.

1o
Jo

290101 Jt

Ko

S22 NEU=S

bt

A O

Ko

O
iy

ISMZI2AI AH=E ALZ X2

- 0
iy

= AIB XS

PSS
=0/ T

telXte MBI Ol

—
s}

MariaDB

A

Hlo[E{H|0]

AIZ2XIPC

22| Xt

0B

e
[—

HEED A OIA

T A=

A SHA

i) gt

2
A EICH
E2 JOBCE AR

2&Eez 3

1o
KO

|.

ol

ZIS0A

2 11
= =

83
110

&l

e}

0B2

o]

o]

ALOMl

AZ XS] B 0

Z Y3536t KeyStore

=
[—

ul

A9

=
[

OtLITY JHQI3]

AL HFH WOl MEEH= 20l

ol

_15_



HHEZ =01 JHCID| W0l MESHH CtMoHH ESEC. IHARKE 24 Alll= 23
NE MEE = 2222 L3500k STt
mg=ae = e
oo | | ] 239 |
HZ2os | | [ asmzda |
| BI2ITHE o “
Click

%) SIE7H = '

kol |xovudc:h | ﬂ
AR E

0|z
=

nE EER] |

a8 e O

wagy [z [~]u 2|8 [ |-]e
EHZE  [010 [w]-[z646  |-|pssz |

E_mail |yunt3892 | @ |r|a'-fer.com

= T —

idet password2 Z QI & ¥ AEXte= Otel “2O% 57 ¢ o 20| FE2E 4
ot 202 HEZ SEC0. Ol 1XI8ez UHU2 FEE MHUH HSESSHAH T2
A= OIEE2E 0Bl =ol & 2= olEctAH &0, OtNYeZ 0lskts 2125
U= =2 HAIKNE &H 0. Ol S4&l2 socket= AFEotR LD OIHE &HE
21 ZE 2T off ULCH

(mm 23w =5 Eos ==

oF M CJ aovudch I L= L I

MENE [ o | BAIKI [t

T T (i) =aem=zaurck

=ro|

< 1% 5 : ID/PW o]&st 27191 >

_16_



K0 ol 22 T X
—_ T K X LII
__OWA%EWE._;INA%
a_lo Ioem_mj_.l LI
HcHoar%éJ M w0 o e
x__om___ﬂﬂﬂzom__éu mw m___HoE__
=) = oo g 2 o3
wa_o__%wo__@%goMm MH WAEM
M_Tmélﬂ%_ﬁmmy 5 o _xoO_Em
CwIdR o3 o 5 , T
o .__A._Jlo _A_okﬂk : ._EE
5 > ;C o i0J < ioJ 0} | Eo ;I i H_ n
a.|_+;__|ﬂo_gn.& L O_Ewr.w =
ol U ® < = — i o J.mo++
E_nja_goémm_MAr_ﬂ‘ A _A_OA__O;DME
— 1| (6] (e] o
:Imeoa___%umgn___aﬂ A - = o_m_mﬂ@w
m__aﬁmwe__ﬁﬁmaml_m ™ 5 0 R g C <
U Ko B o T2 W |2 B % wos A
- o_Aml__:EMDﬂ - 8| 3 | ABOTEH
0 - gmR g E il a | S =
o _IU_O _uO_AOI.Ij_n | ¢ e .. _E_._._O |
xo_l,_ﬂo|.rom.J|_J_ gzoAT = g i T |_.N__|ox).r
E} Ny o K 6 W MH ol — ol m,mﬂ © K0 t+ oo <A Ml_ ol
o P 10! R i w =
ol X ol ol S ) H_ o_.“_Ao o _%._ oJ & il Em_m W_m ol o < ok _jm
Jx_o___j__Ho__JoHrm_j 1 Yz & BB w
nH ol % o4 0 =< ﬁ o ny s||& * 4% v = N5 _.M_uo =
= o wr — M..a 5 E & " s
= = _® o b H0 2 s O AL = I 1 il
W = < Ko = mr — - ol |u = ol — H
A ol = = .Ao_ex._ﬂ.mmm FLO_EW_J._
[ - 5 ol O w =< o ¥ = 0l U 5 &3 OF
Ha:gEmHE_E__Lap__M_,ﬂu __IOEE__]__dH
W %o m S R E_Emm;|ﬂ
o_<Lao_Eqﬂmgmzw_ S :_r_a_rm
E._Ia___pm_.__oix._ﬂj o | o & 0 o 0k
H o R :A_ﬁo_ago___x = %%%XMF
o_mau_______wom&hM%% F A0
m_m luN:A.r ) ul ™ m./.._u = _:m A
o O 83 J o o W A
<|_|r|:m__o__dA7 sal = 5
o) 16 ol 80 R _ E3A>
RO Ko & 0 © 2 -~ 5 X
1) = S oo B
m.uu_u__EaD__wE._
2 ___%QAEo_
o 00 = o

(]
o

H‘I%% EE‘I /\‘IU'|9|

=

=
=]

(El@

INE=PNE=
=
%i

SHACH,
PAMEAS] eI >

.0.1:6666

- 17 -

—

at:

7

AHH
Running

|/ Client

HOFEH MHEHOF MIOIJtSSHAH

0l

=
=2



[y

UsSez <dE8 8>2 &2lA stHOICH

L] &)X}

Multiple Control System

Hax 8=

192,168, 10, 101( 22| A
192,168, 10,102

el 30l 3A 29t SEO0I

J

2 o0lIE X S50 =0t &
A

|
St D, =0 22 S AZFKIH GHUCH.
pcl, pc2, pcd------ S2 ASA0IL HPE BHXEZ 2 Jis ol 85k 55
Of ip2t =IIE 0 SAIN 2 HEMOl HEHH S0, 0l AFEXS 852 22es ¢
OlCt.

2o 18 8" 2 MoHE olgXte EO0ICH. FAMOoOo

class& AtE3dlL, Server, 2SHH, 0ISX
2EAR” o AHE UL,

2to] EME A

_18_



mlm___@@m N -3 ilE

-y < = . s O m® @ S 7D o ® |
S W Do mWEy RHW @ How ZW
ko © 0o un ol < o B ol AN — 5 W
MJﬁaé A<= %E_who_ewmﬁ_ W =R g Do

1o ~ 5 - = < S oy ©0° . < =

oo oo B shegfa, © 2O G

o M X« = O ¢ Wm0 = . = = M -
(I =23 Ju Z 0 H = oJ e} S =

16 KO RD ~ o0 = = . w0 0H Ko _ ™ g il

% =, 80 3 — i - = Mmao.,mr_ﬂﬁ H ol © 2 0o

D w s Wy 5 =< Sl = w e o=

o R0 2 = z SO NS 5 g =
_Mamw Zw <0 W Wgp®_mw 5 9 =4 =

= S < R o= oy o0 = _-m_ RS & S =

S o = a0 K 0 s~ 0w o U
wr £ BH =55 o n s o w¥ wa

ol o < e Mo W AN R

0 _ i ke w -, W2 I Ol n ioll ~
S 2 O m W mzoﬂ:ﬁjim Ao__ol_lm_ R

— ~ S o & = o] 3l a1 0l W~ ol T3 Ko

o 80 :_o Kl0 ol ~ o M = o o_:._ h .__._ I = 3 & =5 0.

S Kl0 5 n R =S &0 = W = o RD o3 ol

TR I w23 o= ukan 2usEi R

H g M A w Vaomswes 2w % s o2
B W z Y W) Ko 4o ujo o5 = il N R
Oom oy A0R o MW =~ =—5no BT smd L& KRS

w9 oAl =) Al m - X 0 i — —
ol <) E 00 ol & q_.l_,_ <4 LI I o mo = o x o o 0% 0 al W M
— = - o —_ - - N
SHEMZ L ®uys m&agagmﬁmw%g@mAw___mg
o T = ol nO Hl D U .__.m o A0 B8 W ol ; © o 0O © o3 R N
%.&IU%.EE ' Mxﬂﬁaﬂm@&o_m:_l___%zﬂﬂo_al,
= %m__,__a_ﬂumﬁ_%%@ %ME_m___d+$wzo+.DAmuo_a_A_o__Ho
10] wA We g8 53 HT MWL&%@H%E%J}__o;__gom___o
QS _ Rz 5= ol = B TR e = <k

S oo D O_EA_Q S - 0 _nx 0 = Foio <

= 0 = — K = e EEO,E._|WAHEH ol D Ly
ill o_oMo_aﬂme.__on_. oMot R o= U a0 Nxt.ﬂ@ 0o = M
~ NHIQ@%%NEO_E - M_:ﬂﬁﬂajn_m mz=shg =3
B o s 2 00 A< - S U EOMO_EO__%%@%A%ﬂu.m_wa%;
ok = o= Koy OF = % mn on 08 O Hl RD U N (-
A =) ol < 2wz - Wa 5w =~
n R0 A B = _AA_Om;leguHEu__Djf__mﬁ@ng@
o O _ 0 o< o) Ko s — S o
T _u___goggz@;lﬂmﬁi loF ol =l I3 m__l_x_mi_}__ﬂAro:____
20 R’r B ool Wz X 1 = < S s o3 A g0 ED A
il . o Boo ™R X 0 = a2 s mg WA AR <
— D= = TR 10 Ow 2y B S ol g ol K o~
23060 AT N a_mogMQ%%MH%:TMO__I_%MU

= O |rL|JI__O O|F|\_
. =l 0 o) D <+ = = mm%m

_19_



x g =

[Server]

package =%t

import java.awt.EventQueue;

import java.awt.event.MouseAdapter;
import java.awt.event.MouseEvent;
import java.sql.Connection;

import java.sql.DriverManager;
import java.sql.PreparedStatement;
import java.sql.ResultSet:

import java.sql.SQLException;
import java.sql.Statement;

import javax.swing.=;

public class login {
String id,pw;
private JFrame frame;
private JTextField tx_id;
private JPasswordField tx_pw;
Connection conn = null;
Statement stmt = null;
PreparedStatement pstmt;
ResultSet rs;
%%
* Launch the application.
*/
public static void main(Stringl[] args) {
EventQueue. invokelLater (new Runnable() {
public void run() {
try {
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login window = new login();
window. frame.setVisible(true);
jrdesktop.main m= new jrdesktop.main();
m.main(args);
new ListServer();

} catch (Exception e) {
e.printStackTrace();

}
}
E
}
/**
* Create the application.
*/
public login() {
initialize();
}
/**
* |nitialize the contents of the frame.
*/

private void initialize() {
frame = new JFrame();
frame.setTitle("WuUADOOWUBSACWUC790 WuUBB5CWUADFBWUC778");
frame.setBounds(100, 100, 439, 209);
frame.setDefaul tCloseOperation(JFrame.EXIT_ON_CLOSE);
frame.getContentPane().setLayout (null);

JLabel label = new JLabel ("#uC544 WuC774 WuB514");
label .setBounds(54, 50, 62, 15);
frame.getContentPane().add(label);

Jlabel label_1 = new JLabel ("#uBE44 #uBCOO WuBC88 WuD638");
label_1.setBounds(50, 86, 62, 15);
frame.getContentPane().add(label_1);
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tx_id = new JTextField();
tx_id.setBounds(130, 47, 116, 21);
frame.getContentPane().add(tx_id);
tx_id.setColumns(10);

tx_pw = new JPasswordField();

tx_pw.setColumns(10);
tx_pw.setBounds(130, 83, 116, 21);
frame.getContentPane().add(tx_pw);

JButton btnNewButton = new JButton("Sl&Jt");
btnNewButton.setBounds(79, 128, 258, 23);
frame.getContentPane().add(btnNewButton);
btnNewBut ton.addMousel istener (new MouseAdapter () {

@override
public void mouseClicked(MouseEvent arg0) {
new join();
join window = new join();
window. frame.setVisible(true);
}

K

JButton btnNewButton_1 = new JButton("22101");
btnNewButton_1.setBounds(258, 45, 105, 25);
btnNewButton_1.setEnabled(true);
frame.getContentPane().add(btnNewButton_1);
btnNewButton_1.addMousel istener (new MouseAdapter () {
@0verride
public void mouseClicked(MouseEvent arg0) {
id=tx_id.getText();
pw =tx_pw.getText();
me_login(id, pw);

1)
JButton btnNewButton_4 = new JButton("@QIESAHZ10Q1")
btnNewButton_4.setBounds(258, 80, 105, 25);

btnNewButton_4.setEnabled(true);

frame.getContentPane().add(btnNewButton_4);
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}

public void conect() {
//db A&

try {
Class.forName("org.mariadb.jdoc.Oriver");
// jdoc E2I0IHE ZE=&HC}.
conn = DriverManager .getConnect ion(
"jdbc:mariadb://localhost:3306/cjs",
"root", "12345");
/] doOll A&,

// conn.close();//dbH& &
} catch (ClassNotFoundException e)
// TODO Auto-generated catch block

System.out.printin("classE &#S= 8iC+.");
} catch (SQLException e) {

// TODO Auto-generated catch block

System.out.printin(e.getMessage());

2
{
h

e.printStackTrace();

}
}
public void me_login(String id, String pw) {
conect();
System.out.printin(" &=&");
try {

if (id.length() ==0) {

JOptionPane.showMessageDialog(null, "idE
=M.
}
if (pw.length() == 0) {
JOpt ionPane.showMessageDialog(nul |, "pwE
dEF=MR.")
}
// OrOICI IARE EIHE Q!
String sql = "select = from cjstb where id=? and pw =?";

_23_




pstmt = conn.prepareStatement(sql);
pstmt.setString(1, id);
pstmt.setString(2, pw):

rs = pstmt.executeQuery();

if (rs.next()) {

JOpt ionPane.showMessageDialog(nul I,
"2 ASULCE");

conn.close();

//sstmt.close();

pstmt.close();

frame.setVisible(false);

Server window = new Server();

window. frame.setVisible(true);

//new mainFrame();

}
else {
JOpt ionPane.showMessageDialog(null, "id/ pwIt
ZHIEXESLUIC.");
conn.close();
stmt.close();
pstmt.close();
}

} catch (SQLException e) {
// TODO Auto-generated catch block

System.out.printIn(e.getMessage()):
e.printStackTrace();

}

package EZt;

import java.awt.x;

import javax.swing.=;

import java.awt.event.MouseAdapter;
import java.awt.event.MouseEvent;
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impor t
impor t
impor t
impor t
impor t
impor t
impor t

public

=2t ListClient.Socket_thread;
jrdesktop.main;
jrdesktop.viewer.rmi.Viewer;
java.io.x;

java.net.*;

java.util.=*;

java.awt.event.*;

class Server {
public JFrame frame;
int port = 6666;
public static String ip1 = "192.168.10.102", ip2 = "192.168.10.97", ip3,
ip4, ip5, ip6, ip7, ip8, ip9;

// Network Source

private Socket socket = null;
private String ip = "127.0.0.1";
private int portl = 7777;

private InputStream inputStream;

private OutputStream outputStream;

private DataOutputStream dataOutputStream;
private DatalnputStream datalnputStream;

// etc valuable
private StringTokenizer stringTokenizer;
[ **
* Launch the application.
*/
static JButton btnNewButton, button;

[

* Create the application.

*/

public Server() {
ListClient Ic = new ListClient();
frame = new JFrame();
frame.getContentPane().setForeground(SystemColor .desktop);
frame.setTitle("WuADOOWUBOACKUC790");
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frame.setBounds(265, 100, 412, 508);
frame.setDefaul tCloseOperation(JFrame.EXIT_ON_CLOSE);
frame.getContentPane().setLayout (null);

JLabel IblPcnum = new JLabel("pct");
IblPcnum.setFont (new Font("=2&", Font.BOLD, 15));
IbIPcnum.setBounds(59, 100, 57, 15);
frame.getContentPane().add(IblPcnum);

JLabel IbIPc_2 = new JLabel("pc4");
IbIPc_2.setFont(new Font("=2&", Font.BOLD, 15));
IbIPc_2.setBounds(59, 200, 57, 15);
frame.getContentPane().add(IblPc_2);

JLabel IbINewLabel_2 = new JLabel("pc7");
IbINewLabe!|_2.setFont(new Font("=2&", Font.BOLD, 15));
IbINewLabe|_2.setBounds(62, 309, 57, 15);
frame.getContentPane().add(IblINewLabel_2);

JLabel IblPc_5 = new JLabel("pc8");
IblPc_5.setFont(new Font("=&", Font.BOLD, 15));
IblPc_5.setBounds (189, 309, 57, 15);
frame.getContentPane().add(1blPc_5);

Jlabel IbIPc_3 = new JLabel ("pc5");
IbIPc_3.setFont (new Font("=2&", Font.BOLD, 15));
IbIPc_3.setBounds(189, 200, 57, 15);
frame.getContentPane().add(IblPc_3);

JLabel IbIPc = new JLabel("pc2");
IbIPc.setFont(new Font("=2&", Font.BOLD, 15));
IblPc.setBounds(189, 100, 57, 15);
frame.getContentPane().add(IblPc);

JLabel IblPc_6 = new JLabel("pc9");
IbIPc_6.setFont (new Font("=2&", Font.BOLD, 15));
IbIPc_6.setBounds(319, 309, 57, 15);
frame.getContentPane().add(1blPc_6);

JLabel IbIPc_4 = new JLabel("pc6");
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IblPc_4.setFont(new Font("=2&", Font.BOLD, 15));
IbIPc_4.setBounds(316, 200, 57, 15);
frame.getContentPane().add(IblPc_4);

JLabel IbIPc_1 = new JLabel("pc3");
IbIPc_1.setFont(new Font("=&", Font.BOLD, 15));
IblPc_1.setBounds(319, 100, 57, 15);
frame.getContentPane().add(IblPc_1);
btnNewButton = new JButton("");
btnNewButton.setIcon(new Imagelcon(
"C:WitUser SWWPCWWDesk t opiiicomputer?. jpg") ) ;
btnNewButton.setForeground(Color .BLACK);
btnNewBut ton.setBounds(30, 120, 80, 70);
btnNewButton.setEnabled(false);
frame.getContentPane().add(btnNewButton);
btnNewButton.addMousel istener (new MouseAdapter () {
@override
public void mouseCl icked(MouseEvent arg0) {
jrdesktop.mainFramel m1 = new
jrdesktop.mainFramel();
mi.frame.setVisible(false);
main.startViewer (ip1, port);
System.out.printin(ipt + port);

1
button = new JButton("");
button.setEnabled(false);
button.set|con(new
Image | con("C: WUser sWiPCHDesk t opiifcomputer?2. jpg") )
button.addActionListener (new ActionListener() {
public void actionPerformed(ActionEvent arg0) {
jrdesktop.mainFramel m1 = new
jrdesktop.mainFramel();
mi.frame.setVisible(false);
main.startViewer (ip2, port);
System.out.printIn(ip2 + port);
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button.setBounds(160, 120, 80, 70);
frame.getContentPane().add(button);

JButton button_1 = new JButton("");
button_1.set Icon(new
Image | con("C:WWUser sWWPCHWDesk t opiitcomputer?2. jpg") ) ;

button_1.addActionListener (new ActionListener() {
public void actionPerformed(ActionEvent e) {
}

1

button_1.setEnabled(false);

button_1.setBounds(290, 120, 80, 70);

frame.getContentPane().add(button_1);

JButton button_2 = new JButton("");
button_2.set Icon(new

Image | con("C:WUser sWiPCHDesk t optifcomputer2. jpg"));
button_2.setEnabled(false);
button_2.setBounds(30, 225, 80, 70);
frame.getContentPane().add(button_2);

JButton button_3 = new JButton("");
button_3.set Icon(new

Image | con("C:#iUser stfPCHDesk t opiitcomputer?2. jpg") )
button_3.setEnabled(false);
button_3.setBounds(160, 225, 80, 70);
frame.getContentPane().add(button_3);

JButton button_4 = new JButton("");
button_4.set |con(new

Image | con("C:WiWUser sWWPCWWDesk t optifcomputer?2. jpg") ) ;
button_4.setEnabled(false);
button_4.setBounds(290, 225, 80, 70);
frame.getContentPane().add(button_4);

JButton button_5 = new JButton("");
button_5.set |con(new
Image | con("C:itUser stPCHDesk t opiitcomputer?2. jpg" ) ) ;
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button_5.setEnabled(false);
button_5.setBounds(30, 334, 80, 70);
frame.getContentPane().add(button_5);

JButton button_6 = new JButton("");
button_6.set Icon(new

Image | con("C:WWUser sWWPCHWDesk t opiitcomputer?2. jpg") ) ;
button_6.setEnabled(false):;
button_6.setBounds (160, 334, 80, 70);
frame.getContentPane().add(button_6);

JButton button_7 = new JButton("");
button_7.set Icon(new

Image | con("C:WWUser sWWPCHWDesk t opiitcomputer?2. jpg" ) ) ;
button_7.setEnabled(false);
button_7.setBounds(290, 334, 80, 70);
frame.getContentPane().add(button_7);

JButton btnNewButton_1 = new JButton("& a3");
btnNewButton_1.setForeground(SystemColor .desktop);
btnNewButton_1.setBounds(30, 437, 145, 23);
frame.getContentPane().add(btnNewButton_1);

JLabel IbINewLabel = new JLabel("Multiple Control System");
IbINewLabe | .setFont (new Font ("2 D", Font.PLAIN, 23));
IbINewLabe| .setBounds(30, 33, 265, 43);
frame.getContentPane().add( IbINewLabel);

JButton button_8 = new JButton(">>");
button_8.setForeground(SystemColor .desktop);
button_8.set |con(new
Imagelcon("C:#iUser stifHanso | #fDesk toptl ist . jpg") )

button_8.setBounds(318, 437, 52, 23);
frame.getContentPane().add(button_8);
button_8.addMousel istener (new MouseAdapter () {

@override

public void mouseClicked(MouseEvent arg0) {

lc.setVisible(true);
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JButton btnNewButton_2 = new JButton("#uB3C4WuC6COWUBODOMr#N") ;
btnNewButton_2.setBounds (209, 437, 97, 23);
frame.getContentPane().add(btnNewButton_2);

JLabel back = new JLabel("New label");
back.set |con(new
Image | con("C:WUser sWPCWWDesk t opWiiuBC30WUACBD3. jpg" ) ) 5
back.setBounds(0, 0, 396, 470);
frame.getContentPane().add(back);
btnNewButton_1.addMousel istener (new MouseAdapter () {
@override
public void mouseClicked(MouseEvent arg0) {
config window = new config();
window. frame.setVisible(true);

public static void reflash(Vector vector_user_list) {
for (int i =0; i < vector_user_list.size(); i++) {
if (ipl.equals(vector_user_list.get(i)))
btnNewButton.setEnabled(true);

else if (ip2.equals(vector_user_list.get(i)))
button.setEnabled(true);

else {
button.setEnabled(false);
btnNewButton.setEnabled(false);

public void ipset(String al, String a2, String a3, String a4, String a5,
String a6, String a7, String a8, String a9) {
System.out.printIn(ip1 + port);
ipl = at;
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}

package

impor t
impor t
impor t
impor t
impor t
impor t
impor t
impor t
impor t
impor t

ip2 = a2;

ip3 = a3;
ipd = a4;
ipb = ab;
ip6 = ab;
ip7 = ar;
ip8 = a8;
ip9 = a9;

h

=X,

java.awt .event . *;

java.io.DatalnputStream;
java.io.DataOutputStream;

java.io.|0OException;
java.io.lnputStream;

java.io.OutputStream;

java.net.*;

java.util.StringTokenizer:

java.util.Vector;
javax.swing.*;

import javax.swing.UIManager;

public class ListServer

// Server Frame
// Network Source

{

private ServerSocket serverSocket;

private Socket socket:
private int port = 7777;
private Vector vector_user

new Vector();

private StringTokenizer stringTokenizer;
private void server_start(){

try {
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UlManager

.setLookAndFeel ("com.sun.java.swing.plaf.windows.WindowsLookAndFeel");
} catch (Exception e) {
// TODO: handle exception
}
try {
serverSocket = new ServerSocket (port);
} catch (10Exception e) {
// TODO Auto-generated catch block
JOpt ionPane.showMessageDialog(null, "0I0l AFEEQl ZE",
"2rel", JOptionPane.ERROR_MESSAGE) ;
}
i f(serverSocket != null){ // socket ok!
connection();

}
public class Socket_thread implements Runnable{
public void run() {
// TODO Auto-generated method stub
while(true){
try { //wait client
socket = serverSocket.accept():
UserInfo userInfo = new User Info(socket);
user Info.start();
} catch (I10Exception e) {
break;

private void connection(){
Thread thread = new Thread(new Socket_thread());
thread.start();

}
public ListServer (){
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server_start();
// start();//ACTION
}

public void serverstop() {
// TODO Auto-generated method stub

try {
serverSocket.close();
vector_user .removeAl |[Elements();
// vector_room.removeAl |[Elements();

} catch (10Exception e) {
// TODO Auto-generated catch block
e.printStackTrace();

h
private class UserInfo extends Thread{
private InputStream inputStream;
private OutputStream outputStream;
private DataOutputStream dataOutputStream;
private DatalnputStream datalnputStream;
private Socket socket_user;
private String Nickname = "";
private String CurrentRoom = null;
private boolean RoomCheck = true; // JI2& 2z 0Ot

public UserInfo(Socket socket){

m
1
0
rr

0z

this.socket_user = socket;
userNetwork();

}

public String getNicname(){
return Nickname;

}

public void userNetwork(){

try {
inputStream = socket_user.get InputStream();

datalnputStream = new
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DatalnputStream(inputStream);
outputStream = socket_user.getOutputStream();
dataQutputStream = new
DataQutputStream(outputStream);
Nickname = datalnputStream.readUTF();

//when a new user is connected

BroadCast ( "NewUser/" + Nickname);
for(int i =0; i< vector_user.size(); i++){ //
server alert at existing user and send the new user's id
User Info userInfo = (UserInfo)
vector_user.elementAt(i);
this.send_Message("0ldUser/" +
user Info.getNicname());
}
vector_user .add(this);
BroadCast("user_list_update/ ");
} catch (10Exception e) {
// TODO Auto-generated catch block

JOpt ionPane.showMessageDialog(null, "Stream& &
oled", "2&", JOptionPane.ERROR_MESSAGE);
}
}
private void BroadCast(String str){
for(int i = 0; i< vector_user.size(); i++){ // server

alert at existing user and send the new user's id

User Info userInfo = (User Info)
vector_user.elementAt(i);

user Info.send_Message(str);

@overr ide

public void run() {
// TODO Auto-generated method stub
super.run();
while(true){
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try {
String msg = datalnputStream.readUTF();
InMessage (msg) ;
} catch (10Exception e) {
// TODO Auto-generated catch block
try {
datalnputStream.close();
dataOutputStream.close();
socket_user.close();
vector_user.remove(this);
BroadCast ( "UserOut/"+Nickname);
BroadCast ("user_list_update/ ");
} catch (10Exception e1) {}

break;
}
}
}
private void InMessage(String str){ //handle the message from
client
stringTokenizer = new StringTokenizer(str, "/");
String protocol = stringTokenizer.nextToken();
String message = stringTokenizer.nextToken();
System.out.printIn("protocol : " + protocol);
}
private void send_Message(String message){
try {
dataOutputStream.writeUTF(message);
} catch (10Exception e) {
// TODO Auto-generated catch block
}
}
}
}

package E2%t;
import java.awt.event.ActionEvent;
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import java.awt.event.x;
import java.awt.image.|magingOpException;
import java.io.x*;

import java.net.x;

import java.util.*;

import javax.swing.*;

import java.awt.Font;

import javax.swing. Imagelcon;

public class ListClient extends JFrame {

// Login Frame

// Main Frame

private JPanel contentPane;

private JTextField textField_message;

private JList list_user = new JList();

private JTextArea textArea_chat = new JTextArea();

// Network Source

private Socket socket = null;

private String ip = "127.0.0.1";

private int port = 7777;

private String id = "noname";

private InputStream inputStream;

private OutputStream outputStream;

private DataOutputStream dataOutputStream;
private DatalnputStream datalnputStream;
public String myip;

// etc valuable

static public Vector vector_user_list = new Vector();
// private Vector vector_room_list = new Vector();
private StringTokenizer stringTokenizer;

public ListClient() {
try {
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InetAddress ip1 = InetAddress.getlLocalHost();
System.out.printin(ip1.getHostAddress());
myip = ipl.getHostAddress();
System.out.printIn(myip);

} catch (UnknownHostException e) {
// TODO Auto—generated catch block
e.printStackTrace();

}

}

private void start() { // ACTION
try {

UlManager

.setlLookAndFeel ("com.sun.java.swing.plaf.windows.WindowsLookAndFeel");
} catch (Exception e) {
// TODO: handle exception
}

network();

private void Main_init() { // Main GUI
// this.setDefaultCloseOperation(JFrame.EXIT_ON_CLOSE):
this.setBounds(675, 100, 179, 508);
contentPane = new JPanel();
contentPane.setBorder (new EmptyBorder (5, 5, 5, 5));
this.setContentPane(contentPane);
contentPane.setlLayout (null);

JLabe!| IbINewLabel = new JLabel ("WuC811WuC18DWUC790
WUBAASWUB8B5D" ) ;

IbINewLabel .setFont(new Font ("2 1E", Font.PLAIN, 20));

IbINewLabe! .setHor izontalAlignment (SwingConstants.CENTER);

IbINewLabe | .setBounds(12, 45, 110, 25);

contentPane.add(IbINewLabel);

list_user.setBounds(17, 111, 129, 311);

contentPane.add(list_user);
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list_user.setListData(vector_user_list);
JLabel back = new JLabel("");
back.set |con(new

Image | con("C:WWUser sWWPCWWDesk t opWiUBC3OWUACBD2. jpg" ) ) 5
back.setBounds(0, 0, 157, 470);
contentPane.add(back);

private void network() {

try {
socket = new Socket(ip, port);
if (socket !=null) { // socket ok!!
connection();
}
} catch (UnknownHostException e) {
JOptionPane.showMessageDialog(null, "¢4& &T{", "&al",

JOpt ionPane . ERROR_MESSAGE) ;
} catch (I10Exception e) {
JOptionPane.showMessageDialog(null, "&4& &AT{", "&a",
JOpt ionPane . ERROR_MESSAGE) ;

private void connection() {

try {
inputStream = socket.get InputStream();
datalnputStream = new DatalnputStream(inputStream);
outputStream = socket.getOutputStream();
dataQutputStream = new DataOutputStream(outputStream);

} catch (I0Exception e) {
// TODO Auto-generated catch block
JOptionPane.showMessageDialog(null, "4 &AT{", "&a",

JOpt ionPane . ERROR_MESSAGE) ;

}

this.setVisible(true);

send_message(myip + "(Z2lXAH)"); // first connect —> send id

vector_user_list.add(myip + "(Z2lXH)"); // add my id in

user_list
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System.out.printin(myip);

Thread thread = new Thread(new Socket_thread());
thread.start();

public class Socket_thread implements Runnable {
public void run() {
// TODO Auto-generated method stub
while (true) {
try {

InMessage (datalnputStream.readUTr());
} catch (I10Exception e) {

// TODO Auto-generated catch block

try {
outputStream.close();
inputStream.close();
datalnputStream.close();
dataOutputStream.close();
socket.close();

JOptionPane.showMessageDialog(null, "AHe &% Z20HE", "L",

JOptionPane.ERROR_MESSAGE) ;

} catch (I10Exception el) {
}

break;

}

private void InMessage(String str) { // all message from server
stringTokenizer = new StringTokenizer(str, "/");
String protocol = stringTokenizer .nextToken();
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String message = stringTokenizer.nextToken();
System.out.printIn("Z2&Z : " + protocol):
System.out.printIn("LHE : " + message);
if (protocol.equals("NewUser")) {

vector_user_list.add(message);

// Z & Server.reflash(vector_user_list);

} else if (protocol.equals("0OldUser")) {
vector_user_list.add(message);

// Z 2 Server .reflash(vector_user_list);

}

else if (protocol.equals("user_list_update")) {
list_user.setlListData(vector_user_list);
ZE & Server.reflash(vector_user_list);

} else if (protocol.equals("UserOut")) {
vector_user_list.remove(message);
// E % Server.reflash(vector_user_list);

private String getlocalServerIp() {
try {
for (Enumeration<NetworklInterface> en = NetworklInter face
.getNetworkInterfaces();
en.hasMoreElements();) {
NetworkInterface intf = en.nextElement();
for (Enumeration<inetAddress> enumlpAddr = intf
.get InetAddresses();
enum|pAddr .hasMoreE lements():) {
InetAddress inetAddress =
enum|pAddr .nextElement ();
if (linetAddress. islLoopbackAddress()
&&
linetAddress. isLinkLocalAddress()
&&
inetAddress. isSitelLocalAddress()) {
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return
inetAddress.getHostAddress().toString();
}

catch (SocketException ex) {

}

return null;

private void send_message(String message) { // button
try {
dataQutputStream.wr iteUTF (message);
} catch (10Exception e) {
// TODO Auto-generated catch block
e.printStackTrace();

public static void main(String[] args) {
// TODO Auto-generated method stub
new ListClient();

}

package =&,

import java.awt.EventQueue;

import javax.swing.JFrame;

import javax.swing.JLabel;

import java.awt.FlowLayout;

import javax.swing.ButtonGroup;
import javax.swing.JOptionPane;
import javax.swing.JPanel;

import javax.swing.JPasswordField;
import javax.swing.JTextField;
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impor t
impor t
impor t
impor t

impor t
impor t
impor t
impor t
impor t
impor t
impor t
impor t
impor t
impor t
impor t

impor t
impor t

public

javax.swing.JButton;
javax.swing.JComboBox
javax.swing.JTable;
javax.swing.JRadioButton;

java.awt.Color;

java.awt .event.ActionEvent;
java.awt.event .ActionListener;
java.awt.event .MouseAdapter;
java.awt .event .MouseEvent;
java.sqal .Connection;
java.sql .DriverManager ;
java.sql .PreparedStatement;
java.sql .Resul tSet;

java.sal .SQLException;
java.sql.Statement;

javax.swing.Defaul tComboBoxMode | ;
javax.swing.event .AncestorListener;

class join {

Connection conn = null;
Statement stmt = null;
PreparedStatement pstmt;
ResultSet rs;

JFrame frame;

private JTextField tx_id;
private JPasswordField tx_pw;
private JTextField tx_name;
private JTextField tx_phont;
private JTextField tx_phon2;
private JTextField tx_maill;
private JTextField tx_mail2;
String id,pw,name,mail1,mail2,gender;
int year,month,day,phont;
String phon2,phon3;
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public join() {

initialize();
}
/**
* |nitialize the contents of the frame.
*/

void initialize() {

frame = new JFrame();

frame.setBounds(100, 100, 527, 339);

//frame.setDefaul tCloseOperation(JFrame.EXIT_ON_CLOSE);
frame.getContentPane().setlLayout (null);

JPanel panel = new JPanel();

panel .setBounds(12, 30, 358, 59);
frame.getContentPane().add(panel);
panel .setlayout (null);

Jlabel IbINewLabel = new JLabel ( "WuC544%WuC774%uB514%rin" ) ;
IbINewLabel .setBounds(12, 10, 36, 15);
panel.add(IbINewLabel );

JLabel IbINewLabel_1 = newJlLabel ("#uD328WuC2A4uC6CCHUBADCH ") ;
IbINewLabel_1.setBounds(12, 35, 57, 15);
panel .add(IbINewLabel_1);

tx_id = new JTextField();
tx_id.setBounds(81, 7, 154, 21);
panel.add(tx_id);
tx_id.setColumns(10);

tx_pw = new JPasswordField();
tx_pw.setBounds(81, 32, 154, 21);
panel .add(tx_pw);
tx_pw.setColumns(10);
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JButton btnNewButton = new JButton("ZSSZAH");
btnNewBut ton.setBounds(247, 6, 97, 23);
panel .add(btnNewButton);
btnNewBut ton.addMousel istener (new MouseAdapter () {
@override
public void mouseClicked(MouseEvent arg0) {
id = tx_id.getText();
idcheck(id);
}
1

JPanel panel_1 = new JPanel();
panel_1.setBounds(12, 125, 484, 139);
frame.getContentPane().add(panel_1);
panel_1.setlLayout (null);

JLabel IbINewLabel_5 = new JLabel("0I&");
IbINewLabel_5.setBounds(12, 10, 57, 15);
panel_1.add(IblNewLabel_5);

JLabel IbINewLabel_3 = new JlLabel ("&E&");
IbINewLabel|_3.setBounds(12, 35, 57, 15);
panel_1.add(IbINewLabel_3);

JLabel IbINewLabel_6 = new JlLabel ("AME ")
IbINewLabel|_6.setBounds(12, 60, 57, 15);
panel_1.add(IbINewLabel_6);

JLabel IbINewLabel_7 = new JLabel ("SH=E");
IbINewLabel|_7.setBounds(12, 88, 57, 15);
panel_1.add(IbINewLabel_7);

JLabel IbINewLabel_8 = new JLabel("E_mail");
IbINewLabel|_8.setBounds(12, 113, 57, 15);
panel_1.add(IbINewLabel_8);

tx_name = new JTextField();
tx_name.setBounds(81, 7, 154, 21);
panel_1.add(tx_name);
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tx_name.setColumns(10);

tx_maill = new JTextField();
tx_mail1.setBounds(81, 110, 154, 21);
panel_1.add(tx_mail1);
tx_mail1.setColumns(10);

JComboBox comboBox_1 = new JComboBox () ;
comboBox_1.setMode | (new Defaul tComboBoxMode! (new Stringl[]

{"1996", "1995", "1994", "1993", "1992", "1991", "1990", "1989"}));

||2|I ,

comboBox_1.setBounds(81, 57, 96, 21);
pane!_1.add(comboBox_1);
comboBox_1.addMouseL i stener (new MouseAdapter () {
@override
public void mouseCl icked(MouseEvent arg0) {
year=(int) comboBox_1.getSelected|tem();

}
1 JComboBox comboBox_2 = new JComboBox();
comboBox_2.setMode | (new DefaultComboBoxModel (new String[] {"1",
"3", 4", "5, 'e", "7, "8", "9", "10", "11", "12"})):

comboBox_2.setBounds(210, 57, 57, 21);
panel_1.add(comboBox_2);
comboBox_2 . addMousel i stener (new MouseAdapter () {

@override

public void mouseClicked(MouseEvent arg0) {

month=(int) comboBox_2.getSelected!tem();

R

ButtonGroup group = new ButtonGroup();

JRadioButton male = new JRadioButton("WuBOABWri#n");
male.setBounds(77, 31, 41, 23);

panel_1.add(male);

male.addMousel istener (new MouseAdapter () {
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@0verride
public void mouseCl icked(MouseEvent arg0) {
gender="&";

K

JRadioButton female = new JRadioButton("WuC5€C");
female.setBounds(122, 31, 41, 23);
panel_1.add(female);
female.addMousel istener (new MouseAdapter () {
@override
public void mouseClicked(MouseEvent arg0) {
gender="04";

DK

group.add(male);group.add(female);

JComboBox comboBox = new JComboBox();

comboBox . setBounds (81, 85, 57, 21);

comboBox . setMode | (new Defaul tComboBoxModel (new Stringl]
{"010","011","016","070","019"}));

panel_1.add(comboBox) ;
comboBox . addMouselL istener (new MouseAdapter () {
@override
public void mouseClicked(MouseEvent arg0) {
phoni=(int) comboBox.getSelected|tem();

K

Jlabel IbINewLabel_4 = new JLabel ("-H#ri#n");
IbINewLabel|_4.setBounds(141, 88, 13, 15);
panel_1.add(IbINewLabel_4);
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tx_phont = new JTextField();
tx_phon1.setBounds(150, 85, 57, 21);
panel_1.add(tx_phont);
tx_phon1.setColumns(10);

tx_phon2 = new JTextField();
tx_phon2.setBounds(219, 85, 57, 21);
panel_1.add(tx_phon2);
tx_phon2.setColumns(10);

JLabel label = new JLabel("-Wrin");

label .setBounds(210, 88, 13, 15);
panel_1.add(label);

JLabel IbINewLabel 9 = new JLabel ("WuB144");
IbINewLabe!|_9.setBounds(183, 60, 18, 15);
panel_1.add(IbINewLabel_9);

Jlabel label_1 = new JLabel ("#uC604");
label_1.setBounds(271, 60, 18, 15);
panel_1.add(label_1);

JLabel label_2 = new JLabel ("WuC77CWritn");
label_2.setBounds(363, 60, 18, 15);
panel_1.add(label_2);

JLabel label_3 = new JLabel("@");
label_3.setBounds(247, 113, 20, 15);
panel_1.add(label_3);

tx_mail2 = new JTextField();
tx_mail2.setForeground(Color .BLACK);
tx_mail2.setBounds(271, 110, 203, 21);
panel_1.add(tx_mail2);
tx_mail2.setColumns(10);

JComboBox comboBox_3 = new JComboBox();

comboBox_3.setMode| (new Defaul tComboBoxModel (new String[] {"1",
2, "3", "4, "5, "", "7", "8", "9", "10", "11", "12", "13", "14", "15", "16",
17", 18", "19", "20", "21", "22", "23", "24", "25", "26", '27", "28", "29",
"30", "31"}1)):
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comboBox_3.setBounds(300, 57, 57, 21);
panel_1.add(comboBox_3);
comboBox_3.addMouseL istener (new MouseAdapter () {
@override
public void mouseClicked(MouseEvent arg0) {
day=(int) comboBox_3.getSelectedltem();

K

JButton btnNewButton_1 = new JButton("M&");
btnNewButton_1.setBounds(127, 271, 97, 23);
frame.getContentPane().add(btnNewButton_1);
btnNewButton_1.addMousel istener (new MouseAdapter () {
@override
public void mouseClicked(MouseEvent arg0) {
id=tx_id.getText();
pw=tx_pw.getText();name=tx_name.getText();

phon2=tx_phon1.getText ();phon3=tx_phon2.getText();

mail1=tx_maill.getText();mail2=tx_mail2.getText();

newJoin(id,pw,name,gender ,year ,month,day,phoni,phon2,phon3,maili,mail2);

1
JButton btnNewButton_2 = new JButton("H4");
btnNewButton_2.setBounds(263, 272, 97, 23);
frame.getContentPane().add(btnNewButton_2);
btnNewButton_2.addMousel istener (new MouseAdapter () {
@0verride
public void mouseClicked(MouseEvent arg0) {
new login();
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public void conect() {
//db A&
try {
Class.forName("org.mariadb.jdoc.Driver");
// jdoc E2I0IHE 2 E&&HC}.
conn = DriverManager .getConnection(

"jdbc:mariadb://localhost:3306/cjs",

"root", "12345");
// dbOil &HZ.

// conn.close();//dbH& &=
} catch (ClassNotFoundException e) {
// TODO Auto-generated catch block
System.out.printin("class& &&= 8IC+.");
} catch (SQLException e) {
// TODO Auto-generated catch block
System.out.printin(e.getMessage());
e.printStackTrace();

}
public void idcheck(String id){
conect();
System.out.printIn("DDDDD");
String sql = "select * from cjstb where id=?";
try {
pstmt = conn.prepareStatement(sql);
pstmt.setString(1, id);

rs = pstmt.executeQuery();
if (id.length() == 0) {
JOpt ionPane. showMessageDialog(nul I,
=M. ")

©
Je
o

System.out.printIn("0ODOD");
}
if (rs.next()) {
JOpt ionPane . showMessageDialog(nul |,
"Ol0IAt B S LICH");

"idE

_49_




conn.close();
//sstmt.close();
pstmt.close();System.out.printIn("DDDDD");
//setVisible(false);
}else {
JOpt ionPane. showMessageDialog(nul I,
"AFEIFSSHOH0ICI Y LICH. ")
conn.close();
stmt.close()

pstmt.close();System.out.printIn("DDDDD");
}
} catch (SQLException e) {

// TODO Auto-generated catch block
e.printStackTrace();

h
public void newJoin(String id,String pw,String name,String gender,
int year,int month, int day, int phoni,String phon2,
String phon3, String mail1,String mail2) {
conect();

System.out.printin("&=x");

try {
stmt = conn.createStatement();
String sql = "insert into cjstb
(id,pw,name,gender ,birth,phon,mail) values "
+

CUUigt ! pwt ! "namet" !, ' "+gender+" !, ' "+year+montht+day+" ', ' "+phon 1+phon2+p
hon3+" ', ' "+mail 14mail2+"")";

stmt .execute(sql);

JOpt ionPane. showMessageDialog(nul I,
"SR JASLICE. ")

conn.close();

stmt.close();

pstmt.close();

frame.setVisible(false);

} catch (SQLException e) {
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System.out.printin("3/ &2t ol © " + e.getMessage());
e.printStackTrace();
package =& ;
import java.io.=*;
import java.net.ServerSocket;
import java.net.Socket;
//O0LOICI 23| 2= MH Z2
public class ldCertServer {
@SuppressWarnings("resource")
public static void main(String[] ar) throws Exception {
ServerSocket svsoc = null;
String str, str2, filename;

svsoc = new ServerSocket (8888);
System.out.printin(" MBIt EHIEIASLICH.");

while (true) {
try {
System.out.printIn("ZJ3| &I & HAZR

JICHHULICH."); Socket soc = svsoc.accept();

0z
nio

// InputStream is = soc.getInputStream();

// br = new BufferedReader (new
InputStreamReader (is));

DatalnputStream is = new
DatalnputStream(soc.get InputStream());

str = is.readUTF():// str = br.readLine();

System.out.printIn("22I0|HEDJ} Bt @ " +
str);

str2 = is.readUTF():// str2 = br.readLine():

System.out.printin("Sct0IHED} B2 " +
str2);

filename = is.readUTF();// filename =
br.readLine();
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System.out.printIn("2cl0IHEDI} W3 " +

filename);

File f = new
File("C:WWUser sWWPCWWDesktopWWOI S A S SWH", filename + ".pkey"):
[* =S MY HAZE «/
FileOutputStream outf = new FileOutputStream(f);
BufferedOutputStream bos = new
Buf feredOutputStream(outf);
[ B OO 2N HAUHA T2 & +/

int i =0;

while ((i = is.read()) = -1) {
bos.write((char) i):
System.out.printin(i);

[* XAl */bos. flush();
/*

*x is.close(); soc.close(); svsoc.close();

bos.close();
* outf.close();// br.close();
*/
System.out.printIn("&2I C:/ H20
HEEL")

Centersend cs = new Centersend();
cs.ipset(str);

File ss = new
File("C:WUsersWHPCHWDesk toptol = A S =W", filename + ".der");

/[ if.. 2 2., 1]
if (ss !=null) {
GiveCertServer gcs = new
GiveCertServer();
gcs.conect();
}
} catch (I0Exception e) {
e.printStackTrace();
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package =&t;

import java.awt.x;

import java.sql.=;

import javax.swing.x*;

public class id {
Connection conn = null;
Statement stmt = null;
PreparedStatement pstmt;
ResultSet rs;

JFrame frmPw;

private JTextField tx_name;
private JTextField tx_age;
private JTextField tx_mail;
String name,age,mail;

/%%
* Launch the application.

*/

/%%
* Create the application.
*/
public id() {
initialize();
}
[k
* |nitialize the contents of the frame.
*/
private void initialize() {
frmPw = new JFrame();
frmPw.setTitle(" 1D WuCC3EWUAE3D");
frmPw.setBounds(100, 100, 389, 231);
/! frmPw.setDefaul tCloseOperation(JFrame.EXIT_ON_CLOSE);
frmPw.getContentPane().setlLayout (null);

JLabel IbINewLabel = new JLabel("OIS");
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IbINewLabel .setBounds(50, 50, 57, 15);
frmPw.getContentPane().add( IbINewLabel );

JLabel IbINewLabel_1 = new JLabel ("2 EA2");
IbINewLabel_1.setBounds(50, 80, 57, 15);
frmPw.getContentPane().add( IbINewLabel_1);

Jlabel IbINewLabel_2 = new JLabel ("OIL");
IbINewLabe!|_2.setBounds(50, 110, 57, 15);
frmPw.getContentPane().add(IbINewLabel_2);

tx_name = new JTextField();
tx_name.setBounds(119, 47, 192, 21);
frmPw.getContentPane().add(tx_name);
tx_name.setColumns(10);

tx_age = new JTextField();
tx_age.setBounds(119, 77, 192, 21);
frmPw.getContentPane().add(tx_age);
tx_age.setColumns(10);

tx_mail = new JTextField();
tx_mail.setBounds(119, 107, 192, 21);
frmPw.getContentPane().add(tx_mail);
tx_mail.setColumns(10);

JButton btnNewButton = new JButton("ID &J|");
btnNewButton.setBounds(50, 143, 261, 23);
frmPw.getContentPane().add(btnNewButton):
btnNewBut ton.addMouselistener (new MouseAdapter () {
@0verride
public void mouseClicked(MouseEvent arg0) {

name = tx_name.getText();

age = tx_age.getText();

mail = tx_mail.getText();

if (name.length() == 0| |age. length() ==
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0l Imail.length() == 0) {
JOptionPane.showMessageDialog(nul |,
s

"HES LEHFMR. ")
}
else
idf ind(name,age,mail);
}
1
}
public void conect() {
//db A&
try {

Class.forName("org.mariadb.jdoc.Oriver");
// jdoc EC2I0IHE ZE&HCY.
conn = DriverManager .getConnection(
"jdbc:mariadb://localhost:3306/cjs",
"root", "12345");
/] dbOil HAZ.

// conn.close();//dbPH& &=
} catch (ClassNotFoundException e) {
// TODO Auto-generated catch block
System.out.printin('class& &&= QIC+.");
} catch (SQLException e) {
// TODO Auto-generated catch block
System.out.printin(e.getMessage());
e.printStackTrace();

}

}

public void idfind(String name,String age,String mail){
conect ();

System.out.printIn(nametagetmail);
//String sql = "select
try {
String sql = "select id from cjstb where name=? and
birth=? and mail=?";
pstmt = conn.prepareStatement(sql);
pstmt.setString(1, name);
pstmt.setString(2, age);
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pstmt.setString(3, mail);

rs = pstmt.executeQuery();
System.out.printin(rs.next());

boolean t_f = rs.next();

it (t_f) {

//System.out .printin(rs.getString(sql));

String temp= rs.getString("temp");

System.out.printIn(temp);

JOpt ionPane. showMessageDialog(nul I,
"Ol0IAtEBELICH");

conn.close();

//sstmt.close();

pstmt.close();

//setVisible(false);

} else {
JOpt ionPane.showMessageDialog(null, " &SIt
EMotRIESLICH.");
conn.close();
!/l stmt.close();
pstmt.close();
t_f=(Boolean) null;
}

} catch (SQLException e) {
// TODO Auto-generated catch block
e.printStackTrace();
}//catch (NulIPointerException e){
//JOpt ionPane.showMessageDialog(nul |, "&SA LI}
EMGHAI 2 SLICH");
/1}

}

package EZt;

import java.io.*;

import java.net.x*;

import java.security.x*;
import java.security.cert.x*;
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public class gumServer {
static byte[] dd;
static String id;

public static void main(String args[]) throws Exception{
gumServer con = new gumServer();
con.con();

public void con() throws Exception {

ServerSocket serverSocket = null;

serverSocket = new ServerSocket (3000);
System.out.printin(" AMBIJF EHIE/JASLICH.");

while (true) {
try {

03
o

System.out.printin(" &= &2
JICHILICEH. "),
Socket socket = serverSocket.accept();

InputStream out = socket.get InputStream();
DatalnputStream dos = new DatalnputStream(out);
/] JI28 22 Helols

/] BEXRAEEZ
OutputStream in = socket.getOutputStream();

DataQutputStream dis = new DataOutputStream(in);
/] D128 942 Helots

/] EEAEE

byte[] bb = new byte[4096];

int cc =0;

id = dos.readUTF();
System.out.printIn(id);
cc = out.read(bb);

if (cc !=0) {
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dd = new byte[cc];

for (int i =0; i <cc; it++) {
dd[i] = bb[i];
System.out.printiIn(dd[i]);

dis.writeUTF(gumju());
out.close();
socket.close();
dis.close();
dos.close();

} catch (I0Exception e) {
e.printStackTrace();
} /] try - catch
}// while

/*public static void main(String args[]) throws Exception {
gumServer con = new gumServer();
con.con();

public String gumju() throws Exception {

String siglD = id;
Signature sig = Signature.getInstance("MD5Wi thRSA" ) ;
byte[] data = siglD.getBytes("UTF8");

System.out.printin("WnXd& 8t : " + siglD);
System.out.print("&& HIOIE : ");

for (byte b : dd)
System.out.print(b + ",");
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CertificateFactory cfl1 = CertificateFactory.getInstance("X.509");
FilelnputStream fis1 = new FilelnputStream(new

File("C:WhUsersWHPCiDesk topiite!l = A S =" + siglD

+ ".der"));
X509Certificate certl = (X509Certificate)

cf1.generateCertificate(fisl);

}

package

impor t
impor t
impor t

impor t

impor t

fisl.close();

sig.initVerify(certi.getPublicKey());
sig.update(data);

boolean t_f = sig.verify(dd);

if (t_f) {

System.out.printin("2I= A

UU

A S EASLICH);S
String a = "true";

return a;

// conect(a);

}

else {
System.out.printin("2IEsNX BSAMDASLITH")
String a = "false";
return a;
// conect(a);

}

}
s,
java.io.*;

java.net .ServerSocket;
java.net .Socket;

javax.crypto.BadPaddingException;

javax.crypto.|llegalBlockSizeException;
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import javax.crypto.NoSuchPaddingException;

//server program (QIZS A &3 )

public class GiveCertServer {
/* public static void main(String[] args) throws NoSuchPaddingException,
Il legalBlockSizeException, BadPaddingException, |0Exception{

b/
public void conect() throws |0Exception,
NoSuchPaddingException, |I|legalBlockSizeException,
BadPaddingException {
System.out.printin("QISA &2 =HIS");
ServerSocket svsoc = null;
Socket soc = null;
String str="st£&";

svsoc = new ServerSocket (7778);
soc = svsoc.accept();

// InputStream is = soc.getInputStream();
// br = new BufferedReader (new InputStreamReader(is)):
DatalnputStream is = new DatalnputStream(soc.get InputStream());

str = is.readUTF():// str = br.readlLine();

System.out.printIn("St0IHEDI} B " + str);

DatalnputStream dis = new DatalnputStream(new FilelnputStream(new
File("C:WhUser sWAPCWWOesk topio! S M S EWN" + str + ".der")));

DataOutputStream dos = new
DataOutputStream(soc.getOutputStream());

// BIOIECHRIZ AHA AEEOZ M]|
int b =20;
while ((b = dis.read()) !=-1) {
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dos.writeByte(b);
System.out.printin(b);
dos. flush();

[x THEAZel x/
is.close();
dis.close();
dos.close();
soc.close():
svsoc.close();

e

System.out.printin("®@&2&21");

}

package =%t
import java.sql.=;

import javax.swing.JOptionPane;
public class DBjoin extends join{
Connection conn = null;
Statement stmt = null;
PreparedStatement pstmt;
ResultSet rs;
public void conect (){

try {
Class.forName("org.mariadb.jdoc.Oriver");
//idoc E2I0IHE 2 E=&HC}.
conn = DriverManager .getConnection
("jdbc:mariadb://localhost:3306/cjs", "root", "12345");
//dodil A&,
System.out.printin(" &=");
//conn.close();//dbHZ&E &2
} catch (ClassNotFoundException e) {
// TODO Auto-generated catch block
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}

package

impor t
impor t
impor t
impor t
impor t
impor t

System.out.printin("classE &#S= QiC+.");
} catch (SQLException e) {

// TODO Auto-generated catch block

System.out.printin(e.getMessage());

e.printStackTrace();

}
}
public void join(String id,String pw){
conect();
try {
String sql="select * from login where name=? and password
pstmt = conn.prepareStatement(sql);
pstmt.setString(1,id);
pstmt.setString(2,pw);
rs =pstmt.executeQuery();
if(rs.next()){
I3
} catch (SQLException e) {
// TODO Auto—generated catch block
System.out.printIn(e.getMessage()):
e.printStackTrace();
}
}
ESESH
java.io.*;

java.io.FilelnputStream;
java.io.FileOutputStream;
java.io. |OException;
java.math.Biglnteger;
java.security.=;
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import java.security.cert.*;

import java.security.spec.X509EncodedKeySpec;

import java.util.x;

import javax.crypto.=;

import javax.security.auth.x500.X500Principal;

import org.bouncycastle.asn1.x509.*;

import org.bouncycastle.jce.provider.BouncyCastleProvider;

import org.bouncycastle.x509.X509V3Cer tificateGenerator;

import org.bouncycastle.x509.extension.AuthorityKeyldentifierStructure;
import org.bouncycastle.x509.extension.SubjectKeyldentifierStructure;

//server T2 (QISA &£3)

@SuppressWarnings("deprecation")
public class Centersend {
static String name;

[/ MA in server
enum CertType {
ROOT, ENDENTITY

Yo /] QIENS ER: REQZS)

il
o
0l
x
O
S
o
0l
|
]
o
0l
x

/] &= 3 &
// 1. RSA | MY &= - KeyPairE cl&
public static KeyPair generateRSAKeyPair() throws
NoSuchAlgor i thmException {
KeyPairGenerator kpg = KeyPairGenerator.getInstance("RSA");
kpg.initialize(1024);
return kpg.genKeyPair();
t
/] 2. QBN M4 &=
public static X509Certificate generateCertificate(X500Principal
subjectDN, // =Xl
PublicKey pubKey, // 33|
PrivateKey signaturekey, // £33 (Z£3X2l AMYI|)
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X509Certificate caCert, // &3 Xt IS M

CertType type)

/[l P1ENM BF

throws CertificateEncodingException,
NoSuchProviderException,

NoSuchAlgor i thmException, SignatureException,
InvalidkeyException,

CertificateParsingException {

X509V3CertificateGenerator certGen = new
X509V3CertificateGenerator();

certGen.setSerialNumber (Biglnteger.valueOf (System.currentTimeMillis()));

/] QBN LHBISE EMAINEEZRH £33

if (type == CertType.ROOT) // REQI

Ol

Kol

0

{0
ne
il
>
o
>
010
>
o

IR
my
(=}
eIl
Im
0o

certGen.set|ssuerDN(subjectDN);
else
/] LBt ABX QIBEAM B Y=k
0l&. caCertlll U= subjectONS 01 &
certGen.set IssuerDN(caCert.getSubjectX500Pr incipal());
certGen.setSubjectDN(subjectDN); // AFSXH(F=H)Sl NS & H
Gregor ianCalendar currentDate = new GregorianCalendar(); //

o

S0l UE 3

njo

SHIAIZ2 S
/] Az2tez
GregorianCalendar expiredDate = new GregorianCalendar (
currentDate.get(Calendar.YEAR) + 1,
currentDate.get(Calendar .MONTH),
currentDate.get(Calendar .DAY_OF_MONTH));
/] BtZ A2, OIEMe REIIU2 102z 8FIUS
cer tGen.setNotBefore(currentDate.getTime()); // S&I12t AIZ
a3
certGen.setNotAfter (expiredDate.getTime()); // |&JI2t ¢t &F
certGen.setPublicKey(pubKey); // 23 &3
certGen.setSignatureAlgorithm("SHA1wi thRSAEncryption"); //
MEgne s 48
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if (type != CertType.ROOT) { // REQASMO RO &FHHA

cer tGen.addExtension(X509Extensions.AuthorityKeyldentifier, false,
new
Author ityKeyldentifierStructure(caCert));
certGen.addExtension(X509Extensions.SubjectKeyldentifier,

false,
new
SubjectKeyldentifierStructure(pubKey));
} else
/] LB AIZRIC RO EHEHA I AMAEET=

HTAYEE, JILSIIESZ AIE Jis
certGen.addExtension(X509Extensions.KeyUsage, true, new
KeyUsage (
KeyUsage.digitalSignature |
KeyUsage.keyEncipherment));

return certGen.generate(signaturekey, "BC"); // QIS A

i
0z
0x
ol
2

Ol

2= elE
}

public static void ipset(String str) throws |0Exception,
NoSuchPaddingException, |llegalBlockSizeException,
BadPaddingException {
// BouncyCastle Provider =}
name = str;
Security.addProvider (new BouncyCast leProvider()); // ZZH0IH

=t
/1. 9188 % ABN 23
/| REQZIIR AENE XA IS 01830 L
/] JHQLel eIEME=E g 030t 2«
)

System.out.printin(

try {
FilelnputStream fis;FileOutputStream fos;

[/RE =N AL
CertificateFactory cf =

CertificateFactory.getInstance("X.509");
fis = new FilelnputStream(new

File("C:WUsersWHPCHWDesk top! = A S =Wi"+"root .der "))
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X509Cer tificate rootCert = (X509Certificate) cf

.generateCertificate(fis); // ML U A

FCF
o

System.out.printIn("#n* root2EAX =228 ");

ol

4o
=)
x
e
0l
x
ogr

Aoz

I

fis.close();

/] root@IEI22] JHRII| S|

KeyStore ks;

char[] code = {'s",'e','c','r",'e","t",'c",'0",'d", 'e'};
[/ JHCII| 2532 8t I DE HF. HOM DNHOIYS

fis = new FilelnputStream(new
File("C:WUsersHPCDesk topttl S A S =S "+"root .key") )

ks = KeyStore.get Instance(KeyStore.getDefaul tType());

ks.load(fis,code); // DA ANHSAM IIAENHN 2=

fis.close();

System.out.printIn("Wn* root JNQI3| 22is ");

PrivateKey rootPrivateKey =
(PrivateKey)ks.getKey("RootPrivateKeyAlias",code);

System.out.printIn(name);

[IAFE XIS BIHI| ALl

fis = new FilelnputStream(new
File("C:WiUser SWPCWWDesk topiiO! S Al = S +name+" .pkey") ) ;

int size = fis.available();

byte[] s = new byte[size];

fis.read(s):

fis.close();

X509EncodedKeySpec pubKeySpec = new
X509EncodedKeySpec(s) ;

KeyFactory keyFactory = KeyFactory.getInstance("RSA");

PublicKey userPublicKey =
keyFactory.generatePub!ic(pubKeySpec);

System.out .printIn(userPublicKey);

System.out.printin("#n* AF2X 23| 2248 "):

/] C1EN MAED]

X509Cer tificate userCert = generateCertificate(new
X500Pr incipal (

"C=KR,CN=" + name), userPublicKey,
rootPrivateKey,
rootCert, CertType.ENDENTITY);
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/1 e

Ol

ME I MESHI

fos = new FileOutputStream(new
File("C:WUser sWPCWWDesk topWiW ol S A = =W " +name+" .der ")) ;
fos.write(userCert.getEncoded()); // W2 H&
fos.close();
System.out.printin("#n*0| X 1=
System.out.printin("QISAHMHAZ");

} catch (Exception e) {
System.out.printIn("#n~ &IH ");

}
package jrdesktop.server;
import java.awt.AWTException;
import java.awt.Graphics2D;
import java.awt.Rectangle;
import java.awt.Robot;
import java.awt.Toolkit;
import java.awt.event.InputEvent;
import java.awt.event.KeyEvent;
import java.awt.event.MouseEvent;
import java.awt.event.MouseWheelEvent;
import java.awt.image.Bufferedimage;
import java.util.ArrayList;
import jrdesktop.utilities.ImageUtility;
[ *%
* robot.java
* @author benbac
*/
public class robot {
private Robot rt;
private Toolkit tk = null;
private Rectangle screenRect;

public robot() {
tk = Toolkit.getDefaultToolkit();
screenRect = new Rectangle(tk.getScreenSize());
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try {
rt = new Robot();
}
catch (AWTException awte) {
awte.getStackTrace();

}

public Bufferedimage captureScreen() {
screenRect = new Rectangle(tk.getScreenSize());
return rt.createScreenCapture(screenRect);

}

public byte[] CaptureScreenByteArray() {
return ImageUtility.toByteArray(captureScreen());

public Rectangle getScreenRect() {
return screenRect;

public void updateData(Object object) {
ArrayList Objects = (ArraylList) object;
for (int i=0; i<Objects.size(); i++) {
Object obj = Objects.get(i);
if (obj instanceof MouseEvent)
app | yMouseEvent ((MouseEvent )obj )
else if (obj instanceof KeyEvent)
app |l yKeyEvent ( (KeyEvent)obj);

}
public void applyMouseEvent (MouseEvent evt) {
rt.mouseMove(evt.getX(), evt.getY()):
int buttonMask = 0;
int buttons = evt.getButton();
if ((buttons == MouseEvent .BUTTON1)) buttonMask =
[nputEvent .BUTTON1_MASK;
if ((buttons == MouseEvent .BUTTON2)) buttonMask [=
InputEvent .BUTTONZ_MASK;
if ((buttons == MouseEvent .BUTTON3)) buttonMask |=
InputEvent .BUTTON3_MASK;
switch(evt.get1D()) {
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case MouseEvent .MOUSE_PRESSED: rt.mousePress(buttonMask); break;
case MouseEvent .MOUSE_RELEASED: rt.mouseRelease(buttonMask); break;
case MouseEvent .MOUSE_WHEEL: rt.mouseWheel (
((MouseWhee|Event) evt).getUnitsToScroll()); break;

public void applyKeyEvent (KeyEvent evt) {
switch(evt.get1D()) {
case KeyEvent .KEY_PRESSED: rt.keyPress(evt.getKeyCode()); break;
case KeyEvent .KEY_RELEASED: rt.keyRelease(evt.getKeyCode()): break;

[Client]
package =&t
import java.io.x*;
//import java.net.ServerSocket; AlHIA3ZN ERQS
import java.net.Socket;

v

import java.net.UnknownHostException;
import java.security.KeyPair;

//2C0|E T2

public class Certinfo {
String name;
String pw;
int n;
KeyPair aliceKeyPair;

CertlInfo() throws UnknownHostException, |0Exception {

Socket soc = null;
InputStream in = null;
QutputStream out = null;

void set(String a, String b) throws UnknownHostException, |0Exception{
name = a;
pw = Db;
contect();
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void contect() throws UnknownHostException, I0Exception {

Socket soc = null;

BufferedWriter bw = null;

soc = new Socket("192.168.0.23",8000);
DatalnputStream dis=new DatalnputStream(new FilelnputStream(new
File("c:WW", namet".pkey")));
DataQutputStream dos=new
DataOutputStream(soc.getOutputStream());

//  bw= new BufferedWriter(new
QutputStreamWriter (soc.getOutputStream()));

dos.writeUTF(name/*+"#n"«/);//2XE B NS K BHEA|

HO

/] bw.flush();//writelll 2XLES 2LM= flush ailF0F M2

dos.writeUTF(pw/*+"Wn"*/);// 22X SLI WHS X BHE A

[/ow. flush()://writedll EXLEE 2= flush ol F0F M2

dos.writeUTF(name/*+" .pkey"+"#n"«/);//bw.flush();
[* HEiSE U E 2H AEZES SUHS0HA 2=
OutputStream0il HZ& */
// BIOIEERIZ UM AEYESZ M|
int b=0;
while( (b=dis.read()) != -1 ){
dos.writeByte(b);System.out.printin(b);
dos. flush();
}
System.out.printin("&&22");
[* RtEAZel «/
dis.close(); dos.close(); soc.close();

dis=null; dos=null; soc=null;
GetCertClient gcc = new GetCertClient(name);
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}
package
impor t
impor t
impor t
impor t
impor t
impor t
impor t
impor t
impor t
S

public

gcc.conect();

h

= KF-
= T

java.awt.event.*;

javax.swing.x;

java.io.x*;

java.net.=;

java.security.*;

java.text.=*;

java.util.x;

javax.swing.filechooser .FileNameExtensionFilter;
java.awt.event.*;

Sc20|HE

class CertlLogin {

static String a;

JFrame frame;

private JTextField Choice;

private JPasswordField PW;

static String id;

private PrivateKey alicePrivateKey;
private KeyStore keyStore;

private JFileChooser fileChooser = new JFileChooser();
private File selectedFile;

private String plainText;

/*

* public static void main(String[] args) { EventQueue.invokelLater (new

*

Runnable() { public void run() { try { CertlLogin window = new

*

CertLogin(); window.frame.setVisible(true); } catch (Exception e) {
* e.printStackTrace(); } } }); }
*/

public CertlLogin(String ID) throws Exception {

initialize(1D);

private void initialize(String ID) throws Exception {
frame = new JFrame():
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