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2.1 PHP &2
2.1.1 9 A

index.php

<html>

<head>

<title> Ghost Service 24 Hour </title>
<body>

<center><a href="gs24.php"><img src="./img/a5.png" vspace="200" hspace="250"
></a></center>

</body>
</html>

gs24.php
<?

session_start():
7>
<html>
<head>
<meta http-equiv="Content-Type" content="text/html; charset=euc-kr">
<link rel="stylesheet" type="text/css" href="css/common.css">
</head>

<body>
<center>
<div id="wrap">
<div id="header">
<? include "./lib/top_loginl.php": ?>
</div> <!-- end of header -->

<div id="menu">
<? include "./lib/top_menul.php"; ?>
</div> <!-- end of menu -->

<div id="content">
y <div id="main_img"><img src="./img/main_img.jpg" width="1100" height="500"
></div>
</div> <!-- end of content -->
</div> <!-- end of wrap -->
</center>
</body>
</html>
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member_form.php
<?
session_start();
>
<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 401 Transitional//EN"
"http://www.w3.org/TR/html4/loose.dtd">
<html>
<head>
<meta charset="euc-kr">
<link href="../css/common.css" rel="stylesheet" type="text/css" media="all">

<link href="../css/member.css" rel="stylesheet" type="text/css" media="all">

<script>
function check_id()

window.open("check_id.php?id="+document.member_form.id.value,"IDcheck","left=200,t
op=}200,width= 200,height=60,scrollbars=no,resizable=yes");

function check_nick()

window.open("check_nick.php?nick="+document.member_form.nick.value,"NICKcheck",
"lef‘i=200,top=200,Width=200,height=60,scrollbars=no,resizable=yes"):
function check_input()
if (/document.member_form.id.value)
alert("ofo|t] & Y=HstAQ"):

document.member_form.id.focus():
return;




if (/document.member_form.pass.value)

alert("s| YW & S YA Q"):
document.member_form.pass.focus();
return;

if (ldocument.member_form.pass_confirm.value)

alert("O] W S 291S U5 R");
document.member_form.pass_confirm.focus();
return;

}

if (ldocument.member_form.name.value)

alert("0] §-& Y25 Q"):
document.member_form.name.focus():
return:

if (ldocument.member_form.nick.value)

document.member_form.nick.focus():

return,

if (/document.member_form.hp2.value || |document.member_form.hp3.value )

alert("FUIE Wo g Y5pNa");
document.member_form.nick.focus():
return;

if (document.member_form.pass.value !=
document.member_form.pass_confirm.value)

{
alert("B]|WHS 7} AR|SHA] ASUTF\ntHA] AHsHFAQ."):
document.member_form.pass.focus():
document.member_form.pass.select():
return;
t
if (ldocument.member_form.emaill.value

ldocument.member_form.email2.value )

alert("o]o|Y Y54 2");
document.member_form.nick.focus():
return;

document.member_form.submit():

function reset_form()

m,
)

document.member_form.id.value =
document.member_form.pass.value =
document.member_form.pass_confirm.value =
document.member_form.name.value = "

",
)




document.member_form.nick.value =
document.member_form.hpl.value
document.member_form.hp?2.value
document.member_form.hp3.value
document.member_form.emaill.value
document.member_form.email2.value

document.member_form.id.focus();
return;

</script>
</head>

<body>
<div 1d="wrap">
<div id="header">
<? include "../lib/top_login2.php"; 7>
</div> <!-- end of header -->

<div id="menu">

<? include "../lib/top_menu2.php":
</div> <!-- end of menu -->
<div id="content">

<div id="coll">

<div id="left_menu">

<?

include "../lib/left_menu.php";
7>

</div>
</div> <!-- end of coll -->

<div id="col2">

<form name="member_form" method="post"

<div id="title">
<img src="../img/title_join.gif">
</div>

<div id="form_join">
<div id="joinl">

<ul>

<li>* ofo]f]</li>

<li>x v|ZHS </1i>
<li>x B|dH5 =ol</li>
<li>* 0]2</li>

<li>* dy|d</li>

li>x sofj=</li>

<li>* o|m|d</li>

</ul>

</div>

<div id="join2">

<ul>

<li><div  id="id1"><input  type="text"

href="#"><img

src="../img/check_id.gif'
id="id3">4~12A}9] P& AFTAL, ARF S47]5(0) O AFEE &

910"

= )
m,

7>

<li><input type="password" name="pass"></li>
<li><input type="password" name="pass_confirm"></1i>

<li><input type="text" name="name"></li>

action="insert.php">

name="id"></div><div
onclick="check_id()"></a></div><div
)&t </div></li>

id="id2"><a




<li><div id="nick1"><input type="text" name="nick"></div><div id="nick2" ><a

href="#"><img src="../img/check_id.gif" onclick="check_nick()"></a></div></li>
<li><select class="hp" name="hp1">
<option value='010'>010</option>
<option value='011'>011</option>
</select> - <input type="text' class="hp" name="hp2"> - <input
type="text" class="hp" name="hp3"></li>
<li><input type="text" id="emaill" name="emaill"> @ <input type="text
name="email2"></1i>
</ul>
</div>
<div class="clear"></div>

<div id="must"> * = " oldsrZ ol </div>
</div>
<div id="button"><a href="#"><img src="../img/button_save.gif"

onclick="check_input()"></a>&nbsp;&nbsp;
<a href="#"><img src="../img/button_reset.gif"

onclick="reset_form()"></a>

</div>

</form>
</div> <!-- end of col2 -->
</div> <!-- end of content -->

</div> <!-- end of wrap -->

</body>
</html>

insert.php

<meta charset="euc-kr">

<?
$hp = $hpl."-".$hp2."-".$hp3;
$email = $emaill."@". $email?;

$regist_day = date("Y-m-d (H:)"); // @&l "d-¥-A-A]-E'S x|A

$ip = $SREMOTE_ADDR; // WHEXHe] [P —?—E% Sk
include "../lib/dbconn.php"; // dconn.php TS Bz

$sql = "select * from member where id='$id"";
$result = mysql_query($sql, $connect);
$exist_id = mysqgl_num_rows($result);

if(exist_id) {

echo("
<script>
window alert('3% otolt}7} EREUct.")
history.go(-1)

. </script>
exit;
else
{ // B EE A ¥HS $sqlof] ¥
$sqgl = "Insert into member(id, pass, name, nick, hp, email, regist_day,
level) ";




rny?ql_query($sql, $connect): // $sql o] AAE WP AlsY

mysql_close(): // DB 972 &7]
echo "
<script>
location.href = '../gs24.php';
</script>

7>

check_id.php

<meta charset="euc-kr">

<?
if(!1$id)
echo("otolt]& Y=stAQ.");
else
{ include "../lib/dbconn.php";
$sql = "select * from member where id="$id" ";
$result = mysql_query($sql, $connect);
$num_record = mysql_num_rows($result);
if ($num_record)
echo "ofo|t)7} SSHUTH<br>"
echo "t} ofoltE AHESHAl Q. <br>"
else
echo "AM&7s3st ofolr Ay}
mysql_close();
7> }

check_nick.php
<meta charset="euc-kr">
<?

if(!$nick)

{

else

{
include "../lib/dbconn.php";

$sql = "select * from member where nick='$nick' ":

$result = mysql_query($sql, $connect);
$num_record = mysql_num_rows($result);

if ($num_record)

echo "Jy o] FEHUYC}.<br>"

_10_




echo "C}&

else

Jy|ele AR 2. <br>";

echo "AHg7Heer HUddH "

mysql_close();

7>

LI P
=ojelcy
=HIRHe
=~ HIEHE BH
~0|B
=S
- FHE

mu-L -

~0|HE

= B WEUSLUCL

EELE] o oxiel 92 287, 27igl 82212() 0 M2 4+ HEUTH

2

<37 3> U7y shd

=

T
imyvsql> show databases:

| Database I

| information_schema |
| gs24 |

2 rows in set (0.00 sec)

myrsq >

mysql> show tables:
-

| Tables_in_gs24 |
-

| download I

| member 1
-

2 rows in set (0.00 sec)

mywsql> select = from member:

| id | pass | name | nick | he | email | regist_daw I level
- - — - -

| test2 | qwer | test2 | test2 | D10-1111-1111 | test2@test.com | 2015-03-29 (14:39) | 9
| test | 1234 | test | test | O10-0000-0000 | test@test.com | 2015-03-28 (16:52) | 9

I——

2 rows in set (0.00 sec)

2.1.3 2739l

<33 4> 3719 DB

login.php
<?

session_start();

_’I’I_




7>
<meta charset="euc-kr">

<?
// °1FSHOA o]Fo] UHEX] AfodH "o]FZ YHsH K"
// HAIR] &3
if(1$id) {
echo("
<script>
window.alert('olo|C] & UASIAR.")
history.go(-1)
<"/)script>
e>,<it;
t
if(!$pass) {
echo("
<script>

window.alert('H| ¥ S & A3IA Q")
history.go(-1)
y </script>

e},cit:

include "../lib/dbconn.php";

$sql = "select * from member where id='$id";
$result = mysql_query($sql, $connect);

$num_match = mysql_num_rows($result):
if(!$num_match)

echo("
<script>
window alert('S-2gx| o4& ofolojUyct.)
history.go(-1)
) </script>
t
else
{

$row = mysql_fetch_array($result);
$db_pass = $row[pass]:
if($pass != $db_pass)

echo("
<script>
window.alert('H|d¥H s 7} EHYrc}")
history.go(-1)
y </script>

exit;

else

{

$userid = $rowlid]:
$username = $row[namel;
$usernick = $row[nick];

_‘|2_




Suserlevel = $rowllevell;
$_SESSION['userid'] = $userid;
$_SESSION['username'] = $username;
$_SESSION['usernick'] = $usernick;

$_SESSION]['userlevel'] = $userlevel;
echo("

<script>

location.href = '../gs24.php";

) </script>

modify.php
<?

session_start():
7>
<meta charset="euc-kr">
<?
$hp = $hpl."-".$hp2."-".$hp3;
$email = $emaill."@". $email?2;

$regist_day = date("Y-m-d (H:i)"): // @A9] '@-L-L-Al-&'& A%

include "../lib/dbconn.php"; // dconn.php tdS =22

$sql = "update member set pass='$pass’, name='$name' , ";

$sql .= "nick='$nick', hp='$hp', email='$email', regist_day='$regist_day' where
id="$userid"":

mysql_query($sql, $connect); // $sql o A=l ] Alsy

mysql_close(); // DB |74 &7]
echo "
<script>
location.href = '../gs24.php":
</script>

7>

logout.php
<?

session_start():
unset($_SESSION|'userid']);
unset($_SESSION|['username']);
unset($_SESSION|'usernick']);
unset($_SESSION|'userlevel']);

echo("
<script>
location.href = '../gs24.php';
) </script>

7>
-- login_form.php --

<? session_start(); ?>
<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"

_13_




"http://www.w3.org/TR/html4/loose.dtd">

<html>

<head>

<meta charset="euc-kr">

<link href="../css/common.css" rel="stylesheet" type="text/css" media="all">

<link href="../css/member.css" rel="stylesheet" type="text/css" media="all">
</head>

<body>
<div id="wrap">
<div id="header">
<? include "../lib/top_login2.php": ?>
</div> <!-- end of header -->

<div id="menu">
<? include "../lib/top_menu2.php"; ?>
</div> <!-- end of menu -->

<div id="content">

<div id="coll">

<div id="left_menu">
<?

include "../lib/left_menu.php";
7>

</div>

</div> <!-- end of coll -->

<div id="col2">

<form name="member_form" method="post" action="login.php">
<div id="title">

<img src="../img/title_login.gif">

</div>

<div id="login_form">

<div class="clear"></div>

<div id="login2">
<div id="id_input_button">
<div id="id_pw_title">
<ul>
<li><img src="../img/id_title.gif"></1i>
<li><img src="../img/pw_title.gif"></li>
</ul>
</div>
<div id="id_pw_input">
<ul>
<li><input type="text" name="id" class="login_input"></1i>
<E><input type="password" name="pass" class="login_input"></1i>
</ul>
</div>
<div id="login_button">
<input type="image" src="../img/login_button.gif">
</div>
</div>
<div class="clear"></div>

<div id="login_line"></div>
<div id="join_button"><img
src="../img/no_join.gif">&nbsp;&nbsp;&nbsp;&nbsp;<a

_14_




href="../member/member_form.php"><img src="../img/join_button.gif"></a></div>

</div>
</div> <!-- end of form_login -->

</form>
</div> <!-- end of col2 -->
</div> <!-- end of content -->
</div> <!-- end of wrap -->

</body>
</html>

member_form_modify.php
<?
session_start();
7>
<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.org/TR/html4/loose.dtd">

<html>
<head>
<meta charset="euc-kr">
<link href="../css/common.css" rel="stylesheet" type="text/css" media="all">
<link href="../css/member.css" rel="stylesheet" type="text/css" media="all">
<script>

function check_id()

window.open(“"check_id.php?id=" + document.member_form.id.value,
"IDcheck”,
"left=200,top=200,width=250,height=100,scrollbars=no,resizable=yes");

t
function check_nick()

window.open(“"check_nick.php?nick=" + document.member_form.nick.value,
"NICKcheck",
| "left=200,top=200,width=250,height=100,scrollbars=no,resizable=yes");

function check_input()
if (ldocument.member_form.pass.value)

alert('8| TH =S Y5t L")
document.member_form.pass.focus();
return;

if (ldocument.member_form.pass_confirm.value)

alert("d]dH s =klZ AHSHAQ"):
document.member_form.pass_confirm.focus():
return;

if (document.member_form.name.value)

alert("0] £ UstH ")
document.member_form.name.focus();
return;

_15_




if (Idocument.member_form.nick.value)

alert("‘:} Lﬂ OE] % C]):} r—_l_:]l 6]‘}\1]_9_")7
document.member_form.nick.focus():

return,

if (/document.member_form.hp2.value || |document.member_form.hp3.value )

alert('FoE W8S AANR");
document.member_form.nick.focus();
return;

}

if (document.member_form.pass.value !=
document.member_form.pass_confirm.value)

alert("B]WHS 7} LR|SHA] AU \nHA] AHsHFA1Q.%):
document.member_form.pass.focus():
document.member_form.pass.select():

return;
if (document.member_form.emaill.value || !document.member_form.email2.value )

alert(*olo]d A stA 8"
document.member_form.nick.focus();
return;

document.member_form.submit():

function reset_form()
document.member_form.id.value = ";
document.member_form.pass.value =
document.member_form.pass_confirm.value =
document.member_form.name.value =
document.member_form.nick.value
document.member_form.hpl.value
document.member_form.hpZ2.value
document.member_form.hp3.value =
document.member_form.emaill.value
document.member_form.email2.value

nm,
B

m,

document.member_form.id.focus();
return;

</script>

</head>

<?
include "../lib/dbconn.php";
$sql = "select * from member where id='$userid";
$result = mysql_query($sql, $connect);

$row = mysql_fetch_array($result);
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$hp = explode("-", $rowlhpl]):
$hpl = $hp[0];
$hp2 = $hp[1]:

$hp3 = $hp[2]:

$email = explode('@", $rowl[emaill);

$emaill = $email[0];
$email2 = $email[1]:

mysql_close();
7>
<body>
<div id="wrap">
<div id="header">
<? include "../lib/top_login2.php"; 7>
</div> <!-- end of header -->

<div id="menu">
<? include "../lib/top_menu2.php"; ?>
</div> <!-- end of menu -->

<div id="content">
<div id="coll">
<div id="left_menu">

<?

include "../lib/left_menu.php";
7>

</div>

</div> <!-- end of coll -->

<div id="col2">

<form name="member_form" method="post" action="modify.php">
<div id="title">

<img src="../img/title_member_modify.gif">

</div>

<div id="form_join">
<div id="joinl">

<ul>

<li>x ofo]t]</li>
<li>+ v|ZHS </1i>
<li>x v|UHZ 3Fol</lIi>
<li>* 0]2</li>
<li>* Uy|d</li>
<li>* SO=</1i>
<li>x o|y|U</li>
</ul>

</div>

<div id="join2">
<ul>

<li><?= $rowlid] ?></li>

<li><input type="password" name="pass" value="<?= $row|[pass] ?>"></li>

<li><input  type="password" name="pass_confirm" value="<?= $row|[pass]
7>"></1i>

<li><input type="text" name="name" value="<?= $row[name] ?>"></li>

<li><div id="nick1"><input type="text" name="nick" value="<?= $row[nick]
?>"></div><div id="nick2" ><a href="#"><img src="../img/check_id.gif"
onclick="check_nick()"></a></div></li>

<li><input type="text" class="hp" name="hpl" value="<?= $hpl ?>">
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- <input type="text" class="hp" name="hp2" value="<?= $hp2 ?>"> - <input
type="text" class="hp" name="hp3" value="<?= $hp3 ?>"></li>
<li><input type="text" id="emaill" name="emaill" value="<?= $emaill ?>"> @
<input type="text" name="email2"
value="<?= $email2 ?>"></li>

</ul>
</div>

<div class="clear"></div>

. . n n 5 = M
<div id="must’> * = T4 YHAIFAYTE " </div>
</div>

<div id="button"><a href="#"><img src="../img/button_save.gif"
onclick="check_input()"></a>&nbsp;&nbsp;

<a href="#"><img src="../img/button_reset.gif" onclick="reset_form()"></a>

</div>
</form>

</div>
</div>
</div>

</body>
</html>

=79l

g|@lg o] ojo|ci2t HIUH S E Al FAHIR.

afolcy

) Gl e B

<37 5> 279 3td

2.1.4 AATH

view.php
<?

session_start():
include "../lib/dbconn.php";
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$sql = "select * from $table where num=%$num";

$result = mysql_query($sql, $connect):

$row = mysqgl_fetch_array($result);

$item_num = $row[num]:
Sitem_id = $rowlid];
$item_name = $row[namel;

$item _nick = $row[nick];

$item _hit = $rowlhit];
$file_name[0] = $rowlfile_name_0]:
$file_name[l] = $rowlfile_name_1]:
$file_name[2] = $row|file_name_2]:

$file_type[0] = $rowlfile_type_0];
$file_type[l] = Srowlfile_type_1];
$file_typel2] = $rowlfile_type_2];

$file_copied|0]
$file_copied|1]
$file_copied|2]

$row[file_copied_0]:
$row|file_copied_1];
$rowlfile_copied_2];

$item _date = $row(regist_day]:
$item_subject = str_replace(" ", "&nbsp;", $row[subject]):

$item_content = str_replace(" ", "&nbsp;", $row[content]);
$item_content = str_replace("\n", "<br>", $item_content);

$new_hit = $item_hit + 1;

$sql = "update $table set hit=fnew_hit where num=$num"; // & &

57H7)
mysql_query($sql, $connect);

7>
<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.org/TR/html4/loose.dtd">
<html>
<head>
<meta charset="euc-kr">
<link href="../css/common.css" rel="stylesheet" type="text/css" media="all">
<link href="../css/board3.css" rel="stylesheet" type="text/css" media="all">
<script>

function del(href)

if(confirm("stH AA|sH Al2 &= S weo] QU \n\ng T
AR SEAIZASU7EY) |
document.location.href = href;
t

</script>
</head>

<body>
<div id="wrap">

<div id="header">
<? include "../lib/top_login2.php"; ?>
</div> <!-- end of header -->

5l
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<div id="menu">
<? include "../lib/top_menu2.php": ?>
</div> <!-- end of menu -->

<div id="content">
<div id="coll">
<div id="left_menu">
<?
include "../lib/left_menu.php";

?>

</div>
</div> <!-- end of coll -->

<div id="col2">

<div id="title">

<img src="../img/title_download.gif">
</div>

<div id="view_comment"> &nbsp:</div>

<div id="view_title">
<div id="view_title1"><?= $item_subject ?></div><div id="view_title2"><?=
$item_nick ?> | &3] : <?= $item_hit ?>
| <?= $item_date ?> </div>
</div>
<div id="view_content">
for ($i=0; $i<3: $i++)

{
:1{f ($userid && $file_copied|[$i])

<?

$show_name = $file_name[$i]:
$real_name = $file_copied|$i]
$real_type = $file_type[$il;
$file_path = "./data/".$real_name;
$file_size = filesize($file_path);

echo "D AEIY : $show_name ($file_size Byte) &nbsp:&nbsp:;&nbsp:;&nbsp;
<a
href="download.php?table=$table&num=$numé&real_name=%real_name&show_name=$s
how_name&file_type=$real_type'>[A %} ]|</a><br>";

¥

7>
<br>

<?

:1{f($userid && $userid==%item_id)
7>

<?= $item_content 7>
<?

t
7>
<?

include 'class.crypto.php';
$crypto = new Crypto();

if(Suserid && $userid!=%item_id)
{
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7>
<?= $crypto->encrypt($item_content) ?>

}

</div>

<?

7>

<div id="view_button">

<a href="list.php?table=<?=%table?>&page=<?=$page?>"><img
src="../img/list.png"></a>&nbsp:
<?

:1{f($userid && S$userid==%item_id)

7>

<a
href="write_form.php?table=<?=%table?>&mode=modify&num=<?=$num?>&page=<?=$p
age?>"><img src="../img/modify.png"></a>&nbsp;

<a
href="javascript:del('delete.php?table=<?=$table?>&num=<?=$num?>")"><img
src="../img/delete.png"></a>&nbsp;
<?

t
7>
<?
if($userid)
{
7>
<a href="write_form.php?table=<?=$table?>"><img src="../img/write.png"></a>
<?
}
7>
</div>

<div class="clear"></div>

</div> <!-- end of col2 -->
</div> <!-- end of content -->
</div> <!-- end of wrap -->

</body>
</html>

insert.php

<? session_start(); 7>

<meta charset="euc-kr">
<?

if(!$userid) {
echo("
<script>
window.alert('2 791 $ o] &3] £AQ.")
history.go(-1)
”<)/script>

e)’dt:
}
$regist_day = date("Y-m-d (H:)"); // @&jo] "d-L-U-A]-2'S A%

// ®E oe d=e
$files = $_FILES["upfile"];




$count = count($files['name"]);
$upload_dir = './data/";

for ($i=0; $i<$count; Fi++)

$Supfile_name[$i] = $files["'name"][$i];

Supfile_tmp_name[$i] = $files["tmp_name"][$i]:

$upfile_type[$i] = S$files["type"][$il;
$upfile_size[$i] = $files["size"|[$il;
$upfile_error|$i] = $files["error"][$i];

$file = explode(".", $upfile_name[$i]);
$file_name = $file[0]:

$file_ext = S$file[1]:

If (I$upfile_error($i])

$new_file_name = date("Y_m_d_H_i_s");
$new_file_name = $new_file_name."_".$i;
$copied_file_name[$i] = $new_file_name."." $file_ext:
$uploaded_file[$i] = $upload_dir.$copied_file_name[S$i];

if( $upfile_size[$i] > 5000000 ) {
echo("
<script>
alert('d=2c md F7|7F A|FH S%H5MB)S AnUcti<br>md 375
ATsiEAR!l )
history.go(-1)

</script>
e),(it:
}
if (Imove_uploaded_file($upfile_tmp_name[$i], $uploaded_file[$i]) )
echo("
<script>

history.go(-1)
</script>
Il),

exit;

include "../lib/dbconn.php"; // dconn.php TtdS B3 &
:1{f ($mode=="modify")

$num_checked = count($_POST['del_file']);
$position = $_POST['del_file'];

gor($i=0; $i<$num_checked; $i++) // delete checked item

$index = $position[Fil:
$del_ok[$index] = "y
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$sql = "select * from $table where num=%$num"; // get target record
$result = mysql_query($sql);
$row = mysql_fetch_array($result):

for ($i=0; $i<$count; $i++) // update DB with the value of file
input box

$field_org_name = "file_name_".$i;
$field_real_name = "file_copied_".$i;

$org_name_value = $upfile_name|[$il;
Sorg_real_value = $copied_file_name[$i];
%f ($del_ok[$i] == "y")
$delete_field = "file_copied_".$i:
$delete_name = $row[$delete_field];
$delete_path = "./data/".$delete_name;
unlink($delete_path):
$sql = "update $table set $field_org_name = '$org_name_value',
$field_real_name = '$org_real_value' where num=%$num";
mysql_query($sql, $connect); // $sql off AA=E 3 AlsH
}else
f (ISupfile_error{$i])
$sql = "update $table set $field_org_name = '$org_name_value',

$field_real_name = '$org_real_value' where num=%$num";
mysql_query($sql, $connect); // $sql of A= H AlsH

$sql = "update $table set subject='$subject’, content="$content' where num=$num":
mysql_query($sql, $connect); // $sql off A= Hg AlsH

else

{
$sql = "insert into $table (id, name, nick, subject, content, regist_day, hit, "

$sql .= " file_name_0, file_name_1, file_name_2, flle type 0, file_type_1,
file_type_ 2 file_copied_0, file_copied_1, file copled 2)"

$sql .= " values('$userid’, '$username’, '$usernick', '$subject’, '$content’,
'$regist_day', 0, "

$sql .= " '$upfile_name[0]', '$upf11e namel[1]", $upf11e name|2]',
'$upfile_type[0]', 'Supfile_type[1]', '$upfile_type[2]',

$sql .= " '$copied_file_name[0]', '$copied_file_name[l]','$copied_file_name[2]')";

mysql_query($sql, $connect): // $sql off A7 Fg Ay

_23_




mysql_close(): // DB 974 &7]
echo "
<script>
location.href = 'list.php?table=$table&page=$page':
</script>
7> ’
list.php
<?
session_start():
$table = "download";
7>

<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.org/TR/html4/loose.dtd">

<html>

<head>

<meta charset="euc-kr">

<link href="../css/common.css" rel="stylesheet" type="text/css" media="all">
<link href="../css/board3.css" rel="stylesheet" type="text/css" media="all">

</head>
<?

include "../lib/dbconn.php";
$scale=10; // gt o] BAEE 2

if ($mode=="search")

{
:1{f(!$search)

echo(
<script>
window.alert('ZZA& hojS AAF| FA Q')
history.go(-1):
”</ script>

exit;

}

$sql = "select * from S$table where $find like '%$search%' order by num

desc";
else

$sql = "select * from $table order by num desc";

$Presult = mysql_query($sql, $connect):
$total_record = mysql_num_rows($result); // &AA = &

// AR Ho|X] 4x($total_page) A4

if ($total_record % $scale == 0)

$total_page = floor($total_record/$scale);
else

$total_page = floor($total_record/$scale) + 1;

if (I$page) // Ho]X| ¥ 2 ($page)’t 0
$page = 1 // Holx] g5 18 %7]st
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// BAIZ Ho]X|($page)oll T}t $start A4t
$start = ($page - 1) * $scale;
) $number = $total_record - $start;
>
<body>
<div 1d="wrap">
<div id="header">
<? include "../lib/top_login2.php"; 7>
</div> <!-- end of header -->

<div id="menu">

<? include "../lib/top_menu2.php"; 7>
</div> <!-- end of menu -->
<div id="content">

<div id="coll">
<div id="left_menu">

<?

include "../lib/left_menu.php";
7>

</div>

</div>

<div id="col2">

<div id="title">

<img src="../img/title_download.gif">
</div>

<form name="board_form" method="post"
action="list.php?table=<?=$table?>&mode=search">
<div id="list_search">
y <div id="list_searchl1">> % <?= $total_record ?> 7§29 #A|A]=0] 9]
</div>
<div id="list_search2"><img src="../img/select_search.gif"></div>
<div id="list_search3">

<select name="find">
<option value='subject'>A|=</option>
<option value='content'>W-&</option>
<option value='nick'>¥%</option>
<option value='name'>0]E</option>

</select></div>

<div id="list_search4"><input type="text" name="search"></div>

<div id="list_searchb"><input type="image"

src="../img/list_search_button.gif"></div>
</div>
</form>

<div class="clear"></div>

<div id="list_top_title">

<ul>

<li id="list_titlel"><img src="../img/list_titlel.gif"></1i>
<li id="list_title2"><img src="../img/list_title2.gif"></1i>
<li id="list_title3"><img src="../img/list_title3.gif"></1i>
<li id="list_title4"><img src="../img/list_title4.gif"></1i>
<li id="list_title5"><img src="../img/list_title5.gif"></1i>
</ul>

</div>

<div id="list_content">
<?

 for ($i=Pstart; Fi<Pstart+Pscale && $i < $total_record; $i++)
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{
mysql_data_seek($result, $i);
// 7R HEEz YR|(ZIH) o]F

$row = mysql_fetch_array($result);

// stde] HZE 7Hq Q7]

$item_num = $row[num];
$item _id = $row[id];
$item_name = $row[name]:
$item _nick = $row[nick];
$item_hit = $rowlhit];
$item_date = $row[regist_day];

Sitem_date = substr($item_date, 0, 10):

) $item_subject = str_replace(" ", "&nbsp;", $row[subject]);
>

<div id="list_item">

<div id="list_item1"><?= $number ?></div>

<div id="list_item2"><a
href="view.php?table=<?=$table?>&num=<?=$item_num?>&page=<?=$page?>"><?=
$item_subject ?></a></div>

<div id="list_item3"><?= $item_nick ?></div>

<div id="list_item4"><?= $item_date ?></div>

<div id="list_item5"><?= $item_hit ?></div>

</div>
<?
$number--;
7> }
<div id="page_button">
) <div id="page_num"> 4« ©]A &nbsp:&nbsp:;&nbsp:&nbsp;
<

/) AT 22 stdo] Holx] L3 HE &2

oO— v

for ($i=1; $i<=$total_page: $i++)

if ($page == $i) // @A Ho]X] ¥s F3 gt

{
}echo "<b> $i </b>";
else

{
}echo "<a href='list.php?table=$table&page=$i"> $i </a>"

7>

&nbsp:&nbsp:&nbsp:&nbsp; T2 »

</div>

<div id="button">

<a href="list.php?table=<?=$table?>&page=<?=$page?>"><img
src="../img/list.png"></a>&nbsp:

<?
if($userid)
{
>
<a href="write_form.php?table=<?=$table?>"><img src="../img/write.png"></a>
<?
}
7>
</div>

</div> <!-- end of page_button -->
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</div> <!-- end of list content -->
<div class="clear"></div>
</div> <!-- end of col2 -->

</div> <!-- end of content -->
</div> <!-- end of wrap -->

</body>
</html>

download.php

<? session_start(); ?>
<?

if(!$userid) {
echo("
<script>

window.alert('2 7191 & o] &3] FAQ.")

history.go(-1)
. </script>

exit;
t
$file_path = "./data/".$real_name:
if( file_exists($file_path) )
$fp = fopen($file_path,"'rb");
if( $file_type )

Header("Content-type: application/x-msdownload"):
Header("Content-Length: " filesize($file_path)):
Header("Content-Disposition: attachment; filename=$show_name");
Header("Content-Transfer-Encoding: binary"):

Header("Content-Description: File Transfer"):

header("Expires: 0");

else

{
if(eregi("(MSIE 5.0|MSIE 5.1|MSIE 5.5|MSIE 6.0)",
$HTTP_USER_ACEENT))

Header("Content-type: application/octet-stream"):
Header("Content-Length: ".filesize($file_path));
Header("Content-Disposition: attachment;
filename=%$show_name");
Header("Content-Transfer-Encoding: binary");
Header("Expires: 0"):
else
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Header('Content-type: file/unknown");

Header("Content-Length: " filesize($file_path)):

Header("Content-Disposition: attachment;
filename=%$show_name");

Header("Content-Description: PHP3 Generated Data");

Header("Expires: 0");

t
¥
if(Ifpassthru($fp))
fclose($fp):
7> }
delete.php
<? session_start(); ?>
<?
if(1$userid) {
echo("
<script>

window.alert('2 7921 & o] &3l £ALQ.")
history.go(-1)

y </script>

e>y<it:

t

$file_path = "./data/".$real_name:
if( file_exists($file_path) )
$fp = fopen($file_path,'rb");
:l{f( $file_type )

Header("Content-type: application/x-msdownload");
Header("Content-Length: " filesize($file_path)):
Header("Content-Disposition: attachment; filename=$show_name");
Header("Content-Transfer-Encoding: binary"):

Header("Content-Description: File Transfer"):
header("Expires: 0");

else
{
if(eregi("(MSIE F?{.OIMSIE 5.1|MSIE 5.5|MSIE 6.0)", $HTTP_USER_AGENT))
Header("Content-type: application/octet-stream");
Header("Content-Length: "filesize($file_path)):
Header("Content-Disposition: attachment;
filename=$show_name");
Header("Content-Transfer-Encoding: binary");
Header("Expires: 0"):

else
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Header("Content-type: file/unknown");
Header("Content-Length: ".filesize($file_path));
Header("Content-Disposition: attachment;

filename=$show_name"):

Header("Content-Description: PHP3 Generated Data");
Header("Expires: 0");

t
t
if(Ifpassthru($fp))
fclose($fp);
) t
>

write_form.php
<?
session_start():
include "../lib/dbconn.php";

if ($mode=="modify")

$sql = "select * from $table where num=$num';
$result = mysql_query($sql, $connect);

$row = mysql_fetch_array($result);

$item_subject = $row[subject];
Fitem_content = $row|[content];

$item_file_0
$item_file_1
$item_file_2

$row|file_name_0J;
$row|file_name_1];
$row|file_name_2];

$copied_file_0
$copied_file_1
?copied_ﬁle_Z

$rowlfile_copied_0J;
$row][file_copied_1]:
$rowlfile_copied_2];

7>

<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.org/TR/html4/loose.dtd">
<html>
<head>
<meta charset="euc-kr">
<link href="../css/common.css" rel="stylesheet" type="text/css" media="all">
<link href="../css/board3.css" rel="stylesheet" type="text/css" media="all">
<script>

function check_input()

if (!document.board_form.subject.value)

document.board_form.subject.focus():
return;

if (document.board_form.content.value)

alel"t("LH —g—% ?:} b= | —6—],}\1]_9_”)‘
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document.board_form.content.focus();
return;

document.board_form.submit();

</script>
</head>

<body>
<div id="wrap">

<div id="header">
<? include "../lib/top_login2.php"; 7>
</div> <l-- end of header -->

<div id="menu">
<? include "../lib/top_menu2.php"; ?>
</div> <!-- end of menu -->

<div id="content">
<div id="coll">
<div id="left_menu">

<?
include "../lib/left_menu.php";
7>
</div>
</div> <!-- end of coll -->
<div id="col2">
<div id="title">
<img src="../img/title_download.gif">
</div>
<div class="clear"></div>
<div id="write_form_title">
<img src="../img/write_form_title.gif">
</div>
<div class="clear"></div>
<?
i{f($mode::"modify")
7>

<form name="board_form" method="post"
action="insert.php?mode=modify&num=<?=$num?>&page=<?=$page?>&table=<?=$table
?>" enctype="multipart/form-data">

<?
t
else
{

7>

<form name="board_form" method="post"
action="insert.php?table=<?=$table?>" enctype="multipart/form-data">
<?

t

<div id="write_form">

<div class="write_line"></div>

<div id="write_rowl1"><div class="coll"> Y| </div><div
class="col2"><?=%usernick?></div></div>

<div class="write_line"></div>

7>
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<div id="write_row2"><div class="coll"> A= </div>
<div class="col2"><input type="text" name="subject"
value="<?=$item_subject?>" ></div>
</div>
<div class="write_line"></div>
<div id="write_row3"><div class="coll"> Y& </div>
<div class="col2"><textarea rows="15" cols="79"
name="content"><?=%item_content?></textarea></div>
</div>
<div class="write_line"></div>
<div id="write_row4"><div class="coll"> A¥n}a]l </div>
<div class="col2"><input type="file" name="upfile[]"> *
SMB7IR] 2t 71sl</div>

</div>
<div class="clear"></div>
<? :1{f ($mode=="modify" && S$item_file_0)

7>
<div class="delete_ok"><?=$item_file_0?> mtdo] E=r&]o] 94U T} <input
type="checkbox" name="del_file[]" value="0"> AtA|</div>

<div class="clear"></div>
<?
7>
<div class="write_line"></div>

<div id="write_rowb5"><div class="coll"> FEm}A2 </div>
<div class="col2"><input type="file" name="upfile[]"> =
SMB7HA] 2 E 7t=I</div>
</div>
<? :1{f ($mode=="modify" && S$item_file_1)

7>

<div class="delete_ok"><?=%item_file_1?> m}do] S=r&]o] Q& <input
type="checkbox" name="del_file[]" value="1"> AA|</div>

<div class="clear"></div>
<?
}

<div class="write_line"></div>
<div class="clear"></div>
<div id="write_row6"><div class="coll"> AEI}A3 </div>
<div class="col2"><input type="file" name="upfile[]"> =

7>

EMB7HX] d=2E 7t&sI</div>
</div>

<? if ($mode=="modify" && S$item_file_2)
{

7>

<div class="delete_ok"><?=%item _file_2?7> mtdo] E=2r]o] &}, <input
type="checkbox" name="del_file[]" value="2"> AtA|</div>

<div class="clear"></div>

<?

}

<div class="write_line"></div>

7>
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<div class="clear"></div>
</div>

<div id="write_button"><a href="#"><img src="../img/ok.png"

onclick="check_input()"></a>&nbsp:

<a href="list.php?table=<?=$table?>&page=<?=$page?>"><img

src="../img/list.png"></a>
</div>

</form>

</div> <!-- end of col2 -->
</div> <!-- end of content -->
</div> <!-- end of wrap -->

</body>
</html>
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el
E:;?u
[> salect  from download;

S T RS —

| num | id | name | nick | subject | content | regist_day | hit | file_name 0 | fite_name_| | file_nene 2 | file_nane.d |
filenamed | file_copied 0 | 1ile_copied ! | file_copied 2 | file.copied 3 | filecopiedd | file type 0 | filetype | | file type 2 | f
ile_tye 3 | filetype d |

P W VU VS U ———

S w——

| 1] test |test |test | W24 test | test | 2050328 (17220 7| M YAE SM.txet | | | ML |
ILL | 2015.03.28.17.27.21.0.txt | | | NILL | NULL | text/plain | | | N

JuLL | NILL |

| 4] test? | test? | test? | BEEY HOIE | 2T | 20150401 (16:49) | 2] | | | NAL |
HILL | | [ BLL | NLL | | | | N

I ——Y

2 rows in set (0.00 sac)

<aY 8> Al=A DB

3.SEEDY s

3.1 SEEDY¢sS

3.1.1 SEED ¢s#?
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2E(r=1)8 X YER(LRIOE VHEEE e 30|
3.1.3 SEED %uals 1
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Y3=5(X3), Ya=5(X,), Y1=584X)), Y=S5/(Xy,

Zy=(Ypbmy) P (Y &my B (Yalemy) B (Yi&ms)
.Z;:=(Y[,&ﬂ:3} ':.‘B' (Yl&m}} @ sz&ﬂi’ﬂ} EB (Ya&ml)
Zy=(Yylom) & (Y, &my) B (YVolemy) B (Vidomy)
.zU:(Yu&ﬂlu} S5 {1"1&#:-1} o (Yg&mg} D (Yg&mﬂ

(mp=0xfc, my=0xE3, mr=0xcf, m;=0x31)
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Za | Lz | Zi | Zo |

3.1.5 S-BOX
G 340 Yo AR &= v S-Box Si, Sr= th2o] 218 o] &3sto] ALt

SiiZp—Zp, A=A 2" Db,

10001010 01000101
11111110 10000101
10000101 11111110
A0=|01000010]| ,o_[00100001
01000101 | 10001010
00100001 10001000
LODOLDDD 01000010
00010100 00010100

J3<12> S-BOX
(n1 = 247 , n2 = 251 , b1 = 159 , b2 = 56)
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3.1.6 &=t 7] A4

8OlEX /92 oHol5e &, Auo] 4SSo] ofat ZhTHe A At
et 712 AT et 7] AHIEe 7R 2}
g 2 Qb) AF © AYS 2t AETISE e 380N &AL ¢
B 51 ashy|2RE WAt efecy|e s 2
ojZl 128H]E &3$7] K = A1l B1l C 1l DE 32H|E A& ,B,
o AHBElE PHeE 7] Ki=(KoiKu)s Thah 22 WAloR AAgic,

N T o8

for{ i=1; i<=16; i++) |
K.y« G(A+C-KCia);
K « G(B-D+KC.1);
if( i%2==1) A||T — (A] B
else CJ||L « (C| D)™

KCo = Ox9e3779h9 KCs = Ox3T7IOh99e
KC; = Ox3c6ef373 KCs = Ox6ef3733c
KCz = OxTBddeGet KCin = OxddeSei78
KCs: = Oxflbbcdec KCi1: = Oxbbcdectl

KC: = Oxe3779H99 KCi2 = Ox7T79b99%e3
KCs = Oxcbef3733 KCiz = Oxef3733chH
KCs = 0x8ddetGetcT7 KCs = OxdeGebTEd
K7 = Oxlbbodoct FCis = Oxbodecftlb

<3 13> AL

<zt 7] B AHEE Ga>

[ a | =2 | « [ D» | =ce
| I“:_j | == [G’L = 1.0
J:ll = rT:‘v_} 4 e w N
| AllE | .
]
a | B | € | D | =
T rfl | '_le— = E 2o
1— il =3 p K
| || D | ==
[===]
= =
[ a T = | « | » ]
-
-
-
<3y 14> 2te7] AR +x

_36_



3.2 SEED ¢§s 4AA

3.2. S-BOX

{

class Seed

private 5550 = array(
0x2989a1a8, PxB5858184, Bx16chd2dd, Bx13cld3de, @x14445054, @x1dad1lle
Ax1ddd515¢, BxB3434340, Bx18081018, 0x1e@el?lc, @x11415150, @x3cccflfc
0x28032028, BxD4444044, Bx20002020, 0x1d8d919c, 0x20c0eled, Bx22cleled
0x2585a1a4, OxBf8fB38c, x03030300, @x3b4b7378, 0x3bBbb3b8, €x13831310
0130407070, 0x0cBcBOBc, Bx3fBFI33c, Bx2888aBa8, 0x32023230, Bxldcddlde
Ox2cceelec, 015859194, BxBbEbO308, @x17475354, Oxlcdc5@5c, Bx1bdb33ss
0x24042024, Bxlcfclolc, Bx33437370, 0x18889098, 0x10001018, Bxfrccclee
Ox2c0c202c, Bx27cTelded, 8x32427270, 0xQ3838380, Ox1bBb9398, Gx1lcldlde
0x20406060, 0x10405050, 8x2383a3a0, Ox2bcbeded; 0x0d0001Ac, @x3686b2b4
Qx3787b3b4, Bx1ada5258, @xB6c6c2cd, 0x3B4B70T8; @x2686a2al, @x12021219
Ox21416168, BxB3c3c3c0, Bx3484b0b4, 0xQ1414148, 0x12425250, Bx3d4d717c
x1fRf131c, Bx19699198, Bx00000000, 0x19991118, 0x04040004, @x13435350
Ox3dcdflfe, Bx3I6467274, Bx2f8f232c, 0x27072324, 0x3086b0bO, @xBbEbE388
0x2282a230, Bx2ede626c, 8x13839390, OxQddddldc, 0x29496168, @x3cdcTaTc
3f8fb3be, Bx2fcfedec, 8x33c3F3F0, Ox@5c5clcd, 0x07878384, Bx14041014
Oxleced2de, @x2e8e222c, Bx8h4b4348, 0x1a021218, 0x06060204, Bx21812120
0x02020208, Bx35c5F1F4, 0x12829290, 0x0a828288, 0x0cAchRdc, Bx3383b3bO
Ox3alal2is, BxB7474344, 8x16869294, @x25¢5eled; 0x26862224, Gx00803000
x2181a1a8, 0x30003030, 8x37073334, OxleBealac, 0x36063234, Bx15051114
Qx34cAfOfd, Bx2787a3ad, Bx05454144, OxdcdcdBdc, 0x@1818180, x29c9eled
0x35053134, Ox@bcbc3c8, OxBecec2ec, Ox3cdc3B3c, Ox31417170, Ox11811118
Ox35457174, Bx3bcbf3f8, Bxlacad2ds, @x3BcBfOf8, 0x14849094, @x19495158
3 cffife, 0x00494148, 8x39093138, @x27476364, 0x00cBcOcO, BxBfcfcice
Ox0f0f030c, Bx0e8eB28c, 8x82424240, 0x23032328, 0x11819199, Bx2cdc6Rbe
0x34043034, Bx31c1f1f0, 0x08434048, 0x@2c2c2cl, Ox2fAF636c, Bx3d0d313c
Ox3eBeblbc, Bx3eBe3lic, Ox3cBcblbc, 9x@lclclcd, Ox2adaala8, Ox3afablbd
Qx3b0b3338, Bxlcccddc, 8x28486068, @x3f4f737c, @x1c8cd09c, @x18c8dads
37477374, 0x20602030, Bx2dcdelec, 0x06464242, @x3585b1b4, @x2b@b2328
Ox23c3e3e8, 0x3989b103, Bx3181b1b0, Ox1f8f939c, OxledeS2sc, Bx30cOf1f8
0x31013139, Ox2acaeled, B8x2d4d6l6c, Ox1fAf535c, Ox24cheded, Bx30c0FOFD
016061214, Bx3a0a3238, 0x18485058, Ox14cddBdd, 0x22426260, @x29892128
Ox28cBe8e8, Bx1bBb1318, 0x85050104, 8x39497178, 0x10809090, Bx2adab268

private 3551 = array(
0x38380830, 0xeB28cBed, Ox2c2ddd21
Oxac2fBfa3, 0x60204060, 0x54154551,
OxcBB3c3c3, Bx60224262, 0x30330333,
Oxd@13c3d3, 8x90118191, @x10110111,
@xec2fcfeld, 0x88088380, Oxbcicdcbd
Oxc002c2c2, 0x44854541, Oxe@21clel,
0x28280820, OxdcBededd, OxfA36c6f2,
0xd318c8d@, 0x282b0b23, 0x64264662,
0x40024242, Oxdi14chdd, @x40014141,
BxfA37c73, Oxac2dBdal, 6x8a08808R
0xd812c2d2, 0x0B8bEDA3, Oxecleceel,
0x54174753, @xac2eBea?, 0x08080800
Oxfe3fcff3, Bx7c3dddVl, Oxcedlclcl,
Oxd011cldl, 0x20200020, @xd417c7d3,
0x@4070703, Oxd8lbcbd3, Ox9cldBdel,
Oxdcldeddl, 0x59114151, €x901880%0,
0xB0018181, Ox0cBAf03, 0x44074743,
0x94168692, 0x783b4b73, @x5clcdc50
0xcB08cBcd, 0x9cledel2, Bx9clicice
Ox9c18793, 0x581adaS2, 0xfO32c2f2,
0x14159511, Bxf83bcbf3, 0x70384070
Ox64244460, Ox6c2dddbl, @xcdQbchie,
0x74364672, 0x18190911, Oxfc3ecef2
Oxf83acafl, 0x00010101, 0xfO38cOfD
0xB4058561, 0x14140410, 0x88098981
0x94178793, Oxfc3cecf, Oxlcleell,
Qx74374773, 0x54144450, 0xb@3282b2,
Oxec2dcdel, 0x58184850, 0x50124252,
0x30300030, 0x94158591, 0x64254561,
OxBcePed?, 2x50104050, 0x38390931,
0x34370733, Oxed27c7ed, @x24240420
0xd819c9d1, BxdcBedcdd, 0x30038383,

Oxad2686a2, @xcclfcfel,
Oxcd07c7c3, Ox44p44449,
0xb4358501, 0x28298921
0x04060602, Ox1clcdcld,
0xaB2888a0, 0x14170713,
Oxdd16c6d2, Ox3c3fOf33,
0x3c3e@e32, @xad2585al
0x783ada72, 0x24276723
0xc006cAch, 0x70334373,
Ox1c1f8f13, BxcBlacac
Oxed29c%l, @x5cldddsl
fxcd@5c5cl, 0x1013¢313,
0x30310131, Oxf435¢5f1,
0xP0020202, 0x20220222,
0x98198991, @x60214161
Oxdclecedd, 0x981a8a%2,
0x181a0al2, @xe@23c3ed
0xa2282a2, @xa@2181al
0x383a0a32, OxBcBcdcda,
0x90128292, @xf@33c3f3,
0x74354571, BxTc3F4f73,
0x74344478, @xd415c5d1,
0x40004040, Ox10120212,
0x282a0a22, Ox5cledeS?,
0x981b8093, 0xb@308000,
0x30028232, 0x20218121
Oxlcldedll, @x24258521
Oxe82bcbel, @x7cledell,
0x3c3c0c30, Oxbd3686b2,
0x24260622, 0x30328232,
0xad2434a8, OxcBObcbel,
0x8c0F333, BxccBecec?,

Oxdcleced?
Oxb2fAf63
0xab2080a0
Oxbc3cBebd
Oxc4d4cdcl
0x3¢c3ded3L
Bxf839¢91
Bx2c2f0f23
Bx64274763
0x2c2c0c2B
0x94148490
Oxcc@dedel
0x830adad2
0x94p48400
Oxbcleebl
0xaf2383a3
Oxec2ccced
0x60234363
0x2c2e0e22
0x48894941
8x34350531
0xb43484b0
0xe020c0=0
0xa82989al
Oxed25c5el
0x8c0cBc80
Oxdclfafdd
Bxd8lacad?
Oxed2lcld=f
0x84048430
050134353
8x383b8b33

private 3552 = array(

0xala2989, €x81840585, Bxd2d416ch, Bxd3d0l3cd, @x50541444, Bx111c1dd
Ox515c1ddd, 0x43400343, 0x10181888, @x121clebe, €x51501141, Bxfbfclc
0x20282808, 0x40440444, 0x20202000, 8x919c1dBd, Oxede020cd, Bxeleddlc
Oxalall58s, 0x838c0f67, 0x03000383, 0x73783bdb, @xb3bB3bBb, 8x131813%
0x70703040, 0x808c0cBe, 0x333c3fRf, OxabaBlE8S, 0x32303202, Bxdldcld
OxeBeclecc, Ox91941585, 0x03080b8b, Ox53541747, 8x585clcde, x53581hd
0x20242404, 0x181clche, @x73703343, 0x50981888, €x18101000, OxcBecfoc
Ox202c2chc, Bxeded2TcT, Bx72703242, OxB3809383, 0x93981bBb, Bxdldelld
0x60602040, 0x58501040, Bxa3ad2383, OxedeBlbch, €x@10cOd0d, Bxb2bd368
0xb3b43787, 0x52581ada, Bxclcdfach, Ox70733848, Oxaladl6Be, Bx1210128
Ox61682141, @xc3c003c3, Oxbobd34B4, Ox41400141, €x52501242, Bx717c3dd)
8x131clref, 0x91981989, 0x0000008, 8x11181909, €x08040404, 8x5350134
Oxflfcided, 8x72743646, Bx232c2fBF, 0x23242787, Oxb@bo3ase, @x8388005
Oxa2al28l, @xh2bclede, 0x93901383, Oxd14chddd, 0x61682949, Bx707c3cd)
Oxb3bc3fBf, Oxedec2fcf, Bxf3f@33c3, OxcledB5eh, 8x83840787, Ox1014148
Oxd2dclece, 8x222c2ebe, Oxd3480bdb, Ox12181a8a, 0xA2040606, 0x2120218
0x02000202, Oxf1fA35c5, Bx92901282, 0x82880a8a, €x@00cOcBc, Bxb3bE33g
0x72783ada, Ox43040747, 0x92941686, Bxeledd5ch, @x22242606, 0x3080008
Oxalal181, 0x30303000, 0x33343707, OxalacleBe, €x32343606, Ox1114158
Oxfofi3dcd, 0xadadl787, 0xd1440545, Ox404chcdc, 0x31800181, Bxele829c
0x31343585, Bxc3cBlbeb, Bxc2cclece, Bx303c3clc, 0x71703141, 0x1110119
Ox71743545, @xf3f83bch, Oxd2dflaca, @xfofe3Scl, 0x90941484, Bx5158194
Oxf3fc3fcf, 0x41480949, 0x31383909, Ox63642747, OxcAcBOcd, OQxcdcclfc
Ox030c0f0f, Ox828c0eBe, 0x42400242, 0x23202303, 8x91901181, Ox606c2cd
0x38343404, Bxf1f@3lcl, Oxdbd0848, Oxc2c@Bl2cl, Oxb36c2fAf, Bx3l13c3dd
Oxb2bc3eBe, 0x323c3ele, OxbBbc3cBe, @xclcBAlcl, Oxa2adaBa, Bxb2b33a|
0x33383b8b, Oxdedclcce, Bx60632848, Ox737c3f4f, 8x909clcBe, Bxdbdala
Ox73743747, 0xa0202080, Oxelec2dcd, Ox42440646, @xblbd3585, Bx23282b8
Oxede@lic3, Oxb1bB3989, Oxblb3181, @x939c1fBf, @xd2iclede, BxflfE39
0x31303101, BxeleBlaca, Ox616c2ddd, Bx535c1FLf, Oxeded2dcd) BxfOfl3Ac|
0x12141606, @x32383aBa, 0x50581848, Oxdbdildch, 0x62602242, 0x2128299)
OxeBe828c8, Ox13181b0b, 0x01040585, 8x71783949, €x90901080, 0x62682ad

private 9553 = array(
0x08303838, OxcBeeB28, @x@d212c2d,
OxBfadaclf, 0x42606020, @x45515415,
Oxc3c3c03, Ax42626022, 8x03333033,
Oxc3d3d0l3, 0x31919011, @x@1111011,
Oxcfedec2f, 0x38806808, Ox4c0bclc,
Oxc2c2cB02, 0x45414485, Oxcleledll,
0x08202828, @xdel2dcOe, Bxchf2fA36,
Oxc8d0d818, Bx8b23282b, @x46626426,
0x42424002, Oxcddeddld, @x41414601,
Qxc737437, Oxddalac2d, 0x80803000,
Oxc2d2d012, @x@b0308Ab, Oxceelecle,
0247535417, Bxdealace, x05000508,
Oxcff3fcdf, Oxdd717c3d, Oxclclcdll,
Oxcld1doll, 0x00202020, @xc7d3ddl7,
0x87030407, @xchd3d8lb, @x8dd19cld,
Oxcddldeld, 8x41515011, @x86985010,
0x81818001, 0x0fB30cOf, Gx47434407,
0x86929416, 0x4b73783b, @xdc585clc,
0xc8clcBO8, Bx8e929cle, 0x8c909cle,
MxBf939c1f, Bxdad258la, @xcif2f@il,
Ox@5111415, Bxcbfif83b, @x40707030,
044606424, Bxdd616c2d, @xchclcdds,
0x46727436, 0x09111819, @xcefifcle,
Oxcaf2fila, 6x01010001, GxcAfafae,
085818405, Bx04101414, 8x89818809,
0x87939417, @xccfafcdc, Ox@elllcle,
0xA7737437, 0x44505414, @x82b2b032,
Oxcdelec2d, @x48505818, @x42525012,
0x20303030, 0x85919415, @x45616425,
OxBe020cle, 0x42505010, 0x09313639,
0x07333437, BxcTeled2], €x04202424,
Oxc9d1d819, @xdclodce, 8x53838003,

0x86a22426, Bxcfclcclf,
Bxc7c3cddy, Bxdddpddnd,
xB5b1b435, BxB9212829,
0x06020486, BxAclllclc,
0xB3ada828, BxA7131417,
Bxc6d2d416, BxBF333c3f,
0xe323c3e, @x85alad2s,
Bxda72783a, Bx07232427,
Bxccdchen, Bxd3737033,
Ox0f131clf, Bxcac2clla,
Oxc9e1e829, @x4d515cld,
Bxc5cledds, Bxe3131013,
0x@1313831, Bxchf1f435,
Ex02020002, BxB2222022,
8xB9919819, Bx4lel6ll,
Oxccd@delc, @xB8a92981a,
Ox0al2181a, @xc3ededl3,
0x82a2a022, 0xB1alag2l,
0x0a32383a, 0x0c0A0cAC,
BxB2929012, Bxc3f3fe3s,
Bxd5717435, Bx4f737c31,
Bxd4707434, Bxc5dldals,
Ex40404000, Bx02121012,
0xa22282a, @xde525cle,
xBb93981b, BxBObObA3R,
xB2828002, Bx01212021,
ex@d111cld, @xB5212425,
Oxcbe3eB2b, @xde727c3e,
8xBc303c3c, BxBEb2bA36,
Bx06222426, BxB2323032,
Ox84a8ad24, Bxcbc3clob,
Ox8f838cAf, Bxceclecle,

Oxced2dcle
Ox4f636c2f
0x8028a02¢
Bx8cblbe3
OxcdcBeded
Bx0d313c3d
Bxc9f1839
BxBf232c2f
0x47636427
OxBc282c2g
0x84909414
Oxcdclccld
0x8a828804
BxB40600484
BxBeb2bc3d
0x83a3a623
OxcceBeclq
0x43636023
0x0e222c24
0x49414809
Bx@5313439
BxB4bbd 34
OxcBeda029
8x89a1a829
Oxc5eled2y
0x8c888chq
Ox4f434c0
Oxcad2ddlq
Oxchebed 24
BxB4803404
8x43535013
BxBb33383H
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3.2.2 round function

private function ConvertInt(ffloat) {
SUnsignedIntMax = PHP_INT_MAX;

SUnsignedIntMin = ( PHP_INT_MAX * -1 ) -1;
if(is_Ffloat($float) && SFFfloat < FUnsignedIntMin ) {

Sdivision = floor{$float / FUnsignedIntMin );

%n = ($division % 2 == @)?0:%UnsignedIntMin;

if( $float < FUnsignedIntMin ) $c = S$float - ( FUnsignedIntMin * %
elseif(is float(%$float) && Ffloat > SUnsignedIntMax) {

Sdivision = floor(%float / SUnsignedIntMax };

$n = ($division % 2 == @)?0:5UnsignedIntMax;

if( $Ffloat > FUnsignedIntMax) $c = $Ffloat - ( $UnsignedIntMax * $d

else $c = $float;
return $c;

¥

public function SeedRound(

&tLo, &FL1, /7 [in, out] left-side wariable at each round
&%Rr@, &$R1, /7 [in] right-side variable at each round
£S5 [in]

$K = array() n] round keys at each round
3
i
$T@ = S$Re ~ sK[el;
$T1 — $R1 ~ SK[1]1;
$TL ~= $TQ;
$T1 = $this->SS@[$this->GertBa(ST1)] ~ s->SS1[$rthis->GerBL{($T1)] ~
$TE += $T1;
$T@ = Sthis->ConvertInt($Ta);
$T@ = Sthis->SS@[$this->GetBa(3T@)] ™ $this->SS1[$this->GetBL($T@)Y] =~
$T1L += $TO;
$T1 = Sthis->ConvertInt{$T1i);
$T1 = $this->SS@[$This->GetBO(ST1)] “~ $this->SS1[$this->GetBL(FT1)]
$TE += $T1;
$Te — Sthis->ConvertInt(§Te);
FLE ~= §TO;
" $LA = Ea

3.2.3 encrtyption function

public function SeedEncrypt(

SpbData = arraw()., S/ [in] data to be encrypted
SpdwRoundiKey = arraw(), /7 [in] round keys for encryption
&FoutData — array() s/ [ourt] encrypted data
3
i
sLe oxe ;
L1 @xe
SRE oxea ;
SR1 — ©@x6;
K = array();
$nCount = G;

// Set up input wvalues for encryption

SLS { SpbData[@] & @xeaseeadFF )
sLe { EL® << 8 ) ~ ( SpbDatal[l] & Ox0EEEEAFFf );
SLS { L8 << 8 ) ~ ( SpbDatal[2] & OxO0QO@OFF ):
FL® = ( $L@ << 8 ) ~ ( FpbDara[3] & OGxOOBQGGBFF )
L1 { $pbD=ta[4] & Oxo@d@daff );
SL1 ( TL1 << 8 ) ~ ( SpbDatal[5] & OxOEE@ESFF )
SL1 ¢ L1 << 8 ) ~ ( SpbDatal[6] & 920008 FFf ):
FL1 = ( BL1 << 8 ) ~ { FpbDatal[7] & OxO0OOBAFF )
SRS { $pbDat=[8] & ©x<0@B@BAFF );
SRS ( SR <<8 ) ~ ( ¥$pbDatal29] & OxQG0BOAGFF );
$RE = ( HRB <<8 ) ~ ( $pbDatal[le] & OxBOBBBOFF );
$RE = ( HRe <<8 ) ~ ( TpbDatalll] & ox000E@@®ff )
( SpbD=t=[12] & Ox<O08888FF ) ;
{ $R1 <<8 ) ~ ¢ $pbPatall3] & o9xOOE@E@OFF );
%R { SR1 <<8 ) ~ { $pbDatal[ld] & OxOELORSFF )
SR1 = { BR1 <<8 ) ~ ( FpbDatal[lS] & OxOOOBSFF ),

// Reorder for little endian
// Because Jjawva wvirtual machine use big endian order in default
if (!$Sthis->ENDIAMN) {

Sthis->EndianChange($La) ;

Sthis->EndianChange($L1);

Sthis->EndianChange($Ra) ;

$this->EndianChange($R1);

— SpdwRoundKey[$nCount++];
= SpdwRoundKey[$nCounts+s];
->SeedRound($Le, %L1, SRe, SR1, SK); /= n
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sK[®] — SpdwRoundKew[SnCounts+]:
SK[1] — FpdwRoundKey[EnCounts++] 3
Fthis->SeedRound($R&, $TR1, SLB, SLIL, SKI; = ey
SK[2] — FSpdwRoundKey[EnCounts++] 3
EK[1] — SpdwRoundKey[$nCountss+]s
Frthis->SecdRound($LE, SL1, SR, SRIL, $KI; = = Tt
sK[©®] — SpdwRoundKey[ESnCountss+r];
EK[1] — SpdwRoundKewy[$SnCounts++]:
Ffrhis->SeedRound($R@, $R1, SL@, SLIL, SHKIz »= g =y
FsK[O] — SpdwRoundKey[$nCounts++]:
ESK[1] — S$SpdwRoundKev[$SnCoumnts+] 3
Ethis—->SeedRound($LE, SL1, SRS, SRIL, HKI; = S e
EFEK[2] — SpdwRocundKeyv[EnCoumnts++];
FSK[1] = SpdwRoundKey[BSnCountes+]s
$Srhis->SeedRound($RE, $R1,. SLe, SLI1, $SKI); = & =y
FK[B] — SpdwRoundKey[$SnCountas++];
FSK[1] — SpdwRoundKew[$SnCountas++]:
Frhis->SecedRound($Le, %L1, SR, SR1L, %K)z = i
sK[©®] — SpdwRoundKey[SnCountes+];
SK[1] — $SpdwRoundKeyv[EnCoumnts++] 3
$this->SecedRound($R&, $TR1, SLS, SLI1, KI5 ,*= B =g
HSK[e2] — SpdwRoundKey[ESnCounts++] 3
FK[1] — SpdwRoundkKey[SnCountass ]s
fthis->SecdRound($LE, $SL1, SRS, FSRIL, FHKI; = 9 =y
sK[©] = SpdwRoundKey[SnCountas++];
SK[1] — SpdwRoundKew[SnCounts++]:
Frhis->SeedRound($R®, $R1, FLe, SL1, FKI3 = 1@ *=/
sK[e] — SpdwRoundKew[SnCounts++]:
FK[1] — FpdwRoundKey[EnCounts++] 3
Fthis->SeedRound($LE, $HL1, SRS, SRL, SKI; > AL e
SK[2] — SpdwRocundKey[EnCounts++];
EK[1] — SpdwRoundKey[$SnCountss+]s
Frthis->SecedRound($RE, $TR1, $LE, SLIL, $KI; ,= w2
sK[e] — SpdwRoundKey[$SnCountss+s];
FK[1] — SpdwRoundKey[$SnCounts+]s
Frthis->SeedRound($LS, HL1. SRS, SRIL, BKIz = ASZ
SK[B8] = SpdwRoundKey[$nCount++];
ESK[1] = SpdwRoundKey[EnCount++];
$this->SeedRound($R2, $R1, $LB, SL1, $K); [* 14 *
$K[O] = %pdwRoundKey[InCount++];
3K[1] = SpdwRoundKey[$nCount++];
$this->SeedRound{$L®, $L1, SRE, SRL, $K); /* 15 */
$K[B8] = FIpdwRoundKey[InCount++];
SK[1] = SpdwRoundKey[$nCount++];
$this->SeedRound($RE, $R1, LB, SL1, $K); /= 16 =/
if (!$this->ENDIAN) {
$this->EndianChange($L8) ;
Sthis->EndianChange({%L1);
$this->»EndianChange({$Ra);
fthis-»>»EndianChange({$R1) ;
T
A/ Copying output walues from last round to outData
Ffor ($i=0; $i<16; $i++) FoutDatal[$i] = null;
Ffor ($i=0; $i<d4; Si++)
i
$outDatal[$i] = { ¢ ( BR& ) >»( 8 = ( 3 - $i ) ) ) & @xff );
FSoutDatal[4+%i] = { C O $RL ) >  B* L 3 - %1 ) D) ) & OxFF );
SoutData[8+5i] = CC S8 ) > (&8 *F (3 - %1 ) ) ) & OxfF¥ )3
SoutDatal[12+%i] = ( C { $L1 ) > (8 * (( 3 — %1 ) ) ) &OxFf );

3.2.4 decrtyption function

/¥ Same as encrypt,

public function SeedDecrypt(
SpbData — array{).
SpdwRoundKey — array().,
&FoutData = arrayd{)

]

i
FLEe = Ox6;
L1 — OxS;
SR — Ox0;
SR1L — ©x9;
B = arrcay();
ESnCount — 31;

except that round keys are

applied in reverse order

S/ [in]l encrypted data

#7 L[in

] round kews

Ffor decrypt

s 75 [ourt] data to be encrypt

/¥ Set up input walues for decryption

sLe — ( S$SpbDatal[e] & exeeleeaFf J;

FLO = ( $LB << 8B ) ~ { SpbDatal[l] & Ox002000FF
BL@ = ( $LE <x 8 ) ~ { SpbDatal[2] & oxo03000FF
sLe — { $LE << 8 ) ~ ( SpbDatal[3] & oxeooeea+f
SL1 — ( $pbData[a4a] & exeoleeaff )

FLd = ¢ FLA .-<< 8B 3 SpbDatal[5] & Ox0009eff
FLL = ¢ $SL1 << & ) <~ { SpbDatal[6] & Ox002008FF
ELL =  $HLIL << 8 ) ~ { SpbDatal7] & Ox<000000FF

R
COT

e
COCTRN
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/¥ Same as encrypt,

except that round keys are

public function SeedDecrypt(

applied in reverse order

Y4 [An] encrypted data

#r L[ial]

round kews

For decrypt

/Ss [out] data to be encrypt

b]
i

TLE = @xé;

EL1L — @xe;

SR = Ox0;

ER1T — exe;

K = array();

EnCount — 313

/4 Set up input walues for decryption

Lo = ( ZpbDactal@] & Ox@O8POaFF );

SLe = ( L << 8 ) ~ { SpbData[l] & Ox00Q0ROFF

ElLe = ( SL2 << & ) ™ ( FpbDatal[2] & Ox00002OF+

SLE® = € $LB << 8 ) ~ { SpbDatal[3] & oxeoeelaff

L1 — ¢ $SpbDatafda] & OxOOQOGAFFE I

L1 = € $L1 << B ) ¢ SpbData[S] & ex00e0ef+

L1 =  BLL << 8 ) ~ ( SBpbDatal6e] & Ox000@@QFF

L1 = ( L1 << & ) ~ ( SpbDatal?7] & Ox000Q020F+F
EK[[1] = SpdwRoundKew[$nCount--7];
ESEK[e] = SpdwRoundKey[$SnCount--17] ;3
Sthis->SeedRound{($Re, $R1, $La, $SLIL, BKI; »F*
HSK[1L] = SpdwRoundKew[$nCount--7;
EK[e] = SpdwRoundKew [ $nCount--—];
fthis->SecedRound{(%Le, %L1, $TRE, TRL, $TKI; ,*=
LSK[1] = SpdwRoundKew[$nCount--7;
ESK[©e] = ZTpdwRoundKey[EnmnCount--7;
$Sthis->»>SeedRound{($Re&, $SR1, $LE, BLIL, DBKI; » *=
HSK[1] = SpdwRoundKew[$nCount- -7 ;
HSK[e] = SpdwRoundKew[$nCount--7;
Sthis - >SecdRound{ $La , $L1, SR, BSRIL, $BKI; »*=
SK[L[1L] = SpdwRoundKew[$nCount-—-—];
L[] = SpdwRoundKey[$nCount--7;
$this->»>SecedRound{{$Re, $SRL, $LE, FSLL, SKI; , *=
SK[L[1] = $SpdwRoundKew [ $nCount--7;
SK[e] = SpdwRoundKey[EnmnCoumt-—-—7;
fthis->SecdRound(%Le, %L1, $RE, SRL, SKI; J,*
EHKL[1] = SpdwRoundKewyw [ $TnCount-— —] ;
LSHE[[E&] = SpdwRoundKew[$nCount--7;
$this->»>SeedRound{$Rea, $SR1, $SLe, $SLL, SKI; » *
EFEK[L[1L] = SpdwRoundKey[$HSnCounit- -7 ;
S]] = SpdwRoundKew [ $nCount--7;
Sthis-»SeedRound($Le, $L1, $RO, SRL, $KI: =
HSKI[A1A] = SpdwRoundKew[$nCount--7;
SK[e] = SpdwRoundKew [ $nCount-——];
$this->SeedRound{$Re, $R1L, $SLS, FLL, FKI; » *=
ESK[L[1] = SpdwRoundKewyw [ $nCount--—];
FK[[&] = SpdwRoundKew[$nCount--7;
Sthis - >»>»SecedRound(FLe, SL1, SR, SRL, $SK); » =
HFKL[L] = SpdwRoundKey[$SnmnCount—--—17];
B[] = SpdwRoundKew[$nCount-——7;
fthis->SeedRound{$Re&, $TR1, SLe, $HLIL, FTKI; » =
EHK[[1] = SpdwRoundKeywy[$nCount--7;
EFK[e] = SpdwRoundKew[$nCount-——] ;
fFthis->»>SeedRound($Lea, SL1, SR, $RL, $SK); »,*=
SK[1] = SpdwRoundKewyw[$nCount--7;
S]] = SpdwRoundKey[$ESnmnCount--7;
Sthis->SeedRound (SR, $R1, $LEa, $BLI, SKI; » *

$K[1]
$K[0]

$K[1]
$K[0]

if (1$this->ENDIAN) {

$pdwRoundKey[$nCount--1;
SpdwRoundKey[$nCount--];
$this->SeedRound($L8, $L1, SR8, $R1, $K); /*

TpdwRoundKey[$nCount--];
LpdwRoundKey[$nCount];
$this-*SeedRound($R&, $R1, $L@, $L1, $K); /*

$this-»EndianChange($L8);
Sthis->*EndianChange($L1);
%this-»EndianChange(%Ra);
%this-»EndianChange(%R1);

*

16>y

1

=

=7

b

A

*=E

s

e

=

=¥

A

B
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/i Copy output wvalues from last round to outData
for ($i=0; $i<16; $i++) %outDatal[$i] = null;
for ($i=0; %i < 4; $i++)

{
SoutData[%i] = (  ( $R® )} >> ( 8 * { 3 - i
$outDatald4+%i] = ( ( € $BR1L ) »> ( 8 * ( 3 -
foutDatal[8+%i] = ( { ( L@ ) »>>» ( 8 * ( 3 - i
$outDatal12+%i] = ( ( ( L1 ) >> ( 8 * { 3 - $i ) ) ) & @xf+ };
}

)
$i ) ) ) & OxFf );
i

Y ) B @xFF );

) & @xff );

3.2.5 227

public function SeedRoundKey(

RSpdwRoundkKey = array(), SS [out] round keys for encryp
SpbUserkKey = array() A = | secret user key
)]
{
$K = array();
EnCount = 2;
F¥ Set up input wvalues for Key Schedule
$8 = ( SpbUserkKey[0@] & Ox000022FfFf };
A = ( BA << 8 ) ~ ( SpbUserkKey[1l] & @xe@e@a@ff );
TA = ( A «< 8 )  ( SpbUserKey[2] & 8x8202083FfFf );
A — ( BA << B ) ~ { SpblUserKey[3] & Ox000000FF );
$B = ( SpblUserkKey[4] & ox@e@aff );
$B = { %$B<<8 ) " ( SpbUserkKey[5] & ox006@aaff );
S$B = ( $B<<8 ) ™~ ( %SpbUserkKey[6] & Ox008@80Fff );
B = ( %$B<<8 ) "~ ( %$pbUserkKey[7] & Ox008800FFf );
FC = { $pbUserkKey[8] & Ox20000@+F+ );
§C — { BC << B8 ) ~ ( $pblUserKey[9] & Ox0Q0000FF );
FC — ( $C << 8 ) ~ ( SpblUserKey[18] & Ox@OR828Ff ) ;
§C = ( $C << 8 ) ™ ( SpbUserkKey[1l1l] & OxCORISSFFf )
S0 = { SpbUserkKey[12] & 9x00020@0Ff+ );
ED = { %D << 8 ) ™ ($pbUserkKey[13] & Ox028080FfF );
$D = { %D << 8 ) ™ ( SpbUserkKey[14] & Oxeo2008+ff );
D = ( %D << 8 ) ~ ( SpbUserkKey[15] & ox0@@2@0Fff );

Fd reorder for little endian

if (1%this->ENDIAN) {
S0 Zthis->»EndianChange{$A) ;
3B %this->»EndianChange(%E) ;
$C $this->EndianChange{($C) ;
D $this->*»EndianChange{%D);

T2
T2

A + $C - Sthis->KC[O];
Sthis-»ConvertInt($T8);

$T1
$T1

$B - $D &+ $this >KC[©]1:
Sthis-»ConvertInt{($T1);

$pdwRoundKey [8]
$pdwRoundKey[1]

$this->SS@[Sthis-s>GetBa(sTa) ]
Sthis->»SS@[$this->GetBA(ST1)]

$this->*EncRoundKeylUpdatee($K, %A, $B, FC, %D,
LpdwRoundKey[$nCount++] = SK[@];
LpdwRoundKey [ $nCount++] = SK[1];

$this->*EncRoundKeylUpdatel($K, %A, $B, $C, %D,
LSpdwRoundKey[$nCount++] = $K[6];
LpdwRoundKey [ $nCount++] = SK[1];

$this->EncRoundKeyUpdated® (%K, %A, $B, %C, %D,
SpdwRoundKey [ $nCount++] = SK[@];
LpdwRoundKey[$nCount++] = $K[1];

$this->*EncRoundKeylUpdatel (%K, %A, $B, $C, %D,
LpdwRoundKey [$nCount++] = SK[@&];
SpdwRoundKey[$nCount++] = $K[1];

N Fthis->SS51[$this->Ge
N fthis-»SS51[$this->Ge

= L -

2 );

3 )5

c:
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$this->EncRoundKeyilpdate@($K, %A, $B, $C, SD, S5 );
FpdwRoundKey [ $nCount++ ] SK[e];
FSpdwRoundKey [$nCount-++ ] SK[A];

fthis->EncRoundiKeylljpdatel (%K, A, $SB, $C, SD, 6 );
SpdwRoundKew [ EnCount++] — SK[&];
T pdwRoundKey [$nCount++] = $SK[1];

S pdwRoundKey [ $nCount++]

Sthis->EncRoundKeylpdate@ (%K, %A, B, $C, SD, 7 );
SpdwRoundiKey [EnCount++] =

S pdwRoundKey [$nCount++] = SK[&];
FSpdwRoundKey [$nCount++] = SK[1];
Tthis->EncRoundkKeyllpdate® (%K, A, B, $SC, SD, 9 );
SpdwRoundKeyw [ fnCount++] = SK[&];
S pdwRoundKeyw[$nCounta++] = $SK[1];

$this->EncRoundkKeylUpdatel{($K, $A, $TB, $C, SO, 1a);

$SpdwRoundKey [$nCount++] = SK[e];:
SpdwRoundKeyw [$nCount++] = SK[1];:
$this->EncRoundKeylUpdate@ (3K, $A, $B, $C, SO, 11);
FSpdwRoundKey [ fnCount++] = SK[&];
SpdwRoundKew[$nCount++] = $SK[1];

TpdwRoundKey [ HSnCount++] = SK[&

1
]
$this->EncRoundKeylUpdatel($K, $4A, $B, $C, SD, 12);
1]
fpdwRoundKey [ $nCount++ ] i |

[
*
~
[}
B

$this->EncRoundKeyUpdated($K, %A, $B, $C, %D, 13);
fpdwRoundKey [$nCount++] = FK[@];
f2pdwRoundKey [$nCount++] = $K[1];

$this->*EncRoundKeyUpdatel (%K, $A, $B, 5C, %D, 14);
$pdwRoundKey [$nCount++] = SK[O];
SpdwRoundkey [ $nCount++] = $K[1];

$this->»EncRoundKeyUpdated (%K, %A, $B, $C, %D, 15);
$pdwRoundKey [ $SnCount++] = $SK[@];
fpdwRoundKey [$nCount++] = $K[1];

public function SeedRoundKeyText{ &%pdwRoundKey, SpbUserkKey 3{
$Data = array();

for{$i=0;%i<strlen($pbUserkKey);%i++ ) $Data[%i] = ord($pbUserKey{$i});

$this->SeedRoundkKey{ $SpdwRoundKey, $Data );

public function SeedEncryptText( %pbData, $pdwRoundKey, &%outData )

{
Z2Data = array();

for($i=0;%i<strlen({$pbData) ;%i++ ) $Data[%i] = ord($pbData{%i});
$this-»SeedEncrypt( $Data, %pdwRoundKey, $outData J);

public function SeedDecryptText( %$pbData, $pdwRoundKey, &%outData )

1
$Data = array();
for{$i=0;%i<strlen($pbData);%i++ ) $Data[%i] = ord(SpbData{B%i});
$this->»SeedDecrypt{ %Data, FIpdwRoundKey, FoutData );

¥

3.2.6 AAH ¥zt 22

<7
include 'class.cryvpto.phe' .
Forveto = new Crvptol):

if($use5id &8 Fuserid!=Ffitem_id)
7

<7= Fervpto—rencryvet(fitem_content)
<7

P>

o
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4.2 Snort AX]

4.2.1 Snort %]
AJAF8E7]1A yum install gecexg 0] &3l gccs AA]
https://snort.org/ o] S0{7} snort’dx]o] & Q35t snort/libnet/libdnet/daqs thg

snort-2.9.7.0.tar.gz
libnet-1.0.2a.tar.gz
libdnet-1.12.tgz
daqg-2.0.4.tar.gz

tar xvzfE o] 8ol o B2 4719 AHFS Eo|FE

[ root@localhost install]# tar xvzf libnet-1.0. 2a. tar. gz

[ root@localhost install]l# tar xvzf libdnet-1.12. tgz

[ root@localhost install]l# tar =wvzf snort-2.9.7.0. tar. gz

| root@localhost installl# tar xwzf dag-2.0.4. tar. gz
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UEHS F=¢ libnet 02 o]F

| root@lLocalhost install]# cd . /Libnet-1.0. 2a/f
| root@localhost Libnet-1. 0. 2al# . fconfiqure

| root@localhost Libnet-1.0. 2al # make && make install
cd.. 02 0]%35}q]

[ root@ELocalhost install]l# cd ./ libdnet-1. 12
[ root@localhost libdnet-1.12]# . /fconfigure

| root@localhost libdnet-1. 12] # make &% make install

9ot Eo] & cd.

[ root@localhost install] # cd _ fdag-2. 0. 4
| root@Elocalhost dag-2. 0. 4] & | Fconfigure

cd.. 02 ol=xw

[ root@lLocalhost inmstalll# cd . fsnort-2.9.7.0
[ root@localhost snort-2.9.7.0]# . /Jfconfigure

Snort AX]7} Y¢S Snort -VE AX|&H0l

| root@localhost smort-2.9.7.0]# snort -V

; -*> Snort! <*-

p" )}~ Version 2.9.7.0 GRE (Build 149)

T By Martin Roesch & The Snort Team: http://www. snort. org/contactéteam
Copyright (C) 2014 Cisco and/or its affiliates. ALl rights reserved
Copyright (C} 1998-2013 Sourcefire, Inc., et al.

Using libpcap version 1.4.0
Using PCRE version: 7.8 2008-09-05
Using ZLIB version: 1.2.3

You have mail in /wvar/spool/mailfroot

4.2.2 % F

l.pcre 2%

ERROR! Libpcre header mot Towund.
Get it fraom http: 7 fwew., pocre. org

2ot Z+HL pere 277t 9JSA] yum installE E5l| pere-devel AX]

]lrnnt@incalhDSt snort-2.9.7.0]1# yum install -y pcre-devel
2 libpcap &

‘ EFFROR! Libpcap libraryw headers (libpcap.a (or .sol/pocap.h) ‘

S>OUOSH 22 0l 2dAl libpcap & XI6H+ 0F oFCt.

][rout@lncalhDSt install]l # yum install -y libpcap-deuel\
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3.flex 9} bison

configure: error: Your operating system's lex is insufficient to compile
libsfbpf. You should install both bison and flex.
flex is a lex replacement that has many advantages,
including being able to compile libsfbpf. For more
information. see htto: //www. anu. ora/software/ flex/ flex. himl .

&t 22 ol2i= yuma o]&df flex?} bisongd AXA]|

4.zlib of 2

ERROR! zlib header not found, go get it from
http: / /www. z1ib. net

¢l o2l yumE ©o|&dl zlib-devels AX]

5.libpcap &

dagollA] ./configure = make&&maek install A] ofgfjet 28 Q@ =7t Y27t Q)ct.
libpcap= www.tcpdump.org oA ZAIHH o2 AX|7} 7}=38tct.
libpcap& Al HA-S AX|S . /configure 2} make&&make installS Sf&Ct.
ey o7|7HA] gloje @ /7F & Aottt I 4% daqoflA libpcapgs A2 T
/usr/liboj| A} %ﬁﬂ%ﬂﬁffﬁ%ﬂ/mﬂﬂmmVMMlHﬂ%ﬂ‘mtﬂq.

error libpcap library version = 1.0.0 not found

—libpcap &

[ root@localhost Lib]# 1s
libpcap. a
[root@localhost 1ibl# cp . f*1libpcap fusrilib

cd /usr/local/lib © 2 o]=3}
[(root@localhost 1ibl# cp . flibpcap.* JusrsLib |
libpcapO 2 AJAtet= B & mAS usr/lib o2 2AFUTH

4.2.3 Snort-Rule AX]

| root@Llocalhost install]l # mkdir fetc/snort
[ root@localhost install]l# mkdir /fvars log/snort
| root@localhost installl# cd fetc/snort

mkdir /etc/snort -> AN S &
mkdir /var/log/snort -> log o] A

ozl
(7,
=]

o

[ root@localhost snort]# tar xvzf /install/snortrules-snapshot-2956. tar. gz
-C /etc/snort

tar xvzf /TF22E Z0/snortrules-snapshot-2907.tar.gz -C /etc/snort -> AT
AL E0] A7

o
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| root@localhost snort] # 1s

etc preproc_rules rules so_rules

[ root@ocalhost snort}l# 1s -1 . fetc!

A 4480

-MW-T=-1--, 1210 1210 3854 2014-12-12 01:38 classification. config
-MW-T--T--. 1210 1210 746 2014-12-12 01: 38 reference. config

=MW-r--r--. 1210 1210 29395 2014-12-12 01: 38 snort. conf
“TW-F=T--, 1210 1210 2556 2014-12-12 01: 38 threshold. conf
=fwW-r--r--. 1 1210 1210 53841 2014-12-12 01: 38 unicode. map

| root@.ocalhost snort]# cp etc/* fetc/snort

]
1
“MwW-r--r--, 1 1210 1210 4483836 2014-12-12 01: 41 sid-msg. map
l
l

/etc/snort/etc 9F0] AAItA-S /etc/snort 2 EA}
[root@localhost snort]# groupadd snort -> snort 15 AYA
[root@localhostsnort]#useradd-gsnortsnort ->snort 15-0f snort AR A

[root@localhostsnort]#chownsnort:snort/var/log/snort ->Z0 9] A S HALe}
AF1FS snort & Y173

[root@localhostsnort]#touch/var/log/snort/alert -> alert ¥l e A3

(¢}

[root@localhostsnort]#chownsnort:snort/var/log/snort/alert -> Td9] A G HX}Q}
ASTIEE gnort 2 W7

[root@localhostsnort]#chmod600/var/log/snort/alert -> 9] HSHH 7
[root@localhost snort]# mkdir /usr/local/lib/snort_dynamicrules

[root@localhostsnort]#cp/etc/snort/so_rules/precompiled/Centos-5-4/i386/2.9.5.6/ *.
so/usr/local/lib/snort_dynamicrules
-> snort o AMEE|= 2tolE 2] S FAF

[root@localhost snort]# cat /etc/snort/so_rules/*.rules >>
/etc/snort/rules/so-rules.rules )
->so_rules®] rulestfd-g ALEJ} AREF & /etc/snort/rules/so-rules.rules o]

Hoj2r
]rnnt@lncalhnst snort] # wi fetcfﬂnnrtfﬁnnrt.cnnf\

-> #7344 1Y

var|RULE_PATH .. /rules
var|50 RULE_PATH .. /so_rules
var | PREPROC_RULE_PATH .. /preproc_rules

# If you are using reputation preprocessor set these
var WHITE_LIST_PATH .. /rules
var BLACK LIST PATH .. /rules

B=7F SRl
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nysal> show datebases; | 2 JI2I D I
| Dafuvsa X}=4l DB
T:' > select « from downloed:

mn

41| | 8=

2 rog— + .
“Yumiid g Dnic |ablect  Doootent | resistdy |hit | filensed | filene] | filene? | filenmed|

fevsaf tileqmme.t | ile.copied0 | 1ite copied| | 1ile.copied 2 | Flle copiedd | file.cooiedd | ile type0 | File.type i | filetye 2 | I
a0 type.3 | file.type.d |

| dof—m e —

| e 1) test |test |test | TIGE test | test | 2005-03-28 (1M20) | 7| M MAE Bl | | | MLL

s |11 | DI505.28.17.27.21 0.0 | | | ML | N | text/olain | I | W
L | ML

I
ysafl 4] testd | testd | testd | FERE BB | BT | 001 (16:49) | 2 I I
HILL | | | | HLL | NLL | | I |

| idjiL | ML I

| ted
| teg

ey

12 rof? rows in set (0.00 sec)
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