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1. phpLDAPadming ©]-&3t LDAPAH &
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o] A|AHIoA] 9l LDAP(Lightweight Directory Access Protocol) Servere= ARES
delste cleEe] Auo] sigets qeS SR,
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[ 2] LDAP qEZ]
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LDAP server AX]

Source Install {2t yumZ o83t HA] % yum & o]-&st 2 B SkaAr gt

c}.

yumg ©o|-&g MR

ofgfiet &2 yum FPolE o] &l ldapg EAIGHEH.

| yum install -y openldap openldap-servers openldap-client openldap-devel

Running rpm_check_debug

Running Transaction Test

Transaction Test Succeeded

Running Transaction
Updating cyrus-sasl-1lib-2. 1. 23-15. el6_G. 2. xB6_G4 1117
Updating openldap-2. 4. 39- 8. el6. xB6_64 2417
Updating cyrus-sasl-2.1.23-15.el6_6. 2. xB6_64 3117
Installing : cyrus-sasl-devel-2.1.23-15.el6_6. 2. xB6_64 4417
Installing : openldap-dewvel-2.4.39-8. el6. xB6_64 5/17
Installing : openldap-servers-2. 4, 39-8. el6. x86_B4 B/17
Updating : openldap-clients-2.4.39-8. elB. xB6_B4 71T
Updating cyrus-sasl-md5-2. 1. 23-15. el6_6. 2. xB6_64 8117
Updating cyrus-sasl-gssapi-2.1.23-15.el6_6. 2. xB6_B4 9517
Updating cyrus-sasl-plain-2.1.23-15. elB5_B. 2. xBE_B4 10417
Cleanup cyrus-sasl-2.1.23-13. el6_3. 1. xB86_k4 11417
Cleanup openldap- clients-2. 4. 23-32. el6_4. 1. XB6_B4 12417
Cleanup openldap-2. 4. 23-32. el6_4. 1. xB6_64 13/17
Cleanup cyrus-sasl-plain-2.1.23-13. el6_3. 1. xB6_64 14417
Cleanup cyrus-sasl-gssapi-2.1.23-13. el6_3. 1. xB6_G4 15417
Cleanup cyrus-sasl-md5-2. 1. 23-15. el6_3. 1. xB6_54 1617
Cleanup cyrus-sasl-1lib-2.1.23-13. el6_3. 1. xB6_G4 17417
Verifying openldap- servers-2. 4. 39-8. el6. xB6_6B4 1/17
Verifying cyrus-sasl-mds-2. 1. 23-15. el6_6. 2. xB6_64 2417
Verifying openldap- clients-2. 4. 39-8. el6. xB6_6B4 31T
Verifying cyrus-sasl-devel-2.1.23-15. el6_B. 2. xB6_G4 4117
Verifying cyrus-sasl-gssapi-2.1.23-15. el5_B. 2. xB6_6B4 5017
Verifying openldap-devel-2. 4. 39- 8. el6. xB6_G4 G/17
Verifying cyrus-sasl-plain-2.1.23-15. el6_6. 2. xB6_64 TELF
Verifying openldap-2. 4. 39-8. el6. xB6_64 B/17




Verifying : cyrus-sasl-2.1.23-15.el6_k. 2. xB6_B4d 9717

Verifying : cyrus-sasl-1lib-2.1.23-15.el6_6. 2. xB6_G4 10417
Verifying : openldap-2.4.23-32.el6_4. 1. xB6_6G4 11417
Verifying : cyrus-sasl-1lib-2.1.23-13.el6_3. 1. xB6_64 12417
Verifying : cyrus-sasl-2.1.23-13.el6_3.1. xB6_6&4 13417
Verifying : cyrus-sasl-plain-2.1.23-13.el6_3. 1. xB6_5&4 14/17
Verifying : cyrus-sasl-md5-2.1.23-13.el6_3.1. xB6_B4 15/17
Verifying : cyrus-sasl-gssapi-2.1.23-13.el6_3.1. xB6_64 16417
Verifying : openldap-clients-Z.4.23-32. el6_4. 1. xB6_64 LT
Tnstalled:

openldap-devel. xB86_64 0:2.4.39-8.el6 openldap-servers. xB6_64 0:2.4.39-8. elb

Dependency Installed:
cyrus-sasl-devel. xB6_64 0:2.1. 23-15.el6_5. 2

Ipdated:
openldap. x86_64 0:2.4.39-8.el6

Dependency Updated:
cyrus-sasl. xB6_64 0:2.1.23-15.el6_6.2
cyrus-sasl-gssapi. x86_64 0:2.1.23-15.el6_6. 2
cyrus-sasl-1ib. xB6_64 0:2.1.23-15.el6_6.2
cyrus-sasl-md5. xB6_64 0:2.1.23-15. el6_6G. 2
cyrus-sasl-plain. x86_64 0:2.1.23-15.el6_6. 2
openldap- clients. x86_64 0:2.4.39-8. el6

Complete
root@ldap ~|# |j

LDAP A 4%

| /etc/openldap/slapd.d/cn=config/oldDatabase\=\{2\}bdb.1dif |
o] Y& ofzfiet Zo] £AsiE.

roct@idap::fetc/fopenidap/slapd.d/fcn=config
DrEiiF) BETENE) =27(Wy EHAS) SOl =a&ERhH)

Br: olcDatabase=| 2] bdb
objectClass: olcDatabaseContig

olLcBdbConfig

[ 21 bdb
c=twostar. dc=com
antacl: FALSE
t TRUE
L‘\-._._-’.—;-.._'--—-‘TLH:':_L"' | =1
FALSE

cn=Manager. doc=twostar, dc=com
= entry: FALSE

:var lLib/ Ldap

objectClass pres, eq
cn pres, eq. sub

uid pres, eqg, sub
uidMumber pres. eqg
gidNumber pres, egq
mail pres. eq. sub

ou pres, eqg, sub

sn pres, eq. sub
givenMamese pres, eq, sub
: loginsShell pres. eq
ISSHA ZVWTeDHCO bEDS P o TpBYhUlGuw - gf I T




oo A
|/etc/operﬂdap/ﬁapdud/cn=conﬁg/othatabase\=\{l\hnonﬁorldﬁ |

o wUhge ofefet Zol 2sHECE

olcAccess: {Ujto * Dy dn. base=" gidNumber=0+uidNumber=_, cn=peercred, Cn=externa
[l cn=auth” read by dn. base="cn=Manager, dc=twostar, dc=com” read by * none

SRl
[ root@ldap ~] # updatedb|
S 432N dbUHolES AIAEH

o]ojA] /usr/share/openldap-servers/DB_CONFIG.exampleS /var/lib/ldap/of] EA}sH
&0

| root@ldap openldap-servers|# pwd

fusrishare/openldap- servers

[ root@ldap openldap- servers]# 1s

DB_CONFIG. example slapd. conf. obsolete slapd. ldif. example

| root@ldap openldap-servers]# cp DB_CONFIG. example /var/1lib/ldap/DB_CONFIG

/var/lib/ldap/ & 71 5t¢] Y Ao A[HEPYAEALIEY)S ldapez WA E
ch

| root@ldap ~]# chown -R ldap. ldap /var/lib/ ldap
| root@ldap ~1# 1s -1d fvar/lib/ldap/

drwx------ . 2 ldap ldap 4096 2015-05-27 00:23 /var/lib/ ldap
slaptest §FC2 test’} JEAlol2ts &7F UEE 23 &d & &+ Ao

| root@ldap ~]# slaptest -u

config file testing succeeded
LDAP servers start sfj&rt.

[ root@ldap openldap- servers] # service slapd start

slapd (213 A % & [ OK ]

[ root@ldap openldap- servers|# ps -ef | grep slapd

ldap 4882 1 4 12:36 ¢ 00: 00: 03 fusrisbinfslapd -h ldap: /// lda
pi: /// -u ldap

root 4890 4284 0 12:37 pts/0 00; 00;: 00 grep slapd

[ root@ldap openldap-servers]# netstat -nat | grep 389

tcp 0 0 0.0.0.0: 389 0. 0,0, 0:* LIST
EN

tcp 0 0 :::389 RLaheE LIST
EN




ldapsearch Hg2 &oll =Qlst AJElT).

extended LDIF
LDAPwW3
filter: (objectclass=*)

requesting: ALL

# search result
search: 2
result: 32 No such object

# numResponses: |

root@ldap openldap- servers| # Ldapsearch -x -D "dc—twostar, dc—com"

I
#
#
#
# base «dc=twostar, dc=com= with scope subtree
#
&
#

migrationtools AX]

yum FPFZ Sl ot 2ol Zx|siEnt.

yum install -y nﬂgraﬂontook;|

Dependencies Resolwved

Transaction Summary
Install 1 Package( s}

Total download size: 25 k

Installed size: 104 k

Downloading Packages

migrationtools-47-7. el6. noarch. rpm

Running rpm_check_debug

Running Transaction Test

Transaction Test Succeeded

Runninmg Transaction
Installing : migrationtools-47-7. el6. noarch
Verifying : migrationtools-47-7. elB. noarch

Installed:
migrationtools. noarch 0: 47-7. el

Complete
[ root@ldap ~1# |

Package Arch Version
Installing
migrationtools noarch 47-7. elB

Repository Size
base 25 k
25 kB 00: 00
11
11

_'IO_




migrate_. A& U T AL

| /usr/share/migrationtools/migrate_common.ph |

b siea 2ol HU§L A Fo

# Default DNS domain
SDEFAULT _MAIL_DOMAIN = "twostar. com”;

# Default base
4DEFAULT _BASE = "dc=twostar, dc=com”;

# Turn this on for inetlLocalMailReceipient
# sendmail support; add the following to
A # sendmail.mc { thanks to Petr@Kristof. CZ):
| ##### CUT HERE ####4
#define(” conTLDAP_DEFAULT_SPEC', " -h "ldap. padl. com™’ 1 dnl
71 #LDAPROUTE_DOMAIN_FILE(  /BE& mail/ldapdomains')dnl
' #FEATURE( ldap_routing) dnl
##### CUT HERE ####4#

 # domains (similiar to MASQUERADE_DOMAIN_FILE)
# $DEFAULT MAIL HOST = "mail. padl. com”;

i # turn this on to support more general object clases
# such as person.
SEXTENDED_SCHEMA = 1;

+ where /B#@/mail/ldapdomains contains names of ldap_routed

| /usr/ share/ migrationtools/migrate_passwd_pl |

of ot g2 the it 2ol 2 ET:

) read_shadow_fTile

en( SHADOW, "/root/ldap/password®") || ret

passwd, shadow, group?] A% mAd=3 /root/ldap/o o A A7}

getent passwd | tail -n 5 > /root/ldap/users
getent shadow | tail -n 5 > /root/ldap/passwords

getent group | tail -n 5 > /root/ldap/groups

migration ==+ AME-S ARESH 1dif HLSS A

Il root@ldap migrationtools] # . /migrate base. pl = /root/ldap/base. 1dif]|

ldapaddES H3-S £5} base.ldififd-g AMEZ] o FI7HA]FIC

_’I’I_



| root@.dap migrationtools]# . /migrate_passwd. pl /root/ldap/users > (root/ldap/users. ld
if

| root@ dap migrationtools]# . /migrate_group. pl /root/ldap/groups = /root/ldap/groups. 1
dif

| root@ dap migrationtools]# s /root/ldap

[base. ldif groups aroups. ldif passwords users users. Ldif

[ root@ldap ldap]l # ldapadd -x -W -D "cn=Manager, dc=twostar, dc=com™ -f base. 1dif
Enter LDAP Password:

adding new entry "dc=twostar, dc=com”

adding new entry "ou=Hosts, dc=twostar, dc=com”

adding new entry "ou=Rpc, dc=twostar, dc=com”

adding new entry "ou=S5ervices, dc=twostar, dc=com”

adding new entry "nisMapMName=netgroup. byuser, dc=twostar, dc=com”
adding new entry "ou=Mounts, dc=twostar, dc=com”

adding new entry "ou=Networks, dc=twostar, dc=com”

adding new entry "ou=People, dc=twostar, dc=com”

adding new entry "ou=Groups, dc=twostar, dc=com”

adding new entry "ou=Netgroup, dc=twostar, dc=com”

adding new entry "ou=Protocols, dc=twostar, dc=com”

adding new entry "ou=Aliases, dc=twostar, dc=com”

adding new entry "nisMapName=netgroup. byhost, dc=twostar, dc=com”

o]o] Al user.ldif, groups.ldif TtdL AEzZof FIIA]|ZIC}.

[ root@ldap ldap] # ldapadd -x -W -D "cn=Manager, dc=twostar, dc=com” -f users. ldif
Enter LDAP Password:

adding new entry "uwid=userl, ou=People, dc=twostar, dc=com”

adding new entry "uid=userZ, ou=People, dc=twostar, dc=com”

adding new entry "uid=user3, ou=People, dc=twostar, dc=com”

adding new entry "uid=userd, ou=People, dc=twostar, dc=com”

adding new entry "uid=user5, ou=People, dc=twostar, dc=com”

[ root@ldap ldap] # ldapadd -x -W -D "cn=Manager, dc=twostar, dc=com”™ -T groups. Ldif
Enter LDAP Password:

adding new entry "cn=userl, ou=Groups, dc=twostar, dc=com”

adding new entry "cn=userZ, ou=Groups, dc=twostar, dc=com”

adding new entry "cn=user3, ou=Groups, dc=twostar, dc=com”

adding new entry "cn=userd, ou=Groups, dc=twostar, dc=com”

adding new entry "cn=user5, ou=Groups, dc=twostar, dc=com”

_12_



ldapsearch 3 A& &1

ldapsearch™ 32 &5l twostar.comg ZAAISH 3tH o]
base.ldif , users.ldif, groups.ldif T¥9] YL&E50]
li

Va
a
ZAIA0] userl,user2,user3,userd,userb?] AAXL &0l 4~ i},

root@ldap ~]# ldapsearch -x -b "dc=twostar, dc=com”
extended LDIF

l
#
#
# LDAPw3

# base «dc=twostar, dc=com>= with scope subtree
# filter: (objectclass=*)

# requesting: ALL

=

# twostar. com

dn: dc=twostar, dc=com

dc: twostar

objectClass: top

objectClass: domain

objectClass: domainRelatedObject
associatedDomain: twostar. com

# Hosts, twostar. com

dn: ou=Hosts, dc=twostar, dc=com
ou: Hosts

objectClass: top

objectClass: organizatiomalUnit
objectClass: domainRelatedObject
associatedDomain: twostar. com

# Rpc, twostar. com
dn: ou=Rpc, dc=twostar, dc=Ccom

ou: organization unit (& ®AJ), cn : common name(7]E o]%)

o: organization(&2A]), dc : domain controler

ou: Rpc

objectClass: top

objectClass: organizationmalumit
objectClass: domainRelatedObject
assocliatedDomain: twostar. com

# Services, twostar. com

dn: ou=Services, dc=twostar, dc=com
ou: Services

objectClass: top

objectClass: organizationmallUnmit
objectClass: domainRelatedObject
associatedDomain: twostar. com

# netgroup. byuser, twostar. com

dn: nisMapMName=netgroup. byuser, dc=twostar, dc=com
nisMapName: netgroup. byuser

objectClass: top

objectClass: nisMap

objectClass: domainRelatedObject
assoclatedDomalin: twostar. com

# Mounts, tTwostar. com

dn: ou=Mounts, dc=twostar, dc=com
ou: Mounts

objectClass: top

objectClass: organizationalUnit

_13_




%)

=(Networks, People, Groups)?] AHE & 4 Qlr}.

dn:
ou:

objectClass: domainRelatedObject
associatedDomain: twostar. com

# Networks, twostar. com

objectClass: top

objectClass: organizationalUnit
objectClass: domainRelatedObject
associatedDomain: twostar. com

ou=Networks, dc=twostar, dc=com
MNetworks

# People, twostar. com

dn: ou=People, dc=twostar, dc=com
ou: People

objectClass: top

objectClass: organizationalUnit
objectClass: domainRelatedObject
associatedDomain: twostar. com

# Groups, twostar.com

dn: ou=Groups, dc=twostar, dc=com
ou: Groups

objectClass: top

objectClass: organizationalUnit
objectClass: domainRelatedObject
associatedDomain: twostar. com

A A= (Netgroup, Protocols, Aliases, nisMapName)?] JHE =

# Netgroup, twostar. com

dn: ou=Netgroup, dc=twostar, dc=com
ou: MNetgroup

objectClass: top

objectClass: organizatiomalUnit
objectClass: domainRelatedObject
assoclatedDomain: twostar. com

# Protocols, twostar. com

dn: ou=Protocols, dc=twostar, dc=com
ou: Protocols

objectClass: top

objectClass: organizatiomalUnit
objectClass: domainRelatedObject
associatedDomain: twostar. com

# Aliases, twostar. com

dn: ou=Aliases, dc=twostar, dc=com
ou: Aliases

objectClass: tTop

objectClass: organizatiomalUnit
objectClass: domainRelatedObject
associatedDomain: twostar. com

# netgroup. byhost, twostar. com
dn: nisMapMName=netgroup. byhost, dc=twostar, dc=com
nisMapMame: netgroup. byhost

_14_
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PeoplexAl19] userlof st AEZ]

objectClass: top

objectClass: nisMap

objectClass: domainRelatedObject
associatedDomain: twostar. com

# userl, People, twostar. com
dn: uid=userl, ou=People, dc=twostar, dc=com

uid: wuserl
cn: userl
sn: userl

mail: userl@twostar. com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPersaon

objectClass: posixAccount

objectClass: top

objectClass: shadowAccount

userPassword: : e2NyeXBOTSQ2JIFVtaUZwRLI3IFRRUTViUWLpb3UyemhMMzF15TZtV1FESkhaeFqg
XUWLsNTItSjRvMOhsTThydUYyWmsSMnNvZGkuc110cDNNazRgdFFGNjdaNkplaFNIbEFQbXV1SUE x

shadowlLastChange: 16558

shadowMin: 0

shadowMax: 99999

shadowWarning: 7

loginShell: /bin/bash

uidNumber: 501

gidNumber: 501

homeDirectory: /homefldap/userl

PeoplexA19] user20f st AEZ]

# user2, People, twostar.com
dn: uid=userZ, ou=People, dc=twostar, dc=com

uid: userz
cn: user?
sn: user?

mail: user2@twostar. com

objectClass: person

objectClass: organizationalPerson

objectClass: inmetOrgPerson

objectClass: posixAccount

objectClass: top

objectClass: shadowAccount

userPassword: : eZNyexB0OTS02JEkuYUNQCFhXJIFALDIVOUSEyW]FKZ21 IRNQxUEL4ANOS oWV pOMOF
NbXo4 ZWFrbs55WUT2d3 TWTy3 BUzguMms SdUSwe3RWRNRQaEIZNWFZV2 s xUGD xUXT30mdTThdFdFAu

shadowlLastChange: 16558

shadowMin: ©

shadowMax: 99999

shadowWarning: 7

loginShell: /bin/bash

uidNumber: 502

gidMumber: 502

homeDirectory: /home/ldap/userz2

# user3, People, twostar.com

dn: uid=user3, ou=People, dc=twostar, dc=com
uid: user3

cn: user3
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Peoplex A]19] user3of st AMEZ]

Sn: Users

mail: user3@twostar. com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: posixAccount

objectClass: top

objectClass: shadowAccount

userPassword: : eZNyeXBOTSQ2IFZpLkxsUFBgJESOVmMhKCcUTEWDUWRTExY1B2ZNnlCe]jJyZEFSSFF
VRNFXOmLKbTMUWE WY WY aj k00X 1 cTZMOTd2dmNEQNZ rbXNvSHcOVThS SHLTOEFSVFRGVY3RhQ1 Tu
shadowLastChange: 1B558

shadowMin: 0

shadowMax: 599999

shadowWarning: 7

loginShell: /bin/bash

uidNumber: 503

gidNumber: 503

homeDirectory: /home/ldap/user3

# user4, People, twostar.com

dn: uwid=userd, ou=People, dc=twostar, dc=com
uid: userd

cn: userd

sn: userd

mail: userd@twostar. com

objectClass: person

objectClass: organizatiomalPerson

People®A19] userd, userbo] st AEZ]

objectClass: inetOrgPerson

objectClass: posixAccount

objectClass: top

objectClass: shadowAccount

userPassword: : eZNyeXBOTfSQ2JEFtTzRwMHE4JEoSRWVWCWXFZ1 JDNGMvdWFLL25 DWXM3MES JNHZ
YY2pmOWILWihZVi90Z1 NLdzAZWWEFZHRRD jVTSUFpTX1LLBGE KX I sM3InQU9 1 TXROWX CcxS1 NKZEwx

shadowLastChange: 16558

shadowMin: 0O

shadowMax: 99999

shadowWarning: 7

loginShell: /bin/bash

uidNumber: 504

gidNumber: 504

homeDirectory: /home/ldap/userd

# userb, People, twostar. com

dn: uid=user5, ou=People, dc=twostar, dc=com
uid: users

cn: users

sn: users

mail: userh@twostar. com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson
objectClass: posixAccount
objectClass: top

objectClass: shadowAccount
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GroupsZX19] userl~ user3o] st AEZ]

# userl, Groups, twostar.com

dn: cn=userl, ou=Groups, dc=twostar, dc=com
objectClass: posixGroup

objectClass: top

cn: userl

userPassword: : e2NyeXBOfXg=

gidNumber: 501

# user2, Groups, twostar.com

dn: cn=user?, ou=Groups, dc=twostar, dc=com
objectClass: posixGroup

objectClass: top

cn: user2

userPassword: : e2NyeXB0OfXg=

gidNumber: 502

# user3, Groups, twostar.com

dn: cn=user3, ou=Groups, dc=twostar, dc=com
objectClass: posixGroup

objectClass: top

cn: user3

userPassword: : e2NyeXB0OfXg=

gidNumber: 503

# userd, Groups, twostar.com
dn: cn=user4, ou=Groups, dc=twostar, dc=com
objectClass: posixGroup

Peoplex A9 user4, userbof st A EZ]

3.2 LDAP_Client AXx] 2 4%

[root@client Ldap]l# yum install openldap-clients cpenldap openldap-devel -y

Loaded plugins: fastestmirror, refresh-packagekit, zecurity

|Loading mirror speeds from cached hostfile

* base: virror.hanoilug.org

centosplus: centos-hem.viettelide.com.vn

epel: mirror@l.idc.hinet.net

extras: mirrors.vonline.vn

rpmforge: mirroer.smartmedia.net.id

rpmforge-extras: mirror.smartmedia.net.id

* updates: centosk3d.centos.org

Setting up Install Process

Package openldap-clients-2.4.23-34.el6_5.1.1686 already installed and latest version
Package openldap-2.4.23-34.el6_5.1.1686 already installed and latest version
Package openldap-devel-2.4.23-34.el6_5.1.1686 already installed and latest version

ing to do

LR BN B B
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objectClass: top

cn: userd

userPassword:: eZNyeXBOfXg=
gidNumber: 504

# user5, Groups, twostar. com

dn: cn=userh, ou=Groups, dc=twostar, dc=com
objectClass: posixGroup

objectClass: top

cn: users

userPassword: : e2NyeXB0fXg=

gidNumber: 505

# search result
search: 2
result: 0 Success

# numResponses: 24
# numEntries: 23

LDAP_Client 2%

authconfig-tuis 3| ldap AAL &t

[| root@lient ~]# authconfig- tuil

LDAP At2S A2 sion A= 45 ALE, LDAP Q15AMR-S |35l FUct.

e
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[ 1 TLS A&

RN i c—twostar, dc=com

SR L dap: / / Ldap. twostar. com

[ root@client ~]# authconfig- tui
sssd (22 A 3 &

OK

o] 24, Client Ao LDAP_server¢to] ARS 7AA

userl~userb AR &QI5[ & 4 9l

2 sholg sz

extended LDIF
LDAPv3

filter: (objectclass=*)
requesting: ALL

# twostar. com

dn: dc=twostar, dc=com

dc: twostar

objectClass: top

objectClass: domain

objectClass: domainRelatedObject
associatedDomain: twostar. com

# Hosts, twostar. com

dn: ou=Hosts, dc=twostar, dc=com
ou: Hosts

objectClass: top

objectClass: organizationalUnit
objectClass: domainRelatedObject
associatedDomain: twostar. com

root@client ~]# ldapsearch -x -b "dc=twostar, dc=com”

|
#
#
#
# base <dc=twostar, dc=coms with scope subtree
#
#
#
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FUA.

# userl, Groups, twostar.com

dn: cn=userl, ou=Groups, dc=twostar, dc=com
objectClass: posixGroup

objectClass: top

cn: userl

userPassword: : e2NyeXB0fXg=

gidNumber: 501

# user?, Groups, Twostar.com

dn: cn=user2, ou=Groups, dc=twostar, dc=com
objectClass: posixGroup

objectClass: top

cn: userz

userPassword: : e2NyeXB0fXg=

gidNumber: 502

# user3, Groups, twostar.com

dn: cn=user3, ou=Groups, dc=twostar, dc=com
objectClass: posixGroup

objectClass: top

cn: user3

userPassword: : e2NyeXBOfXg=

gidNumber: 503

# userd, Groups, twostar.com
dn: cn=userd, ou=Groups, dc=twostar, dc=com
objectClass: posixGroup

objectClass: top

cn: userd

luserPassword: : eZNyeXBOfXg=
gidNumber: 504

# userh5, Groups, twostar. com

dn: cn=user5, ou=Groups, dc=twostar, dc=com
objectClass: posixGroup

objectClass: top

cn: users

luserPassword: : e2NyeXB(OfXg=

gidNumber: 505

4 search result
search: 2
result: 0 Success

# numResponses: 24
# numEntries: 23
[ ropt@client ~1 &
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274 passwd Uy}t shadow T QFofl userl, user2 AAS AL & Q= &
otk

getent passwd JPS Sl AL SFH AREA FF(passwd Tty Zol)S = 7ls
of glou, ohe QlF 4o 528 FuE go| B 4 9ok

O3B 2 getent §H O 2 userly}t user2 ARFES &9 & 5

o
n

P

| root@client ~]# grep userl /etc/passwd /etc/shadow
[ ropt@client ~]# grep user? /etc/passwd /etc/shadow
[ ront@client ~]# getent passwd userl

userl: *:501:501: userl: /home/ ldap/userl: /bin/bash

| root@lient ~]# getent passwd user?

userz: *: 502: 502: user2: /home/ ldap/user2: /bin/bash

| ropt@client ~]# getent group userl
userl:*:501:

| root@lient ~]# getent group user2
user2: *: 502;

A HAEY su FPolE &0l userl 22 27003 WS 2l & 4 QU

[ root@lient ~]# su - userl

su: warning: cannot change directory to /home/ldapfuserl: 2§ = 4 o/} o] 9 g =
I siesdo

-bash-4. 1% exit

logout

3,3 & ]AEa] AHE A

goeEE AHE A4 %] i
ldap_server 4}oj|A]

/etc/exports W&ol ofzfiet o] A2 siEr.
Iﬂhnmefldap 192. 168. 123. 0/ 255. 255. 255. 0 rw, sync)

el 37 AAES AJASH 0 chkeonifg nfs ono] B33 Fo=2A A AIAS siEH
| root@ldap ldap]l # service nfs start

NFS Mu 28 AZE2 95y [ OK ]
NFS F 813 A &5t g4t} [ OK ]
NFS mountd® 4] 2% ¢ ct. [ OK ]
NFS ® =& A #3h [ 0K 1
RPC idmapds A & & [ OK ]

| root@ldap ldap] # chkconfig nfs on
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showmount FF= ol exports mtd Wg= =90 & 4 /ot

[ root@ldap ldap] # showmount -e L
Export list for ldap. twostar. com:
{ home/ldap 192. 168. 123. 00/ 255. 255. ;

Clientof| A
/etc/auto.master Y-8 Qo] =7} A|AZFC}

fmisc /etc/auto.misc
{ home/ ldap fetc/auto. Ldap

/etc/auto.ldap W& ol 7} Al71H
ﬂ* - ldap.twostar.comrfhomefldapf&|

autofs& AlSYA| 7 E LY.

[ root@client ~]# service autofs start

automount (2] =S 4] 3 %: automount: program is already running

[ OK 1
| root@client ~]# service autofs restart
automount & A x & [ OK 1]
automount (218 Al 3 & [ OK ]

2o Ee] RS A
| rootec Lient ~[# Ls /home

srE A5 oE
[ root@client ~]# su - userl
[userl@éclient ~] 4% exit
logout

| root@lient ~]1# ls /home/ldap/

ldap_server?] AA 9l user?2 ~ userb Z7HX] 2719l sHo] &

o
oz Y He de =Y F 4 Sl

_22_
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| root@Eclient ~]# su - user?
[user2é@client ~]4% logout

[ root@client ~]# su - user3
[userd@client ~]% logout

[ root@client ~]# su - userd
[userd@client ~]% logout

| root@client ~]# su - users
[userb@client ~]14 logout

| root@client ~]# ls /home/ ldap

1Seril User: Usel Uuserdt Users

3.4 phpLDAPadmin AX] ¥ 1%

yum= ©]-&3f offiet ol AR|sEt.

yum install -y php php-cli php-common php-ldap

Loaded plugins: fastestmirrar, refresh-packagekit, security

Loading mirror speeds from cached hostfile

* pase: centos-hcm.viettelidc.com.vn

* spal: buaya.klaz.or.id

* gxtras: centos-hcm.viettelidc.com.vn

* rpmforge: mirror.smartmedia.net. id

* ppdates: centos-hem.viettelide.com.wn
Setting up Install Process
Package php-cli-5.3.3-27.e1l6_5.1686 already installed and latest version
Package php-common-5.3.3-27.el6_5.1i686 already installed and latest wversion
Package php-ldap-5.3.3-27.el6_5.i686 already installed and latest version
HMothing to do

wget g2 Sofl offjet 2 APo]E FAE U=l epel-realease-6-8.noarch.rpmitd-&
cheRe stgion), yum ¥ Mol ofd rpm ~Uvh Y-S Fol MAIE siEUck

[ root@ldap tmp]# rpm -Uvh epel- release-6-8. noarch. rpm
4 11: epel-release-6-8. noarch. rpm: Header V3 RSA/SHAZEG Signature, key ID 0R08bB
95: MNOKEY
=1 F... FHESH R R EY | LOOY
1: epel- release PRESBRRAAAARAR AR AR ey | LODS
| root@ldap tmp] #
[ root@ldap tmp] #
[ root@ldap tmp] #
[ root@ldap tmp] 4 yum --enablerepo=epel -y install phpldapadmin
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| root@ldap tmp]# wget http: //dLl. fedoraproject. org/pub/epel/G/ x86_64/epel- release
-B-8. noarch. rpm _
--2015-05-04 02:32:52-- http: //dl. fedoraproject. org/pub/epel/6/ xB6_64/epel- rele
ase-6-8. noarch. rpm

Resolving dl. fedoraproject. org... 209.132.181.26, 209.132.181.27, 209.132.181. 24

Connecting to dl. fedoraproject. org| 209. 132. 181. 26| : 80... connected.
HTTP request sent, awaiting response... 200 0K

Length: 14540 (14K} [application/x- rpm]

Saving to: " epel-release-6-8. noarch. rpm

J_'I}Dw ======================================:='] 14, 54“ TAT AT K.Irs in 'D. 15
2015-05-04 02:32:53 (108 KB/s] - “epel-release-6-8. noarch. rpm' saved [ 14540/ 1454
0]

| root@ldap tmp] #

[ root@ldap tmp]#

| root@ldap tmp]# 1s

epel- release-6-8. noarch. rpm  orbit- gdm

A A DRarn
- AnAn. PBzcil

Package Arch Version Repository Size
nstalling:
phpldapadmin noarch 1.2.3-1.el6 epel 806 k

Installing for dependencies:
php xB6_R4 5.3.3-40.el6_6 updates 1.1M

Transaction Summary

Install 2 Packagei s)

Total download size: 1.9 M
Installed size: 5.9 M
Downloading Packages

{1/2)}: php-5.3.3-40. el6_6. xB6_64. rpm | 1.1 MB 00: 00
(2/2): phpldapadmin-1.2.3-1. el6. noarch. rpm | BOG KB 00; 00
Total 2.2 MB/fs | 1.9 MB 00: 00

warning: rpmts_HdrFromFdno: Header V3 RSA/SHAZLE Signature, key ID 0508bB95: NOK
EY
Retrieving key from file:///etc/pki/rpm- gpg/RPM- GPG- KEY- EPEL- 6
Importing GPG key Ox0D60B8B89S: [
Userid : EPEL (B) <epel@fedoraproject. orgs
Package: epel-release-G-8. noarch {installed) [

Installed:
phpldapadmin. noarch 0:1.2.3-1. el6

Dependency Installed:
php. x86_64 0:5.3.3-40.el6_6k

Complete

AA]

S
n
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/etc/phpldapadmin/config.php ¢Qto]] It W8-S ofefiet o] 75 &t

dservers- =setValue(' login', " attr', 'dn');
f/$servers->setValue(’ login', "attr’, "uid' };

/etc/httpd/conf.d/phpldapadmin.conf ¢to]] I U8-& ofgjel o]
192.168.123.0/245 ZF=7} Al7A&T}

Web- based tool for managing LDAP servers

Alias /phpldapadmin /usr/share/phpldapadmin/htdocs
Alias fldapadmin fusr/share/phpldapadmin/htdocs

Direct fusr/share/phpldapadmin/htdocs
Order Deny, Allow
Deny from all
Allow from 127.0.0.1 192.166.123. 0720
Allow from ;:1

MA% httpd AAAHS AR

[root@ldap ~| # service hitpd restart

httpd & # 7 F: [ OK ]
httpd (21 & A& F: [ 0K ]

Z Ao ldap.twostar.com/ldapadmin/ o]2til Xl Atefo]t§ phpldapadmin #}o] UE}t=
g ool & & Qlrh
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oid(E) HE(E

phpLDAPadmin {1.2.3) - - Mozilla Firefox

Home | Purge caches | Show Cache

El
M Local LDAP Server

P9 ¥Q@

=271M) o|S(8) =at3E) =MD =SEHH)
Ra phpLDAPadmin (1.2.3) - |2
@ | dap.twostar.com/ldapadmin/ v & 48 g 4k
zphp
=LDAP
Eanmin

T login ‘
Use the menu to the left to navigate
Credits | Documentation | Donate
=l
[ 3] phpLDAPadmin = 19I5}7] A $}H
(23 3]& %2 W 21915t = oy Aat sjAJES Aol shHoltt
phpLDAPadmin (1.2.3) - - Mozilla Firefox
ohd(Fy ®EZE 27|V oS3 =0=B) =TI =SHH)
2 phpLDAPadmin (1.2.3) - 2= |
« | ¥ |dap.twostar.com/ldapadm e e - fe=1 ! = kel Ea-v| |_'?'l" ?Eil ﬁ
=2ph
“Loar
EANMmin

Home | Purge caches | Show Cache

M Local LDAP Server

-
a login

Authenticate to server Local LDAP Server

it icoreafarng notiorniootoinbnldong e

P P ¥Q@

Warning: This web connection is unencrypted.

Login DN:
|'.* cn=Manager,dc=twostar,dc=com

Password:

Anonymous (]

| Authenticate |

(219 4] phpLDAPadmin = 1olsl= 1d

(13 45 %2 o,

A% ofold]

Password :

: cn=Manager,dc=twostar,dc=com (L0l F4A)
wokkkok ok x (K]S

slappasswd 2 AA5|& jA Y =o|t})

_26_



(13 55 S o 21912 3t
Aol e As A T 4 Uth

3.5 TLSHECSH

4=

Home | Purge ceches | Show Cache

Twostar oo

B Local LDAP Server O
E = & 0o F 8
schema search refresh &l
Logged e os. cn=Mansges do = taostar O =com
= B do=twostar, de=com {12}
Croate new entry hera
B pisMapNamesnetgrowp by hast
B nisMapMamesnatgroup. byuser
& cushliases
= 8 ou=Groups (5
& on=userl
‘l ErmsirteT?
& crmusers
& cr=userd
& en=users
Creabe Hew entry hers
& ocu=Hosts
* oem Mournits
& cusNewgroup

& ou=Networks
= ou=People [5)
l uid=userl
l widnyuserd
n uid=user3
l uid=userd
B uid=users
Create naw ontry hong
ﬂ ou=Protocals
* =R
& ousservices
Create new entry here

‘o mondtor impout ex

@ 4a

port bagout

IR

-

Authenticate to server
Successiully logged inte semver.

I
ELDAP
Tadmin

Use the meonu bo the lelt to navigate

Credits | Documentaticn | Donate

[12 5] phpLDAPadmin

ol

FakAH

o

TLS(Transport Layer Security)@?

TL

=

St ZefolQlE /A
WAs] aia AT 2ol

AlAE

ERMAZE 2olo] Mol (TLS)H MOt 4
E #fojo] weFolztt oL 'Hot &

QB o] TCP/IP YEYIS AE
Bt} doje] RAYE

stwafzct

28 m2a3o| YEYIR

QELE

A 20| o]

A7 A8 Q& A|(Self-Signed Certificate) A8

AHAY Q)

=
[S)

=

2 Ay

o

A
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[ root@ldap certs]# openssl req -new -x509 -nodes -out /etc/pki/tls/certs/twostar
. pem - keyout fetc/pki/tls/certs/twostarkey. pem -days 365
Generating a 2048 bit RSA private key

........... +++

You are about to be asked to enter information that will be incorporated
into your certificate request

What you are about to enter is what is called a Distinguished Name or a DN
There are quite a few fields but you can leave some blank

For some fields there will be a default value

If you enter '.', the field will be left blank

Country Name (2 letter code) [XX]:KR

State or Province Mame { full name) []:Seoul

Locality Name (eg, city) [Default City]:Seoul

Organization Mame {eg, company] [Default Company Ltd]: knowledgepia
Organizational Unit Mame (eg, section) []:IT

Common Name (eg, your name or your server' s hostname) []:ldap. twostar. com
Email Address []:star222039@gmail. com

| root@ldap certs]# ls

Makefile ca- bundle. trust. crt twostarkey. pem

ca- bundle. crt twostar. pem

= 7)o UL chown HAS WA A29xet 40729 WA A|AZEC)

| root@ldap certs]# chown root. ldap twostar*

| root@ldap certs]#

| root@ldap certs]# 11 twostar*

-MW-r--r--. 1 root ldap 1436 2015-05-05 23: 06 twostar. pem
-TW-r--r--. 1 root ldap 1704 2015-05-05 23: 06 twostarkey. pem

A pHS WS twostarpem TS ftpFHQl 5 8FH pubfEe]o] SALS SHET.
certs]# cp twostar. pem /var/ftp/pub/ |

Cliento]| A ncftpE ©o]-&3all A oAl twostar.pema Waz{e7| ot
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NcFTP 3.2.4 {Apr 07, 2010) by Mike Gleason (http: //www. NCFTP. com/contact/)
Connecting to 192, 168.123. 143, ..

( vsFTPd 2. 2. 2)

Logging in. .

Login successful

Logged in to ldap.

ncftp / = 1s

pub/

ncftp / = 11

drwxr- xr-x 20 0 4096 59 5 14:13 pub
ncftp / = cd /pub

Directory successfully changed

ncftp /pub = 1s

twostar. pem

ncftp /pub > get twostar. pem

A2 3E el o 3 218 2l

[ root@client cacerts]# ls
twostar. pem

et

& 9ltt.

twostar.pem ©] U189l Q15A] W&ok,

| cat twostar.pem |

[MIIDSzCCAt+gAWIBAQIJANVAFuPdHO+0MADGCSqGSIb3 DQEBBOUAMIGRMOSWCQYD
VOQGEWILUj EOMAWGA] UECAWFUZ VvdwwxDj AMBgNVBACMBYNLb3 VsMRUWEWYDVQQK
DAxrbma3bGVkZ2 VwaWExCzAJBgNVBASMAKTUMRkwWFWYDVOQDDBEESs ZGFWLNRI D3 ND
Y XIUuY 29 tMSMwIQYIKoZIhveNAQKBFhRzZAGFyMj IyMDME QGd tYWLsLmNvbTAeFwlx
NTAIMDUxNDAZNDIaFwlxNjAIMDOxNDAZNDIaMIGRMOswCOYDVOOGEWILU j EOMAWG
A1 UECAWFUZVvdwwxD ] AMBgNVBACMBYNLD3VSMRUWEWYDVOOKDAX roma3boVkZ2 e
BWExCzAJBgNVBASMAKLUMRKwFwYDVOODDBBS ZGFWLNRIbINOYXTuY29 tMSMwIOY ]
KoZIhvcNAQkBFhRzdGFyMj IyMDME QG tYWLsLmNvbTCCASIWDOY JKoZIhvcNAQER
BOADggEPADCCAQoCggEBANeGAEPGjal jxaTecYkExBufX+ASmaPeypZgCvkXWrAF
LMiWarik3ohHPz jcpgDZdTMxxumHET vKEQ7 zeHIEFIQx3at2 FVWgNSswgraDPTHL
/ sU90galWXCetml 6EhexefalVy+/MnZK1 2urbkkb5+ICEVUmM/ ImviWsIRzGOHVaFZ
owem/ P/ /YIIFiBOdKLBOY j thGyvNPYml vR0OI+G/ g4 hmHT j +0XDEGPTGLVRPAdT d
5 jAAT]/ tESVBABU+OGHT cTMgRwO9 1 jUFFxPRhTsiaSesSaMuNmCEv]ITn+19y35b
2 INVIKIpx0Qg4 TLKQIWBj2icBKTegSTiPS] DxIKUuzMCAWEAAGNOMELAWHOYDVROO
BBYEFKS2pSyQ0QOHdozQBNVEL3aPzySEMBAGA| UdIwQYMBaAFKS2 pSyQOQoHdozQ
BNVEL3aPzySEMAWGAL UdEWQFMAMBATEwWDOY JKoZIhvcNAQEFBOADGQEBAM/ LR4XU
2 KUWvmA kBGamt2G1 2DANWmCgwif fxpyHI PDTHgcQDtRa3MFT/ EJXmk]l FwBiGI7wT
ydHkHjLwl/ ysMxK+D30rR4 jUBTT+MDjOooMIQoe3g/ rixNsqasQullgAGs4h oW/ 8
Z75IxalaMBwW/ yXe¥YTXgbhrkbmT32zYy+51FU+COyCFgnagHT2KOhpXzYhaMGh1BGC
SongSDDrjIlGUNjUtx1+balGonD0ODE L 3UDWSEr rMHC/ DvNUiZ LtT4G4 FVWSKsbqY
yvhakZesOMCwIP5+dKgoIal095Kgz+Rz/ 9hG3mBg2 Z4uH7 c jwiWKEssVelHookgl o
\VwhWIE JANTWSIvU=

----- END CERTIFICATE-----

| /etc/openldap/ldap.conf |
o] mtd Yjgoto] TLS_REQCERT allow 248 Z7F Al#FQIc

_29_



TLS_CACERTDIR /etc/openldap/cacerts
TLS_REQCERT allow

URI ldaps: //ldap. twostar. com

BASE dc=twostar, dc=com

3.6 LDAP_Kerberos Server AX] ¥4 1=
ldapAfd] A|AHIO] kerberos AH|E& Zo] &
yumg ©o]&df ofefjet Zo] PHE FHA HAE gt

yum install -y krbb5-server-ldap krbb5-appl-servers krb5-server krb5-workstation
krb5-libs

M 92 F rpm PYOR kbSE MA| Y2 FBL e T & 9k,

[root@ldap ~] # rpm -qa Krbs®
krbs-server-ldap-1. 10. 3-37. el6_6. xBR_B4
krbs-appl-servers-1.0.1-7. el6_2. 1. xB6_B4
krb5- server-1. 10. 3-37. el6_G. x86_G4
krb5-workstation-1. 10. 3-37. el6_G. xBE_Gd
krb5- libs-1.10.3-37. el6 G. xB6 64

LDAP_Kerberos Sever A

/etc/krbb.conf Y& Qo
ofefjet #o] AAgS SiECt. ofefiet 2 AL AW Tl FAE Ao|&WH U A
28xH 8o o] sfof gt

root@ldap:—

mPE(Fy =HENE) =271V) ZHAS5) HOolEiTy ==F2HH)
| Llogging]

default = FILE: /var/log/krb5libs. log

kdc = FILE: /wvar/log/krb5kdc. Log
admin_server = FILE: /fwvar/log/kadmind. lLog

[ Libdefaults]
default_realm = TWOSTAR. COM
dns_lookup_realm = false

dns_lookup_kdc = false
ticket_lifetime = 24h

renew_lifetime = 7d

forwardable = true

| realms]

TWOSTAR. COM = {
kdc = ldap. twostar. com
admin_server = ldap. twostar. com

[}

| domain_ realm]
. twostar. com = TWOSTAR. COM
| @wostar. com = TWOSTAR. COM

[ 6] Kerberos g Q9] A= I Y ola A4
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/var/kerberos/krbbkdc/kadmb.acl W&9to] admin BA L si&ct.
|@; admin@TwioSTAR. COM «]

/var/kerberos/krbbkdc/kdc.conf W& <ol =HelxAS Ao|&C}.
' El root@ldap:/var/kerberos/krb5kdc

TRy EE(E 22|(V) ZM(S) HOIET) =Z2HH)

[Mkdcdefaults]
kdc_ports = 88
kdc_tcp_ports = 88

[ realms]
TWOSTAR. COM = |

#master_key_type = aes2LB-ctis

acl_file = /var/kerberos/krb5kdc/kadms. acl

dict_file = Jusrfshare/dict/words

admin_keytab = fvar/kerberos/krb5kdc/ kadms. keytab

supported_enctypes = aes25h-cts: normal aesl28-cts: normal des3-hmac-shal: normal
arcfour- hmac: normal des- hmac-shal: normal des-cbc-md5: normal des-chc-crc: normal

[Z1] 7] kdc.conf W& ko] =Ojol 4 A7

™S t} 3t & krbs AH|AZ RJA|AF sZC),

[ root@ldap krbskdc]# fetc/init. d/krbskdc restart

Kerberos 5 KDC & # = = [ 4l =]
Kerberos 5 KDC (21 & 4] 2 = [ OK ]
chkconfig krbbkde on H3E Al Atz AMH|A AJAF Dl = AdASH}

L

Kerberos AM2A} 7}

kadmin.localo]] &45t9] listprincs W& 02 principal(At8AH 8]AES &2 4 9o

addprincg3 22 userl@TWOSTAR.COME #7} 3= S =

4>
)
)

| root@ldap krb5kdc]# kadmin. local

Authenticating as principal root/admin@IWOSTAR. COM with password
kadmin. local: listprincs

K/ METWOSTAR. COM

kadmin/admin@TWOSTAR. COM

kadmin/ changepw@WOSTAR. COM

kadmin/ ldap. twostar. com@TWOSTAR. COM

krbtgt/ TWOSTAR. COMETWOSTAR. COM

kadmin. local: addprinc userl@WOSTAR. COM

WARNING: no policy specified for userl@WOSTAR. COM; defaulting to no policy
Enter password for principal "userl@TWOSTAR. COM™:

Re-enter password for principal "userl@&@WOSTAR. COM™:

Principal "userl@IWOSTAR. COM" created

kadmin. local:

kadmin. local: guit
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219t opR7HA| 2 addprinc® 3 0.2 root/admin@TWOSTAR.COM-E #7715t dtHo |t}

| root@ldap krbfkdc] # kadmin. local

Authenticating as principal root/admin@TWOSTAR. COM with password.
kadmin. local:

kadmin. local: addprinc root/admin

WARNING: no policy specified for root/admin@&TWOSTAR. COM; defaulting to no policy
Enter password for principal "root/admin@TWOSTAR. COM":

Re-enter password for principal "root/admin@TWOSTAR. COM":
Principal "root/admin@WOSTAR. COM" created

kadmin. local:

kadmin. local:

kadmin. local: listprincs

K/ M@TWOSTAR. COM

kadmin/admin@TWOSTAR. COM

kadmin/ changepw@MWOSTAR. COM

kadmin/ ldap. twostar. com@MWOSTAR. COM

krbtgt/ TWOSTAR. COM@TWOSTAR. COM

root/admin@TWOSTAR. COM

userl @MWOSTAR. COM

kadmin. local: [}

ktadd H3E o2 Keytab kadmin/admin®] AHY S kadmb.keytabo]] 7}

kadmin. local: ktadd -k /var/kerberos/krb5skdc/ kadms. keytab kadmin/admin

Entry for principal kadmin/admin with kvno 3, encryption type aesZhé-cts-hmac-sh
@l-96 added to keytab WRFILE: /var/kerberos/krb5ikdc/kadms. keytab.

Entry for principal kadmin/admin with kvno 3, encryption type aesl128-cts-hmac-sh
al-96 added to keytab WRFILE: /var/kerberos/krbSkdc/ kadms. keytab.

Entry for principal kadmin/admin with kvno 3, encryption type des3-cbc-shal adde
d to keytab WRFILE: /var/kerberos/krb5kdc/kadms. keytab

Entry for principal kadmin/admin with kvno 3, encryption type arcfour-hmac added
to keytab WRFILE: /var/kerberos/krbSkdc/kadms. keytab

Entry for principal kadmin/admin with kvno 3, encryption type des- hmac-shal adde
d to keytab WRFILE: /var/kerberos/krbSkdc/kadms. keytab

Entry for principal kadmin/admin with kvno 3, encryption type des-cbc-mds added
to keytab WRFILE: /var/kerberos/krbSkdc/kadms. keytab

kadmin. local: |}

ktadd W3 02 kadmin/changepw? AHYE kadmb.keytabo] F7}

kadmin. local: ktadd -k /var/kerberos/krbskdc/kadms. keytab kadmin/changepwiiR
Entry for principal kadmin/changepw with kvno 3, encryption type aes256- cts- hmac
-shal-96 added to keytab WRFILE: fvar/kerberos/krb5kdc/ kadms. keytab

Entry for principal kadmin/changepw with kvno 3, encryption type aesl128-cts- hmac
-shal-96 added to keytab WRFILE: /var/kerberos/krbtkdc/ kadmb. keytab

Entry for principal kadmin/changepw with kvno 3, encryption type des3-cbc-shal a
dded to keytab WRFILE: /var/kerberos/krbbkdc/kadm:. keytab

Entry for principal kadmin/changepw with kvno 3, encryption type arcfour-hmac ad
ded to keytab WRFILE: /var/kerberos/krb5kdc/ kadms. keytab

Entry for principal kadmin/changepw with kvno 3, encryption type des-hmac-shal a
dded to keytab WRFILE: /var/kerberos/krb5skdc/ kadms. keytab

Entry for principal kadmin/changepw with kwvno 3, encryption type des-cbc-md5 add
ed to keytab WRFILE: /var/kerberos/krb5skdc/kadms. keytab

kadmin. local: [
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kerberos_ host/ldap.twostar.com AM8-A}F &7} gtHo|ch

kadmin. Llocal: addprinc - randkey host/ ldap. twostar. com

WARNING: no policy specified for host/ldap. twostar. com@TWOSTAR. COM; defaulting {
0 no policy

Principal "host/ldap. twostar. com@TWOSTAR. COM" created.

kadmin. local:

ktadd HZH 22 host/ldap.twostar.com 9] AFEAIAHE kadmb.keytabo]] F7} stHolct.

kadmin. local: ktadd -k /fetc/krb5. keytab host/ldap. twostar. com

Entry for principal host/ldap. twostar. com with kvno 2, encryption type aes2if-ct
s-hmac-shal-96 added to keytab WRFILE: /etc/krbh. keytab.

Entry for principal host/ldap. twostar. com with kvno 2, encryption type aesl28-ct
s- hmac- shal-96 added to keytab WRFILE: /etc/krb5. keytab.

Entry for principal host/ldap. twostar. com with kvno 2, encryption type des3-cbc-
shal added to keytab WRFILE: fetc/krbs. keytab

Entry for principal host/ldap. twostar. com with kvno 2, encryption type arcfour-h
mac added to keytab WRFILE: /etc/krb5. keytab

Entry for principal host/ldap. twostar. com with kvno 2, encryption type des-hmac-
shal added to keytab WRFILE: /etc/krbs. keytab.

Entry for principal host/ldap. twostar. com with kvno 2, encryption type des-cbc-m
d5 added to keytab WRFILE: /etc/krbh. keytab.

kadmin. local: [

krbbkdcat kadming AfA]RF st ZZA|AA = 291
| root@ldap krbSkdc] # service krbSikdc restart

e

4
)
rir
o
)
o
I

Kerberos 5 KDC & & = F: [ 0K ]

Kerberos 5 KDC (218 Al & & [ 0K ]

| root@ldap krbSkdc]# service kadmin restart

Kerberos 5 Admin Server & # = = [« ]

Kerberos 5 Admin Server (&£1% A& 3 [ OK

| root@ldap krbokdc]# ps -ef | grep krbs

root 13542 1 21 05:17 7 00: 00: 04 Jusr/sbin/krbskdc -P fvar/run/kn
b5kdc. pid

root 13566 11483 4 05:17 pts/1 00: 00: 00 grep krb5

| root@ldap krbhikdc]# ps -ef |grep kadmin

root 13563 1 0 05:17 7 00: 00: 00 Jusr/sbin/kadmind -P fvar/run/ka
dmind. pid

root 13568 11483 0O 05:17 pts/1 00: 00: 00 grep kadmin

| root@ldap krbhkdc]# netstat -nat | grep 88

tep 0 0 0.0.0.0:88 0.0.0.0: % LIST
EN

tcp 0 0 :::88 i LIST|
EN

tcp 0 0 :::38884 saaT LIST]
EN

| root@ldap krbSkdc]# netstat -nat | grep 749

tep 0 0 0.0.0.0: 749 0.0.0.0:* LIST
EN

tcp 0 0 o749 LLEE LIST|
EN

[ root@ldap krbskdc] # |
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ktutil2 E3} principal 9] 2gJAEE &9l & 4~ it

| root@ldap krb5kdc]# ktutil
ktutil: rkt fvarfkerberos/krbSkdc/ kadms. keytab
ktutil: 1list
slot KVNO Principal
1 3 kadmin/ admin@TWOSTAR. COM
2 3 kadmin/admin@TWOSTAR. COM
3 3 kadmin/admin@TWOSTAR. COM
4 3 kadmin/admin@ETWOSTAR. COM
5 3 kadmin/ admin@TWOSTAR., COM
6 3 kadmin/admin@TWOSTAR. COM
7 3 kadmin/ changepw&TWOSTAR. COM
8 3 kadmin/ changepw@TWOSTAR, COM
9 3 kadmin/ changepw@TWOSTAR. COM
10 3 kadmin/ changepw@TWOSTAR, COM
11 3 kadmin/ changepw@TWOSTAR. COM
12 3 kadmin/ changepw@TWOSTAR, COM
ktutil: |}

3.7 LDAP_kerberos Client A& 2 g]7 Hg

LDAP_kerberos Client A% ( authconfig-tui)

root@client:/etc/openidap

ohg(F) =HENE) =2Z1(Ve H2(5) HOolE(T) =52ZHH)

IPAV
| Winbind -

=<Tab>/<Alt- Tab=>
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[2] TLS
ldap: / / ldap. twostar. com
DN dc=twostar, dc=com

ldap
= ldap

Kerberos Client A}o]|A]

ldapAM oA Q] krb5.conf TtUL Client 2 27]= stHo|C}.

| rootéclient etc]# scp root@ldap: fetc/krbs. cont fetc/krbs. cont

The authenticity of host 'ldap (192. 168. 123. 143)' can't be established.

RSA key fingerprint is 63:a9:2e: 10: d5: 65: 9d: 61: 3e: 5d: 8f: 2b: aa: 7e: B4: c7.

Are you sure you want to continue connecting (yes/nol? yes

Warning: Permanently added 'ldap, 192. 168. 123. 143" (RSA) to the list of known hos
ts.

root@ldap’ s password:

krbs. conf 100% 441 0.4KB/s  00: 00

| root@client etcl# 1s /etc/krbs. conf

fetc/krb5. conf
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kadmin ¥¥2 &3l root/admin o] %S 3SiA host/client.twostar.com AHEARS F7F
Al7]= st keytabo] =0 F7F Al7]= etHolt

| root@client etc]# kadmin -p root/admin

Authenticating as principal root/admin with password.

Password for root/admin@WOSTAR. COM:

kadmin: addprinc - randkey host/client. twostar. com

WARNING: no policy specified for host/client. twostar. com@TWOSTAR. COM; defaulting
to no policy

Principal "host/client. twostar. Com@WOSTAR. COM" created.

kadmin:

kadmin: ktadd -k fetc/krbS. keytab host/client. twostar. com

Entry for principal host/client. twostar. com with kvno 2, encryption type aesZhé-

cts- hmac-shal-96 added to keytab WRFILE: /etc/krbs. keytab.

Entry for principal host/client. twostar. com with kvno 2, encryption type aeslZ8-

Ccts-hmac-shal-96 added to keytab WRFILE: fetc/krbs. keytab.

Entry for principal host/client. twostar. com with kvno 2, encryption type des3-ch

c-shal added to keytab WRFILE: /etc/krb5. keytab

Entry for principal host/client. twostar. com with kvno 2, encryption type arcfour

-hmac added to keytab WRFILE: /etc/krbs. keytab

Entry for principal host/client. twostar. com with kvno 2, encryption type des-hma

c-shal added to keytab WRFILE: /etc/krbs. keytab

Entry for principal host/client. twostar. com with kvno 2, encryption type des-cbc

-md5 added to keytab WRFILE: /etc/krbs. keytab.

kadmin:

A 7Hs E7 Fof HA(TGT)

kinit W3S A}%@QM A4 7bs B2 ol EPA(TGT)E ¢A © shuiolo] A )
AlZHValid starting)y} §F2 U (Expires) MH|A AF&AHService principal)g &Holsh 4~ )},

| root@ldap ~]# su - userl

[userl@ldap ~1§% klist

klist: Mo credentials cache found (ticket cache FILE:/tmp/krb5cc_501])
[userl@ldap ~]%

[userl@ldap ~]1%

[userl@ldap ~]1% kinit

Password for userl@IWOSTAR. COM:

[userl@ldap ~]% klist

Ticket cache: FILE:/tmp/krb5cc_ 501

Default principal: userl@WOSTAR. COM

Valid starting Expires Service principal

05/13/15 12:53:43 05/14/15 12:53:43 krbtgt/ TWOSTAR. COMETWOSTAR. COM
renew until 05/13/15 12:53:43

[userl@ldap ~1% ssh userl@lient

The authenticity of host "client (192. 168. 123. 144)" can't be established

RSA key fingerprint is 13: bd: 6a: 18: bf: 6e: 7c: el: 3e; f4: 18: 82: 33: 8B0: 92: a2,

Are you sure you want to continue connecting {yes/no}? yes

Warning: Permanently added 'client, 192. 168. 123. 144" (RSA) to the list of known h

osts.

Last login: Tue May 12 21:25:50 2015

luseri@lient ~15 ||
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3,8 LDAP_Kerberos S8AH AX] ¥ &

Kerberos S-£A#Ql SSH, FTPAYH

Kerberos 28 A# AX|

yum install -y krb-libs krb5-workstation
krbb-appl-servers krb5-server

krb5-devel

krb5-appl-clients

| root@centost ~]# rpm -ga krb*

krb5- 1ibs- 1. 10. 3-37. el6_G. xB6_64
krb5-workstation-1. 10. 3-37. el6_6. xB6_G4
krb5-devel-1. 10. 3-37. el6_G. x86_G4
krb5-appl-clients-1.0.1-7.elf_2. 1. xB6_G4
krb5-appl-servers-1.0.1-7. el6_2. 1. xA6_R4
krb5-server-1. 10. 3-37. el6_G. xB6_G4

yum= O[8-sto] AX[ sfj&rt.

| yum install -y nss-pam-ldapd

| root@centos@wostar -] # yum install -y nss-pam- ldapd

Loading mirror speeds from cached hostfile
* base; ftp. kaist. ac. kr
* extras: ftp. kaist. ac. kr
* updates: ftp. kaist.ac. kr
Setting up Install Process
Resolving Dependencies
«>» Running transaction check

base/ filelists_db | 6.1 MB 00z 02
Installed:

nss-pam- ldapd. x86_64 0:0.7.5-20. el6_6. 3
Dependency Installed:

nscd, xB6_64 0:2.12-1, 149 el6_6.7 pam_ldap. xB6_64 0: 185-11. el6

Dependency Updated:
glibc. i686 0:2.12-1. 149, el6_6.7
glibc. xB6_64 0:2,12-1. 149. el6_6.7
glibc- common, xB6_64 0:2.12-1. 149, el6_6.7
glibc-devel. xB6_64 0:2.12-1. 149. el6_6.7
glibc- headers. xB6_64 (:2.12-1. 149. el6_B. 7

Complete!

Loaded plugins: fastestmirror, refresh-packagekit, security

---= Package nss-pam- ldapd. x86_64 0:0.7.5-20. el6_6.3 will be installed
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Kerberos 1% Au] TLS HOl 3k} MX

| root@centoss cacerts]# ncftp ldap

NcFTP 3.2.4 (Apr 07, 2010) by Mike Gleason {http: //www. NCFTP. com/contact/).
Connecting to 192. 168. 123. 143. ..

( vsFTPd 2. 2. 2)

Logging in..

Login successful

Logged in to ldap

ncftp / = 1s

pub/

ncftp / = 11

drwxr- xr- x 20 0 4096 59 5 14:13 pub
ncftp / > cd pub

Directory successfully changed

ncftp /pub = 1s

twostar. pem

ncftp /pub = get twostar. pem

twostar. pem: 1.40 kB 15.48 kB/s
ncftp /pub =

ncftp /pub =

Interrupted.

| root@centost cacerts]#

Client A& mfef ol TLS B A2 f=ct.

Clientoll 4] ZEo] AZ5A] el 2

1

o]

L

Mo

| root@centoss cacerts]# ls

| twostar. pem
| root@centosh cacerts]# cat twostar. pem
----- BEGIN CERTIFICATE-----
IMIID9zCCAT+gAWIBAQIJANVAFUPAHO+0MADGCSqGSIb3DOEBBQUAMIGRMOswWC QYD
VOOGEwWILU] EOMAWGA] UECAWFUZVvdwwxD] AMBgNVBACMBYN D3V sMRUWEWYDVOOK
DAxrbma3bGVkZ2VwaWExCzAJBgNVBASMAKTUMRkwFWYDVOQDDBBs ZGFwWLNR3I b3 ND
YHIUY29 tMSMwIOYIKoZIhvcNAQKBFhRZAGFyM] ITyMDMEQGd tYWLsLmNvbTAe Pwlx
NTAIMDUxNDAZNDIaFwlxNjAIMDOXNDAZNDIaMIGRMOswCOYDVQQGEWILU j EOMAWG
Al UECAWFU2 VvdwwxDj AMBgNVBACHMBYNTbIVSMRUWEWYDVOQKDAX rbma 3 bGVKZ 2 Vw
aWEXCzAIBgNVBASMAKTUMRkwFwWYDVOQDDBBS ZGFWLNRIb3NOYXIuY29 tMSMwIQY ]
KoZIhvcNAQkBFhRzdGFyMj IyMDMSQGdtYWLsLmNvbTCCASIWDOYIKoZIhvcNAQEB
BOADgQEPADCCAQoCQQEBANeGAEPG]jal jxaTecYkExBufX+AbmaPeypZgCvkXWrAF
LMiWardk3iohHPzjcpgDZdTMx<xumHET vXEQ7 zeHIEFIQx3af2FVVgNSswqraDP7Ht
fsUg0gatwWxCetml GEhexefalVy+/MnZK]l 2urbkkb5+ ICEVUMS IJmvWsIRzGOHVaFZ
owcmw/! P/ S YITFiBOdKLDbOY ] thGyvNPYml vROI+G/ g4hmHT j +0XDEGPTGtVRP4d7 d
HiAATI/ tBSvBdEU+0GjHTcTMgRwWQ91 jUFFxPRhfsiaSesSaMulNmCev]fn+i9y3hb
ZINVIKIpx00q4 FLKOIWBj2icBKTegSIiPSIDxIKUUzZMCAWEAAGNQME4wHQYDVROO
BBYEFKS2pSyQO00HdozQBNVEL3 aPzySEMBAEGAL UdIwQYMBaAFKS2pSyQ000Hdoz 0
BNVEL3aPzyS6MAWGA] UdEWQFMAMBATEWDOYIKoZTIhvcNAQEFBOADQQEBAM/ 1R4AXU
2KUwWvmB kBGamt2G1 2DB0WmCgwib fxpyHI PDTHQcQDtEa3MFT/ EJXmk]l FwB 1GI7vwT
ydHkHj Lwl 7 ysMxK+D30rR4 jUBTT+MDj0ooMOQoe3g/ rixNSgabQuLlgABs4s oW/ B
ZZ75IxalaMBW/ yXe¥TXgbrkbmT32zYy+51FU+COyCFgnagHT2KhpXzYhaMGh1BGC
SongSDDrjIlGUNjUtx1+balEonDODE ] SUOWSErrMHC DvNUiZ1tT4G4 FWWSKsbgy
yhakZesQMCwIP5+dKqoIal095Kgz+Rz/9hG3mEg2 Z4uH7 c jwWKEssVe9HookgJao
VvhWIEjARTWSIvU=
----- END CERTIFICATE-----
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Cent0S release 6.5 (Final)
Kernel 2.6.32-431.el6.x86_64 on an xB86_64

client login: userl

Password:

Last login: Wed May 27 81:15:52 on ttyZ
[userifclient “19 klist

Ticket cache: FILE:/tmp/krbS5cc_581_Hb6gANK
Default principal: user1@TWOSTAR.COM

Valid starting Expires Service principal
B85,27,15 81:28:24 85,28/15 81:28:89 krbtgt/TWOSTAR.COMETWOSTAR .COM
renew until 85/27,/15 81:28:24

KDC_LDAP E]Zl Au]A SIH
ldapA® 9] A userlo] F&sicty 2 70| o} 9l Arefjo|c}.

| tail -f /var/log/krb5kdc.log |

May 27 01:26:24 ldap. twostar. com krb5kdc[1717) (info): AS_REQ (4 etypes {18 17 16
23}) 192.168.123. 144: ISSUE: authtime 1432657704, etypes {rep=18 tkt=18 ses=18|

. USer|@WOSTAR. COM for krbtqt/TWOSTAR. COM@TWOSTAR. COM

LDAP_Kerberos 7] AH¥Q1_SSHAHY H&
Client 4olA] SSHAS A&stwiolch. 279l & o HAYES U=ishr] Qi LDAPAH o)
Aoz Aaste 2g A T 2 A,

[useri@client 71

$ ssh 192.168.123.164
Last login: Wed Mau

y 27 81:33:36 2815 from client.twostar.com

[userlPcentost 715

_39_



KDC_LDAP E]Zl Mu]A g}Ho|c}.
userl@TWOSTAR.COM for host/centos6.twostar.com@TWOSTAR.COM ©=& userl®
2 A4 A A T 4 Ut Aojct.

\tail -f /var/log/krbbkdc.log \

May 27 01:52: 48 ldap. twostar, com krbSkdc|1717] (info): TGS_REQ (4 etypes {18 17 |
6 23}) 192.168.123. 144: ISSUE: authtime 1432659152, etypes {rep=18 tkt=18 ses=18
. USer1@WOSTAR. COM for host/centosé. twostar, com@WOSTAR. COM

kerberos¢l AEAHQl SSHAY Q1% stHolct. | tail -f /var/log/secure |
=

kerberos Q150] Elth= ok ARQlo] Lot ssh 2 ISF&T= HAlx] o]t

May 27 01:52:32 centos6 sshd[3527]: Authorized to userl, krb5 principal userl@mw
OSTAR. COM { krb _kuserok

May 27 01:52:32 centosé sshd|3527]: Accepted gssapi-with-mic for userl from 192.
168. 123. 144 port 48797 ssh2

May 27 01:52:32 centos6 sshd|3527]: pam_unix(sshd: session): session opened for u
ser user! by (uid=0)

LDAP_Kerberos A7 AW Q_FTPAY H&

Clientof] Al FTP A®<Ql 192.168.123.1640] F43t stHo|n ¢9l5o] HgAoz H Zi& &
A% 4 gloo]

[useri@client ~1§ ftp 192.168.123.164

Connected to 192.168.123.164.

228 centosb.twostar.com FTP server (Uersion 5.68) ready.
334 Using authentication type GSSAPI: ADAT must follow
GSSAPI accepted as authentication type

GSSAPI authentication succeeded

Name (192.168.123.164:userl): userl

232 GSSAPI user userl1BTWOSTAR.COM is authorized as userl
Remote system type is UNIX.

Using binary mode to transfer files

ftp> _

ftp AHoA TS 7HHe= dEe & 4 Asd Adder Asdtds e #IE &

olct.
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ftp> cd rvar/ftp/pub

258 CWD command successful.

ftp> 1s

227 Entering Passive Mode (192,168,123,164,134,153)
158 Opening ASCII mode data connection for sbin/ls.
total 16

-rw-r--r--. 1 root 7 May 17 B85:41 testl

-rw-r--r--. 1 root 6 May 17 85:41 test?2

-rw-r--r--. 1 root 6 May 17 B85:4Z2 test3

-rw-r--r--. 1 root 6 May 17 B85:43 test4

226 Transfer complete.

ftp> get test4
local: test4 remote: test4d

227 Entering Passive Mode (192,168,123,164,173,145)

158 Opening BINARY mode data connection for test4 (6 bytes).
226 Transfer complete.

6 bytes received in B.Z21 seconds (8.828 Kbytes/s)

ftp> quit

221 Goodbye.
[userl@client
test4
[useri@client ~1§ _

~19 1s

KDC_LDAP E]JZ1 Au]A StHolct,
userlo] A Aol ftp A¥Q centos6.twostar.com(192.168.123.164)0] H&3H = &0l HA|
Alo]ct.

Hay 27 02:04:22 dap. twostar. com krbSkdc| 1717] (1nfo): TGS_REQ (4 etypes (16 17 |
) 23}) I..l,f.lh 123, 144: TSSUE: authtime 1432659152, etypes {rep=1§ tkt=18 ses=18
, Userl@WOSTAR. COM for ftp/centost. twostar. con@mWOSTAR, COM

FTP At9] Q1% uA|Xx] stHolct. ftp Avjo] userlC2HE A&t 7S &4 2 9l
WA K] o] T
Ll

May 27 02: 04:09 centost ftpd[3637): pan_unix(gssftp: session): session opened for
User userl by (u1d=0)

rir
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4. 24 &

Am AAR clorsto] mhE pelo] sestReel FYAWEA ALRAL Wel 7 meyst o
PKI 7|=9] S&r0o 2 SSO(Single Sign On)2 ¢ ) =
wostn n AREE 2 & © JA 7o) ARSS Ak WARD AR}
& 2 ° AAl olgx OB Aol §&F HeAl B2z #Weshy] oyl miwo
SSO(Single Sign On)2 & 519

che ofoltier ¢ xFoR A 4 WEL FY & Yu 2L opolUnitt Feg o
Yol AT EY & o0, Y5 Yook She AnHAI vEL Y » Ut A

e 7HAa ek

olglgt A= sl A=A ZIANANA SSO A5 AAl 12 A =AUt
sa ZFANANA SSOQUE AAl 32 sH7] flshA= AREAL LDAP(HEE2] AH|A),
Kerberos?l5, Token %/#*J 985 o]&sl SSO ASAAE st

dss ZIAFNA TS AEAJA AREAL W7t 7hsstal, @ D9 Password®b ARG

],
o024 $S0°| §-840] UF

gok

Qo2 Hormesl golstu vl Y 5 ue e V)5 F
4L JIdhele] copet AR @70 fgel EE uo Amel AP 15 15 710 s
o}

5. 12

[1] ARHEe] AR #HAE St Y 15 2 &8 CentOS 5.3

[2] KLDPWiki: LDAP-Tips , https://wiki.kldp.org/wiki.php/LDAP-Tips

[3] Open ldap& o] &3t =3 A|AHl &7 L= 517 http://blog.syszone.co.kr/2658
[

[

[

4] Kerberos-Community Help Wiki , https://help.ubuntu.com/community/Kerberos
5] DB_AFYl | http://database.sarang.net/

6] Kerberos-CentOS , https://www.centos.org/docs/5/.../ch-kerberos.html

[7] LDAP/Kerberos - Debian Wiki . https://wiki.debian.org/LDAP/Kerberos
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N

ZH 20

PhMEl SIS atg], A &=
2t 340 OiAA| AT &
0|=H| AZEERE|

=M A2 E=AL

y =H MF

Z=H : Single Sign-0On(E&t 21=) 28

.9 9 9

o 2 i 63 AdAnlE PR EEHE dogin 240 i

» 2o|2| STHE MEEE =0[2
HEE EZoia S84 84

»Id, Password 27| S5 a4 |

EF 7
A2giol 222 sigsl= WALIS [ —— }
—  usx#ABREO/SS S U:Iay |
4
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2014.9-12 20151

2015.2 201532 20154 20155

LDAP ME| =

Kerberos B 7= —

ESHEOI=E I—
TLS HOESELE o8

A2

AAE PYE

2 T
LDAP e ot am s + AFEAL AETE
o =) Jim =25 """""' LDAP |= HZaE 93
A h, E ‘n AB {Posix Account)
..n
' _ l-.-N uw qq-1.
TGT+KEY

Kerberos
I_E

DC : 7| B2 4Ej{Key Distribution Center)
TGT : EjZ! 20 E|Z(Ticket-granting ticket)
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' S5} OISAIAH 75

LN

» 24HH : Cent0S56.5
« Ol=3i2|AMH : LDAP, KerberosA{t§

» S8AMH : SSH, FTP AH

yV

KDC_LDAP At |

-] C IR e - &
s s | s € |LDAP Aftf 75|
Y Lecal LOAP Séivhir OF u lqﬂ._i—rli:."-w:-.'_.u.:_:” ;

B ® %0 ® 0 &a .

bt i w1 1 g o it —

W foebmesiar dosames ol F

= pih

L D
+ o

P
min

| root@ldap
useri  wserd?

}SEr userd

-1# 1s /home/ldap/

USEa

I

slad |
"-'!-'Ih'ﬂh fﬁﬂtdap sar.* ] ,.5 #

re W.-i,l tpel l.‘-"'-i"f'-‘ 84 service slapd start

qreg slapd
0 008 Jasrisbinislapd b Uag)

000 grep slapd

]
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' Kerberos A= =7} gt

[ root@ldap krbokdc]# fetc/init. dikrbokde restart

Kerberos 5 KDC & A= 2: EF ]
Kerberos 5 KDC (&) & A2 &: | 0K |
root@ldap krbskdel 2 kadmin local

Authenticating as principal root/adminETWOSTAR.
kadmin. local: Llistprincs

K/ METWOSTAR. COM

kadmin/ adainETWOSTAR. COM

kadmin/ changepweTWOSTAR. COM

kadmin/ ldap. twostar. ConETWOSTAR. COM

krotgt/ THOSTAR. COMETWOSTAR. COM

kadmin. local: addprinc userl@TWOSTAR COM
WARNING: no policy specified for user!@TWOSTAR. COM; defaulting to no policy
Enter password for principal "user!@TWOSTAR. COM™:

Re-enter password for principal “user]@TWOSTAR. COM':

Principal “user|@TWOSTAR COM™ created.

kadmin. local;

kadmin, local: quit

'root@ldap krbShdc)# kadain, local | Kerberos 2IS E[7 M= g |
Ruthenticating as principal root/adainéTHOSTAR (OM with password

RMHJ_.!I. local: [kadmin. local: listprinc
kadnin. 10fkage] : -k [var) ros/ krbskde ! kades min/

Entry for principal kadmin/admin with kvno 3. encryption WWis e =7
FILE: Jvar! kerheros! krbskac, kater, kel IeeYtabEIS =1 |

I =]

m o

kadmin local: ktadd -k fwar/kerberos/ krbékdel kades. keytab kadmin/ changep-JJ

kadnin. local: addprinc -randkey host/ldap. twostar.com &

afentry for principal kadmin/changepw with kvno 3, encrypfp KerberosAl= $‘j} ]

PRI N TTRd T ama mal i o I.d.l..l:‘-l.ld fae ook i) dae donsdoss umeid ___.___“_______' t |:
Entry for principal hostildap. twostar. com with kvno 2, encry er:E .'..__'_..-,.}_—.l al
5- hmac- shal-96 added to Reytab WRFILE: fetcikrbb. keytab.
Entry for principal host/ldap. twostar. com with kvno 2, emcryption type aesl2d-ct ad
5- hmac- shal-96 added to keytab WRFILE: fetc/krbs. keytab.
Entry for principal host/ldap. twostar. com with kvno 2, encryption type desi.che-
shal added to keytab WRFILE: /etc/krbS. keytab. ghal 2
Entry for principal host/ldap. twostar. com with kvmo 2, emcryption type arcfour-h
mac added to keytab WRFILE: /etc/krbs. keytab. g5 add
Entry for principal host/ldap. twostar. com with kvmo 2, encryption type des- hmac-
shal added to keytab WRFILE: /etclkrbs. keytab.
Entry for principal host/ldap. twostar. com with kvno 2. emcryption type des. cbe-m
ds added to keytab WRFILE: /etc/krbG. keytab,
kadmin, local: 10
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13

| Client =01 3o |

[ rooté#client -] # grep userl fetc/passwd /etc/shadow
| rcot@client -] # grep user2 fetc/passwd /etc/shadow

[ rooté@client -] # getent passwd userl

userl: *: 501: 501: userl: fhome/ ldap/userl: /bin/bash

| root@client -] # getent passwd user2

user?: *: 502: 502: user?: fhome/ ldap/user?: /bin/ bash

| rootéiclient -] # ldapsearch -x -b "dc=t = -
extended LDIF || LDAPAH H= =H0I|

# userd, Groups. Twostar:

base =d|objectClass: posixGroup
filter: |objectClass: top

cn: userl
request| serpassword: : e2NyeXsofXg=

T E

gldMumber: 501

# wuser? Groups. twostar. com

objectClass: posixGroup
abjectClass: top

cn: user2

userPassword: : e2NyeXBOTXg
gidNumber: 502

LDAPYS [dn: cn=userl, ou=Groups, de=twostar, dc=com

dn: cn=wuser?, ou=Groups, de=twostar, dc=com

14
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(Fina
216 . x8i

Client LU= 2301 2! |

131 -
o Cllent 2=

FTPAMH =01 g™

WTHOSTAR . COM

Ea: _f

. USET]

i

W lAm L

”

TR ET T
autntime |

ﬁ fnr

1nfo

A5 REQ

g i L
4 :?F:h FE?:_' IBL:_'

Or Krbtat/ THOSTAR. COMETWOSTAR. COM

| KDC_LDAP EIZ Mu|~ 55 ||
1dap. twostar. com krbkde| 1717 TR

23, 144 TSSUE

! atunac
r BLJERS

5es=1f
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Cllent SSHA{H &= 54

KDC_LDAP

EIZ Mu|= 3o |

3 2311 192, 168, 123, 144: 15QL.

01:52: 48 1dap. twostar. com krbSkdc[ 17171 infa):

authtine 143263915

T6S_REQ (4 etypes (18 17 |
t'"*‘ rep=if tht=148 ses

| SSHAH 2I= 5pH |

May 27 01:52:32 centost sshd] 3527
OSTAR. COM [ krb5 kuserok)
May 27 0b:52:32 centosh sshd] 3527
o] i port 48797 ssh?

! Centosh sshd

uid

May 27
Ser userl by

! pam_

Authorized to wserl, krbs principal userielw
Accepted gssapl-with-mic for userl from

unixi sshd: session): session opened for v

17

AFPI wser userl@THD
e system type is UM
ging hinary mode to tp
ftp>

| CllentFTP ®= o |

rsion 5.68) ready.
DAT must

follow
ized as userld

. files.
. rcnc LDAP EIZI M|~ ir‘"‘ |

er“M”W“Mﬂn

) 1dap. twostar, con krbSkde|

ISSUE; authtime .Q:"fﬂ.'

infol: TGS_REQ (4 etypes 18 1
2, etypes |rep=18 tki-18
ConéTHOSTAR (M

$Eh=l0

I0star. ¢

 FTP Al 21 g |

F&T ;' :_,-:I:, [;jtns: f[pj-:hz_
ISer useri [" L‘ﬁ

|+ pam_uni{gssftp: session]: session apened for

18
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= =t

4l M

—|
- |
4l £
| ne
Hl rx

I sive HMode ( 6B,1£3,164,134.,1
158 Dpening Il mode data wection For #biy
total 16
-p--r=--. 1 root ¥ Hay 17
| root 6 Mas
root & Hai
root 6 Hay 17
o |:|"|h1]'|'||_'t.|'.

68,123,164,173,145)
onnection for testd (6 bytes).

19
Z4
= =
& 2=~ 7Hedo| phpLDAPadminE &=
- LDAP MH HZH== Kerberos 2I&E 0|83 SSH, FTP
MHE SEAH 230! HHE 73
+ 0|2 =
- B9 RS0l AFSR} 2|7} FH=stD, The IDQ} PWE ALS
oS 5508 FEM0| 2=
- mapA 2okaka|7 Z0(8t H|E 2t = 2okala] 7= shato]
71cH
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