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<Jd 2> IDS FEAAAE
2.3 SnortE o]&st IDS L&

[root@localhost Snort]# 11

total 7764

-rW-r--r--. 1 root root 495316 May 31 03:44 dag-2.0.4.tar.gz
-rW-r--r--. 1 root root 970125 May 31 83:44 libdnet-1.12.tgz
-rwW-r--r--. 1 root root 140191 May 31 03:44 libnet-1.0.2a.tar.gz
-MW-r--r--. 1 root root 6340553 May 31 03:44 snort-2.9.7.0.tar.gz

gcc version (4.4.6 including libraries),

flex(2.5.35),

bison(2.4.1),
zlib(1.2.3includingzlib-devel),
libpcap(1.0.0includinglibpcap-devel),
pcre(7.84includingpcre-devel),
libdnet(1.11or1.12includinglibdnet-devel)

EXIofore & 17| XI(CentOS)

E_a snort-2.9.7 0 tar.gz
£ libnet-1.02atar.gz
&y libdnet-1.12 tgz
£8 dag-2.04targz




=l tar =1

]

(=B -ce B B I e B e R B e Y e TR e e IR R e Y R R o B

.2af
.2a/Makefile.in
.2a/README
.2a/VERSION
.2a/acconfig.h
.2afacinclude.md
.2afaclocal.md
.2a/config.guess
.2a/config.sub
.2a/configure
.2a/configure.in
.2a/ensure-dir.sh
.2afinstall-sh
.2a/libnet-config.in
.2afdoc/
.2a/doc/CHANGELOG
.2a/doc/CHANGELOG-NEWFUNCTIONS
.2a/doc/COPYING
.2a/doc/README
.2a/doc/TODO-1.8
.2a/doc/TODD-1.1

[root@localhost Snort]# tar xvzf libnet-1.8.2a.tar.gz
Libnet-1.
Libnet-1.
Libnet-1.
Libnet-1.
Libnet-1.
Libnet-1.
Libnet-1.
Libnet-1.
Libnet-1.
Libnet-1.
Libnet-1.
Libnet-1.
Libnet-1.
Libnet-1.
Libnet-1.
Libnet-1.
Libnet-1.
Libnet-1.
Libnet-1.
Libnet-1.
Libnet-1.

Snort 2 &2 EUHECH

rooti@glocalhost Snort]# cd Libnet-1.0.2a
[root@localhost Libnet-1.8.2al# 11

total 244

W 1 sangsup sangsup 660 Dec 12 2000 acconfig.h
FIW s 1 sangsup sangsup 8895 Dec 12 2000 acinclude.md
F W - - - 1 sangsup sangsup 9463 Jan 7 2001 aclocal.md
FWR-- -~ 1 sangsup sangsup 20378 May 24 2000

FTWX------ 1 sangsup sangsup 19235 Feb & 2001

4" P 1 root root 19234 Feb 6 2001 config.sub-new
rwx--%--x. 1 sangsup sangsup 75116 Jan 17 2001

o T 1 sangsup sangsup 7047 Jan 17 2001 configure.in
drwx------ . 3 sangsup sangsup 4096 Dec 17 2008 doc

F WX == 1 sangsup sangsup 522 May 24 2000

drwx------ . 2 sangsup sangsup 4096 Feb 6 2001 example
drwx------ . 3 sangsup sangsup 4096 Feb 6 2001 include

ol i A 1 sangsup sangsup 5585 Feb 5 2661

Jrux====== . 2 sangsup sangsup 4096 Feb 6 2001 lib
MW------- 1 sangsup sangsup 1068 Dec 12 2000 libnet-config.in
o T 1 sangsup sangsup 4198 Feb 5 2001 Makefile.in
drwx------ . 2 sangsup sangsup 4096 Dec 12 2008 misc
drwx------ . 4 sangsup sangsup 4096 Dec 12 2008 ports
Pl======= 1 sangsup sangsup 513 Dec 12 2008 README

g=01 28 1S =0l

.




[root@localhost Libnet-1.8.2a]# ./cofigure

-bash: ./cofigure: No such file or directory
[root@localhost Libnet-1.8.2a]# ./configure

creating cache ./config.cache

Beginning autoconfiguration process for libnet-1.8.2a...
checking host system type... 1686-pc-linux-gnu

checking target system type... 1686-pc-linux-gnu
checking build system type... 1686-pc-linux-gnu
checking for gcc... gcc

checking whether the C compiler (gcc ) works... yes

checking whether the C compiler (gcc ) is a cross-compiler... no
checking whether we are using GNU C... yes

checking whether gcc accepts -g... yes

checking for working const... yes

checking for a BSD compatible install... Jusr/bin/install -c
checking whether make sets ${MAKE}... yes

checking for ranlib... ranlib

checking for ar... ar

checking for ln... 1n

checking for strerror... yes

checking for pcap open live in -lpcap... yes

[Toot@Elocalhnost LiDNet-1.0.2a]# make &k make install

sed -e 's/.#/#define VERSION "&"/' ./VERSION = version.h

gcc -02 -funroll-loops -fomit-frame-pointer -Wall  -DHAVE CONFIG H -c src/libne
t resolve.c -o src/libnet resolve.o

In file included from src/libnet resolve.c:36:

src/../include/libnet.h:87:8: warning: missing terminating " character
src/../include/libnet.h:89:50: warning: missing terminating " character
src/libnet resolve.c: In function ‘libnet host lookup’:

src/libnet resolve.c:67: warning: pointer targets in passing argument 1 of ‘spri
ntf’ differ in signedness

yusr/include/stdio.h:363: note: expected ‘char *# restrict ' but argument is o
f type ‘u char *'
src/libnet resolve.c:71: warning: pointer targets in passing argument 1 of ' bu

iltin strncpy’ differ in signedness

src/libnet resolve.c:71: note: expected ‘char *’ but argument is of type 'u char
E3 r

src/libnet resolve.c: In function ‘libnet host lookup r':

src/libnet resolve.c:95: warning: pointer targets in passing argument 1 of ‘spri
ntf’ differ in signedness

yusr/include/stdio.h:363: note: expected ‘char *  restrict ' but argument is o
T type ‘u_char #’

src/libnet resolve.c:100: warning: pointer targets in passing argument 1 of ' b
puiltin strncpy’ differ in signedness

make Z libnet I{J| Xl ML S & XIoH=Ch

_’IO_



_7install-sh includes [ibnet/ (1bnet-ospT. h /usr/inc ludes [ibnet
. finstall-sh doc/libnet. 3

install: no destination specified

make: *** [install] = & |

| root@localhost Libnet-1.0.2a]# ]

FIt 2dotH

| root@Elocalhost Libnet-1.0. 2a] # vi .fHakefilel

BIN PREFIX =  ${exec_prefix}/bin/
INC_PREFIX =  ${prefix}j/include/
LIB_PREFIX = ${exec_prefixj/lib/
[MAN PREFIX = /usrishare/doc/]

vi £ ./Makefile 2 20 20 &Z MAN-PREFIX Ol /usr/share/doc/ FII&t F

[ root@localhost Libnet-1.0. 2a] # make installl

install 2 CtAl o= &=L,

| root@localhost install]# tar xvzf libdnet-1.12. tgz
| root@localhost install]l# cd . /libdnet-1.12
| root@localhost libdnet-1.12)# .fcnnfigurel

[ root@localhost libdnet-1.12]# make &% make installl

22 HHOZ libdnet == 210 make £ MIIXE & XIoH =Lt

| root@localhost install]# tar xvzf snort-2.9.7.0. tar. gz

[ root@localhost install]l# cd . /snort-2.9.7.0
[ root@Llocalhost snort-2.9.7.0]# .fconfigurel

snort make I} A4ASHCE,

ERROR! Libpcre header not found.
Get it from http: //www. pcre. org

Ct

0l0

o 22 0l LAl yyum2 2 pereli?|XNIE &K HECH.

| root@localhost snort-2.9.7.0]# yum install -y pcre-devel

pcre-devel & X|

ERROR! Libpcap librarv/headers (libpeap.a (or . so)/peaph)

el €2 0l 2AAl libpcap & XIoi = 0F &HC

_’I'I_




| root@localhost install]l# yum install -y libpcap-devel

yumAtE Gt0d libpcap-devel & X|&tCE.

ERROR! dag_static library not found, go get it from
http: //www. snort. org/.

ChSt 22 Ol 2M4Al dag 21X MY S &X off = 0F &HCH

[ root@localhost install]# tar xvzf dag-2.0.4. tar.gz

| root@localhost install]# cd . /dag-2.0.4
| root@localhost dag-2.0.4]# . /configurel]

o

=1 make &tCt,

A

dagq &

configure: error: Your operating system's lex is insufficient to compile
libsfbpf. You should install both bison and flex.
flex is a lex replacement that has many advantages,
including being able to compile libsfbpf. For more
information, see http: //www. gnu. org/software/ flex/flex. hitml .

LS 2= Oled 24Al flexet bison £XI off &Lk

0l0

ERROR! z1lib header not found, go get it from
http: / fwww. z1ib. net

Ct Ollet ZMAl zlib-devel2 & XIoH==H =Lt

alo
ro

ot &

[root@localhost ~]# snort -V

o -*> Snort! <*-
0" )~ Version 2.9.7.0 GRE (Build 149)

G By Martin Roesch & The Snort Team: http://www.snort.org/contact#team
Copyright (C) 2014 Cisco and/or its affiliates. All rights reserved.
Copyright (C) 1998-2013 Sourcefire, Inc., et al.

Using libpcap version 1.7.3
Using PCRE version: 7.8 2008-09-05
Using ZLIB version: 1.2.3

FO|

i}

Jton
o
1
50
[m)

make make && make install 0| && & = snortel 2 &L 2=

_12_



snort v2.9

Documentation

BLSRIE E F

MD5s

TS

https://www.snort.org HlA O CIE2 ot O ¢€2 = UL

[root@localhost /]# mkdir /var/log/snort]
[root@localhost /]# mkdir /etc/snort]

o
ot

mkdir /etc/snort -> SE4dd =0

20

L]

A A GH

oo

Ct,

utn
MHH

mkdir /var/log/snort -> log D0l M&E

| root@localhost snort]# tar xvzf /install/snortrules-snapshot- 2956, tar. gz
-C fetc/snortl]

o

tar xvzf /CH2Z2 S Z(/snortrules-snapshot-2907.tar.gz -C /etc/snort -> & Al It
ACEN & ofi=Ch.

|mut@lucalhust snurt]# 1s

|r00tﬁ10calh05t EnDrt] 5 -1 . /letcs

w A 4480

-MwW-r--r--. 1 1210 1210 3BR4 2014-12-12 01: 38 classification. config
-MW-r--r--. 1 1210 1210 746 2014-12-12 01: 38 reference. config
-MW-r--r--. 1 1210 1210 4483836 2014-12-12 01:41 sid-msg. map
-rW-r--r--. 1 1210 1210 29395 2014-12-12 01: 38 snort. conf
-MW-r--r--. 1 1210 1210 2556 2014-12-12 01:38 threshold. conf
-MW-r--r--. 1 1210 1210 53841 2014-12-12 01: 38 unicode. map

| root@localhost snort]# cp etc/* fetcfﬂnnrtl

Jetc/snort/etc 22| L Z Jetc/snort & = ALSHCE.

[root@localhost snort]# groupadd snort -> snort 18 M4
[root@localhostsnort]#useradd-gsnortsnort -> snort 1S 0l snort A& M4
[root@Ilocalhostsnort]#chownsnort:snort/var/log/snort -> ZH9 ﬁ SH X2

ﬁ% &S snort 2 BHA
[root@localhostsnort]#touch/var/log/snort/alert -> alert &l m%' My
[root@localhostsnort]#chownsnort:snort/var/log/snort/alert -> mo' o AR AKX}

TrJE% snort 2 B1&

[root@localhostsnort]#chmod600/var/log/snort/alert -> Mol HstHA

:root@localhost snort]# mkdir /usr/local/lib/snort_dynamicrules
root@localhostsnort]#cp/etc/snort/so_rules/precompiled/Centos-5-4/i386/2.9.5.6/*.so/usr/loca

/lib/snort_dynamicrules
-> snort Ol AFEZl= 2t0IBHEIE S At

[root@localhost snort]# cat /etc/snort/so_rules/*.rules >> /etc/snort/rules/so-rules.rules
—>s?_rules O rules Il 2 ALEJ} AISE &=Z /etc/snort/rules/so-rules.rules I 0l & O
£ CF.
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[ root@localhost snort]# vi /etc/snort/snort. conf

Iy

o

JEE IS vi BEIIZ2 20 =0

var |RULE_PATH .. /rules
var|s0_RULE_PATH .. /so_rules
var | PREPROC_RULE_PATH .. fpreproc_rules

| # If you are using reputation preprocessor set these
| var WHITE_LIST_PATH .. /rules
var BLACK LIST PATH .. /rules

20t Bt=Xl =oIsth

Yetc/snort/rules

app-detect.rules
attack-responses.rules
backdoor.rules
pad-traffic.rules
blacklist.rules
botnet-cnc.rules
browser-chrome.rules
browser-firefox.rules
browser-ie.rules
browser-other.rules
browser-plugins.rules
browser-webkit.rules
chat.rules
content-replace.rules
ddos.rules
deleted.rules
dns.rules

dos.rules
experimental.rules
exploit-kit.rules

[Toot@localhost rules|# pwd

[root@localhost rules]# ls

local.rules
malware-backdoor.rules
malware-cnc.rules
malware-other.rules
malware-tools.rules
misc.rules
multimedia.rules
mysql.rules
netbios.rules
nntp.rules
oracle.rules
os-linux.rules
os-mobile.rules
os-other.rules
os-solaris.rules
os-windows.rules
other-ids.rules
p2p.rules
phishing-spam.rules

policy-multimedia.rules

protocol-voip.rules
pua-adware.rules
pua-other.rules
pua-p2p.rules
pua-toolbars.rules
rpc.rules
rservices.rules
scada.rules
scan.rules
server-apache.rules
server-iis.rules
server-mail.rules
server-mssql.rules
server-mysql.rules
server-oracle.rules
server-other.rules
server-samba.rules
server-webapp.rules
shellcode.rules
smtp.rules

/etc/snort/rules -> snort E &

ggé 30|

o

CtH,

= T

alert icmp any any -> any any (msg:"ICMP ping Test"; sid:1000001;)

N X
=o

o

vi £ local.rulesE 20 Ct.
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[root@localhost rules]# snort -c /etc/snort/rules/local.rules
Running in IDS mode

--== Initializing Snort ==--
Initializing Output Plugins!
Initializing Preprocessors!
Initializing Plug-ins!
IParsing Rules file "/etc/snort/rules/local.rules"”
Tagged Packet Limit: 256
lLog directory = /var/log/snort

T o o T o e s
Initializing rule chains...
1 Snort rules read
1 detection rules
0 decoder rules
@ preprocessor rules
1 Option Chains linked into 1 Chain Headers
[0 Dynamic rules
R g i gt s i o o 2 b o e e p b b o o b b o b o b o b o o e b b b b o o ek i o b b b b o

L [Rule Port Counts]--=cccemmmmcmammnnnnannnny
| tcp udp icmp ip
| SIrc ] 0 0 0
i dst ] e 0 0
| any 0 0 1 0
| nc ] 0 1 0
] s+d ] ] 0 0

--== Initialization Complete ==--

o -¥> Sport! <*-

0" )~ Version 2.9.7.0 GRE (Build 149)

HRE By Martin Roesch & The Snort Team: http://www.snort.org/contact#team
Copyright (C) 2014 Cisco and/or its affiliates. All rights reserved.
Copyright (C) 1998-2013 Sourcefire, Inc., et al.

Using libpcap version 1.7.3
Using PCRE version: 7.8 2008-09-05
Using ZLIB version: 1.2.3

Commencing packet processing (pid=3430)

snort -c & 22 /etc/snort/rules/local.rules Ol &&st & RS AIZ2ICH
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C:WUsersW6B9Oping -1 65000 192.168.176.132 -t

E Hl0IE _ALS:
=65008 A|/f=6ms TTL=64
65000 A|/f=6ns TTL=64

Ping 192.168.176.132 650088H}0
192.168.176.1322| 2&f: HIO|
192.168.176.1322| C
192.168.176.1322]
192.168.176.1322
192.168.176.1322]
192.168.176.1322|
192.168.176.1322]
192.168.176.1322]
192.168.176.1322]
192.168.176.1322]
192.168.176.1322|
192.168.176.1322

2t=5ms TTL=64
TTL=64
TTL=64
TTL=64
TTL=64
TTL=64
TTL=64
TTL=64
TTL=64
TTL=64

=650008 A -
=65000 A|-/
=65008 |-
=65008 A<
=65008 A~
-
iE:
Al
Al <
J ¢

_;_'|,;| -||,;
" I
f.-J (5 LJJ
3 3 3
v o

1]
G"'-U"-.-hw

[.‘) L‘l (JJ l.:i l.'.‘.‘l {r

=65008 A
=65008 A
=65008 A
=65008 A
=65088 /

‘J
-
1]

J
Il

"
!

-
| I

|
]

[mlmlmlm|m|m|mlm|m|mIMEm

oy

224 s 220

[root@localhost snort|# pwd
/var/log/snort

[root@localhost snort]# Ll
total 52

=W . 1 snort snort 29693 May 28 008:28 alert

SR . 1 root root 6724 May 13 10:34 snort.log.1431538458
W=z rn= . 1 root root 0 May 14 22:34 snort.log.1431668050
i et . 1 root root 0@ May 14 22:52 snort.log.1431669179
“MW======= . 1 root root 0 May 14 23:17 snort.log.1431670650
A R . 1 root root 0 May 14 23:22 snort.log.1431670955
“TW======- . 1 root root 906 May 14 23:32 snort.log.1431671431
~PW===r==-= . 1 root root 906 May 27 23:50 snort.log.1432795277
-fW----==-- . 1 root root 318 May 28 00:20 snort.log.1432797609

snort il &St icmp EXl 201 32 icmp 32 Ot EX = JF MAEICH

2.3.1 %A A¥] 15

[root@livecd ~]# yum install httpd mysgl-server mysql php php-devel php-pear php
rmysql php-mbstring php-gd

yum © & Apache + PHP + MySQL m{7|X]& AX|Urc}.

_16_



Installed:

httpd.x86 64 ©:2.2.15-39.el6.centos mysqgl.x86 64 0:5.1.73-3.el6 5

mysgl-server.x86 64 0:5.1.73-3.el6 5 php.x86 64 8:5.3.3-40.el6 6

php-devel.x86 64 ©:5.3.3-40.el6 6 php-gd.x86 64 8:5.3.3-40.el6 6
3-408.el6 6 php-mysql.x86 64 8:5.3.3-40. el6 B

php-mbstring. xBﬁ_ 4 9:5.3.

php-pear.noarch 1:1.9.4-4.216

Dependency Installed:
apr.x86 64 9:1.3.9-5.el6 2
apr-util.x86 64 ©:1.3.9-3.el6 0.1
apr-util-ldap.x86 64 6:1.3.9-3.el6 0.1
autoconf.noarch 0:2.63-5.1.e16
automake.noarch ©:1.11.1-4.el6
httpd-tools.x86 64 8:2.2.15-39.el6.centos
libXpm.x86 64 0:3.5.10-2.el6
mailcap.noarch 8:2.1.31-2.el6
perl-DBD-MySQL.xB6 64 8:4.013-3.el6
perl-DBI.x86 64 8:1.609-4.el6
php-cli.x86 64 ©:5.3.3-40.el6 6
php-common.x86 64 0:5.3.3-40.el6_6
php-pdo.x86 64 0:5.3.3-40.el6 6

Dependency Updated:
mysql-libs.x86 64 0:5.1.73-3.el6 5

Complete!

Apache + PHP + MySQL mj7|x]|2 Mx|¢a

[root@livecd ~]# cp -av /etc/hitpd/conf/hitpd.cont Jetc/hitpd/cont/hitpd.conf.or
i
" fetc/httpd/conf/httpd.conf' -> "/fetc/httpd/conf/httpd.conf.ori’

httpd gt WAL,

[[root@livecd ~]# sed -1 "s/KeepAlive off/KeepAlive on/" /fetc/hitpd/conf/hitpd.cont |

KeepAlive &2-5 ono 2 WA &L} .

[root@livecd ~[# sed -1 "s/#5erverName www.example.com:80/ServerName 127.0.0.1:80/" /etc/httpd/d
onf/httpd.conf

OfmtA] ASYAl Fiz-7F EA] =5 Ay otololg 127.0.0.1 d7As] &0

root@livecd ~]# sed -1 's/AddDefaultCharset UTF-8/#AddDefaultCharset UTF-8/' /etc/h
pd/conf/hitpd. conf

AddDefaultCharset @52 UTF-80] obd mlo]x|oflA] EAI7F & 4 9lomz ZA
A=y
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[root@livecd ~]# sed -1 's/short open tag = Off/short open tag = On/' /etc/php.ini
[root@livecd ~]# sed -1 's/;date.timezone =/date.timezone = "Asia\/Seoul"/' /etc/php.ini
[root@livecd ~]# sed -1 's/allow call time pass reference = Off/allow call time pass reference =
On/' /etc/php.ini

[root@livecd ~]# grep -P 'short open tag =|expose php =|date.timezone =|register globals =|regis
ter long arrays =|magic quotes gpc =|allow call time pass reference =|error reporting =|display |
errors =|display startup errors =' /etc/php.ini

short open tag = On

allow call time pass reference = On

expose php = On

error_reporting = E ALL & ~E DEPRECATED

display errors = O0ff

lisplay startup errors = Off

register globals = OFf

register_long arrays = Off

agic quotes gpc = OFf

date.timezone = "Asia/Seoul”

AuEAQl B S H G R

short open tag = On

allow call time pass reference = On

expose php = Off

error_reporting = E ALL & ~E NOTICE & ~E DEPRECATED & ~E_USER DEPRECATED
display errors = On

register globals = On

register long arrays = Off

magic guotes gpc = On

date.timezone = "Asia/Seoul"”

A" 2t 2 Ag eAl SAshEe

=

[root@livecd ~]# /fetc/init.d/httpd start
Starting httpd: [ 0K ]
[root@livecd ~]# /sbin/chkconfig httpd on

YA S ARSI YA REA AFEOR AREE AAshEC

[TOOT@LIVECd ~]# Jetc/init.d/mysqld start

Initializing MySOL database: WARNING: The host 'livecd.centes' could not be looked up with reso
Lveip.

This probably means that your libc libraries are not 180 % compatible
with this binary MySOL version. The MySOL daemon, mysgld, sheould work
pormally with the exception that host name resolving will not work.
This means that you should use IP addresses instead of hostnames

when specifying MySQOL privileges !

Installing MySQL system tables...

pK

Filling help tables...

pK

To start mysqld at boot time you have to copy
support-files/mysgl.server to the right place fer your system

PLEASE REMEMBER TO SET A PASSWORD FOR THE MySQL root USER !
To do so, start the server, then issue the following commands:

usr/bin/mysqladmin -u root password 'new-password'
usr/bin/mysgladmin -u root -h livecd.centos password 'new-password'

Alternatively you can run:
usr/bin/mysql secure installation

which will alsec give you the option of removing the test
databases and anonymous user created by default. This is

mysqldS start A]71c}.
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[-——> PaCRage LIOMCTYPL. %86 64 U:2.5.6-9.610 WILL DE Instatted

---> Package php-bcmath.x86 64 ©:5.3.3-40.el6 6 will be installed

---> Package php-tidy.x86 64 0:5.3.3-40.el6 6 will be installed

--» Processing Dependency: libtidy-0.99.s0.6()(64bit) for package: php-tidy-5.3.3-40.el6 6.x86 64
--> Running transaction check

---> Package libtidy.x86 64 0:0.99.0-19.20070615.1.el6 will be installed

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Installing:

phpMyAdmin noarch 4.0.10.9-1.el6 epel 4.1 M
Installing for dependencies:

libmcrypt x86 64 2.5.8-9.el6 epel 96 k
libtidy x86 64 0.99.08-19.20070615.1.e16 base 127 k
php-bcmath %86 64 5.3.3-40.el6 6 updates 37 k
php-mcrypt %86 64 5.3.3-3.el6 epel 19 k
php-php-gettext noarch 1.8.11-3.el6 epel 21 k
php-tcpdf noarch 6.2.4-1.el6 epel 2.8 M
php-tcpdf-dejavu-sans-fonts noarch 6.2.4-1.el6 epel 304 k
php-tidy %86 64 5.3.3-40.el6 6 updates 39 k
php-xmL x86 64 5.3.3-408.el6 6 updates 106 k

Transaction Summary

Install 18 Package(s)

Total download size: 7.6 M
Installed size: 33 M

Is this ok [y/N]: ¥y
Downloading Packages:

(1/10): libmcrypt-2.5.8-9.el6.x86 64.rpm 96 kB 80:00
(2/18): libtidy-0.99.0-19.20070615.1.e16.%86 64.rpm 127 kB ge:00
(3/10): php-bcmath-5.3.3-40.el6 6.x86 64.rpm 37 kB 80:00

|
|

| (4/18): php-mcrypt-5.3.3-3.el6.x86 64.rpm | z
(5/18): php-php-gettext-1.0.11-3.el6.noarch.rpm | 21 kB 80:80
(6/10): php-tcpdf-6.2.4-1.el6.noarch.rpm |

(7/10): php-tcpdf-dejavu-sans-fonts-6.2.4-1.el6.noarch. rpm |

(8/10): php-tidy-5.3.3-40.el6 6.x86 64.rpm |

(9/10): php-xml-5.3.3-40.el6 6.x86 64.rpm |

(10/10): phpMyAdmin-4.0.10.9-1.el6.noarch.rpm |
Total 3.8 MB/s | 7.6 MB 00:02
warning: rpmts HdrFromFdno: Header V3 RSA/SHA256 Signature, key ID 8608b895: NOKEY

Retrieving key from file:///etc/pki/rpm-gpg/RPM-GPG-KEY-EPEL-6

Importing GPG key BxB608BBY5:

Userid : EPEL (6) <epel@fedoraproject.org=

Package: epel-release-6-8.noarch (@extras)

From : Jetc/pki/rpm-gpg/RPM-GPG-KEY-EPEL-6

Is this ok [y/N]: ¥y

Running rpm check debug

Running Transaction Test
Transaction Test Succeeded

Running Transaction

yZ 29 Mx7t gagc
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Dependency Installed:

libmcrypt.x86 64 0:2.5.8-9.el6 libtidy.x86 64 ©:0.99.08-19.20070615.1.el6
php-becmath.x86 64 0:5.3.3-40.el6 6 php-merypt.x86 64 0:5.3.3-3.el6
php-php-gettext.noarch 0:1.0.11-3.el6 php-tcpdf.noarch 8:6.2.4-1.el6
php-tcpdf-dejavu-sans-fonts.noarch 0:6.2.4-1.el6 php-tidy.x86 64 8:5.3.3-40.el6 6

php-xml.x86 64 ©:5.3.3-40.el6 6

Complete!

HAL me gras Anpaol.

[root@livecd ~]# fetc/init.d/httpd restart
Ftopping hitpd: [ OK ]
starting httpd: [ OK ]
httpdg AR ol FAROR TEED Qe AL el & 4 9r}
2.3.2 MYSQLAA % DBZF7}
[7.192.166.111.131 / localhost [ ph... | & |
48 [ @ 192.168.111.131/phpMyAdmin_Ha1/index phpidb=&table=&token=b3b66bd5c74bc18e9fa717c v G| (3w Googie g
phpMuyAdmin =
AEH B30T @ 4 clolefsiola | L so | (G ae) == 2R | B ouEdzl | B osleer | F 48| v e
EEELE -l
|#- | information_schema
- mysal @- ofs oz ME: Localhost via UNIX socket
= Ab| @2 20| M(H0]) @ ;| utfa_general_ci - Afe Etl: MySQL

ME{ B F: 5.1.73-log - Source distribution

.
.
.
e I2EZ HHE: 10
.
L

A2 X} reot@localhost
Me| 2Xp: UTF-8 Unicode (utfa)

& o0 - Language @ :

Ft=20q - Korean j|

@ EIIDJ-:| pmahomme j|

« 23 37|:| 82% j| « Apache
g « CjO|EH|0|A S2t0|HE BHE: libmysal -
& R B 4 5.1.73

* PHP Zxh mysgll @

7 B 4.0.10.0, 54 oFF B{E:
4456

o 2N
. 27|
phpMyAdmin S4| &

bl A2 Zeo]dE UTF8CZ ofn gh=ol2 Al &sto] A5 ).

ofi
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phpMyAdmin =

oFEed e @ oioledsiola | B seL | G Aei = Agx | B ouEur B ks
REELTIC. Kl

\+— | information_schema I:-.” Ol E-‘i H'” Ol é

IE»—_,,I mysql

& M cOlEIOlA BB @
[ new_db | |feroje T

slojsiHlols «  ohAe| aisasold AU

[ information_schema & =X ag At

SHE HA
1 mysal  =H 25 AP B A
A Hale: 2

t_ O=sNa  dapzs G am

e SHE7|

& 4" | v ey

{ o e Elo|EHo| A EX 27| YA 2l MySQL B Aol Z HatE Fuch

M=z HolgfHo] A RE=rt.

NS

—| Database for user I

[1 Create database with same name and grant all privileges
[ 1 Grant all privileges on wildcard name {usemame®,_3%)

dlojEfHlo] A AMSAIAIY FHE U=isti AMEAL

i
P
N
N
&
in)
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phpMyAdmin ["HEERESES

RE el 8 4 cfojeisiojs | L] squ | (B A == ugxt | B Ul Bl E27)
(22 Bl0]g) ... B
>
(4~ | information_schema Al-Eth~ ?H 2
(- Ho1
.L— mysql

AlBZl BAE  YE WY ME o Grant HH

JHO91 localhost O  USAGE oh|2 2 EEt LHELH 7]

[E=

g det T3 &
[ rot 127.0.0.1 0| ALLPRWVILEGES o £ Fst == E s
O root localhost o ALL PRIVILEGES o & AEH & HEW7

t  O=sdza desze @ d=d4l

re
ue

2 9le,

Jow

[root@livecd ~]# useradd JH91
[root@livecd ~]# passwd jh1234

A2E AR S ZTHIC

[root@livecd ~]# 1s -1 /home/ |grep JH91

drwx------ .5 JH91 JHO1 4096 May 12 15:42 JHO91
[root@livecd ~]# chmod 718 /home/JH91

[root@livecd ~]# chgrp apache /fhome/JH91/

[root@livecd ~]# 1ls -1 /home/ |grep JH91

drwx--x---. 5 JH91l apache 4096 May 12 15:42 JH91
Aol Ay FAIHE Fogi

[root@livecd ~]# echo '

= <VirtualHost #:80=

> DocumentRoot /home/JH91/public html

= ServerName www.JH91.com

= ServerAlias JH91.com

= ErrorLog logs/JH91.com-error log

> CustomLg logs/JH91.com-access log combined
> </VirtualHost>

> ' »» Jfetc/httpd/conf/httpd.conf
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<VirtualHost *:88=

DocumentRoot /home/JH91/public html
ServerName www.JH91.com

ServerAlias JH91.com

i[ErrorLog logs/JH91.com-error_log

‘CustomLg logs/JH91.com-access log combined
</VirtualHost>

[root@livecd ~]# tail -n9 /fetc/httpd/conf/httpd.conf

OpR|oto] A EH EAE ML

ch

ok
¢
rok

2.3.3 J%xHE MX]

[JH91@livecd ~]% 15 -1

total 13880

-mw-r--r--. 1 root root 1485796 May 12 17:09 gnuboard4.utfs.tgz
drwxr-xr-x. 2 JH91 JH91 4096 May 12 16:21 public_hitml

TRUEL FETIYS THERE F § s -l PYoz e 4F Mg es) uyt
[JH91@livecd public html]$ tar ztvfp ../gnuboard4.utf8.tgz |head

druxrwxr-x kagla/kagla @ 2015-03-15 22:05 gnuboardd/

-mw-r--r-- kagla/kagla 717 2011-82-18 21:81 gnuboard4/tail.php
-rw-r--r-- kagla/kagla 37694 2011-82-18 21:081 gnuboard4/LICENSE

drwxr-xr-x kagla/kagla B 2014-07-07 20:48 gnuboard4/lib/

-mw-r--r-- kagla/kagla 1045 2011-82-18 21:081
-mw-r--r-- kagla/kagla 2431 2811-02-18 21:01
-rw-r--r-- kagla/kagla 3497 2011-82-18 21:01
-rw-r--r-- kagla/kagla 1406 2011-84-28 21:12
-rw-r--r-- kagla/kagla 50625 2014-03-28 00:27
-mw-r--r-- kagla/kagla 357 2011-82-18 21:@1

gnuboard4/lib/popular.lib.php
gnuboard4/1lib/trackback. lib.php
gnuboard4/lib/visit.lib.php
gnuboard4/lib/cheditord. lib.php
gnuboard4/1ib/common. lib. php
gnuboard4/1lib/constant.php

ztvip 2 J%HCE4 &S Qo)
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[JH91l@livecd gnuboard4]s mv * ../
[JH91@livecd gnuboard4]$ cd

[JH91@livecd public html]$ rmdir gnuboard4/
[JH91@livecd public himl]$ 1s -1

total 348
Arwxr-xr-x.
Arwxr-xr-x.
Arwx rwxr-x.

JH91 JH91 4896 Sep 6 2013 adm

JH91 JH91 4096 Jan 15 08:58 bbs

JH91 JH91 4096 Apr 9 2014 cheditors
JH91 JH91 90 Feb 18 2011 common.php

3 N N e
FrW-r--r--. JH91 JH91 268778 Jul 21 2014 common.php
FrwW-r--r--. JH91 JH91 4462 Jul 7 2014 config.php
0w rwWE - JH91 JH91 4096 Apr 6 2005 extend

Bl B G JH91 JHI91 118 Feb 18 2011 head.php
FrW-rwW-r--. JH91 JH91 6383 Jul 4 20811 head.php
FrwW-r--r--. JH91 JH91 3003 Dec 22 20:58 head.sub.php
FRIEE= =, JH91 JH91 195858 Mar 15 22:85 HISTORY
drwxr-xr-x. JH91 JH91 4896 Aug 12 208108 img
FrwW-r--r--. JH91 JH91 880 Mar 28 2014 index.php

A WX r-xr-x. JH91 JH91 4096 Mar 15 22:085 install
FrW-r--r--. root root 35 May 12 16:21 JH91ltest.php

Arwxr-xr-x.

JH91 JH91 4096 Aug 20 2014 s
Arwxr-xr-x. Lil

JH91 JH91 4996 Jul 7 2814 1lib
JH91 JH91 37694 Feb 18 2011 LICENSE

HEHFEFRMEFERMRMEWHERMERERFERFER - F = WUWwW

FMW-r--r--.
FrW-r--r--. JH91 JH91 30 Feb 18 2811 perms.sh
drwxr-xr-x. 12 JH91 JH91 4096 Aug 15 2818 skin
FrwW-r--r--. JH91 JH91 1218 Feb 18 2011 style.css
FrwWw-r--r--. JH91 JH91 1160 Feb 18 2011 tail.php
FrwW-r--r--. JH91 JH91 717 Feb 18 2011 tail.php
FrW-r--r--. JH91 JHI91 1513 Dec 16 02:13 tail.sub.php

’3 e

EE I |

JxHcErt flo] &= AMo]EZtH  http://www.php79.com/gnuboard4/index.php 4
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A 233 E(shell scrip Aol ¥ & UEZAEGA Sorts A= AL
F AAS Aol 290 A3 HEOL. Heeh =Ml 15 ¢ojz 7] = it
ds20M 2 2 e 2e DAY, BASH(Bourne Again Shell)2 Foid T
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2.4.3. Crontab
AYARHI ALS 02 ARAT|E HRoR HYIA WARAL & © To] olgsts 7|50l

o},

2. O A& S5
#/etc/rc.d/init.d/crond [start/restart/stop]

3.4 % A

#Crontab [2A]

-1 X crontab Y& &

-e crontab Y &2 A/ 3 24

-r crontab W& AMF|

-u root’} sig AHEARS| crontab mtdS oHE © AL
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2
i
ok

>

[MM] [HH] [DD] [mm] [d] [command]
= (0~59 717 A18)
A (0~23 74A] AH8)
o (1~31 7Px] A8)
g (1~12 74A A18)
2% (0~7 7PA]_A8)
BT JPol

30& o9 As sleep o]&

* + x x x PHO] & sleep 30 P+

S
P
rf

SERL:

[root@localhost /]# crontab -1
¥/1 *# * * ¥ JBackup.sh
¥f/1 * ¥ * ¥ rgync -av --delete -e ssh 192.168.111.132:/ 7

]2 /Backup.sh 2l AlsH

o
=2 rsync AlSY

1=}
R
\=]
R

2.5.1 Rsync
2.5.1 Rsync9] 7|81 %

Rsynce mdo] ¥7dH 7
2 AANH o= EX|5tL B
7% 7hsotet

W7ol QW mo] thahA AEA EAbsher xolct
npelojety BAEE A Al

R
T |4
=2
rr
i
=
olr
o
>~
gl“O
rr

2.5.2 Rsynce] oAy 57|}
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Firewall Configuration

File Options Help

=
) ol wS
it 5=y

Wizard Apply  Reload -n=bie  Disable

:TFUStE_fj_??W'ECES | | Add additional ports or port ranges, which need to be accessible for all hosts or

O Ports networks.

| Trusted Interfaces Port~ Protocol | Service Add |
| Masquerading 873 tcp rsync |
| Port Forwarding 873 udp rsync

| ICMP Filter
| Custom Rules

system-config-firewall S0]7}A] rsync ZE 873 €of @

£

ok

S iptables restart

rlu

| # default: off
! # description: The rsync server is a good addition to an ftp server, as
ity

# allows crc checksumming etc.
1 service rsync
54
il disable = no
flags = IPv6
socket type = stream
walt = no
1O user = root
L1 SErver = fusr/bin/rsync
= sServer args = --daemon

L3 log on failure += USERID

1
vi A 7|2 /etc/xinetd.d/rsync S0{7tA 6¥3H disable 282 yes -> no H7sHC}

[MOS]

path = /

comment = rsync test

uid = root

gid = root

use chroot = yes

readonly = yes

hosts allow = 192.168.57.133
max connections = 3

timeout = 600

vi ®A 7|2 /etc/rsyncd.conf So]7tA AAsICH
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[MOS] A& rsync AfH|A O] F

path = / Ooly ¢ 4=

comment = rsync_test FUWE

uid = root H3t AFRA}

gid = root st 1§

hosts allow = 192.168.57.133 | rsync Z22}0|9E [P. 5] 8% Zclo]dE IP

max connections = 3 F A4

timeout = 300 Efdor of
[root@localhost ~|# service xinetd restart
Stopping xinetd: [ 0K ]
Starting xinetd: [ OK ]
Rsync A7d3 A-&5t7] sl xinetd AJAIA}
Rsync A13H

rsync [&4] [MYIP]: [Mu]AT] AT E2]

-a -riptg o} FL(r3A 15ds BF of XS 224 o]ATr 2H )

-V X817 B ¢

-z AdFoNA IS (52 UEHT =71 WapA ojA2H ¢ )

-- progress RI8 2 ER

--stats ArdEuy AapgE (mpd . St 4 AR|Aro] = A S 3tALo] 2-5-5)

--delete A2 A& FAR A E AAS. (P20 = o] Q1o ArA)

eth2

Lo

[root@localhost ~1# ifconfig

Link encap:Ethernet Hwaddr 88:0C:29:5E:3D:C5

inet addr:192.168.111.132 Bcast:192.168.111.255 Mask:255.255.255.0
inets addr: feB88::20c:29ff:fe5e:3dc5/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1588 Metric:1

RX packets:26048 errors:0 dropped:@ overruns:0 frame:@

TX packets:8361 errors:0 dropped:0 overruns:0 carrier:@

collisions:® txgueuelen:l08@

RX bytes:36182864 (34.5 MiB) TX bytes:455167 (444.4 KiB)
Interrupt:19 Base address:8x2024

Link encap:Local Loopback

inet addr:127.08.8.1 Mask:255.0.8.0

ineté addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1

R¥ packets:182 errors:0 dropped:® overruns:0 frame:@
TX packets:182 errors:@ dropped:® overruns:@ carrier:@
collisions:® txgueuelen:@

RX bytes:38540 (37.6 KiB) TX bytes:38540 (37.6 KiB)
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HAMH 1P

[root@localhost ~]# ifconfig
eth2 Link encap:Ethernet Hwaddr 80:8C:29:5E:3D:C5
inet addr:192.168.111.132 Bcast:192.168.111.255 Mask:255.255.255.0
inet6 addr: fe80::20c:297f:febe:3dc5/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1568 Metric:1
R¥ packets:26048 errors:0 dropped:® overruns:@ frame:@
TX packets:8361 errors:0 dropped:® overruns:@ carrier:@
collisions:0 txqueuelen:1e00
R¥ bytes:36182864 (34.5 MiB) TX bytes:455167 (444.4 KiB)
Interrupt:19 Base address:0x2024
lo Link encap:Local Loopback
inet addr:127.0.8.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
R¥ packets:182 errors:0 dropped:@ overruns:® frame:@
TX packets:182 errors:0 dropped:@ overruns:0@ carrier:@
collisions:0 txqueuelen:@
RX bytes:38540 (37.6 KiB) TX bytes:38548 (37.6 KiB)
o] A IP
[rooti@hs /J# ifconfig
etho Link encap:Ethernet HwWwaddr O0D:0CIZ29:68:96:37
Inet addr:192,1668,.111.133 BecastI!1902,168, 111,255 MaskI255,255,.255.0
inet6 addr: feB0::20c 28ff:feb5:89637/64 Scopeilink
UP BROADCAST RUNMING NILTICAST NTUI1500 Wetriciq
R¥ packets:482 errors:0 dropped:0 overruns:0 frame:0
T¥ packetsI390 errors 0 droppec 0 overruns:0 carrier:iD
collisions:0 txqueuel|en: 1000
R¥ bytes!420615 (410.7 KiB}) Tx bytes:30483 (25.7 KiB)
Interrupt:67 Base address: 0xZ000
] Link encap:lLocal Loopback

inet addri127.0.0.1 MWMBskIZ256.0.0.0

ineté addr: ::1/128 Scope.Host

UP LOOPBACK RUNNING MNTU: 16436 MNetric:1

R¥ packets: 1878 errors:0 dropped:0 overruns:0 frame:0
TX packets 1878 errors!0 dropped!0 overrunsI0 carrier!0
collisions:0 txaueuelen:D

R¥ bytes: 2315736 (2.2 MIB} TX bytes:2315736 (2.2 MB}
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oj2jAEio] A Rsync Ala
ool A Eiet 5715}
2.6. 57130 42 WA A7}

[root@localhost /]# rsync -av --delete -e ssh 192.168.111.132:/back up /backup
he authenticity of host '192.168.111.132 (192.168.111.132)' can't be establishe|

d.

RSA key fingerprint is 95:9:63:26:40:4e:b6:d2:a4:3c:a9:b4:c0:20:45:20.
re you sure you want to continue connecting (yes/no)? yes

arning: Permanently added '192.168.111.132' (RSA) to the list of known hosts.
root@192.168.111.132"'s password:

receiving incremental file list

created directory /backup

back up/

back up/BackUP/

back up/BackUP/15-05-20/

back up/BackUP/15-05-20/gnu.tar.gz

back up/BackUP/15-85-20/gnuboardDB.tar.gz

back up/BackUP/15-05-20/ib logfile®.tar.gz

back up/BackUP/15-85-20/ib logfilel.tar.gz

back up/BackUP/15-05-20/1ibdatal.tar.gz

back up/BackUP/15-05-20/mysql.sock.tar.gz

back up/BackUP/15-05-20/mysql.tar.gz

back up/BackUP/15-05-20/php79.tar.gz

back up/BackUP/15-85-27/

back up/BackUP/15-05-27/Backup.sh.tar.gz

back up/BackUP/15-05-27/back up.tar.qgz

back up/BackUP/15-85-27/backup,.sh.tar. gz

sent 673 bytes received 516191 bytes 79517.54 bytes/sec
total size is 513937 speedup is 0.99

£7)sto] mj2 WlE mAsa &Y gad

o T-
i)
i
>,
)
)
oo}
=2
ton
rO
= o
b

she BMoz meAEZ MYsHATH 1 At s i
Rsync ‘§718} E4F Crontab oJof Aoz oz £718h g 2g 2

}.
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AAB 23

EES

1. Attack Ping= B

3. Log7} 4 5]™ MIRROR HuB{Z
Start A|7| 22 MAIN MY PowerOff

2. MAIN M0

X1
[

=

Log 7|5 84

A

=

AH ==

(2 A3TE Y

#!/ban/sh

| /ban/bash
export Todays"'date
backup dirs*/sback uwp/BackUP

S

Ly

oY 99
4 yesterday %y
3 dir}/SLOATE

< -8

FENFRREFREEERRENR

=3 ]
foimfekdir -p S{backup dirk eTeday
ed s{backup dir}/sToday

WE e

cmd="tall -n 1 svarflog/snort
shutdown="poweroff'
r=’ $omd

DB =idl

whiile :
do

if | §r 1=
8 then

Somd

service network start
service httpd start
a= Sshutdown

peEEREERREERREER ; Cluip ol @ o4 exit
dirlista=’sbin/ls -v f Z=/devipull i s
for dir in sdirfists ; do i a1
tar cvfpz S{backup dirkrssTodayssdir.tar.gz /Sdir sleep
done dene Log =X| 'ﬂl
RRSFRENFRERSRANE MyLJL COCGIE| UG
tar cvfpr S{backup dir)/sToday/mysql.tar.gr /var/lib/mysgl
[ [reot@localhost /]# crontab -1 |

1--.,!1 £ & § B _HIB-:'II:-.I".I.IP.Eh cruﬂtah ﬂg
"Backup.sh™ 8L, 581C l--l.'l I .-"lﬂg.sh

=& s & s roync -3¢ --delete -e ssh 192,.168.111.132:7 /

- :3(5 -




- A|AHI 2=
: Oj2{ M %Flﬂ]

|root@localbost /]# rsync -av --delete -e ssh 192,168,111

The authenticity of host '192.168,111.132 -;t-a:».mu.m.ul Rsync =713
M.
[R5A Key flngerprlnt is 95:f9:63: 26:90:de:b&:d2:ad:3c: a0 b4 cB:a0:45: 20,

lare you sure you want to continue conmecting (yesfnol? yes

Marning: Permamently added “192.168.111.832' (RSA)] 1o the list of known hosts.
root@la2. 168.111.132's password:

receiving incremental file list

created directory /backup

back up/
pack :Ej::iiﬂjn. sent 673 bytes received 516191 bytes 79517.54
pack unreackunris-dtotal size is 513937 speedup is 6.99 718 g

back up/BackUPs15-05-200/8b logfiled. tar.g2
hack up/BackUP/15-85-20/1b logfilel.tar.gz
fhack up/BackUP/15-85-20/ibdatal. tar.gz
back up/BackUP/13-03-20/aysql. sock.tar, g2
back up/BacklPs15-85-20/maysql.tar.g2
back up/BacklPS/15-05-20/phpTe.tar.qz
back up/BackUP/15-85-27/
back up/BackUP/1%-85-27/Backup,sh, tar.gr
back up/BackUPr15-85-27/back up. tar.gz

L. 'Bach -05- sh, Tar.az

CAAHE =

[root@localhost ~j# snort -V Snort M2
" <43 Snortl - |
0° |}~ Wersion 2.9.7.8 GRE (Build 149)

s LOCAL RULES |Snort rule Mg

P e v
[ QE
‘E alert icmp any any -> any any (msqg:"ICMP ping Test™; sid:1886881;)
app-getect, Tules Tocal, rules protocol-volp, rules
attack-responses.rules malware-backdoor.rules pua-adware.rules
backdoor. rules malware-cnc. rules pua-other.rules
bad-traffic. rules malware-other. rules pua-p2p.rules
blacklist.rules malware-tools. rules pua-toolbars. rules
botnet-cnc, rules misc.rules rpc.rules
browser-chrome. rules multimedia. rules rservices.rules
browser-firefox. rules mysql. rules scada.rules
browser-ie. rules netbios. rules scan. rules
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[ Snort 1 & |

iropi@localhost rulles|® sport - -'f"l:':.l __I_IE
Rumning in IDS mode 15““” =3 Q?_I |
Initia {

Initializing dutput Plug
Tnitfaléising Qranrac-ar £l
1n'.'.1 -== Initialization Complete ==-- | Snort E-I'Il ﬂ% |
arsy
Tagge
Log d i =*> Snort! <*-

6" )~ Versiom 2.9.7.8 GRE [Build 149)
]r L By Martin Roesch & The Snort Team: http://w.snort.org/contact#tean
1 tnd Copyright (C} 2014 Cisco andfor its affiliates. All rights reserved.

1 Copyright (C) 1998-2013 Sourcefire, Inc., et al.
Using libpcap wersiom 1.7.3

28 Using PCRE version: 7.8 2068-09-63
b oy Using ZLIB wersion: 1.2.3

Commencing packel processing (pid=3438)

tep : -.£|.' |.¢.-|.. : ip

sre A B B B

st ] ] [ [

arry ] [ 1 B

Rt f B i B
| Sad ] (1 1 ]

=] ! aLn :
var/logssnart

[root@lecalhost snort]#

@roral 52

-Me-------. 1 sport snor
MW----==-. 1 root root
L 1 root  root
L 1 root  roof
" 1 root  root
e 1 rogt rogk
W 1 rogt =1+
- - 1 root  root
- W= -, 1 root rool

L1

t 29693
6724

2B
13
14
14
14
14
14
27
1B

May
May
May
May
May
May
My
My

May

D o @

L]
L]
318

‘=7 Log MM

0@ 20
18: 34
22134
2232
23117
23144
23:32
2358
@28

alert

snort. Log.
srort, Leg.
snort. log
snort.log.1
snart. log
siart, Log.
inart. log.
Lnort. Lodg.

1431538458
1431668050

TEh55
1431671431
1432795277
1432797689
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Eard Bamaf Ban bl -
R LLE .
£08 A T4 uch: hitpd: apr_sockaddr_info_geti) Mirror ‘HH'I Start
; Could not reliably determine the server's fully gualified domain name. us
20001 for Serverdame

— A=

¢ L DSe| FEE HESI0] HURK X A2ALHE
58 Aa

- g3l IDSS oS BANRS Well HobI=0| BU £
USE ol

- MHE 5712t 30 = ME{2t SZ0| 7&¢t 0[2{MHE Chstod

=7t Tish= =2t3 MBje] MH|AE FX

- CiSt IDSS| SXISAS HojLhs MEES 2Z7IH0IL} YHI=
SOl CHE Ho{ 7lms Tsls Woks 27| %7E 2.
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