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o] 7iel AMOIEE 2Fst= CH7|olLt QU 23 J[o] 2t2to| 3|y2 &2
ae|g “'R**Ol Mo mer JiEE gHAaoZ 1997 IBMO| JHESIRoH 22
LI2toj= 2000 ZE2|OIGHH0| HZ =S Ol ofdFX X SK 50| =t
H =d FE|01 OK7l«|8, SKEeiR, 2HH & CrYet AFO|E0| MK ALK
# One |DBF?
UIOIE, MIO|BE, 1187} WE T store, T cloud, T map, hoppin AblA8
SILE2] CHOITHOne ID)2 01E5HE &= 2= My | ALy
MATE®  Ocywoss (@ | pmeidn | Vstore Veoud  Vmop | heppn
> Ol FopEaLICH
AfHIA O] A M =1 cEI2 SKEAY
EIRISE| 7= AN g8 My|l& A
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Sy £1TH 04F) 7haB}
SS0 @
{sirgle sign o)
One |0 SHLHMIE] > | One ID MER7| »
<SKE2R S¢eHD (SsoQl of)>
Z 2 3AHE0| AE3tE| AL CHARPE £|0] 2] AIO|IEESS &8 &Edt= 4%
SSOE AtESHA EICE SSO AR Al ZE|Xp= LS| OFOICIZ 2E 1S &8
e = UA (1, 7|E A= HE WZE gl0| StLtel OO|C|E 2] AOIE
== BI01519 A o|8g &+ AUrCt
EEot SSOE T RSHA =™ ZH2fe| A|AHIOICH 15 AXIE BX| $F0E 1749 A
Fotoz CHYst AAHO M2 = A0 ID, WA/E0 Ot 20F 2™ ot
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vax|z

HER3I E2|X|(network bridge, &2t0{: ¥Ct2|)= OSI & HO|H &3 AZF

of A= o2 7Hel HEYI MAHEE HHs H ZCt o]0 2 AfX|&= E2|X|zt

= 802t #2 XoE tdXoz ABELL BEElX|ls 22 AT A= HEHA

MIAHEE AHZd) F= X Q 2[OH, HESR St HIXSHX|T E2|X|E At
HESR NOAHERE CHA| MESIC|ECHe £ HEIARE

Z2|stA =ICt o|ul oA "EE2|X| "Ele 80 ZAIFC

E |EEE 802.1D EES 2= FAX|E SSBHLL
EE|X|& S{EL 2O HEC O S3et de2 71T BE2|X|& 0= HO|E
mzl2 2AM50f 22|X|7t FOE IS CHE MIHEQS HEQIAZR &L =+

O] |% 2AXSE A (2}1[:'.

SI 239 HlolH g3 ASHM O|ROXEZ HE|X[= HE|X|7}
ool Ho[HZFEH JES Mgttt o|HU S0|A o|H2 =&
e EXX[Ql MAC F&E MSeltth EE[X|e & 7H| E4 S AE510]
7t 7= HE/AT MAHUES Z7gstot.
X

C
&9 H22[%(Transparent bridging) - 0| HAI2 &L= MER

10
My

T
N

20

ol L=
2b O|TO 242 O siE =0 Z2E Hott=s HAMOITH EUWs 0| HESR
3 Ha[X[7t JA=XE 20 AUX| Yot &= A oI
AA RE HEZ I(Source route bridging) - O HA0M= =& HESS MOH
ER ¥tz REE I sl £ Hel =Y HEfTh Atk JHE
(Single-Route; SR) 2 I%% 2o HE/I Eafgs 785t =&K& 4%
St Bt TAH Lad(All-Route; AR) ZR A2 RES X O AMSEICH

iptablesZt

iptables= Z|SAYOIAM HoHZ HH-HS= THEM HE 24 O[T HHOM A
L|H ipchainsE CH4st= ot =F0|C

iptables= 20X Q| netfilter T{Z] EHZ 7|5 ALEAL SZH0|M H|O{St=
ToE AMEE #= ULt

ofzl e 0|2 X|L7be TiZlel SIHE 1 O MH dizle| 2¥E ZHMse A
= ooh gEtMo =z miZl2 3 Het HIoHE THEICH

g|Co| ZEHEE HEQl ZYX| IP:PORT, =AHX| IP:PORT, checksum, Z2EZE &
M 52 7HX 0 HO|H& 2t2tel ©& O|Oo|E 7t S0{ZtCt

S8 zdg 7M1 U= A0 Cisi S8 (ACCEPT)2t XEHDROP) &2 X|EY

1



-
ot

= en, &8 =4
Ct.

iptables @ME 08 #2222 LIFHX|0 2% &2 ChainO|C}. Chaingd I{ZI0
Z2EE MElE XS iptablesOf L& E 7|2 Chain2 Cr=1F ZCf

(7|2 Chain2 FFHO|H AKM7t E7FsStEE 0[2[0f -N M2 =2 X|Hdt= AtE
Xt M9l ChainO| QIC})

Soff Chet gAel izl BEHZ A M2 4

mjo

N

oln
mjo
[0

Chain INPUT MNHE S0:s 7|2 X
Chain FORWARD MHO|A forwarding 7|2 H*
Chain OUTPUT MHOIA L7t 7|2 "M

Linux Server& SXX|Z2 &= ZE I{Zl2 INPUT Chaing E1}st
Linux ServerOfA MME0 QIEZ HUX|= 25 IfZl2 OUTPUT Chaing S1t6

—_

A =CH
FORWARD Chain2 Z% &ZH2| Linux Server?t ZXX|7} Ot 1mjzlo| Entste=
ChainO|Ct.

mjo

(FORWARD Chain2 NATUEYZA 3]) 7|5 AFES Q8 AtEEICT)
iptables®| T+=
MK iptablesOl| CHol HHEEZZE ShXL

iptables= L2l 122 g ElC}

iptables -A INPUT -s [ZAIX]] --sport [HAX| ZE] -d [FHX]] --dport [FH
A ZE] - [EH)
iptables E&
-A MER &2 F7tetct
-D TS AT
-C Ij 712 HAEDC}
- MEZ 32 MYt
-R M2 filez LML
-L MER &S F=30L
-F Mool BE &S AKX BHCE
-Z 2= Mool mjZlut HIO|E FtRH 42 022 BHELL
-N MEE HelE THECH
-X X oIS ArK|BtCH,
-p 7|2 M3 HABIC




iptables 4

-p jzlel TREEQ XEWD L 0|EZ FAIBICE (ex : tcp, udp, 21, 22)
-s mjzlo] HMX|E HAIBIC} (ex : address[/mask])

-d mjzle| =AIX|E FA|SCL

- A2 H8Y QHLO|A O|§2 YAITICE (ex : ethO, ethl)

5 Ao SE IAZ A M2lg ARIZIE FAIBHCE

-y & 2F mjzlol SsyN mizls 61%3PX| =Lt

-f T HR| o|z=o| =20 Chs &S FA|SHCL

=
iptables 24
ZE YHE2 & S|
MO AN BX %—.3._F CishM =30| R=ESH| ME0 55 Ald=

ro M
x

5 58 0!
M7t 0je Fastict

BE E3 A0 ofs Ao BYo| MM SZEB 1 00 ZES YojF
£ H¥g ooz mat gt

-

// otefiet Zo| MYsH MAMo=Z 22 HETJL HEl T LEF0| 228 ~30H ZE
7t 8ts|7| {20 SSH ®%0| 7tsdiot.

# iptables -A INPUT -p tcp --dport 22 -j ACCEPT

# iptables -A INPUT -p tcp --dport 22:30 -j DROP

# iptables -L

Chain INPUT (policy ACCEPT)

target prot opt source destination

ACCEPT tcp -- anywhere anywhere tcp dptissh

DROP tcp -- anywhere anywhere tcp dpts:ssh:30
// ofefet Zo| AEs5IH M¥ o=z 22H~308 ZETVF TSI W20 F oA Of
T2 22 ZES FOoj R0|M SSHZ

o

ox

/ iptables® & Z2 Hi2 Hgo| 57| M2 AZolM MY HeAU Fo|
SHAL.
# iptables -A INPUT -p tcp --dport 22:30 -j DROP

# iptables -A INPUT -p tcp --dport 22 -j ACCEPT



2.2 SSO

ssozt

Single Sign OnO|2t?

HE AMEXE2 0] MH[A AO|EE 0|80 A0 02| 7H2| OfO|C|Qt DAL
EE 7|95t ARESHCE Ol2{ot EHEZ &5t a2l oM =arE ol 2
o2 HNetE Q1F A|AEO| SSOO|CE SSO& Eh oF ol 2aQlntez 7|l Z4E
AMAEIOILE QIHY MH| A0 HESHA diFe 2ot 88 &FMO|CH ZH4o| AlA
HOtCE 215 HAE SHX| Yk 174l AETe 2 Lkt A|AH FIg = U
O ID, IjAS{E0] CHot HoF @[ ot AFEAL Ho| S, elSaeH &2 2
Zt7L JACE 0|24t Single Sign On 2ZH2 Q1 MHQL client A H 7+ E|ZIZ
AH83H0 Q155H= Kerberos?t HEQIAMOM 72 HE =2 mbo|L} CHIO|A
YEES HOotEE= AS 7185t HEOFE= Ldaps 0|85t x5 = UCL
Kerberos®t

Kerberos&= SQlE ARH HESA WM MHA 275 QS| fot HEe
2 0/=72| MIT Athena ZEMEO|A Y E|RUCE Kerberose& AMEAIZL Q15 MHES
E2YH 23E ElH'E 2F8% = A siF=0 EIE MHo| §F MHAE

got=H A8E = U
Hl S

Kerberos A|ABI2 O E|ZI0|2t= 7

- 80 582 UL E[ZI2 AFEXILE AH|A
£ AMYstE ™A YE SOt 2HEHEF0| AFEXto| MRS =ols| =1 AX|
Sl Ye 2T TG E LIEILNZO|, E[Z2 AFEXI AFEXIS HEYI HMA A
ot AEHSICL Kerberos 7|Ht ERMMME $allsl=s A0 CHE A|AHDO A4
2005 42) E[Z0 CHet 280 EHSHA KDC(Z| HHE MEHZE HSE=C
KDC= O|O|E{H[O| A0 HMASIH AREXtOl MRAS QABst CHE A|AHIN AN
A% = Qe HBLE BOSi= E|ZHE Htasict "EWEAEE HAIMOZ E|AHE
o8 Lot 932 oolsict 282 rlogin FEe| 2EE LN, 2AFE 2
ZIO|AEDE EF MH|AO| CHSt E|ZE 7IH2 = JYLBE A8 FQ IDEE CHE
Z20|AET} rloging AMEE = QICt
EIZ2 EF &40 HBECH o 29 EZ0| MY s EZHY = JASL|CH
Ol= M Q& ZZAM2A 0|z CHE AAHIOAM E|ZIZ AMEY” = AS2 ol0lst
Ch =t 22U Xt E[ZAY =2 QJELLCE Ol X|HE AIZMHX| E|ZU0] 7 5HK| @
22 9OJsict o€ =9 E|ZHS {EA AM230 O AFEX7E O {EO| E
AE S = UsX= ZHY o8 AHECH YL Kerberos AH|ATF AX|E|A
Lp z2t2|E o 2™ =ICt



(1) Ticket Request

Service Ticket

@ Send Reguest

@ Send Response Service

1. @l/sshet 22 BAT™S £ 7IE O[9F Hixet 210 2¥s Sdl, tHE &
FEHOIM MEof AM2SHY| RotCtn 7Pge 2 client] 2FS ZO0HS0|7] H

of, AHZA "E[Z"S 2Ot

2. ElZlE &7| I8, G422 HA AT MHO| 25S Q7o 2T M= g
= OIO|O| A x=1
= e . O—l—| HAZE

=
Of Y=ot AL 7|HHSto] "M 7["et MH|A @75 LIE
TELE M 7IE MY "EIZE RO5hs E|ZU0|CE

3. 1 O30 M 718, EIZl 20 MH, = TGS (ticket-granting server)0f| & HC}
TGS= 2T MHet SE|Hoz2s st MHO| AS &+ ULk ALt X|g2 LHE
MB|AE L TGSe MHIAE 289 I Mo B = A= EZIE 3T

OI-

1

A2 oid TGS= ElZlE AHESIAU, E= 2OIS0A oig AH]|
f

5. TGSREE We E[S LaURte A|ZHo| MQUy| IR0, LH A|ZH Sot (I
g0lE SUSH E|HOZ 12 %7} MH[AE 8F
F Sotal SBIA BHEoEM, 2o OfE AR



LDAP

LDAP(Lightweight Directory Access Protocol)O|Zt HIESIZ &0jA ZZO[Lt 74Ol
FE =2 mYo[Lt ClHo|A FE 52 HOotEEs AS 7hsdtA Bte

T2 EZ0|C}

LDAPEZ UEQIZ 49| CIHMEZ| AMH|A HZFQl X.5002| DAP(Directory Access
Protocol)E 7|8t 2 o ZE3}(Lightweight)E DAP H{F10|LC}

¥.500
Application

Frasentation LOAR

Session Application

051 protocal stack Trarspart TR I LDP

TCRYIF protocal
Metwork 1P it

[hata link
Physical I Physical media I

X.5002| DAP= OSI M Z2EF AEZ X|stH 230 0 e AFE A&
2 B8E St= OfF BHR ZEEZO|CL O|H DAPS| EfEE =0[7| {lsl BH=
O{Zl LDAPZ TCP/IP 2EOAM O M2 H|&2= DAPS| B2 7|8HQ BES =
gk = AEE A TQUCID BHCE LDAP2 AREXF 23021 M2|(SSO)Lt MstHs
23|, 2|AF LHOIM S| BAMet &2 T=0|A FE5Ct Lot LDAPZ LDAP AMH 2t
of Hioje SM7t dAlZtez & E|7] W20 FX|0M &2zl UAes dEESS

=2|2| LDAP MHZ SHSIM AEStE 9= HO| QUCt

Entry

LDAP EZ2[(DIT)OIAN 2 =EE 9|0
StLEC| H|O|EHE LtEHH

RDBMSS| HZEQl 5Tt 2|0

—

DN (Distinguished Name)
7t dE2lof X|et RS LIERY
O AAEKXY g AE2|O| 0|Z0) 49| AER|0| AER O]

LDAP EZ2| 4Z H™HE 29|0|

ol
mo
I
=)
x
1=
nE




RootDN
U2 root(&2|XH2| DN

LDIF (LDAP Data Interchange Format)
LDAP AEZ[O HOJESE &1 = &+ U= HAE

ogt
ks
|0
Hu
HL
K®
al
rr
pau]

objectclass
Zd(attribute)S Z20, AtHS| FHAXNE 'S'0] &
otLte| £4d 710 8= B9 @s 7IE & UL

ou (organization unit)

cn (common name)
Suffix : DITS| X&' Entry

LDAP Directory Tree

— ™

< T de=example

I Crganization |

|Grganizatic|n Unit | ou=5Servers

udid=jsmith

| Person |

2 018, 4 U | 22 iUt Oj4e| H40=2 Ty, oLy
£ | Y2 cn EE HA S FAO| P2 mail 22 AEYOR YL

O|2{¢t LDAPS| HEEL2 0{8] C{O| LDAP AH{E0| LDAP CIHEZ| EZ|E R4t
= X222 Zt1 QL client= XX LDAP AMHO| gAZS Q8 282 HLH
server= 280 CHSH SEHSIH client= 10| CHsl AEZ|E F=XSI Lot C|

EQ|E =g & UL

_’IO_



IT

ot

!

IDS (Intrusion Detection System)”7} RUCH.

—

—

2.3 IDS

A

2ot (firewall) 2t
g =2

He

F

Eof oigh

= %

2 XtotsteE ZAol2tH DS

Ar

4

b OfL|2t miZle| HIO[E77HX|

HH O
=

ol
ar

iy

CHEH AIHE 27

[L

HIZ AL AICIEROI0 IDSE EXI3H

=
=

o
tof

ECt

A

Of £QICtH H2Z 20| E7|=8 & + QUtt 12|1,

o
=

=5

—

=

X o]

g

-
(@]

M
&

=
?__

ar

X|

AL
T

=
=i

f

L

3

-
[e)
—

=

of ofd =R

=
T

=
e
=

1o

ch

O[C}. O] 70 M= o2

-
E

.1

=
S

o)

QEE"0ICt IDSOIM 2E= A

E VL S e L
I.
—

Al

A510]

=
e
o |
—

A

=
—

Zt
VS

o
A7b AL

b

—

-

SHA|

I

=
L

—

k=)

“False Positive"2} $tCE MA| IDSE 2HQoiCH EH 22t
StC}

Negative'2} StH§, H]
SnortE 0| &%t IDS

A=, M2 5|

100% o
H==
T -

ojru

= snortgte Z2E

o3t

H
[=|

Tz]

Htol S IDS

U
1§

Al

ofn

Snort= “sniffer and more"2te LA FEEU=H, s S7HE

Hx Q| IDSet
ozl 27(logger) ZL

—_
o

T

=
o

ZIOIACE ALt O]

1L

_‘l‘l_

st T3l AL

C
[

=
ST

L

O

(o)1
H20 AL|mH(sniffer) WEKAC THIS A0 EHFE 7|

= o g

I



HE of ijzlg M 230 7= 7|5 network IDS HE®T EzjEz 2
M3lo] A4S EX[StE 7|22 bufferoverflowl} port scan, IP scan & CHE &9
342 BAE = UCH 20| ruleg 0|83t &4 7|50| F7tL|1, HRLEE St
of AEZHe Js Hetat ZdE8 8 KXot Z20| et 7|1t Bt 42
2tz Z2 0| E[QACE snorts A ZHO|X|Ql http://www.snortorgS S X|
£X0l g 0|EE MSdt UCE

snort= RE AAE Y F0 miZl A 2t0[E 2|2l libpcap= AFESIO TIHZS
HXstn, #=Z = mjZlo] APHO| HO|El snort 52 E1 HlwWsto] tek ofE T
2 8% syslogE &8l 218 H7[AHL §F CHEZ|el £ MY E= database

-1
-

snort ZEW2 H JHX| 74 @450| E2{10 HEZ O|RO0XN Ao &HA &
Ato shgof w2t #Hgstn ¥y = A=F FO A=H, 7I2Hez g &
2 47kX] FE2A2 O|F0{X ULt

@ AL IH(sniffer)

@ preprocessor

® EAAZ

@ 2Z(EH)

-

snort= HX ALIHE &dff snort IDSE SWst= ZE W3S =3t =ICt of
7100l "= HolHEs HE E 7[Htel BX| ATZS AXX &1 I Mo
preprocessorg &l ECt 22X 34 ©X|E fsi HTTP 23Y E2{1Ql0|Lt
ZEAM S FH X EO2E UXN AXHM O§EHO| Z|=X| 2QISHA EIC}

4> Mo

S| 5
£ preprocessor HA| BRE3} T[0] UO| ZAte| $HA0| S EHQSICHH disable &
UL O|EHH RPC Ez{Zlof CH{ EF 7} QICtH RPC #& preprocessor

7|
g 2 t 2t
FMKe|sHH EICk 12|10 preprocessors S+ I{ZI2 snort IDSS| EH4l0|z}

g x o

o & e B |l SXATS AXIBA A0l HOIE YRS 04y EHEX
ol Tk Bt S0 0 EIS FLOIS ARNOl MOlE HM et 21
of Al 53, AR Y FS SIS oA Hok

_‘|2_



2.4 vsFTP

FTP t

FTPEt File Transfer Protocol 2| Atz QIE{Ull&f o]
7| 93t EE m2EZ2 M R 7Hekst g o|c)
ot EAY = Us & HOoX|eb &3 mYEES TESkE HTTP(Hypertext
Transfer Protocol), MAtRHEHES H&ESH= SMTP(Simple Mail Transfer Protocol) St
Z0|, FTPE YAl QYo TCP/IP S8 ZZEZE 9| SILO|LC}

FTP= & HO[X[E5 2 HUYNM 2= ARHO| & = JUAZF 57| IS X EAte
ZAFHEREH MHE 7| 8 (upload)dlA AHEEICE ESH CHE MHESERH
Aol AFHE Z2O-MO0|L MYSS &7|= 2H8(download) dt= OO AME

i

—

oV
mjo

FHS 20| T

FTPol 7y 2 82 FEAO|EEEL WE S22 MEYS & Utt= AL,
HELO|EZO0] AMESL7[= HE|oH|TE diHez £k 2|3, HYHOIX| X

SiCt= CHYO| Ut
ol3{st CHHS HOISH vsFTP 7t QUCH

vsFTP 2t

MH 230 A0M 7Y 523 24 HOt ZX0|Ct.

71E2| proftpet wu-ftp= EQt 20| it E107F HIHS| LojLt MHQ| HQto| =
=8 327t BCh vsftp= EHO BEZ £9| X MH HE2EAM REDHAT,
SUSE, OPEN-BSDOIA 7|2 FTP Hl22 2 AEistn AoM vsftpE DR AM=[sta
UALCL Very Secure FTPS| AXtZ A LHEHQI FTPE HQHA FOf5t0], I{ZlE AL
oot 230 AFE, gz A 45 FHoES A =g = Uk a2/ FTPE
Ct W2 GOJHME, oHEd, 2o @48 74X e 0| EFO|C)

X&ot= tEHe 7[sl2s 7Hd 1P K&, 7td ®X X[, Standalon 1t inetd

x|, 2;34@ ASRE MY, WS HES IF Jls, HPLY DYS P 22 SYY
29 X%, P ¥ M 75 50| AT E3 config THAS MH SWE OFF ZHEh
F o

SilAl FTP HH'I 2 E A 2+ UL

_13_



2.5 HHMH

Rsync 2t

Unix A|ZBIOIMS] oF 2T EQIO{ZMN, OhUOo[Lt CIHMER] S5 3tLte| M40
M Ct=o| CHE NMEAE 7|3 & = AUs 2ZELQOO|Ct rsynce| 2 §ET o
L= fFAteH 2T EQIOfLt “EE"‘OH ot = & Q= HO|He| S0 o wako
20 M&0| O|F0] X|= AO|Ct rysnce LHYES SAGHAL 22 CIHEZ|L{Q| LY
852 ZlE = 20, BIUHCR ¥R AU, MATHLE MEY k&
ULt

rsync’t QE22EZ M0| o=, TCP ZE 8732 7|22 listen otH, 7|2
Moz U rsync ZRZEZS Soff TAS S/IFLE RSH, SSHet 22 Z2E
£2 0|8¢{M TY2 MISH7| = BHCt rysnc 0|29 CHE ZZEZZ ALEY o]
£ localO|Lt, remote host 25 rsync clinetZ} A X|Z|0f RUAO{OF StC},

rsynce GNU GPL E2iO|HIAE 2D °'°'31 F2 AZEQIOO|CE HESH2 G
Of AFREl_‘ U 2ZEQOO0|7|= 3tCt EG| 2|29 archive?t 22 mirror Al
O|EQ| B2 rsyncE &4l #E MTYAE —'?'—51 S7|2E St=0o EFHLE ALE
00 e AZEQo{0|Ct

SSH Key2h?
MO S 2 I H YRS CHY keyE MESH= A 0|C}

SSH Key= ¢H| AL8SH=71?
-HIZHZ HOF =2 =F2| HotZ
-2001 gi0] XS E MU F& & o

SSH Key’l S%6te=

-SSH Key= 3717 |pubI|c key)2t H|S7H 7|(private key)Z O|R2O{X|=0| O] F749]
ZAHE O|8idt= 20| SSH KeyZE O|sst=0 SHAO|CL 7|5 Hd35tH S717|2t H
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370717t BHEO{ZTICt O] B0 HIS7H7|= £Z Ao X|s|of s, S7H7|= 2|
DE Ao X|sioF stCt (22 A2 SSH Client, ¥4 MAI2 SSH ServerZt

dX|E HREES 2lO|gttt)

NAso

SSH &8 A|Z3H SSH Client?t 2Z A9 HIZIH7|F ¥ T{AIQ| H|FZ |
7|2 H|WS|M 0| LX|S=XE 2RIt
SSH Client SSH Server
Private Key Public Key
crontab O|Zt
crontab 2 Z|SAMHO|AM 0= 2AS HAA|F|= AHFEE S A2 oL
QURE 9 Y Al B BIE A2 4¥E + A0 My B2lo| R84 AIZ

El= FZO00lL}.

crontab 0| M

crontab -e Linux crontab O &4 =71 3 =4

crontab -l Linux crontab O 2F&t21 2|AE 20l

service crond start Linux crond Of| 2F=Ft A%

service crond stop Linux crond 0<% S=

service crond restart Linux crond O & RHA|ZF
I 4

[2] [A] (€] [E] [2Y] (HAStAX 5= HHO]

= £H 597tX| e He|oto HHEOZL AV E ot 2 247
Al £ 237X 2] #HeCto] BEHOIF MLV E #ots A7 2F
e 128 317HK|Q] Heloto] FEOZF dAEV|E Adt= € 23
- 182 127tX[Q] |#|eto| FHO7F HAE7|E RSt= & 43
2 128 77tK[2] Heloto| HHO 7 HdAlx[7|E Jdts /Y 47
HHO ALV E Jots BHOE UE
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SR O|E =CHEH 227F HER/RE AEdt=0 AN sEs E=xetn & =+
ACL SFX[EH S E= P % JHX R WM AFHES QAHUE AZEN Fe I
2 BHCh OfE A B Hub(3{E) 9A| Bridge2t Ze 4= US ZAO|Ct

Bridge Firewall 2 O|Ei Naez HAFHO| HIEE 27HE SO0HM HILE 12

=
OjtM BHZIE 22 LI7t= HAE XSO 2l520M= HE 2™O|A BridgeE
X| & ohrt,
SIE7F ip 7t AXO(2RIX] 3E JFO £F JE= ipE HKe E8fE U
Bridge Firewall €Al ipZt QICt (Bt 2| SHCZ IPE 7HX|7| = BiLCY)
Bridge= S YSIC} traceroute2 ol LIEFLIX| Q=L
OHX] SEXME AZAZ diF0H olgfet SUoM m2E Mo = U= A
Bridge Firewall@!l ZiO|LC}.

. ESAE O|2F MUK Wby

e P
internat ==

- Et"'ICII
" :—'5'— w Linux brldge firewall

! etm]

wiiso| gl yEga S ., Wao| i yEYs

_________
................

+ bridge 'F'rewall é
QIE{Yl - (eth0) Bl AHSHY (ethl) - 29 X| -AMHE
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T=H =

MILE 2%

(1=}

AZAAH 0|
bridge 7€ IiX]
bridge utils
iptables 712 T{X]
iptables &~

iptables {2 I§X| & iptables
netfilter/iptables http://www.netfilter.org
patch-o-matic-20030107 tar.bz2
iptables-1.2.8.tar.bz2

MHIAE fet 7|2 2%
Mg 2XAl Szt

CIZE iptables ItYS AMH|T

// 7|Z iptables T+ |7

# rm -rf /etc/sysconfig/iptables

o
42 8%

Of

IH /etc/sysconfig/iptables Tt 0| M- =ICt
= ool ZEE FISIER SHAL

-

rm: remove 4t MY “/etc/sysconfig/iptables'? y

// iptables & =7}

# iptables -A INPUT -p tcp --dport 20 -j ACCEPT // ftp-data
# iptables -A INPUT -p tcp --dport 21 -j ACCEPT // ftp

# iptables -A INPUT -p tcp --dport 22 -j ACCEPT // ssh

# iptables -A INPUT -p udp --dport 53 -j ACCEPT // named
# iptables -A INPUT -p tcp --dport 80 -j ACCEPT // http

# iptables -A INPUT -p tcp --dport 110 -j ACCEPT // pop3
# iptables -A INPUT -p tcp --dport 143 -j ACCEPT //imap

# iptables -A INPUT -p tcp --dport 3306 -j ACCEPT // mysql
# iptables -A INPUT -p icmp --icmp-type echo-request -j DROP // pingOll CH3t
8% A%

# iptables -A INPUT -p tcp --dport 1:65335 -j DROP // MH|AZE B&E HE

_‘|7_



oHF) #HEE =2V HOgI =ZZHH)

[ root@localhost yum. repos. di# yum -y install bridge-utils
Loaded plugins: presto, refresh-packagekit

setting up Install Process

Resolving Dependencies

--= Running transaction check

---> Package bridge-utils. xB6_64 0:1.2-8. fcl2 set to be updated
--=» Finished Dependency Resolution

[»]

Dependencies Resolved

Package Arch Version Repository Size
Installing:
bridge-utils *¥BE 64 1.2-8. fec12 fedora 27 k

Transaction Summary

Install 1 Package( s)
Upgrade {1 Package(s)

B3X 28 wEEEE &4 si=Ct

i) BEE =27|1V) HOEI Z82hH) _
| root@localhost yum. repos. d]# service NetworkManager stop e
Heda a2 35 5 | OK ]

| root@localhost yum. repos. d]# chkconfig NetworkManager off
| root@localhost yum. repos. d] # I

HEQ3 B2|IXIE stop offSiZCE.

| vi /etc/sysconfig/network-script/ifcfg-br0

DEVICE=br0

TYPE=Bridge

ONBOOT=yes
IPADDR=192.168.1.44( 2| Z})
GATEWAY=192.168.0.254
NETMASK=255.255.255.0
DNS1=dnsat

DNS2=dns#}
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| vi /etc/sysconfig/network-script/ifcfg-ethO
DEVICE=eth0

BOOTPROTO=static
ONBOOT=yes

BRIDGE=br0

TYPE=Ethernet

| vi /etc/sysconfig/network-script/ifcfg-eth1
DEVICE=eth1

BOOTPROTO=static
ONBOOT=yes

BRIDGE=br0

TYPE=Ethernet
ApA /etc/sysconflg/network scrlpt/ol eth0, eth1 brOE 230zt

of(F) EEE E?IEV} Eiﬂl'é[T} ':C’Ef{H}

| root@localhost network-scripts]# vi fetc/sysconfig/network-scripts/ifcfg-ethi -]
[ root@localhost network-scripts]# service network restart
QElFol A eth) (2)2 8 &: bridge br0 does not exist!

0K 1]
loopback gl € #H ol =~ H8 & 0K 1
loopback 1€ & o] ~ @4 &= 9ok 0K 1
ethd 18 # e~ F42t5 oo 0K |

|

[
[
|
|
ethl g1eldo] &~ FH3F Yk F3 ethlrh g+=3 2H k. =7
[
[

(=]
-
|HL|

bro 915 #l el = 425 9ch:
[ root@localhost network- scripts] # I

285 220 & 5o HEKIE MMAIE SHEL.
JENME 7td=tz 7S SiM eth1o] X7t BICH
7b&=t7t ot AN HIES 27H YHe Fl 2F5HH X7t 25 JhSetth

migiF) HEHEY =2V} EADI é‘{T} ES2HH)
Generated by iptables-save wl. 4.5 on Mon Jum 30 09:45: 35 2008 =
*filter

: INPUT ACCEPT | 0: 0]

: FORWARD ACCEPT [0: 0]

: OUTPUT ACCEPT [0: 0]

#5H otelxm 5 FH W A

-A FORWARD -s 10.100.114.93 -m state --state NEW -j ACCEPT

-A FORWARD -s 10.100.114. 129 -m state --state MEW -] ACCEPT

-A FORWARD -s 10.100.114. 211 -m state --state NEW -j DROP

#-A FORWARD -s 10.200. 100. 249 -m state --state NEW -j DROP

-A FORWARD -s 10.200.100.0/24 -m state --state NEW -j DROP

gzl YR Fete ziew 2 5 g AtdE ipE RS

-A FORWARD -s 0.0.0.0/8 -j DROP

-A FORWARD -s 168.254. 0. 0716 -j DROP

-A FORWARD -s 172.16.0.0/12 -j DROP

-A FORWARD -s 192.0.2.0/24 -j DROP

-A FORWARD -s 192, 1BB.0.0/168 -] DROP

-A FORWARD -s 224.0.0.0/4 -Jj DROP

-A FORWARD -s 240.0.0.0/5 -Jj DROP

-A FORWARD -s 248.0.0.0/5 -3j DROP

#olul A -AS 2o FElF2 HelE S 5 S 21 ESTABLISHED RELATED =i =1 2 & &
gy 458 =4

I

-A FORWARD -m state --state ESTABLISHED, RELATED -j ACCEPT

Hot A S Jetc/sysconfig/iptablesO] E8S sHELCEL
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3.2 SSO &

Kerberos &A1=
-SSO AMH

| yum install krb5-server

root@sso:~ - a =

| T HEE) =2|(v) HA(Gs) HOZ(M =S2(H)
ETr‘ansaction test succeeded
Running transaction

Updating T krb5-libs-1.13. 2-12. el7_2. x86_64 1/5
Updating : krb5-workstation-1. 13. 2-12. el7_2. x86_64 2/5
Installing ! krbS-server-1, 13, 2-12. el7_2. x86_64 3L5
Cleanup ! krbs-workstation-1, 12, 2- 10, 217, x86_64 4/ 5
Cleanup v krbs-libs-1.13, 2-10. el7. x86_64 575
Verifying ! krb5-1libs-1.13,2-12,2l7 2. x86_64 145
Verifying ! krb5-workstation-1.13. 2-12.el7_2. x86_64 2/5
Verifying : krb3-server-1,13.2-12,el7_2, x86_64 3/5
Verifying : krb5-workstation-1, 13 2-10.el7, x86_64 4/5
Verifying ! krb5-1libs-1.13. 2-10.el7. x86_64 5/5
Imnstalled:

krb5-server, x86_64 0! 1,13, 2-12.el7_2

Dependency Updated:
krbs-1libs. x86_64 0: 1, 13, 2-12. el7_2 krbS-workstation, x86_64 0: 1,13, 2-12.el7_2

[Complete!

| vi /etc/krb5.conf

TootE ==~ = = £
mpRl(F) WWaE) =2IIv) FTMs) S0l =SEH)
logaing]
daefault = FILE: Ywvar/log/krbslibs. log
kdc = FILE: rvar/log/krbsSkdc. Log
admin_server = FILE: fvar/ log/ kadmind log
libdafaul rs)
dns_look _realm = Talse
ticket_lifetime = 24h
renew_lifetime = 7d
forwardable = true
rdns = Talse
dafault_realm = JOONGBU, KVM
default _ccachs_nama = KEYRING: persistent: 2§ uid]
realms]
JOCNGBU. KVM = |
kde = sso. joongbu, kum
admin_server = sso, joongbu, kvm
1
nabu kwm = JOOMGEU. KVM
joongbu. kvm = JOONGBLU_ KWM

TS BF KNSt = examplecoms AHIO| AFESIAA} St EHQCZ 47YolCt

| vi /etc/var/kerberos/krb5kdc/kdc.conf Al example.com B

rook@sso:~ - g ]

melfF) BE) =220(v) ZM(s) =Holgn =SEH)
[ kdcdefaults]

kdc_ports = 88

kdc_tcp_ports = 88

realms]

JOONGBU, KVM = |

#master_key_type = aes?56-cfs

acl_file = fvarfkerberos/krbskde/kadms, acl

dict_file = fusr/share/dict/words

admin_keytab = /var/kerbaros/krbSkdc/kadmS. keytab

supported_enctypes S256-ctsinormal aesii8-cts: normal desi-hmac-shal: normal arcfour-hmac: normal came
lia2s6-ctsinormal camellial?28-ctsinormal des-hmac-shal:normal des- cbe- mds: normal das-che-¢re: normal
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| vi /var/kerberos/krb5kdc/kadm5.acl O A example.com2 B

root@sso: - o

mel(F) HAE =2lv) H4s) =Holdin =S%H)
+f admin@d QONGEU. KVM *

| kdb5_util create -s —r JOONGBU.KVM

root{@sso: - o ]

melF) HAE) =221v) FAs) sHogmn =SH)

[root@sso ~]# kdbS_util create -s - r JOONGBU. KVM

Loading random data

Initializing database ' /var/kerberos/krbskdc/principal' for realm ' JOONGBU, KVM'
master key name ' K/M@OONGBU. KVM'

You will be prompted for the database Master Password,

It is important that you MOT FORGET this password,

Enter KOC database master key:

Re-anter KDC database master key to verify:

At23812{= JOONGBUKVM & HHZAQ S=

root@sso:* - o x

melF) ®E) =27V) A4 HoEn =3EH)
[root@sse -]# systemctl enable krbSkde
Created symlink from /etc/systemd/system/multi-user. target. wants/krbSkde. service to /usr/lib/systamdssyst
am/ krbSkdc. service,
[ root@sso -]# systemctl enable kadmin
Created symlink from fetc/systemd/system/multi-usar. target, wants/kadmin, sarvice to fusr/lib/systamd/systa
mf kadmin, service
[ roct@sso -] # systemctl start kadmin
[ root@so ~]# systemctl start krbSkde

—_— -] = .
28 2 As22 H4¥8Y = UALE SENT 7 o=

0%

roct@sso:~ & L x
|ﬂ}°E'(F) HAE) 270v) M) Hog(m =2LH)
[ root@sso ~]# systemctl status kadmin

kadmin, service - Kerberos 5 Password-changing and Administration
Loaded: loaded (.’usr.flib/systemd#system;‘kadmin service; enabled; wvendor preset: disabled)

Active: act inning) since & 2016-05-13 17:43:36 KST, 43s ago
Process: 41716 ExecStar‘t—;’ usr/ Sblnf’ _kadmind -P /var/ run/kadmind, pid $KADMIND_ARGS (code=axited, status
=0/ SUCCESS)

Main PID: 41727 (kadmind)
CGroup: /system, slice/kadmin, service
L41727 susr/sbin/kadmind -P /var/ run/kadmind, pid

52 13 17:43: 36 sso systemd[ 1]: Starting Kerberos 5 Password-changing and Administration, ..
52 13 17:43:36 sso systemd[1]: PID file /var/run/kadmind. pid not readable (yet?) after start,
52 12 17:43: 36 sso systemd[1]: Started Kerberos 5 Password-changing and Administration,
[ root@sso ~]# systemctl status krbSkdc
 krbskde, service - Kerberos 5 KDC

Loaded: 'Loaded (/usr/lib/systemd/system/krbSkde. service; enabled; vendor preset: disabled)

Active: 1ing) since @ 2016-05-13 17:43:45 KST: 1min 12s ago

Process: 41858 ExecStart—!usN sbin/krbskde -P /wvar/ run/krbskde, pid $KRBSKDC_ARGS (code=exited, status=
|0/ SUCCESS)
Main PID: 41862 (krbskdc)

CGroup: /system. slice/krbSkdec, service

L41862 /usr/sbin/krbskde -P /var/ run/krbskde, pid

52 13 17:43:45 sso systemd[ 1]: Starting Kerberos 5 KDC, ..
52 13 17:43: 45 sso systemd[ 1]: PID file /var/run/krbSkdc, pid not readable (yet?) after start,

| 58 13 17:43:45 sso system
systemctl status kadmln/krbSkdc Z2 A1H|*7f Alsi| =X| =9l
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root@sso: - o s
melF) HIUE) E2|V) BHA(S) =HOMT) Z2EMH)
[ root@ssoe -]# firewall-cmd --permanent - - add- service=kerberos
SUCCRSS
[ root@sso ~|§# firewall-cmd -- reload
SUCCEES -
HHM HHEAE HESEE 55 = A
root@sso:™ = L] x

oH(F) HEE) =20v) M)
[ root@sso ~]# kadmin. local
Authenticating as principal root/admin@00NGBU, KVM with password.
kadmin, Tocal: addprinc - randkey host/clienti. joongbu, kvm
WARNING:
Principal "host/clienti. joongbu, kvm@OONGBU, KVM" created.
kadmin, Tocal: addprinc - randkey host/client2, joongbu, kvm
WARNING:
Principal "host/client2. joongbu, kvm@OONGBU, KVM"
kadmin, local

HO|Z(M =S2(H)

created.

no policy specified for host/clienti. joongbu, kvm@IOONGBU, KVM

no policy specified for host/client2. joongbu, kvm@IOONGBU, KVM

defaulting to no policy

defaulting to no policy

rootisso:~

or(e) mEE) 27N FMIs)
[ root@sse -] # kadmin, local
Aulhent Ling as pricclpal roolf admin@OOMGEU, KV with password,
kadmin local: ktadd -= /ftmp/client, keytab host/clientt. Joongbu, kvm
Entry Tor grincipal hostsoclienti. joongbu. kvm with xvma 2 encrystian
o keytab WRFILE: /tmp/clianti, keytab.

Entry for principal host/client1. joongbu, kvm
o keytab WAFILE: ftmp/cli=nti, keytab,
Entry for grincipal hostscliientl. joongbu, kvm
RFILE: ¢ tegpfclient |, keytak,

Entry for principal hostscllenti. joongbu. kvm
FILE: ftmpsclianti1. keytao.

EjOl2(r) =3FH)

with kwna 2, encryotion

with RKvrio 2. encryotion

with =wno 2. encryotion

Entry for principal host/clientt joongbu. kvm with kvno 2, encryntion
eytab WRFI vitmpy clienty, keytab
Entry for principal host/clienti. joongbu, kvm with Rwno 2, encryption

aylab W LE*/ tmp/ client, keytab

Entry for principal host/cllenti. joongbu, kvm
RFILE: ¢ tepfcllent | keytad.

Entry fer grincipal hest/clianti. jocongou. kvm
TLE: stmprcliant . keytsh,

kadmirm, local: ktadd -% ¢ rtmp/client?, <eytab hostyclient?, joongou, kvm
Entry for principal host/client?, joongbo, kvm with xvno 2, encryption
o keyltab WRFLILE: ftmpfclient?, keylab,

Entry for principal hestscilient?. jocongbu, kvm
o keytab WAFILE: ftmp/cliant?. keytab.

Entry for orincipal hest/ciilent2. joongbu, kvm
RFTILE: ¢ tenfclient 2 kaytabh,

Entry for principal host/client?
FILE: ftmpfclient. keytab

with xvno 2, encryotlon

with =wno 2, encryptlaon

with ®xvno 2, encryotion

with Xvne Z, encryotion

joongou, kvm with Kwno 2, encryptiaon

Entry fer principal host/client?. joongbu, kvm wilh =vma 2. encryollon
aytab WHRFILE: /tmpsclient?, keytab
Entry Ter gprincipal heostsollent?. jocongbu. kvm with xvno 2. encrystion
aytab WRFILE: ftmp/client2. kaytab
Entry for grincipal hest/client? joongbu, Kvm with =vna 2. encryotian

RFILE: / top/client?, keytab,

Entry for principal hostdclient2
ILE: ¢ tmpsf client 2. keytab

kadmin local: [

joongbu, kvm with &eno 2, encryption

roob@sso~

mMeF) HIUE) =22V

[root@sso -] # kadmin. local
Authenticating as principal root/admin@lOONGEL, KVM with password
kadmin, local: Tlistprincs

K/ M@8I00NGEU, KVM
nost/client], joongou. kvm@ DONGEU, KYM
host/client?. joongbu. kym@OONGELU, KVM
kadmin/admin@l00ONGEU, KVM

kadmin/ changepw@lO0ONGEU, KVM

kadmin/ sso@00NGBEU, KM

Kiprop/ sso@l00NGBEL, KUM

krbtgt/ JOONGEU, KNM@IDDNGBU, KVM
kadmin, local: |

ZA(s) EOIE(T) EBT(H)

SSO AHO| SSO M&2 5 &8%l2{= AMEXL (clientl,client?) &

- 22 -

Type
type
type
Type
Type
type
type

Type

type
Type
TyYpe
Type
Lype
Type
Type

type

285256 ¢T5 hmac- shal- 96 addsd t
aps]128-cts- hmac- sha1- 98 added t
des3-cbo-shal added 1o keytab W
arcfour-hmac added to kKeytab WA
camallia?seé- cts- cmac added te X
carelliai2g-cts-cmac added to =
des- nmac- shal aoded 10 keytab W

des- che-mdS added to keytab WRF

aEs5256- Cts- hmac- snal-96 added t
@28 128-c1s- hmac- snal- 9§ added t
des3-cbc-shal added 1o keytab W
arcfour-hmac adoed to keytab WA
coamelllaZzsSEa-cle- crac added Lo =
cerslliat28 cts- cmac added to K
des- hmac- shal

sddand 1o keytzsb W

des- cbhc-md% added to keytab WRE

. rmmo s
= 2 371222 Fol




rout@sso/tmp

ODFF] HAE) 22N BM6) EOIE(T =a%iH)
[ root@ssc tmpl # 1s
anaconda, leg
client, keytab
client? keytab

private
private-9c
private: 9c
private
private
d-private
privata
private-
private- b425d4d f_-E-.':id-'-':JEfJb'_:C.

hsperfdata_root
heperfdata_sso
ifcfg log

ks- script- vanieYn
packaging. Log

program. Log private  bqz5dqdeesgdi9aibsces :I":ij a¥9a62
sansitive-into, log extract- files, 100K

ssh- ZKebIdCaAtdl yum, 1og

ssh- woxLvAag] dRY yum_save_tx, 20167 05- 13, 16- 22. UTugeY, yumtx
storage. log yum_save_tx, 2016~ 05- 13, 16- 58, BELERE, yumtx

root@sso:fusr/bin

2F HAE =220v) B4E) HOEM =SEH)

|[ root@sso bin]# scp /etc/krbs, conf /tmp/client2, keytab client2:/tmp/

iThe authenticity of host 'client2 (192. 168. 25, 156)° can't be established,
|[ECDSA key fingerprint is 38:60: 18: 02: 09: 4f: 17: 9d: bf: a1: 86: 35: 30: 42: 6d: a4,
iAre you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added °client2, 192, 168. 25. 156" (ECDSA)

!roctﬁrlientz's password
ik rbs. conf
lclient2, keytab

service  DvKBKS
3rcups, service mHiyNg

3 rtkit- dasmen, service- 413H3n
=ystemd- hostnamad, sarv
emad- Localed san
olsd, service wRrAS]

. service- sdigoE

ps, service- g¥l¥mD

rtkit- dasmen, service APYS1x
vmtoolsd, service: cihwy

icg2a7iehd

to the list of known hosts

ice- kj5A04

SSO AMHOf clientl.keytab , client2.keytab ItUO0| M=l {2 =olgt 5= UL

scp /etc/krb5.conf /tmp/client2.keytab client2:/tmp/

-client2

root@client2:/tmp
mel(F) HE(E) =70(v) F4s) HOEm =sZH)
[root@lient2 tmp]# s

anaconda, log
clientZ.keytab

hsper fdata client2
hsperfdata_ root
ifcfg. log

krbs, conf

krb5.conf Tt} keytab LFO| client2Z & MEE

HHFOZ client22 M&

mjo
kot

S MX|

| yum —y install pam_krb5 krb5-workstationS A

rooct@client2:~
orF) HE(E) 270(v) #HM(s) EHOE(mMm =32H)
Running transacticon

Updating ! krb5-1libs-1, 13, 2-12, gl7_2, x86_64
Updating ! krb5-workstation- 1, 13. 2- 12, el7_ 2. x86_64
Cleanup ! krbs-workstation-1, 12, 2-10. el7, x86_64
Cleanup : krb5-1libs-1. 13. 2-10. el7. x86_64
Verifying @ krb5-libs-1,13,2-12, el7_2. x86_64
Verifying @ krbS-workstation-1.13.2-12, el7_2. x86_64
Verifying @ krb5-workstation-1.13. 2-10.el7. x86_64
Verifying ! krb5-libs-1.13.2-10.el7. x86_64

Updated:

krbs-workstation, x86_64 011, 13.2-12, el7_2

Dependency Updated
krb5-1libs. x86_64 0! 1. 13.2-12.el7_2

Complete!
[ reet@client2 ~1# Wl

174
2/4
3/4
4/ 4
1/ 4
274
3/4
as 4

SSO MH{O|A client22 M&3t krbS.conf IHYS Jetc/) 22 H
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| Wep /tmp/krb5.conf /etc/

mF) HEE)

root@client2:~

HIlv) AM(s) EOIE(M ==EH)

[ root@lient? ~]# ktutil
ktutil: rikt ftmp/client2, keytab
ktutil: wkt /etc/krbs, keytab

ktutil: list

slot KVNO Principal

O~ Wh =
[T O S 6 T S T S T S

ktutil: |

host/client2, joongbu, kvm@lOONGELU,
host/client2, joongbu, kvm@IOONGEBU,
host/client2, joongbu, kvm@lJONGEU,
host/client2, joongbu, kvm@ OONGEU,
host/client2, joongbu, kvm@ OONGEU,
host/client2. joongbu, kvm@lOONGELU,
host/client2. joongbu, kvm@ JONGEU,
host/client2. joongbu, kvm@OONGEU,

client20| A ktutil BHOZ keytabLtYL S O|E|A ALEXLE

-LDAP EFE 1%

SSO A{H

root@sso:”

(D) BAE) 27(v) #4(s) HOEM TIEH)

Verifying
Verifying
Verifying
Verifying
Verifying

[Installed

migrationtools, noarch 0:47-15, el7

. openldap-clients-2. 4, 40-9.el7_2 x86_64
! openldap-2.4.40-9,el7_2, x86_64

. openldap-servers-2, 4,40-9,el7_2, x86_64
© migrationtools-47-15, l7, noarch

. openldap-2. 4. 40-8.el7. x86_64

openldap-sarvers, x86 64 02,4, 40-9,817 2

Dependency Updated
openldap. x86_64 0:2,4.40-9,e17_2

(Complete!

[ root@sso ~# D

310|8F A OIf

openldap-clients, x86 64 002, 4,40-9,e17 2

/5
2/5
35
415
5/'5

yum -y install openldap-servers openldap openldap-clients migrationtools & X]|
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root@sso:fvar/lib/ldap - =

mal(F) HEE) 27[(v) ZM(s) HOZEM =SZH)
|[ root@sso ldap] # pwd
fvar/lib/ ldap
|[ roct@sso ldapl # 1s
IDB_CONFIG
;[root@sso ldap] # chown -R ldap. /wvar/Lib/ldap/
|[ root@sso ldapl# 1s -1
2
|- rw-r--r--. 1 ldap ldap 845 52 13 22:15 DB_CONFIG
[ root@sso ldap] #

cp /usr/share/openldap-servers/DB_CONFIG.example /var/lib/Idap/DB_CONFIG
YYOR MAFRE 0|SA7|1 Clzise| Hoe ¥

root@sso:/etc/openldap/slapd.d/en=config - =

mal(r) HAE) E7((v) ZAM(s) EHOE(T =3%H)
|[ root@sso chn=config]# pwd

|/ etc/openldap/slapd, df cn=config

[ root@sso cn=config]# slappasswd

[New password:

Re-enter new password:

[{ SSHA} HLEiD2gMNActybggZ827MgTMKPDXEgx55

|[ root@so cn=config]#

muju

slappasswd HELE MME Y E At

root@ sso:/etcfopenldap/slapd.d/cn=config -

mal(F) HZEHE) EZ|(v) HM(s) HOE(M =2TH)
f[root@sso cn=configl# 1s
|en=schema olcDatabase={ -1} frontend, 1dif olcDatabase={ 1} monitor, 1dif
lcn=schema. 1dif olcDatabase={0}config, 1dif olcDatabase={ 2} hdb. 1dif
[ root@eso cn=config]# vi olcDatabasevs=w 0¥ config. 1dif |:|

root@sso:fetc/openldap/slapd.d/cn=config -

mF) HEE) 270(v) FM(s) EDEM ==ZH)
|# AUTO- GENERATED FILE - DO NOT EDIT!! Use ldapmodify
# CRC32 f19847d3
|/dn: olecDatabase={ 0} config
lobjectClass: olchatabaseConfig
lolcDatabase: [0} config
iolchccess: {0} to * by dn. base="gidNumber=0+uidhumber=0, cn=peercred, cn=axtern
| al, cn=auth" manage by * none
lstructuralObjectClass: olcDatabaseConfig
lentryUUID: bea26&1a- ad57- 1035- 8230- 8d4412dd00ae
icreatorshName: cn=config
createTimestamp: 20160513121001Z
lent ryCSN: 20160513131001, 27292574000000#0004000000
Imodifiershame: ch=config
imodifyTimestamp: 20160513131001Z
_o'LcRootP'w’ { SSHA} HLBlOZgNActybggZSZ?MqTMKPDKqu*

vi /etc/openldap/slapd.d/cnW=config/olcDatabaseW=¥{0%}config.ldif Z = 0jA]
A2 22 E MEY
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| vi /etc/openldap/slapd.d/cn¥=config/olcDatabase¥=¥{2¥hdb.Idif

root@sso:fetc/openidap/slapd.dfcn=config - o =

me(F) HAE) E7|v) HAM((s) HOE(TM =SEH)

# AUTO- GEMERATED FILE - DO NOT EDIT!! Use ldapmodify
# CRC32 961dashb4

idr: olcDatabase={ 2} hdb

lobjectClass: olcDatabaseConfig

jobjectClass: olcHdbConfig

iolcDatabase: |2} hdb

lolcDbDirectory: /wvar/lib/ldap

loleSuffix: dc=joongbu, dc=kwm

ioLlcRootDN: cn=Manager, dc=joongbu, dc=kvm

iolcRootPW: {SSHA} HLBiO2gNActybggZ827MgTMKPDKGEGx55
lolcDbIndex: objectClass eq, pres

?ochbIndex: ou, cn, mail, surname, givenname eq, pres, sub
IstructuralObjectClass: olcHdbConfig

ient ryUUID: bea284d0- ads7- 1035- 8232- 8d4412dd00ae
icreatorsiame: cn=config

lcreateTimestamp: 20160513131001Z

lent ryCSN:  20160513131001. 274660Z#000000#000#000000
modifiersMame: cn=config

imodifyTimestamp: 20160513121001Z

lolchccess: {0} to attrs=userPassword by self write by dn, base="cn=Manager, dc=joongbu,
ide=kvm" write by ancnymous auth by + none

iolcAccess: {1}to * by dn. base="cn=Manager, dc=joongbu, de=kvm" write by self write by
| e

olcAccess: {O}to attrs=userPassword by self write by dn.base="cn=Manager,
dc=joongbu,dc=kvm" write by anonymous auth by * none

olcAccess: {1}to * by dn.base="cn=Manager,dc=joongbu,dc=kvm" write by self
write by * read

12t 20| olcAccessE F7t5t0| HZ20| 7tsst=E &Yt

dedts #HEWFL ¥=E F70tn M

ot

| vi /etc/openldap/slapd.d/cn¥=config/olcDatabase¥=¥{1#monitor.Idif

root@sso:/etc/openldap/slapd.d/cn=config - B x

o(F) BEE 2701v) F4(s) HOEM Z=SEH)

AUTO- GENERATED FILE - DO NOT EDIT!! Use ldapmodify

# CRC3Z 945712e9

ldn: olcDatabase={ 1} monitor

lobjectClass: olcDatabaseConfig

lolcDatabase: {1} monitor

olchAccess: {0} to * by dn. base="gidNumber=0+uidiumber=0, cn=peercred, cn=extern
al, cn=auth" read by dn, base="cn=Manager, dc=joongbu, de=kvm" read by * none

lstructuralObjectClass: olcDatabaseConfig

lent ryUUID: bea27dfa- ad57- 1035-8e31- 8d4412dd00ae

icreatorshName: cn=config

[createTimestamp: 20160513131001Z

lent ryCSN: 20160513131001, 2744847#00000040004000000

imodifiersMame: chn=config

Imodi fyTimestamp: 20160513131001[Z

|4
ks
TS
#

dett #H8 = N

4
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root@sso:™ - B %

LuF) HHE) 27v) Z4(s) HOEM =8ZH)

f[ root@so ~]# systemctl enable slapd

(Created symlink from /etc/systemd/system/multi-user, target, wants/slapd, service to /us
{r/1ib/systemd/system/slapd, service,

[ root@so ~]# systemctl start slapd

[ root@sso ~]# []

systemctl enable slapd 22 22 HE £ AIEO02 AZSEE 4Y = HE A
o

root@sso:* - 8

L) HUE) 27) BM6) HOZM ZEEH)

f[root@ESO -1 # netstat -nltp
|Active Internet connections (only servers)

Prote Recv-0Q Send-( Local Address Foreign Address State PID/Program name
?tcp 0 00.0,0 0749 0,000+ LISTEN 1785/ kadmind
Itep 0 0 0.0.0.0: 464 0.0.0.0 % LISTEN 1785/ kadmind
itep 0 0 192,168.122,1:53 0,000 LISTEN 2065/ dnsmasq
itep 0 000,00 22 0,000+ LISTEN 4409/ sshd
ftep 0 0127.0.0.1:631 0.0.0 0% LISTEN 1567/ cupsd
Itep 0 00.0.0.0:88 0,000 LISTEN 1580/ k rb5kde
itep 0 0127,0.0.1:25 0,00 0 LISTEN 2024/ master
itep 0 0 0 0.0.0:389 0.0.0.00 % LISTEN 33080/ sLapd
lteph 0 0:::749 Ly LISTEN 1785/ kadmind
ltcpe 0 0: :454 " LISTEN 1785/ kadnind
itepé 0 022 i LISTEN 4409/ sshd
Itcps 0 0163 * LISTEN 1567/ cupsd
[tcps 0 0:::88 * LISTEN 1580/ K rb5kdc
[tcp6 0 0: I 25 ¥ LISTEN 2024/ master
ltepe 0 0:::389 i LISTEN 33080/ slapd
netstat —nltp ma4o§ E1IE°| °._XH JEIE =22l

root@sso:* - 0

L) BHE) 2/ 246 Hoidm SEEH)

[[root@eso ~|# firewsll-cmd --permanent --add-service=ldap
success

[ root@so ~|# firewall-cnd --reload

success

[ root@so -4 D

U3t o8

o

2ol MAIE

ldapadd FES HASIO] Ctg M 7Hof 2EutesS Ar8Y &+ UAEE S5
|dapadd -Y EXTERNAL -H Idapi:/// -f /etc/openldap/schema/cosine.ldif
ldapadd -Y EXTERNAL -H Idapi:/// -f /etc/openldap/schema/nis.Idif

|dapadd -Y EXTERNAL -H lIdapi:/// -f /etc/openldap/schema/inetorgperson.ldif
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root@sso:~
melF) ®EE) =270v) FAs) HOZm
idn:  dc=joongbu, de=kvm
objectClass: dcObject
objectClass: organization
|dc:  joongbu
jo ¢ joengbu

3

IH)

H1
oo

idnt ou=People, de=joongbu, do=kvm
objectllass: organizationallnit
ol People

idn: ou=Group, de=joongbu, de=kvm
lobjectllass! organizationallnit

root2| & C|HEZ|0|A base.ldif THUHM

root@sso:™
ma(F) HZE) E2[(v) FH(s) EHOEm =SEH)
[ root@sso ~]# ldapadd -x -D cn=Mansager, de=joongbu, dc=kvm -W - base, 1dif

[Enter LDAP Password:
ladding new entry *dc=joongbu, de=kvm*

jadding new entry "ou=People, dc=jcongbu, do=kvm"
ladding new entry "ou=Group, dc=joongbu, de=kvm"

[ root@sse ~]# ldapsearch -x -D cn=Manager, de=joongbu, de=kvm -W -b dc=joongbu, de=kvm
[Enter LDAP Password:

|# extended LDIF

#

# LDAPvV3

# base {dc=joongbu, dc=kvm}» with scope subtree
l# filter: (objectclass=+)

# requesting: ALL

#

# jocngbu, kvm

|dn:  dc=joongbu, dc=kvm
lobjectClass: dcObject
objectClass: organization
dc: joongbu

|or joongbu

# People, joongbu, kvm

dn: cu=People, dc=joongbu, dc=kwvm
lobjectClass: organizationallnit
ou: People

|# Group, joongbu. kvm

|dn:  ou=Group, de=joongbu, dc=kvm
objectClass: organizationallnit
ou: Group

# search result
isearch: 2
|result: O Success

# numResponses: 4
# numEnt ri
[ root@sso

[Cdw

ldapadd ¥ |83 A SSO AMH Q| base.ldif TS SESH
N st

o
|dapsearch &

useradd HEOZ joongbul~joongbu5 ArEXl 37}
/usr/share/migrationtools B=Z0{A migrate_common.ph It

root@sso:/usr/share/migrationtoals
LgF) BlE) 2oV 2406 EHOEM Z3EH)

f[ root@so migrationtoolsj# pud
[fusr/shara/migrationtools
[ root@sso migrationtools]# vi migrate common, pﬂ
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root@sso:/usrfshare/migrationtools
mel(F) HEE) =71v) FM(s) HOlg(n) =S=EH)

|# Default DNS domain
$DEFAULT_MAIL_DOMAIN = *joongbu. kvm®:

# Dafault base
|$DEFALULT_BASE = “dc=joongbu, de=kvm";

# Turn this on for inetlLocalMsilReceipient

# sendmail support: add the following to

# sendmail. mc (thanks to Petr@Kristof, CZ):

|#ERaE CUT HERE #####

#define(' confLDAP_DEFAULT_SPEC',' -h "ldap. padl, com”' ) dnl
# DAPROUTE_DOMAIN_FILE(" /etc/mail/ldapdomains' ) dnl
[#FEATURE( Ldap_routing) dnl

|#E#aE CUT HERE #####

# where /etc/mail/ldapdomains contains names of ldap_routed
# domains (similiar to MASQUERADE DOMAIN_FILE) .

# $DEFAULT_MAIL HOST = “mail. padl. com":

# turn this on to support more general object clases
# such as person.
|$EXTENDED_SCHEMA = ‘||:|

DEFAULT %t B85t degt HE = SCHEMA 44 12 3

grep joongbu /etc/passwd > tmp/users
grep joongbu /etc/group > /tmp/groups
¢ BHOE joongbul~5 ALEA HEE /tmp/groups

, /tmp/usersOi| 7}

root@sso:fusr/share/migrationtools

L) BEE) 27v) Z4E) HOEM =STH)
f[ root@so migrationtools]# 1s

:_aliases, pl migrate
11_netinfo offline sh migrat

all_offline. sh migrate
o migra

hosts, pl
netgroup, pl

migrat L nigrate_netgroup_byhost, pl
migrate_base, pl migrate_netgroup_byuser, pl
migrate_common, ph mig orks, pl

11_nisplus_offline sh migrate fstab, pl migra asswd, pl

i e all_nisplus_onlire, sh  migrate_group, pl nigrate profile pl
[ root@sso migrationtools]# . /migrate passwd. pl /tmp/users /tmp/users, 1dif
[ root@sso migrationtools|# ,/migrate_group, pl /tmp/groups /tmp/groups, Ldif

/migrate_passwd.pl /tmp/users /tmp/users.Idif
./migrate_group.pl /tmp/groups /tmp/groups.ldif
| BHOZE users.dif, groups.Idif TS 8-

root@sso:/usr/share/migrationtools

maF) ®AE) E71v) AM(s) HOIZ(M ==2H)

migrate protocols, pl

f[ root@so migrationtools]# ldapadd -x -D cn=Manager, de=joongbu, dc=kvm -W - f /tmp/groups. 1dif

[Enter LDAP Password:
ladding new entry "cn=joongbul, ou=Group, dc=joengbu, dc=kvm"

jadding new entry "cn=joongbuz, ou=Group, dc=joongbu, dc=kvm*
|adding new entry "cn=joongbu3, ou=Group, de=joongbu, dc=kvm"
jadding new entry “cn=joongbu4d, ou=Group, dc=joongbu, dc=kvm*

ladding new entry "cn=joongbus, ou=Group, dc=joongbu, de=kvm”

;[ root@so migrationtools]# ldapadd -x -D cn=Manager, de=joongbu, dc=kvm -W - f /tmp/users, 1dif

[Enter LDAP Password:
|adding new entry "uid=joongbui, ou=Pecple, dc=joongbu, de=kvm*

jadding new entry "uld=joongbu2, ou=People, dc=joongbu, de=kvm"
jadding new entry "uid=joongbu3, ou=People, dc=joongbu, de=kvm”
ladding new entry “uid=joongbud, ou=Pecple, de=]oongbu, de=kvm*

ladding new entry "uld=joongbus, ou=People, dc=joongbu, de=kvm”

ldapadd HHOZ MMEl usersldif , groupsldif IILES S=
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roct@ssoifusrfshare/migrationtools

mel(Fy HRE) <H7v) Zl{s) golgn =SEH)
[ root@se migratientools]# ldapsearch -x -D en=Manager, de=jeongbu, de=kvm -W -b dc=joongbu, dc=kvm
Enter LDAP Password:

extended LDIF

i
k3
# LDAPV3

# base {dc=joongbu, dc=kvm} with scope subtrea
# Tilter: (objectclass=+)

# reguesting: ALL

#

# joongbu, kvm
jeongbu, de=kvm

objectlCless: dclbject
chiectClass: organization
dac:  Jeongbu

o {oongbu

objectClass: organizs

ou: People

# Grouwp, joongbu, kvm

gn!  ouw=Group, do=joongbu, do=xwvm
chiectClass: organizationallnit
ol Group

# joongbul, Group, joongbu, kvm

an:  cr=]eongbul aroup, do=] nongbu, de=loym
cbjectClass: posixGroup

cbjectClass: top

cni  joongbui
userPassword: ;
gidiumber: 1003

&

users.Idif, groups.dif &7} 8FE AS =g = UCH
client2
[ root@client2:~ - = = |

Iﬂl"E'fF) maE) =2Z|(v) ZM(s) HOE(T) =22H)

root@client2:~ - o =

mel(F) HEE) =2)(v) AM(s) EHol2(T) S=SEHH)

ldap , HHHEA AFE X3 = SSOMH FAE YEH
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grep /joongbu /etc/passwd

getent passwd joongbuf

HHOZ SSOAMH 9| joongbul AMEXL HEZ|=t
id joongbu1~5 (joongbul~5 AREA} =H0l)

ol

—

SSO A{H{
yum -y install nfs-utils autofs

root@sso:~

mal(F) HEE) =27v) BM(S)

HOZ(M) Z2LH)
[ root@sso ~} # yum -y install nfs-utils autofs
Loaded plugins: fastestmirror, langpacks
\Loading mirroer speeds from cached hostfile
* base: ftp, kalst, ac kr
* extras: ftp, kaist, ac. kr
« Updates: ftp, kaist, ac, kr
Package 1:nfs-utils-1,3,0-0.21 e17_2 x86_64 already installed and latest version
|Package 1:autofs-5.0, 7-54. el7, x86_64 already installed and latest version
Nothing to do
[ root@sso ~]# []

nfs-utils® MABORM CI2 ZAE0] Yt LAAAHO| ARE RpAlo| CIYED)
12 AT 2 QIEE 8, SSOMHIE o dientt AFSE = QIEE Lt
autofs= AtSOZE 29| %&E Mootz Z21HWO|C XASORE M2 Xt
SO IY AlA®g DI ESHED AL S,
| vi /etc/exports

root@sso:” B X
LAF) HHE) E7|v) 24() HOLM Z2ZH)
|/hame  *( rw, sync)
/etc/exports= SSO AH Q| SF=EES #e|sts Mol HEYNM SRaFE2 &
2|

root@sso:~ B x

mal(F) ®E(E)

rOOt@EbO ‘5 #

2I0v) #Mis) HolZ(m =3EH

systemctl enable rpcbind
systemctl start rpcbind

Il
[
IL

|00t@:so ~1# systemctl enable nfs-server
ICreated symlink from /etc/systemd/system/multi-user. target. wants/nfs-server. service to /usr/lib/systemd/system/nfs-server, sa
rvice.
|[ root@sso ~]# systemctl start nfs-server
|[ root@sso ~]# firewall-cmd --permanent --add-service nfs
|success
|[ root@sso ~]# firewall-cmd -- reload
\success
[ root@sso ~] # D

systemctl enable / start 3@ 22 rpcbind, nfs-serverE

Wole 5|8 220| 271 S Wl It
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| vi /etc/auto.master

root@client2:~ - o

malfF) HEE) 27((v) BM(s) HOE(T Z=Z3L(H)
[tauto, master
|/ home fetc/auto, autofs --timeout=600

NS22 O2E 2 CiYMEDe iy 238aes 285 ootk

| vi /etc/auto.autofs

root@client2:~ - a

mal(F) HEE) E27|(v) HAM(s) HOET =32H)
* sso / home/ &

[

SSO MH9| Ll EZE 2F5ts 28t

root@client2:~ - a

mM(F) HEE) 27)(v) M) HOEM =sZH)

j[ root@lient? ~]# systemctl enable autofs

[Created symlink from fetc/systemd/system/multi-user target. wants/autofs, service
|to Jusr/lib/systemd/system/ autofs, service,

|sy[ root@lient2 v}lé_ﬁ systemctl start autofs

R B R e

systemctl enable / start YH2ZE autofs & HH

| vi /etc/ssh/ssh_config

root@client2:~ - =

mel(F) HE(E) =7|(v) HA(s) HOIE(T) =S2(H)
Host =*
Forwardfgent no
ForwardX11 no
RhostsRSAAuthentication no
RSAALUThentication yes
PasswordAuthentication yes
HostbasedAuthentication no
GSSAPTAuthentication yel
GSSAPIDelegateCredentials ves
GSSAPIKeyExchange no
GSSAPITrustDNS no
BatchMode no
CheckHostIP wes
AddressFamily any
CormnnectTimeout O

GSSAPIAuthentication yes  GSSAPIDelegateCredentials yes & 74
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| vi /etc/ssh/sshd_config

root@client2:~

ml(F) HE(E) =7|(v) da(s) HOIE(T ==S2(H)
|# GSSAPI options

IGSSAPIAuthentication yes
|GSSAPICleanupCredentials yes
I#GSSAPIStrictAcceptorCheck yes
#G5SAPIKeyExchange

GSSAPIAuthentication yes GSSAPICleanupCredentials yes £ =7

SSO A{H{

root@sso:™

ofUF) ®AE) =270v) BME) HOZM =IEH)

|[ root@se ~] # kadmin, local

|Authenticating as principal root/admin@OONGBU, KVM with password,

lkadmin, lecal: addprinc joongbui

WARNING: no policy specified for joongbul@0ONGBU, KVM; defaulting to no policy
[Enter password for principal *joongbul@OONGBU, KVM":

Re-enter password for principal " joongbui@O0ONGBU, KVM":

Principal “joongbul@l0ONGBU. KVM" created,

fkadmin.local: addprinc joongbu2

WARNING: no policy specified for joongbu2@0OONGBU. KVM: defaulting to no policy
|Enter password for principal "joongbu2@00NGBU, KVM™:

:RE" enter password for principal "joongbu2@ 00NGBU, KYM":

|Principal "joorigbu2@I00NGBU. KVM' created,

kadmin, local: addprinc joongbu3

WARNING: no policy specified for joongbu3@O0ONGBU. KVM; defaulting to no policy
Enter password for principal 'joongbu3@OONGBU, KVM":

ERe- enter password for principal " joongbu3@00NGBU. KVM":

Principal *joongbu3@0ONGBU. KVM" created.

\kadmin, Local: addprinc joongbud

WARNING: no policy specified for joongbud@OONGBU, KVM: defaulting te no policy
|Enter password for principal "joongbud@lOONGBU. KVM":

|Re-enter password for principal " joongbud@lOONGBU. KYM":

Principal “joongbud@lOONGBU. KVM* created,

|kadmin, local: addprinc joongbus

WARNING: no policy specified for joongbus@ OONGBU, KVM: defaulting to no policy
[Enter password for principal *joongbus@lOONGBU, KVM':

Re-enter password for principal *joongbuS@00NGBU, KVM":

Principal “joongbus@lOONGBU, KVM" created,

Ekadmin.'l.acal: E]

kadmin.local 3¥E &AWt addprinc BH2E joongbul ~ joongbu5 ALEX} &5

root@sso:”

ofdF) #®UE) =2701v) 24(6) HOZ2(M ZIEH)
\kadmin, local: listprincs
K/ M@l 00NGBU. KvM
|host/client1, joongbu, kvm@OONGBL, KVM
|host/client2, joongbu, kvm@ 0ONGBU, KVM
|j oongbu 1@ 0ONGEL. KVM
| oongbu2@ 0ONGBU, KVM
|joongbu3@ 00NGBU, KVM
1 oongbu4@l 00NGBU, KVM
|Joongbu5@I 00NGEU. KVM
|kadmin/ admin@00NGBU, KVM
\kadmin/ changepw@ 0ONGEL, KVM
lkadmin/ sso@0ONGBL, KM
|kiprop/ sso@I00NGBU. KVM
\krbtgt/ JOONGBU, KVM@I0ONGBU, KVM
lkadmin, Local:

listprincs BH2E ALEAIL SEEIQY=X] =ole = QULCE
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| root@client2:~ I A |

| TR HUE) =2(V) B46) HOZM TEEH)
_[root@Eso ~1# ssh client?
iroot@tlientZ's password
lLast login: Sat May 14 20:37.35 2016
[ root@client? ~]# ﬁ

sso — client27} MMXo=Z &S A @olg £ Qo)

joongbul @client2:~ - o x

o) HHE) 270(v) BA4(S) EOIEm ==SZH)

[client2@lient2 ~]$ =sh joongbui@lient?2

Could not create directory '/home/client2/. ssh'

The authenticity of host 'client2 (192.168.25. 156)' can't be established
ECDSA key fingerprint is 38:60:18:02:09: 4f: 17: 9d: bf: al: 86: 35: 30! 42: 6d: a4,
Are you sure you want to continue connecting (yes/no)? yes

Failed to add the host to the 1list of known hosts (/home/client2/. ssh/known_hosts)
joongbui@lient?' s password

Last login: Sat May 14 20:25:18 2016 from client2

[ioongbui@lient? ~]§ klist

Ticket cache: KEYRING: persistent: 1003: krb_ccache_tE1YmOI

Default principal: joongbui@OCONGBU. KVM

Valid starting Expires Service principal
2016-05-14T20: 50: 37 2016-05-15T20: 50: 37 krbtgt/ JOONGBU, KVM@OONGBU, KVM
[ joongbut@lient2 ~] %

client20| M ssoAME{2| joongbul AFEXAIE F&9 AE2 =l 5= QULCE
2|2 klist FEez HYXQl E|ZE0| O|RN /=X olg = Ut

| /var/log/krb5kdc.log

| root@ssor™ - a £
| mauE maE =710 ZEE) Howm SSH)
| 52 15 21:29: 12 sso krbSkdc[5763] (infe): TGS_REQ (4 etypes {18 17 16 23}) 10.10
10,114, 129 LOOKING_UP_SERVER: authtime 0, host/client1, joongbu, Kvm@IOONGBU, KVM
Ifor nfs/sso@00ONGBU. KVM, Server not found in Kerberos database

52 15 21:29 12 sso krbskde[5763] (info): TGS REQ (6 etypes {18 17 16 23 25 26})
| 10. 100, 114, 129 LOOKING_UP. SERVER: authtime O, host/client1. joongbu, kKwvm@OONGE
U, KVM for nfs/sso@O0ONGEBU, KVM, Server not found in Kerberos database
: 52 15 21: 29! 12 sso krbskdc[5762] (info): TGS _REQ (4 etypes {18 17 16 23}) 10. 10
0. 114, 129 LOCOKING_UP_SERVER: authtime 0, host/clienti, joongbu, Kvm@OONGBU, KVM
|Ifor nfs/sso@O0ONGBU, KVM, Server not found in Kerberos database

| /var/log/secure |

| root@sso:” - o *®

ma(F) HE(E) 270v) ZM(s) EHDIEM =2ZH)

May 15 21:44: 59 sso sshd[26985]: Connection closed by 10,100, 114, 129 [preauth]

May 15 21:45: 12 sso sshd[27108]: Accepted password for root from 10. 100, 114, 129 port 59828 ssh2
May 15 21:45: 12 sso sshd[27108]: pam_unix(sshd: session): session opened for user root by (uid=0)
May 15 21:46: 07 sso sshd[27108]: Received disconnect from 10. 100, 114. 129: 11: disconnected by user
May 15 21:46: 07 sso sshd[27108]: pam_unix(sshd: session): session closed for user root
May 15 21:46: 35 sso sshd[27503]: Accepted password for root from 10. 100, 114, 129 port 59829 ssh2
May 15 21:46: 35 sso sshd[27503]: pam_unix(sshd: session): session opened for user root by (uid=0)

|
FIHCZ 99 & FR0M 2EOmMAS SHAM HYHQ EZNEH0| JdEHEU=X]
=
=
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33 IDS &

snort X % MHAH
snort AX|5t2{™ CH2o| I{7|X|et URLO| Edsict ZBQUX| %= AL yum
2 HAX[5HH =IC}

gcc
- flex
bison
- zlib
libdnet(libdnet-devel Zgh
pcre

- tcpdump

snortS AX| 17|28l http://www.snort.org S| O|X|0| E0{7}H snort LD}

daq IZF2O| RALE

Downloads

dog 206 | certos’ x86 &drpm

snort-29.8.2- | centos/ x60 O4rpm

Of7|M Ci2=or AH FCt

[ rooct@mackup /1# yum install https://snort. org/downloads/snort/snort-2,. 9, 8 2- 1. centos7. x86_64. rpm
Loaded plugins: fastestmirror, langpacks

snort-2.9, 8 2-1. centos?. x86_64. rpm | 2.0 MB 0O0:00: 06
Examining /wvar/tmp/yum- root-wAyBlG/snort-2.9. 8 2-1, centos?, x86_64, rpm: 1:snort-2,.9, 8 2-1, x86_64
arking /var/tmp/yum- root-wAyBlG/snort-2,9, 8, 2-1, centos?, x86_64, rpm to be installed

Resolving Dependencies

F-» Running transaction check

F--» Package snort, x86_64 1:2,9,8 2-1 will be installed

F-» Finished Dependency Resclution

Dependencies Resolved

Package Arch Version Repository Size
Installing
snort x86_64 1: 2.9, 821 /snort-2,9. 8. 2-1, centos7, x86_64 6.8 M

Transaction Summary

Install 1 Package

fotal size: 6.8 M
Installed size: 6.8 M

Is this ok [y/diN]: v
Downloading packages
Running transaction check
Running transaction test
[ransaction test succeeded
Running transaction

Installing @ 1:!snort-2.9.8 2-1.x86_64 11
Verifying @ 1:snort-2,9 8 2-1.x86_64 /1
Installed

snort. x86_64 1:2.9.8.2-1

Completel

snort IS yum 22 RHOIRtA HX|E UCH
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[root@ackup /1# yum install https://snort. org/downloads/snort/dag-2. 0, 6- 1, centos?, x86_6&4, rpm
Loaded plugins: fastestmirror, langpacks
aq-2. 0. 6-1, centos?, x86_64., rpm | 147 kB 00: 02
Examining /wvar/tmp/yum- root-whAyB1lG/dag-2. 0. 6-1. centos?, x86_64, rpm: dag-2. 0. 6-1. x86_64
Marking /wvar/tmp/yum- reot-whyBlG/dag-2, 0. 6- 1. centos?, x86_64. rpm to be installed
Resolving Dependencies
F-» Running transaction check
r--» Package dag. x86_64 0:2.0.6-1 will be installed
F-» Finished Dependency Resolution
base/ 7/ x86_64 |1 3
extras/ 7/ x86_64 | 3
Lpdates/ 7/ x86_64 | 3

.6 kB 00 00
.4 kB 00: 00
.4 kB 00 00

Dependencies Resolved

Package Arch Version Repository Size

Installing:
dag *86_64 2.0.6-1 /dag-2. 0. 6-1. centos?. x86_64 649 k

[ransaction Summary

Install 1 Package

fotal size: 649 k
Installed size: 649 k
Is this ok [y/fdiN]: v
Pownloading packages:
Running transaction check
Running transaction test
[ransaction test succeeded
Running transaction
Installing : dag-2.0.
Verifying @ dag-2.0.

. %x86_64

6-1
6-1. x86_64

e

Installed:
daq. x86_64 0:2,.0.6-1

Complete|
dag TtYLE yumo 2 AX| S}RALCE

[ root@ackup /]# short -v
Funning in packet dump mode

--== Initializing Snort ==-
Initializing Output Pluginsi

pcap DAQ configured to passive,
focquiring network traffic from “virbrg*,
Pecoding Ethernet

--== Initialization Complete ==-

o -y Snort! -

0" )~ Version 2.9, 8 2 GRE (Build 335)

e By Martin Roesch & The Snort Team: http://www, snort, org/contact#team
Copyright (C) 2014-2015 Cisco and/or its affiliates. All rights reserved.
Copyright (C) 1998-2013 Sourcefire, Inc,, et al,

Using libpcap version 1,5, 3
Using PCRE version: 8, 32 2012-11-30
Using ZLIB version: 1.2.7

LCommencing packet processing (pid=11468)

snort -v 2 snort ™S =olg 4= QICt
[Toot@packap 7] # Short - -dag: LIst
Bvailable DAQ modules:

pcap(v3): readback live multi unpriv
ipfw{v3): live inline multi unpriv

umpl{ v2): readback live inline multi unpriv
gfpacket(vs): live inline multi unpriv

snort --daqg-list 2 daq &2 &Qlsi =EQkC}
snort I{7|X|0f= E0| ZE|O AKX ACE m2tA www.snortorg OlA F& O|&
7tset 7|2H 2l snort rules ROIRE =HBHA ArESHC

l[jl snortrules-snapshot-2980.1ar.gz 31-Mar-2016 11:30 37/M
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root@ backup:/home/backup/CHEEE 2 o »

malF) HEE) 270(v) H4(s) EHOEM =SEH)
I[ root@ackup CtE 2 E]# tar zxvf snortrules-snapshot- 2980, tar, gz
Irutes/

|rules/ VRT-License. txt

|rules/ app-detect. rules
|rules/ attack- responses., rules
|rules/backdoor, rules
Irules/bad-traffic, rules
|rules/blacklist, rules
|rules/botnet-cnc. rules
|rules/browser-chrome, rules
|rules/browser- firefox, rules
Irules/browser-ie, rules
|rules/browser-other. rules
|rules/browser-plugins, rules
|rules/browser-webkit, rules
|rules/chat, rules
|rules/content- replace, rules
|rules/ddos, rules
Irules/deleted, rules
|rules/dns. rules

|rules/dos, rules
|rules/experimental, rules
Irules/exploit-kit. rules
Irules/exploit, rules

|rules/ file-exscutable, rules
|rules/ file- flash, rules
|rules/ file-identify, rules
Irules/ file- image. rules
|rules/ file- java. rules

|rules/ file-multimedia, rules
|rules/ file-office, rules
Irules/ file-other, rules
|rules/ file-pdf. rules

|rules/ finger, rules

|rules/ ftp, rules
|rules/icmp-info, rules
|rules/icmp, rules

|rules/imap. rules
Irules/indicator- compromise, rules
|rules/indicator-obfuscation, rules
|rules/indicator-scan, rules
|rules/indicator-shellcodse, rules
Irules/info. rules

Irules/ local. rules

|rules/ malware- backdoor, rules
|rules/malware-cnc, rules
|rules/malware-other, rules
|rules/malware- tools. rules
|rules/misc. rules
|rules/multimedia, rules
|rules/mysql, rules

oS HOreA Y=S SFOELL

R R R R R
# Step #1. Set the network variables, For more information, see README. variables
e BR S B IR BB SERr S SIS B IR R BRI BRI IS R SR B RIBI0 I AE SRS S IR R RIS RIS R IR 12

# Setup the network addresses you are protecting
Lpvar EﬁME_UE 10. 100. 114. O/ 24 I

addresses, lLeave as "any"' in most situations

# Path to your rules files (this can be a relative path)
# Note for Windows usars: You are advised to make this an absolute path

rar BULE_PATH fetc/snort/ rules
var SO0_RULE_PATH /etc/snort/so_rules
var PREPROC QULE PATH /etc/snort/preproc_rules

vi /etc/snort/snort.confE{7IAM EZHEXI T4 AP QE HEKIA T4 M
78% 82 rules, so_rules, preproc_rulesE HHAZZ X|Ys|=Ct.
Hot 48 S ot2fet Z0| HHHFELE.
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| cd /usr/local/src

chown -R snort:snort dag-2.0.6-1
chmod -R 700 dag-2.0.6-1

chown -R snort:snort snort-2.9.8.2-1
chmod -R 700 snort-2.9.8.2-1

chown -R snort:snort snort_dynamicsrc

chmod -R 700 snort_dynamicsrc

cd /var/log
chmod 700 snort

chown -R snort:snort snort

cd /usr/local/lib

mkdir -p snort_dynamicrules
chown -R snort:snort snort*
chown -R snort:snort pkgconfig
chmod -R 700 snort*

chmod -R 700 pkgconfig

cd /usr/local/bin

chown -R snort:snort dag-modules-config
chown -R snort:snort u2*

chmod -R 700 dag-modules-config
chmod 700 u2*

cd /etc

chown -R snort:snort snort

chmod -R 700 snort

Ol snort& At&3dt7| Qo 7|2X 2l ™S Ot ZIQUACL O|X ALEStaXt St

[=3

rr
M

2
2l
N
S
+
=2
rn

23|7t E7}3

=0 FIII=CLL)

EE2 Ct21t ZCh (B2 /Jete/snort/rules SE0{7tA o=z ot

M
El
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- telnet.rules

| vi /etc/snort/rules/telnet.rules |
alert tcp 10.100.11493 23 -> any any (msg:'Telnet login; content:"login
failed"; nocase; sid:1000005;)

alert tcp 10.100.114.93 23 -> any any (msg:"Telnet login; content:" "; nocase;
sid:1000006;)

sid7t 10000052 T4E 82 23ZEZ M&she IIBOAM = IPEX| Xt7| Xt
Mo E0e AS HES Zo|ct, 2391 Hifst B2 wiresharkO|Al “login
failed” =77F £21 2390 g5t 0= S ZH0| LEIL} & F20| 25

o

"Telnet login" 2t= DA|X[ZF A =

E
rir

\J
-

- ssh.rules

| vi /etc/snort/rules/ssh.rules |
alert tcp 10.100.114.93 22 - > any any (msg:" SSH alert "; content: "SSH-2.0";

nocase; sid:1000010;)

O] E2 SHCZE SSHAMHZI IjzlE M Mf Z2|Xt IPFEAVL Ot FAES B
X|Stete ZAO|Ct SSHE 2= mf3l0| ¢=3t7t &= Z0| OtL|2t O|HMof| HEHZ =
gl HWE F7t0| Q7| UE0f| O] FZHO|AM contentZ2 AFEY EXAIE S ALt

- brutessh.rules

| vi /etc/snort/rules/brutessh.rules |
alert tcp 10.100.11493 22 -> 110.100.114.211 any (msg:"Brute SSH";

content:"SSH-2.0"; sid:1000011;)
Hydra =& AMEdH 342 22 10.100.114.93 SSHAH|
Helgt ZE IPY content SSH-2.00|2t EXE S HS

§°=*
mo rir
oY
Mt
e,
'}
rir
M
o
o

- brutetelnet.rules

| vi /etc/snort/rules/brutetelnet.rules |
alert tcp 10.100.114.93 23 -> any any (msg:"Brute telnet”; content:"Login

Failed"; sid:1000012;)

Brute Force AttackS YotH EX|SHC

- ftpbrute.rules

| vi /etc/snort/rules/ftpbrute.rules |
alert tcp 10.100.114.93 21 -> 110.100.11493 any (msg:"Brute ftp";
content:"Login incorrect”; nocase; sid:1000013;)

Hydra =7& O|&%} Brute Force Attacks EfX|SHCH
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- nmap.rules

| vi /etc/snort/rules/nmap.rules |
alert tcp !10.100.114.0/24 any -> any any (msg:"SYN Check"; flags:sS;
sid:1000051;)

alert tcp 10.100.114.0/24 any -> 10.100.114.0 any (msg:"ACK Check"; flags:A;
sid:1000052;)

alert tcp !10.100.114.0/24 any -> any any (msg:"PSH Check"; flags:0;
sid:1000053;)

O] E2 SMOZ flagse MY 0|7

M=ol Cf.

of 2

OH

Of Hdslop Aoz X[

rr

- hping.rules

| vi /etc/snort/rules/hping.rules |

alet ip any any -> 10.100.114.93 any (msg:"Pingof Death";
content:"[5858585858585858]"; sid:1000055;)
alert ip any any -> any any (msg:"Land Attack"; sameip; sid:1000056;)

oL ipoAM @G X| EtZ IPOJ| 5858585858585858 A= 7HXl IS EFX| SiCh

P 1PS IDS -

0 9090 90

T SSRGS

IDS(snort)E 7ts A7 HYUEXIE 75 A|ZICH
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vi /etc/snort/rules/icmp.rules

alert icmp any any -> any any (msg :

"ICMP test"; sid:500001;)

o HYFX FHUME icmpHiZlS

Yot HEHSIER

BEE a8 =200 S0
erated by [ptables- save vi. 4
ACCERT
||"'|'|-|HLI' AL ._lr.-'.
OUTPUT AL
FORRAR - r 20

278 SFRALY.

IPSOIM = Zo|H 0| EAX|7] €A icmpIi S 3{&2 SHALL
DIMF) EENE) E7|V) E0|9D S&%H)
| root@localhost etc] & service lptahles restart =
iptables: st 5 2 & =& ch:
iptables: chaing ACEEFT o2 H3 filter
iptables: ¥ & & AR =& F:
iptables: #siw -2 44§

Yot (iptables)s 8¢ 7O LotHS Mad si=Ct

BN 22| FE C¥WindowsWSystem32¥%emd.exe

188.114.93

|1|"|H

iWMlindowsWsystem3d2 >ping 18.

1B.1BB.114.93
18.188.114.93

QIEOM icmpIiZlS &L
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T e aallam
e
T
atr
tr
13- 30 P AT IR ERE * = ] =] [#® Loy g [ LamE) - SR
L% 18 2 PRI =<1 1 Lk ¥ aean =1 e [ L] a k. i At
o e 2 . = i 1 x4 [ sl I [ IGHI] e .
TE- 2 > | 3 e [==i @] [ i=mEl 1o 1
t FR] L =] 1CHE ¥ [==] @] [ TCHM) - i
= I O s T CHE T [==] o] [ ToHE) N F Y maraiil
CESRE B M omroaaE [ es] [0 SO0060 O 10 T [ ==l o [ PSR Y0 N WA -.-!-----n----m-—----.-—-
EWE 10 [aa] &l [ L I T 1 fak,
¥
154 ) i - [an] W Liwl D] [ TGMIE 10 Nl BEAL BE -3 NG 100 Ve 3y
LETRE B ir o 1 [ LE e [ TCHP) T soEr wga +
1T 1 | [es] [Briorit &) [1CHD) 6. F0E § i 0N i
PR T [es] [Priority O] [ ICHIT) S0 §oe 854 F8E i
B 21z i# vary: @ [iCeE 10 oo ua, o 21
B Fh1 e [ I Lew: @] [ TCHP) 10 besD. kA Fad -3 bER 100 ¥
Crm ie Eyl ] [ IGHI) 1oL pgeD B EA DE B TDO, e B
|
& ) P b B 1 e il 3B Do et ] - I s i mset']

icmpIfZlS ®&SIH IDS(snort)2 I{ZIS &0l A1 2EHE =0l & = QUCH

BUE BEE =700 Eolkd
# Generated by iptables-save vi. 4.5 on Hon Jun 30 09: 45: 35 2008
*filter
: INPUT ACCEPT |0: 0]

: FORWARD ACCEPT |0: 0]
: GUTPUT ACCEPT |0:0|

Fpaiw o 8 §éti pingdl o
. & FORWARD .p icmp .j DROP

5 bl MF W My

-4 FORWARD -5 10, 100,114, 93 -m state --state NEW - j ACCEPT
A FORWARD -5 10. 100,114, 125 -m state --state MEW - § ACCEPT
-A FORWARD -5 10.100.114.211 -m state --state MEW - j DROP
-A FORWARD -s 10, 200. 100, 24% -m state --state MEW - ) DROP
- FORWARD -5 10, 100,114, B2 -m state --state MEW - ) DROP
«A FORWARD -5 10,200, 10,0724 -m State -.-state MEW -j DROP
ey AR Bk by # o+ e 4y iph Ne

-A FORWARD -5 0.0.0.0/8 -] DROP

- A FORWARD -5 168, 254.0.0/16 -] DROP

<4 FORWARD -5 172.16.0,0/12 -j DROP

-A FORNARD -5 192.0.2.0/24 - DROP k

-A FORWARD -5 192, 168.0.0/16 - DROP

-A FORWARD -5 224.0.0.0/4 -] DROP

g oto|mE A &

Jm

IS ottt psOM §8 WIS KE E=
A N s}

jZls AHESHRIE

P
rir
Am

—_

O|EH BLEF(aler)2t 215 =S ofA =W L=tHoAM = dig A E= ip
£ ATt FYof 2Ob XpMSHA 2ets 2 4 U
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3.4 vsFTP 29

vsftpE O| 8%t ZutY WY

root{@backup:~

oe(F) HE(E) 270(v) Z(s) HOE(M =2ZH)
f[root@backup ~l# yum -y install ftp vsftpd
|Loaded plugins: fastestmirror, langpacks
|Loading mirror speeds from cached hostfile

* base: ftp, daumkakao.com

+ extras: ftp, daumkakao, com

* Updates: ftp, daumkakao, com
Package ftp-0, 17-66,el7, x86_64 already installed and latest version
Package wsTtpd-3.0.2-11.el7_2, x86_64 already installed and latest version
|Nothing to do
[l root@ackup ~] # i

yum -y install ftp vsftpd2 AX|

root@backup:fetc/vsftpd

IHd(F) HA(E) =270(v) dM(s) EDIEM =3TH)

f[root@backup ~# cd /etc/vsftpd

You have new mail in /wvar/spool/mail/ root

I[ root@ackup vsftpd] # 1s

lchroot_Tlist ftpusers user_list wvsftpd. conf vwsftpd_conf_migrate.sh
|[ root@ackup vsftpd] # |

K| Z Jetc/vsftpdO| A ftpusers , user_list , vsftpd?t 22 =7|EFOIL S

| vi /etc/vsftpd/user list

root@backup:/fetcf/vsftpd

meliFy HZE) 22|(v) ZM(s) EDOE(m ==S2H)

B vsftpd userlist

W If userlist_deny=NO, only allow users in this file
# IT userlist_deny=YES (default), never allow users in this file, and
# do not even prompt for a password,

# Mote that the default vsTtpd pam config also checks /etc/vwsTtpd/ ftpusers
for users that are denied

|root

lbim

dasmon

adm

ip

|swnc

shutdown

halt

mail

news

luucp

cperator

lgames

nobody

backup

admin

T

IR userlist YL frpH4S o 4 YRS ALBAISS SEIs
aBEE fipMto] Hag 7

ohet.
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| vi /etc/vsftpd/ftpusers

root@backup:/etc/vsftpd P a x

o) H2UE) =7|(v) ZM(s) HOE(M =SZH)
# UEers that are not allowad to login via ftp
\root

bin

\daemon

ladm

Lp

Isync

Ishutdown

halt

imail

Inews

luucp

ioperator

lgames

|nobody

| vi /etc/vsftpd/vsftpd.conf

root@backup:fetc/vsftpd - o x
mel(F) HZEE) 220v) HM(s) HOEM ==2H)
;ﬂ Example config file /etc/vsftpd/vsftpd, conf

The default compiled in settings are fairly parancid. This sample file
loosens things up a bit, to make the ftp daemon more usable,
Please see vsftpd. conf. 5 for all compiled in defaults

READ THIS: This example file is NOT an exhaustive list of vsftpd options.
Please read the vsftpd. conf. 5 manual page to get a full idea of vsftpd's
capabilities

Allow anonymous FTP? (Beware - allowed by default if you comment this out)
nonymous_enable=N0

W R E R RS

# Uncomment this te allow local users to log in

|# When SELinux is enforcing check for SE bool ftp_home_dir
Local_enable=YES

|#

# Uncomment this te enable any form of FTP write command

write_enable=YES

H#

# Default umask for local users is 077. Youd may wish to change this to 022,
# 1f your users expect that (022 is used by most other ftpd' s)
local_umask=022

B>

]

ra

anonymous_enable=NO (2 E &%
anon_upload_enable=NO (/& =2

anon_mkdir_write_enable=YES (& C

)
AHED
HEg] 49H

[n

rot

h
chroot_local_user=YES

chroot_list_enable=YES
chroot_list_file=/etc/vsftpd/chroot_list

Of H™EZ AMBE2ZM chroot_list_fileO| =l AFEXIE Nt ZE AIBXIE2
A

|
d¢ CIfE2(o B2g = Stk
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2|2 vsftpd.conf LHEUAE ftpE A= UM ot HEYY, ZE
23881 22 o 7t 2388 2 5 Ul F/Hoz HoryRo| Cisto]

#7179k FHs i,

# TLS/SSL &=t

ssl_enable=YES (212! A| TLSE AtE)
allow_anon_ssI=NO
force_anon_logins_ssI=NO
force_anon_data_ssI=NO
force_local_data_ssI=NO
force_local_logins_ssI=YES
ssl_tlsv1=YES

ssl_ciphers=HIGH

# SSL QIS A/HIEZ] /K] X8

rsa_cert_file=/etc/ssl/certs/vsftpd.pem

rsa_private_key_file=/etc/ssl/certs/vsftpd.pem

vi /etc/vsftpd/selinux

root@backup:/etcfvsftpd g o X

ol(F) HAE) =270v) ZAE) HOEM =82H)
[ root@ackup vsftpd]# getsebool -a | grep ftp
ftp_home_dir --3» on
[Ftpd_anon_write --» off
[ftpd_connect_all_unreserved --) off
[ftpd_connect_db --» off
[ftpd_full_access --) off
iftpd_use _cifs --) off
[ftpd_use_fusefs --) off
|ftpd_use nfs --5 off
ftpd_use _passive mode --) off
httpd_can_connect_ftp --» off
httpd_enable_ftp_server --) off
isftpd_anon_write --) off
sftpd_enable_homedirs --» off
|sftpd_full_access --> off
sftpd_write_ssh_home --> off
[tftp_anon_write --» off
tftp_home_dir --% off
[ root@ackup vsftpd] # [

getsebool —a | grep ftp
setsebool —P ftp_home_dir on

AHESHY selinux

selinux0il 2|3l ftp Z=7|270| Met=|0fU7| =0 ¢ BEHS
I 243 20| vsftpd

o EdS =olstn ALEXeE {8ttt 2|1 dFnte

£ M7ts ook

_
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TLS HOIS 2t 2IEA MHd

openssl req -x509 -days 365 -newkey rsa:2048 —nodes -keyout

/etc/ssl/certs/vsftpd.pem —out /etc/ssl/certs/vsftpd.pem

Generating a 2048 bit RSA private key
+++

You are about to be asked to enter information that will be incorporated
into your certificate request

wWhat you are about to enter is what is called a Distinguished MName or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

[f you enter ', ', the field will be left blank

Country MName (2 letter code) [XX]:KR

State or Province Mame [ full name) []:GY

Locality Mame (eg, city) [Default City]:GY

Drganization Name (eg, company) [Default Company Ltd]: JB

Drganizational Unit MName (eg, section) []:Security

Common Mame (e, your name or your server's hostname; []:admin

Email Address []: admin@haver. com

root@backup:fetc/ssl/certs P a x

o(F) HE(E) =270(v) ZMs) HOE(T) =2EH)

I[ root@backup certs]# 1s

Makefile 1 ] t make- dummy-cert  renew-dummy-cert wvsftpd, pem
Il root@ackup certs]# JJ

/etc/ssl/certsOfl CIB M7t M=l AZ =olgt = QUL

ftp™

I

C

=0 =2
ftp://10,100.114.211 AHEA(H 9l 245 o/

AFEZAFOIE: | admin

T oooeeeee

ftp://10.100.114.211 2 H”&HS Al=ot0 A8 HZH= S YHo0 FLH2
2 2002 otgls M HoJH7I H=st E=X] 2HQlgtet.
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TLS 21F AFE M ftpmlial

e Edt View Go Capture Anafyze Statistics Telephony Tools [Interrials Help

COUR: BOER Qe TF L aQaB UERE B

Filter: B Expression..  Clear Agply Saie
No. Time Source Destination Protocol + length Info »
90 25.306756000 192.168.210.1 192,168,210,153 FTP 66 Request: USER admin
92 25.306965000 192.168.210.153 192.168.210.1 FTP 88 Response: 331 Please specify the password. =
94 25,307084000 192.168.210.1 192.168.210.153 FTP 60 Request: PASS 12341234
103 28, 378896000 192,168.210.153 192,168,210,1 F1p 77 Response: 230 Login successful,
105 28. 379722000 192.168.210.1 192,168.210.153 FTP 61 Request: CwD /
: 107 28,380033000 192.168.210.153 192.168.210.1 FTP 91 Resnor‘lse: 250 Directorv successfullv chanaed.
q n 3

[@ Internet Protocol Version 4, Src: 192.168.210.1 (192.168.210.1), Dst: 192.168.210.153 (192.168.210.153) X
\# Transmission Control Protocol, Src Port: 8984 (B984), Dst Port: 21 (21), Seq: 13, Ack: 55, Len: 15
\E File Transfer protocol (FTR)
I PASS 12341234\r\n
Request command: PASS
Request arg: 12341234 -
(0000 0C Oc 29 bl do e4 00 50 56 cO 00 08 08 00 45 00 ..)....P [
10010 00 37 Ob 30 40 00 80 06 9 a4 c0 a8 d2 01 0 a8
10020 d2 99 23 18 00 15 ¢8 3d 76 bd 35 52 51 fc 50 18
{0030 40 1b 5 d4 00 00 50 41 53 53 20 FFNEFEEEEET]
|ooa0 EEEEENER 0d 0Oa

P

£
P
=2
_>|-_
Ho
o
rir
pan|
>t
g
>
o
>
)
ox
)
o
3,
=
=t}
=
nug
rE
fot
N
H
M
an|
rr
pa|
njo
ot
ro
ot

TLS 215 A8 = ftpTji2l

| wiresharkl.pcapng [Wireshark 1.10.14 (Git Rev Unknown from unknown)] - o=
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
OOAE I BEXC QAC DY oY Bo0oB @EE%
Filter: Expression...
| No. Time Source Destination Prota™  Lengtt Info
3148 §38.975257903 10.100.114.211 59.18.35.50 TLSvl.2 28] Client Hello
3150 £39.009325924 53.18.35.50 10100.114.211 TLSV1.2 2114 Server Hello
| 3154 £39.009488293 59.18.32.50 10.100.114.211 TLSv1. 2 525 Certificate
| 3156 639:012338486 10.100.114.211 59.18.35.50 TLSV1.2 192 Client Key Exchange, Change Cipher Spec, Hello Request, Hello Request
| 3157 §39.012457778 10.100.114.211 59.18.35.50 TLSv1.2 1514 Application Data, Application Data
3163 £39.012514090 10.100.114.211 59.18.35.50 TLSv1.2 335 Application Data
| 3167 §39.045075083 59.18.35.50 10.100.114.211 TLSVL.2 384 New Session Ticket, Change Cipher Spec, Hello Request, Hello Request, Application Data
| 3168 £39:045100076 59.18.35.:50 10.100.114.211 TLSv1.2 108 Application Data
3169 §39.045218939 10.100.114.211 59.18.35.50 TLSvl.2 104 Application Data
3170 639.046082763 59.1835.50 10.100.114.211 TLSv1.2 104 application Data
| 3174 §39.039993060 59.18.35.50 10.100.114.211 TLSv1.2 258 Application Data
| 3176 639:100293269 59.18 3550 10.100.114.211 TLSv1.2 624 Application Data, Application Data
3178 639.100401624 10.100.114.211 59.18.35.50 TLsvl.2 112 Application Data
3182 639.102226838 10.100.114.211 59 18.35.50 TLSvl.2 228 Application Data
| 3185 639.136531261 58.18.35.50 10100114211 TLSv1.2 433 Application Data, Application Data
| 3186 639:137084880 59.18 3550 10.100.114.211 TLSv1.2 112 Application Data
3188 639137509549 10.100.114.211 59183550 TLSvl.2 112 Application Data
3189 639.138200554 10.100.114.211 59 18.35.50 TLSV1.2 203 Application Data
3192 639.172576645 53.18 3550 10100114211 TLSv1.2 146 Application Data u
| 3193 639173396054 59 1835 50 10100114211 TLSv1.2 1759 Application Data, Application Data, Application Data
| ShAF AN ATRAT TN 48 TAR 17400 Fhinaren B A T e R
|+ Frame 3162: 146 bytes on wire (1168 bits), 146 bytes captured (1168 bits) on interface 0 |
+ Ethernet II, Src: JuniperN 2a:48:01 (10:0e:7e:2a:48:0l), Dst: AsustekC S4:cd:ac (14:dd:ag9:54:cd:ac) I

|- Internet Protocol Version 4, Src: 50.18.35.50 (59.18.35.50), Dst: 10.100.114.211 (10.100.114,211)
| Versian: 4

0000 14 dd a8 54 cd ac 10 D 7= 2a 48 01 08 00 45 0O
{0010 00 84 26 ad 00 00 38 06 80 4c 3b 12 23 32 0a 64
|0020 72 d3 01 bb 8c 82 cc ee 95 d8 1 5 c6 44 80 18
0030 01 a4 bo 6a 00 00 01 01 08 0a 73 99 4f b3 0e c1
10040 56 4 17 03 03 00 4b 00 00 00 00 0O 00 00 Oa a8
|ooso &f 3b 1d 89 9a ba 18 f2 73 90 49 a3 d9 62 &8 ba
|0060 e 52 od ea 19 c2 f5 84 78 ee 28 29 3c ca a5 c8
10070 6a 62 aa 10 cO bb bd eb ff ob f dg 03 16 70 a8
|oos0 2f 56 68 cc ed 13 cf B84 15 a2 a8 2f e 2e cc &b
|oogo be c8

O ¥ Fie: "irootiwiresharklpcspna” O b Packets: 15374  Displayed: 15374 (100.0%) - Dropped: 6 (0.0%) Profile: Default
= _ C o - . = = =L A
o1 Hit= 2| AFAIet 2SO Oiet YEE =elg +7t it
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sshg AM8ct 2OntAHE C|o|Ef ozl

wiresharkl.pcapng [Wireshark 1.10.14 (Git Rev Unknown from unknown)] coe x|

File Edit View Go Capture Analyze Statistics Tetsphnn! Tools Internals Help

©OAEA BEREIQE D e Y

@

e o Pl e m %

Filter: Expression...

No. Time Source Destination Prota™ Lengtt Info
242 51772392398 10.100.114:211 10.100.114.93 SsHv2 89 Encrypted request packet len=23
244 51780267101 10.100.11483 10.100.114.211 SSHV2 89 Encrypted response packet len=23
247 51780940058 10.100.114.211 10100.114.93 SSHV2 586 Client: Key Exchange Init
249 51783062353 10.100.174.93 10.100.174.211 SsHv2 1706 Server: Key Exchange Init
251 51785119837 10.100.114.211 10.100.114.93 SSHv2 114 client: Diffie-Hellman Key Exchange Init
252 51788427915 10.100.114.93 10.100.114.211 SSHv2 346 Server: New Keys
253 51791209234 10.100.114.211 10.100.114.93 SSHv2 82 Client: New Keys
255 51.831562142  10.100.114.211 10.100.114.93 S8Hv2 118 Encrypted request packet len=52
257 51832005753 10.100.11493 10100114 211 SSHv2 118 Encrypted response packet len=52
258 51832067972 10.100.114.211 1010011493 SSHv2 134 Encrypted request packet len=68
259 51835215917 1010011493 10.100.114 211 S5Hv2 150 Encrypted response packet len=84
260 51836667161 10.100.114.211 10.100.114 93 S5Hv2 438 Encrypted request packet len=372
261 51838113646 10.100.11493 101000114 211 S5Hv2 390 Encrypted response packet len=324
262 51839680687 10.100.114.211 1010011493 S5Hv2 710 Encrypted request packet len=44
263 51843568996 1010011493 10100.114.211 S5HY2 102 Encrypted response packet len=36
264 51843654143 10.100.114 211 10.100.114.93 S5Hv2 186 Encrypted request packet len=120
266 51908345141 10.100.114.83 10100114 211 SSHv2 118 Encrypted response packet len=52

267 51909038561 100100174211 10100.114.93 S| 250 Encryptad
269 519171831151 10.100.114.93 10100.174.211 SSHY2 138 Encrypted response packet lan=7.
270 51911889234 10.100.114.211 10.100.114.93 SSHv2 118 Encrypted request packst len=52
|¥ Frame 267: 250 bytes on wire (2000 bits), 250 bytes captured (2000 bits) on interface O
|7 Ethernet II, Src: AsustekC S4:cd:ac (14:dd:a9:54:cd:ac), Dst: AsustekC 54:d0:0d (14:dd:a9:54:do:0d)
|~ Internet Protocol Version 4, Src: 10.100.114.211 (10.100.114.211), Dst: 10.100.114.93 (10.100.114.93)
Version: 4
Header length: 20 bytes
-iDifferentiated Services Field: ox08 (DSCP 0x02: Unknown DSCP; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))
0000 10.. = Dl'fferentlated Services [adepmnt: Unknown (0x02)

000 14 dd #0954 d0 0d 14 40 954 cd ac 08 00 45 0B
|0010 00 ec 13 69 40 0D 40 06 Zc a3 0a 64 72 d3 Da 64
|oo20 72 5d 87 c0 00 1681 dc 80 5 ad aZ 40 70 80 18
|0030 0L 2b c4 83 0D G0 01 O1 OB 0a Oe b8 61 17 90 bd
10040 5d dc 00 00 00 30 Se ac 77 8a 65 fc a2 ¢4 16 18
0050 &% 28 10 93 82 41 80 7 1a 41 14 cf 3= 6f 83 80
10080 d837 b5 6d c7 g2 40 36 7c ce 4a 91 64 a6 85 d2
|0070 a6 69 55 el 33 f6 Bc &6 Oc 72 13 55 13 72 41 61
0080 38 05 d3 22 cb 09 00 00 00 80 33 00 68 d0 d6 be
10090 35 1f ae 6d d4 69 Se 85 2f 76 d7 43 b9 54 f1 ae
|ooa0 82 db 04 ce 18 8c a8 db cB 52 dd d5 e0 a4 81 43
|oobo Ol 47 12 33 ce 32 04 83 3c d9 91 2b 20 42 e2 3d
|00c0 b6 a4 51 93 95 89 b5 ee 6b 2b 88 9c 7f 80 24 61
00d0 d8 cc b6 fa bl e7 d1 fc 7e d2 7 ac 31 63 3¢ 13
10080 93 87 a3 d6 16 04 d2 57 4a b9 3f b8 fb B4 36 0a

O™ File: "Iroot/wiresharkl.pcapng” 0 b+ Packets: 15374 D\splayed 15374 (100 0%) - Dropped: 6 (0.0%) Profile: Default

EHNOZ ftp2 Hheol % 2, LS UEOH B 22z FEE =t
Fofsict Q2B 2ot 2 HHOR fipHLEES st=O UM ASME AES}
o A8el Rt L&A HESF 22N HO|HE TEY £ Utk 12|2 fp
HOIE F&o= 228 ZEE AL8St= SSH S48 08317 W20 SSHRZ &
o otz|0] HIOIE7t HEEE As =Y + AL
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o = — 7, 7, H
TSt Centos7 Ol= RsyncZt ZB{RULCH Z2{UX| E2H yum -y install rsync 2
o H
Ct2 YoM ECo
wapm a2 - B o=
melE) BHO) =W SSTH)
| | aeiel - |
= A=

firewalld 21212 21217} TSR UISD B, QIETOIA U An 20| MRS S22 HOIFLICH AMAS AL T= Dss@ opaF0l,
Ze/miz melS icmp BE| 3 02 TS| SEYLCH SN QlHBO| A A Tas dae = sl
?Lg‘ « < AH|2 ze ofaFHa{|ol (Masquerading) == =Y IcMpP EE| >

=
e Ol FEIO| A2 T E DE SAS Ee LS00 UL 4 OIS £} BE T BE w9E 27
e il |
external
heme 873 udp
internal
trusted
wark

| =21 || mae || ame |
Sl |c) FI= RS public A H|EHAISIE] BN Re: u|SHAlSEEl
= = 0 = =) =
HISLEO| S0{7HM rsync ZEMS Ol 873 BIE HO| FLt,

| vi /etc/xinetd.d/rsync A WY E0{7tM disalbe=yesE no= o FLI. |

service rsync

{
disable=no
soket_type = stream
wait = no
user = root
server = /usr/bin/rsync
server_args = -daemon
log_on_failure += USERD

_49_



service rsync
{
disable=no
soket_type = stream
wait = no
user = root
server = /usr/bin/rsync
server_args = -daemon
log_on_failure += USERD

}

| vi /etc/xinetd.d/rsync A7 TtY E0{7kA disalbe=yesE noZ s =Lt

service rsync

{
disable=no
soket_type = stream
wait = no

root

user
server = /usr/bin/rsync
server_args = -daemon
log_on_failure += USERD

}

| vi /etc/rsyncd.conf 78 M E0{7kA (e Z0] +=HsiELt.

[rsync]

path=/var/log/snort
comment = rsync

uid = root

gid = root

user chroot = yes

read only = yes

hosts allow = 10.100.114.93
max connections = 3
timeout = 600
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rsyncd.conf HHniel He

path OiojE =
comment THE

uid AHE X} OFO|C|

gid = oto|C|

use chroot yes

read only yes

hosts allow =0 E o}o|m|
max connections ZOf H&EA
timeout EfQOFZ 2t

| systemctl restart xinetd

rsync 282 HE317| 28 xinetdE XHA|ZE S{FELCE.
rsync -avz [AH IPFA]:rsync F] [MEE CIHEZ)
rsync B
-V AMet B2 =5
-z HEA &=
- She| ClEg| ot
-e ssh& 0| &%t rsync 7|3t
M S7[2t & rsyncMB{O|A DOl 4K &[S SEI0|UERE CHe
--delete | _ . o
oS A
SSH Key

2te Z2

UE7
SSH KeyE &
i

OI-_

KM MO % & O unix AgEISL, ®WoM=
£ 0|8%IH =IC}

ssh-keygenO|

ssh-keygen AM23}7|

ofefiet 0|
Ct.

YT} -t rsas rsatts Y23t d-getth= 2fh|
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[ root@serveri /] # ssh-keygen -t rsa

Generating public/private rsa key pair.

Enter file in which to save the key (/root/.ssh/id_rsa):
Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /root/, ssh/id rsa,
Your public key has been saved in froot/, ssh/id rsa, pub,

The key fingerprint is:

03:de:be: d2: 04: ed: 41: d4: 2F: 53: 0a! 2a:b7: 1dic2: e root@erver?
The key's randomart image is!

+-[ RSA 2048]----+
| |
I |
I e |
I o=t + |
| +5=0. © |
| . E=. . |
I + |
I = |
I +, |
e -
SSH 71§ MY /KE X|HCL AHE 712 20| HqFEELCH 72 8

2 239 3 AMRXto| =CiHEZ| ofZfo sshOIEI ($HOME/.ssh) SSH Client=
Zlede= of C¥EZY e 7|& Ol8dM QSS Al=hh 2|1

passphrase & Y=Ll passphrase= S 2 Hl':é't'dii HSM7|E 23st e
2 Y=ot #HE 22 10~30 X0l ‘M2F JtSSHCh of7|AM H[ZHMZ Gl0|
AFESH| M=o g AEE YHSHCt

HEZHSE SHQISCE 242 2f2 LEsHH EICh

[ root@server1 /]# 1s -al ~/.ssh
24 16
. 2 root root 54 S¥ 13 21:20 .
dr-xr-x---, 15 root root 4096 5% 13 00:27 .
.1 root root 1679 5% 13 21:20 id_rsa
1 root root 394 5E 13 21:20 id_rsa. pub
1 root root 370 2& 11 17:51 known_hosts

3 et Z2 neso| d-gErt

wnun

Zr oo o
id_rsa private key, HOlZ EIQI0|A =&=E|® OHEICH

public key, M&dteis 2[2E A9 authorized_keys
O R=tct.

g|EE  DAIS| ssh CIHEZ|l  Of2{f0f {X[SHHA
id_rsa.pub 72| 2fE MESICL

ot

P 2E2 otzfet 2Lt

id_rsa.pub

authorized_keys
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O|A| id_rsa.pub LY 2|2E AMHS| $HOME/.ssh/authorized_keys LtL0| Z=7}3|
F{OF otCt. ofefel A2 HAL

SSH Client SSH Server
id_rsa,pub = authorized_keys
id_rsa

SH ServerQ| authorized_keys 2| L{-&0| SSH Client2| id_rsa.pub Lt&x} Z-OLOF ot
C. J2iA ssh &2 2 I id_rsa Tt D} authorized_keys L] LH&2 Hlm &
= AL

FT JFI & scp 3HUOFMES, ssSh/1d_rsa. pub roocT@n 92, 16z, 270, 1557 1d_rsa_ pub
o 155"

€8, 210, 155" s password:

T100% 394 0. 4KBS s o0: 00

scp HHOZ2 2Z M| id_rsapub LIYZ2 2Z|ZRE MO SCHEEZZE NME2
5L}

OlM| &4 m{AIOM &S id_rsa.pub IYZ authorized_keys LU0 F=7totCt LY
82 WHNS= AO| otLat F=It5t= Z0o|2tk= FO|C} THef 2[2E milez F&
St O3{7ie] =Z ojdlo| JUCHH zztel 2ZH A9l id_raspub IHYS
authorized_keysOl| F7tsf{=H EICF

—

J

\cat $HOME/id_rsa.pub >> $HOME/.ssh/authorized_keys
O|HASHH SSH 2012 HUHS Qo] g £ UA &) rsync 57|32 2tH
S B 4 A Bk

| * * * * * /backup/rsync.sh

rsyncsh S OfZ0(CH A3oHCt

| vi /backup/rsync.sh \

| rsync -av -e ssh 10.100.114.93:/var/log/snort/day_log /home/admin |

rsyncsh H2 @ CIHEZ|Q /home/adminO HZAAMEQ 10.100.114.93 O A&
8l /var/log/snort/day_log 20l QU= CIHMEZ| XHE S7|=2t oiCt.
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FYB|MHD} BT HO 2 RE] OHH|E| AL} ALRXL ABHEI = EE J2 H20H oS =2
SEeIS 500 eS| Majgh-1 Sial--2hol & 212
2013.04.19. f1 w9
I HIOIELS oflfoflt 40l5 1 #8aki= HIH0IE Y| 2iF= HR=
S8 Halsh= 'SSO(Single Sign On)7L ZH#RIT QIC), S1A|GH $S09| &1 ( )
71 BH7{H0]| -‘#":0:‘ 7:‘;‘%;%%?1 ot 4Erk SSO[N E”P‘Q\E “lmgj E?: ﬂl“ Egiﬂm ! ‘U Jﬂ ‘)\i U[O‘i
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2y} HI2S 2215 A olr|= A0| 9lc}. 7120| @ o .
g, e TRASEAEG 0 B TSI £ 252 U0 Y2 U8 052 IgH: 40 YEll AES MG
8909 A94R80/ =£2 70 M ME2 SSO%#E‘ 58 R 8 R0 BOHL,
S 504 20 B

HOkP| S8 wetse

22fsiiA

8 5| 5185/ ot |

= Ljsatos HastH L3EE B2

H:lElE P;||. %01%r_|.|:|1 xIOIEI-xl A|¢Eﬂgg E});|O|.01 xl.r:ror A OIEE ,?,64
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HH & /TP A H
A2E HA 0l 52
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2013}

291 XA : Centos 7, Fedora 12

QIZ 22| At : LDAP, Kerberos A{H

S8 AMH] : FTP, SSH AMH
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Firewall

IDS/IPS\

Internet

Lj/2l=atal

i

00

1
oo

Il

cojoo

Backup/FTP
Server

- I
Client
(o]
o
(@)

s i
Client

Al 2H

=4
=

_LJ
Ao

=D

vi ifcfg-bro

DEVICE=br0

ethO=input

TYPE=Bridge
ONBOOQOT=yes

IPADDR=192.168.1.44( & 9| Z})
GATEWAY=192.168.0.254
NETMASK=255.255.255.0

A A A A

DNS1=dns%/}

ethl=output s
vi ifcfg-ethO vi ifcfg-ethl
DEVICE=ethO DEVICE=eth1
BOOTPROTO=static BOOTPROTO=static
ONBOOT=yes ONBOOT=yes
BRIDGE=br0 BRIDGE=br0
TYPE=Ethernet TYPE=Ethernet

2| br0, eth0, eth10]| MM S HE
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Alad 7= 5 290

[ root@sso rules]# 1s
1, rules ftpbrut
i hping. r

brute
brutet

vi /etc/snort/rules/nmap.rules

alert tcp 110.100.114.0/24 any -> any any (msg:"SYN
Check"; flags:S; sid:1000051;)

alert tcp 10.100.114.0/24 any -> 10.100.114.0 any
(msg:"ACK Check"; flags:A; sid:1000052;)

alert tcp 110.100.114.0/24 any -> any any (msg:"PSH
Check"; flags:0; sid:1000053;)

root@sso:~

otel(F) HAE) £21(v) ZM() EHol(M) =SZH)
[ root@sso ~| #

[ root@so ~]# snort -A fast -b -i enp3s0 -u snort -g snort -c /etc/snort/snort, conf
Running in IDS mode

R A L

root@sso/ete/sysconfig

- E Hl’§|-tﬂ XI
nE) BIUE) 2INV) BME) EHOIEM SBH) o=l =
onfiguration for iptab

edit this manually or config-f &l
e do not ask us to add additional ports/services to this default configuration

vice

10.100. 114. 250 -m state --state NEW -] DROP
-s 10.100.114. 82 - state NEW -j DROP
-s 10.200. 100, 249 - -state NEW -j DROP
A INPUT -m state --state RELATED, ESTABLISHED -j ACCEPT
A INPUT -i o -j PT

A INPUT -p tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT root@sso:/etc/sysconfig
- A INPUT -j REJECT --reject-with icmp-host-prohibited
J+- A FORWARD - j REJECT -- reject-with icmp-host-prohibited

f- A INPUT -s 10. 100. 93 -m state --state NEW -j DROP st [++] [Priority: 0] [ICMP} 1
fi- A INPUT -p icmp -j ACCEPT

TSTUOUT T ++] [Priority: 0] {1CHP) [10.200.100.249 -> 10.100. 114.93
1:500001: 0 4] [Priority: O nMp] i 2

1:500001: 0) +3] [Priority: 0] (ICM

1:500001: 0) +4] [Priority: O

1: 500001: 0 ] [Priority: O

1:500001: 0] ICMP Ynst +] [Priority: 0] {ICMP}

1:1000056: 0] Land Attack [++] [Priority: 0] {UDP}

39:44. /5;4>v 1 [1:500001: O]

ICMP Test  [+4] [Priority: O]

{ ICHP} 10.200. 100.249 -

«4] [Priority: 0] {ICNP} 10.200, 100,249 -
++] [Priority: 0] {ICHP} 10.200,100.249 ->
«] [Priority: 0] 1CHP)

] [Pri S

o 0

.A 0

“ 0

. i 0

oR=X=x=)

500001 0]

10.200.100.249( Z4)0f| A 10.100.114.93(IDS) 2.2 icmp I 2!

SHA| 2 =t A0 X522 7171 5| I 20| S0 2
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>~ 1 O (4)
sso@localhost:/lib
o) BAE) =27Iv) AME) EHoRE =82H) E-I DI lé' 2
24 42
20 hod] cd

ron, weekly vm protocols
rontab - commmon pul
f L

yum
yum. conf

dhat - Linux6E

1: 500001:0]  ICHMP Test «+] [Priority

«+] [Priority: 0] [IPVe: 1CHP) T&80::

500001:0]  ICHP Test

[

1 [1:500001:0] ICMP Test
[ “+] [Priority: o] {IPVe ICMP) fes0:
[

1
[1:500001:0] ICMP Test 1 (Priority: o] ICHP) o8O0

-«] [Priority: 0] 1cMp) fego

«+] [Priority: o] ICMP)  feB80: i alc

«+] [Priority: 0] (IPVE-ICMP) feso:

«+] [Priority: 0] {IPV&- ICMP] fes0:

500001:0] ICMP Test ] (Priority: o] 1CHP)

4] [1:500001:0] ICMP Tast <] [Priority: 0] [IPVE- ICMP)

SSO(Single Sign On)

stLte| AIHo = ot 291510] 2f2ko| A|AH] L= QIE{Yl AH|ADIC} 1=

HXIE BX| 0 A BE = UET|E

SSO7t 2asto|s
7|Y Ll Ct¥st SEA|AH =9 81 280 M2t ID/PW 2|2t SR CHE | M2ty SYESE0I
IDEE| U A|AH HotE|E S5t ROl HET|

~d84
SSOQIZEAMH |, Kerberos A{H{ , LDAP

XX
oo
Q=T AN FEo| ZYntz| 20| | 1D, AN CHSH HOHQIE ofst
ol=ma|u|20| M2 Password 29| ZtA
CA
— 0
I D/PW = A 7|QTN|Q] HOHQ(H0| E|DE AFRXIS| EX{TH 2| L

R R A e
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1:!1_11_

~—

-~

=

R =

S M4 Bl

} | Client®| M sso MHZ 2719l
el (F) oy

[client2@lient2 ~] $ ssh joongbui@lient2
Could not create directory '/home/client2/. ssh'
The authenticity of host ‘client2 (192.
ECDSA key fingerprint is 38:60: 18:02:09: 4f: 17: :

Are you sure you want to continue connecting |yﬂ>/v\07 ? yes

Failed to add the host to the list of kmown hosts (/home/client2/.ssh/known_hosts).
joongbui@lient2' s password:

HHAUE) =27|(v) HA(s)

(6)

Last login: Sat May 14 20:25:18 2016 from client2
[joongbul@lient2 ~]§ klist
Ticket cache:
Default principal:

Valid starting Expires

KEYRING: persistent:
joongbu1@O0ONGBU. KVM

1003: krb_ccache_tE1YmOI

Service principal
krbtgt/ JOONGBU. KVM@ 0ONGBU. KVM

Ty "'ﬂ‘ﬂ‘ﬂ‘ﬂ’ﬁ’ﬂ’ﬂ’ﬂ’ﬂ’ﬂ”ﬁ”ﬂ ’WMMMUUWW'Z!'?J’U’H’W‘I}"H"])”D”H

2016- 05- 14T20: 50: 37 2016-05- 15T20: 50: 37
[joongbut@lient2 ~]§
s = AME| = [=14e]|
SSOA A client 215 A Ee21%
S e o e 1 Hf Of| A S Al W gL = 2ol
58 15 21:29: 12 sso krbSkdc[5763] (info): TGS_REQ (4 etypes {18 17 16 23}) 10.10
0. 114. 129: LOOKING_UP_SERVER: authtime O, host/client1. joongbu. kvm@OONGBU. KVM
for nfs/sso@O00ONGBU. KVM, Server not found in Kerberos database
S 15 21:29: 12 sso krbSkdc[5763] (info): TGS_REQ (6 etypes {18 17 16 23 25 26})
0. 100. 114. 129: LOOKING_UP_SERVER: authtime 0O, host/client1. joongbu. kvm@ OONGB
U. KVM for nfs/sso@O0O0ONGBU. KVM, Server not found in Kerberos database
SE 15 21:29: 12 sso krb5kdc[5763] (info): TGS_REQ (4 etypes {18 17 16 23}) 10.10
0. 114. 129: LOOKING_UP_SERVER: authtime 0, host/client1. joongbu. kvm@OONGBU. KVM
for nfs/sso@00NGBU. KVM, Server not found in Kerberos database
root@sso:~ - o x
UF) BAE) =221v) M) HOL(M =BLH)
May 15 21:44:59 sso sshd[26985]: Connection closed by 10.100. 114,129 [preauth]
May 15 21:45:12 sso sshd[27108]: Accepted password for root from 10,100, 114,129 port 59828 ssh2
May 15 21:45: 12 sso sshd[27108]: pam_unix(sshd: session): session opened for user root by (uid=0)
May 15 21:46:07 sso sshd[27108]: Received disconnect from 10.100.114.129: 11: disconnected by use
May 15 21:46: 07 sso sshd[27108]: pam_unix(sshd: session): session closed for user root
May 15 21:46: 35 sso sshd[27503]: Accepted password for root from 10.100. 114. 129 port 59829 ssh2
May 15 21:46: 35 sso sshd[27503]: pam_unix(sshd: session): session opened for user root by (uid=0)
L
] = ]
Al A~ H L o
T - =X 1 O
17} I ; M 1ol
vi fetc/xinetd.d/rsync &8 ot vi Jetc/rsyncd.conf 2 IfY

service rsync
{
disable=no

soket_type = stream
wait = no

user = root

server = /usr/bin/rsync
server_args = -daemon

log_on_failure += USERD }

[rsync]

path=/var/log/snort
comment = rsync

uid = root

gid = root

user chroot = yes

read only = yes

hosts allow = 10.100.114.93
max connections =3
timeout = 600

crontab -e

* ok kK X revnc -av -e ssh 10.100.114.93:/var/log/snort/day_log/home/admin

(=]
e

rsyncE AH2517|

o] RS |

—_
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SN g2 7|25 2

root@backup:/home/admin/day-log

oF) BUE) E220) BM6) HOEm =ZTH)

QU TN

[ root@ackup day_log]# 1s

YYUBA LD 2016.05.12. (%

SRERRRRRR AR RRRNRARARE AR RN ARRRANRN

Toan © §-Guard ##

2016.05.12 2016, 05.13 2016.05.14 2016.05. 15 2016
[ root@ackup day_log# ||

2049
50642

Backup = & EX|ZO

root@backup:/home/admin/day.-log/2016.05.12

]

TolF) HUE) V) ZM(6) HoEM =IEH)
[ root@ackup 2016.05.12)# s

1092016. 05. 12 report2016. 05. 12

[ root@ackup 2016.05. 12]#

- 41: 04, 589381

oY) BUE) V) FA6) Hogm =3EH)

1:47.624878 [ 4]

root@backup:/home/admin/day-log/2016.05.12

[#%] [1:1000052:0] PSH Check [+#] [Priority: 0] {TCP} 10

] [1:1000052: 0] PSH Check [«#] [Priority: 0] {TCP} 10,

1:47.625476 [ #+] [1:1000052:0] PSH Check [++] [Priority: 0] {TCP} 10
5/12-15:42:03.715735 [ #+] [1:1000052:0] PSH Check [##] [Priority: 0] {TCP} 10.

100. 114.211: 59642 - 10.100. 114.93:22
100. 114.129: 996 -) 10.100. 114, 93: 2049
100. 114.129:995 -) 10. 100. 114. 93: 2049
100. 114, 211: 59643 -» 10.100. 114.93:22

HUHX MEHof| M Y HAHZ =1 4

H
=]

e T R L

A 2

4 JoM ZeAgez =2a¢l
€

ftp://10.100.114.211 AF2AIY U U5 A1

MEALOIE: | admin

%8

b
[P
'
2]

W £p://10.100.114.2... % | 4

% 10.100.114.211

A2 CIME2IZ 0|5

oj§
19! 10g2016.05.12
Tj: report2016.05.12

M ftp//10.100.114.2... X | &

ftp://10.100.114.211/day-l0og/2016.05.12/ ==

f4p://10.100.17

10.100.114.211.

ftp://10.100.114.211/day_log/ =&

Argl CliEfElZ o/

oE

[£12016.05.12
[32016,05.13
[J2016.05.14
EJ2016.0515
320160516

37|

201644 053 129

e

8% 002
3 162 004l 00F 002

27| 23 +HY
803 KB 2016 05 1220 234|598 002
1K 201649 05F 23A| 58% 002
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No. Time Source Destination Protocol A Length Info i
90 25,3067
92 25.30696)
94 25,307084 Fle Edt View Go Capture dnalyze Stavistics Telephony Tools
wavloe A MA BE X Q
105 28.37972
107 28.38003 Fiter

wireshark] peapng [Wireshark 1.10.14 (GitRe|

© Internet Prot
& Transmission
= File Transfer
5 PASS 123412
Request
Request a

Fie Edt View

ure Anatyte Statites Telephany Toots ftemals. Holp

eo4dNMg BEXS Q BE c=uwubB

Exgression.

0000 00 0¢ 29
0010 00 37 0b
0020 2 99 23
0030 40 1b ¢
0040 FRIEREL

267; 290 bytas en wire (2000 bits), 260 bytes csptured (2000 bits) on intarface O I
Esharnat 11, Src: AsustehC_Sacdioc (14304 ac), Dst: AustehC_S4:d0:00 (165dd:asid: d0:0d)
1 Protocol. Varsion 4, Scct 10,100, 114,211 (10,106, 118,211}, G5t 10,160.114.63 (10,108,114, 531

:40;

i Capable Transport)

<0 bb bd ob
cccd f3 cf 6

0¥ Fie 1 peapng’ 0b-

Profte Dafaute

S O

it

SYUSAAH S 25t 2L HHSHA 0| 80| 7ts
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