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(@
Hyperledger Z 2 M E ]

.

— THE
Hyperledger Z2| Q1 ¢ 3 L JLINUX
FOUNDATION
:‘LL Digital Innovation Hyperledger tcl-o:l 7| %-l Business Model Innovation p NaATIVE
£ TWO Poonc L — PATION

Hyperledger Fabric 78 22
il Bai-;é,.g: @ DockerI— Docker version 17.03.2-ce, build f5ecle2

EYGEI o (B _ Docker-composel—docker-compose version 1.19.0, build 9e633ef

Pemist o oduct in| Node —v8.11.3

VISA m Npm - V5.6-0
HYPER .
CAL| fohmondfohmen | m £01.9.2 linux/amd64

Blockchaid SPACEX

e Git—-v2.7.4

B® Microsoft

o T Python -v2.7.12
e T MySQL - Server version 5.7.23-0Ubuntu0.16.04.1
<P j

v vor Swagger —v2.0
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( Hyperledger Fabric - docker}

Docker O| 0| X| C} 2 NG ALEREEEL

Installing Hyperledger Fabric docker images

===> Pulling fabric Images
==> FABRIC IMAGE: peer

===> List out hyperledger docker images 1] §_|-0|
Jnyper Leager f 140l LC-Cd latest 72617b4fa9b4 Dce OI le —1 -
hyperledger/fabric-ca X86 64-1.1. 72617bafaob4 weeks ago 299MB
latest b7bfddfsesbc weeks ago 1.46GB

x86 64-1.1. b7bfddfsesbc weeks ago 1.46GB

latest ce@c8lodf3ca weeks ago 180MB

X86 64-1.1. ce@cB10df36a weeks ago 180MB

hyperledger/fabric-peer latest be23fobeav71 weeks ago 187MB
hyperledger/fabric-peer X86 64-1.1. bez23fobed771 weeks ago 187MB
hyperledger/fabric- javaenv latest 82098abblal7 weeks ago .52GB
~qhyperledger/fabric-javaenv Xx86_64-1.1. 82098abb1al7 weeks ago .52GB
O4hyperledger/fabric-ccenv latest c8b49689d8d46 weeks ago .39GB
Xx86 64-1.1. c8b49689d8d46 weeks ago .39GB

latest 92cbb952b6T8 months ago .39GB

hyperledger/fabric-zookeeper X86_64-0.4. 92cbb952b6T8 months ago .39GB
hyperledger/fabric-kafka latest 554c591b86a8 months ago .4GB
hyperledger/fabric-kafka X86 64-0.4. 554c591b86a8 months ago .4GB
latest 7e73cB828fcs5b months ago . 56GB

X86_64-0.4. 7e73cB828fcs5b months ago . 56GB

85d6d3cafa3e ® months ago .32GB
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(Hyperledger Fabric — network(1/2)

Eo il =S\ Ml orkspace/fabric-samples/first-network# export CHA
HI_T—IE OI’EI =l onfigtxgen -profile TwoOrgsOrdererGenesis -output

channel-artifacts/genesis.block
root@ubuntu: /home/hyperledger /workspace/fabric-samples/first-network# export CHA
NNEL NAME=mychannel && ../bin/configtxgen -profile TwoOrgsChannel -outputCreateC
hannelTx ./channel-artifacts/channel.tx -channelID $SCHANNEL NAME

T —_— O

root@ubuntu: /home /hyperledger /workspace/fabric-samples/first-network# .. /bin/con
figtxgen -profile TwoOrgsChannel -outputAnchorPeersUpdate ./channel-artifacts/or
glMSPanchors.tx -channelID $CHANNEL NAME -asOrg OrglMSP

20{root@ubuntu: fhome /hyperledger /workspace/fabric-samples/first-network# ../bin/con
conifigtxgen -profile TwoOrgsChannel -outputAnchorPeersUpdate ./channel-artifacts/or
@1'g2MSPanchor5.tx -channelID $CHANNEL NAME -asOrg Org2MSP

*12018-11 hyperledger@ubuntu:~/workspace/fabric-samples/balance-transfer/artif OIE*-l D 801 Loading
Eﬂlcnnf-i_gu pto-config/peerOrganizations/forgl.example.comfca$ cat ca.orgl.exampl| - O
S lemam aa """ BEGIN CERTIFICATE-----
2018-11 MITCQjCCAemgAWIBAQIQIR2LR9fa8xs5unnJJ9PFSzAKBggqhk jOPQQDAIBZMQsW
-= TMNFQcQYDVQQGEWIVUZETMBEGA1IUECBMKQ2FsaWZvem5pY TEWMBQGAIUEBXMNUZFUTIEZY
B W5jaXNjbzEZMBcGAIUEChMQb3InMS51eGFtcGx LLmNvbTECMBOGAIUEAXMTY2EuU
2018-11 b3InMS51eGFtcGXLLmMNVvbTAeFWOXNZAZMIMXM jMzMT LaFwOyNzAZMIEXMjMzMT La ﬂrPEEFEUpdEtE‘
-> INFQuHMxCzAIBgNVBAYTALVTMRMWEQYDVQQIEWpDYWXpZmOybmLhMRYWFAYDVQQHEWLT
W4gRnIhbmNpc2NvMRkwFWYDVQQKEXBvemcxLmV4YW1wbGUuY 29 tMRWWGgYDVQQD
EXNjYS5vemcxLmV4YW1iwbGUuY29tMFkwEWYHKoZIz jOCAQYIKoZIzZ jODAQcDQgAE

orPeersUpdate

KIVwhTzIrLzzfkIj/0+A18B18k2cSKEWdSbfWZIpFISboyw8QoEsbtkawj9I1ID/w
0SaleDD/pQorejCm25CmBaNfMFOWDgYDVRAPAQH/BAQDAGGMMASGALUdIQQIMAYG
BFUdJQAWDWYDVROTAQH/BAUWAWEB [ zApBgNVHQ4EIgQgDnKSJ0iz8xeEyKk8W472
OMHIHZ5uV3xFwzFjYJ/kABEWCQYIKoZIz jOEAWIDRWAWRAIGMIO+YK3Fbwv1EXMc
tQam4216R0xSanaAHrbY2oVC1fICICsMpdSS2kbdntUDayi09v4 /WRtCS59EXCrHL
rg/GXwkv

HIESIS0il cHet 215 A2t 7], genesis block X 2 FYS Flet EHNH 44
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|_-||E_CI>__|3_ __I.I.g% )rkﬁpacejfabri.::—Sample_-sjfi.rEt—netwnrk# /byfn.sh -m up

—lcatuiy pecrT.orgl.example.com ...
Creating o

creating SIS IS PNES; aﬂmpleﬂﬁrﬂt-netwnrk# docker-compose -f docker-compose-cli.yaml up

Creati General.lLedgerType = "file"
Creati peerf.orgl.example.com 2018-10-27 06:59:07.246 UTC [msp] getMspConfig -> INFO 0801 Loading NodeOUs
: General.ListenAddress = "0.0.0.0"
EJ—EEYt} peerf.orgl.example.com 2018-10-27 06:59:07.329 UTC [nodeCmd] serve -> INFO 882 Starting peer:
Creatiy peer®.orgl.example.com Version: 1.1.0
Creatil’ General.ListenPort = 7050
. peerf.orgl.example.com Go version: gol.9.2
Creati 2018-10-27 ©6:59:04.492 UTC [msp] getMspConfig -> INFO 881 Loading NodeOUs
Creati General.TLS.Enabled = true
Creati 2018-10-27 06:59:04.537 UTC [nodeCmd] serve -> INFO 002 Starting peer:
C ti 2018-10-27 06:59:05.088 UTC [msp] getMspConfig -> INFO 801 Loading MWodeOUs
reati 0s/Arch: linux/amd&4
Version: 1.1.0
Go version: gol.9.2
2018-10-27 06:59:05.139 UTC [nodeCmd] serve -> INFO @82 Starting peer:
Experimental features: false
2018-10-27 06:59:04.105 UTC [msp] getMspConfig -> INFO 801 Loading MWodeOUs
0s/Arch: linux/amdé4
General.TLS.PrivateKey = "/var/hyperledger/orderer/tls/server.key"
Version: 1.1.0
Chaincode:
Base Image Version: 0.4.6
2018-10-27 AR-Ca-@mA _4C4 _1ITr lNnadarmd]l carva -~ THEN ART C+ar+ina naars

Gen

et Docker-compose-cli.yaml 238 EE &
ol 610 LIESIIE A&, MME 219 = s

Versio
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Hyperledger Fabric - registration

else {

// need to enroll it with CA server enro"Admin.js

return fabric_ca client.enroll({
enrollmeg admin !

return fabric_ca_client.register({enrollmentID: 'user1', affiliation: 'orgil.departmenti',role

}).then((secret) . _' i registeruser-js

J/ next we n L
console.log( L1y >d useri1 - t:'+ secret);

return fabric _ca client.enroll({enrollmentID: 'userl’', enrollmentSecret: secret});
}).then((enrollment)
console.log('5s ully enrolled user "user1" ');
return fabric_client.c
L {username: 'u 1'
return mspid: 'Org -
cryptoContent: { privateKeyPEM: enrollment.key.toBytes(), signedCertPEM: enrollment.certificate }

}).thenE(user) == §

root@Ubun member_user = user;

Store pa

successfu return fabric_client.setUserContext(member_user);
Assigned € adminh User Lo Lhe Tabric cLlent ::{ name . adrin , mspid . OrgIMsP , roLes
":null,"affiliation":"","enrollmentSecret”:"","enrollment" :{"signingIdentity":"ba6c3805
290cff432a51e15f22a3958Ff3b9f97919ee3e6073e5da5586a58a74f", "identity" :{"certificate":"--
AwIEEgigE root@ubuntu:~/workspace/fabric-samples/fabcar# node registerUser.]js *I'Rxl' =8
xGTAXBgNy| Store path:/root/workspace/fabric-samples/fabcar nrc-key-store o o =
MDI3MDcon|Successfully loaded admin from persistence
wYHKozI\n|Successfully registered userl - secret:KDtlBFgMfIld

DitgﬁgngSUCCESSfully enrolled member user "user1l"

ROOBBYEFC|Userl was successfully registered and enrolled and is ready to intreact with the fabric network

usalc2Xk18\nMAOGCCQGSM49BAMCABGAMEUCIQDZIvCYFamwO /+gRr3+F7fwxentWzd2CXW1HTKW\ nHSAFzgIgE

Rz]l—-..—-.j"'.nulf-l—m"-: AL AT,k TS s AL AT AL AT Y - Chiln. ~ACHATTCTAATC L e

AS MHoj| 22| Xt S5, Be|xtof| 2fsH Q7HE AHE XL Fabric HIEH A 0| & 7ts
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> HMAC-SHA256 &€ 112|E S 0|896}0]
ol MM

& OTP SR £ A7 57|84l (1-0TP), O|HIE
HtM(H-0TP) S22

] T-OTP

One Time Password

30056974

Expires in 29 Seconds

Thu Oct 05 2017 17:57:08 GMT+0530 (IST)
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‘previo
"data_ha BnF1NK90oPG402c81K/2m1lMO+pR3NVKX1g4nOBI jVuoB=

Film T REEA PVLF

MsJugqTy4Cf+yGATDPZisry4+ve2lLLyFfENeyiWwaSxk=

uuyT4pbOwg+oGFAYItXfaUuYybhckL+QHC2WIbcSrvxyY=

2ME

EZ?SR?—E h4kCOZFMRWZVNRBBEKY /Bu3csr1/COHNXAhT3Z9X2Z8=
‘current_b
‘previous |
PRIMARY KE IFECtpRVuB8zEUhVF - - -
) ENGINE=Innd O|XsHAI2t CIOIE{sHA| 22l T}

, ERHZM ZE 2| FE S0| ==AH2l DBOf| M&
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Block = funct ) —
“ehis.elen o5 | =5X4|¢l gtcfaef=

this.data functwn() { _ _
= {title:{text:’ } legend: {data:['#H 2 =0|", ' @ EH=0]|"'1},dataZoonm:[
®,end:100 Rt ' toolbox:{feature:{restore: saveAsImage:

). toolt p trlgger Details = funct ( b) { == =
return op this.blocktable g E_I E."0|E

}; this.transtable

thlséE?qu: zh: this.render = function() {

n o=

var chart =
chart.setOp < //transaction table
. transtable = thi
S.get(" S.get("http 0.1:
var dataSett = datat.split('|’
varl for (j = ©; j < dataSett.length; j++) {
varl dataSett[j] = dataSett[j].split(',"’

forg '#' + transtable).DataTable({
data: dataSett,
columns:

incredatal[]j]

ool —

SH2! HESIHM &
';*EH:LEHﬁ diom ﬁ%._ Eﬂ} Mo MM HE 8ol Jhs
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.
<script> o = ==
function login(){ AI-%xI- 7'."IO-| 'IT-Q-*O-| 7E-I3
var queryString = $("form[id=loginForm]")}.serializety;
§.ajax({ " <%@ page import = "java.sql.*" %> [=] 4 4 —_— o)
type: I‘JDSW <%@ page import = "java.util.Map" %> AI' =) XI' 71|Io IOE %ll' I_I %I E.I
url:"<%=rq <%@ page import = "java.util.HashMap" %>
data: quen <%@ include file="/jdbcDB.jsp" %>
L P<%
SUCC?SS ) request.setCharacterEncoding("UTF-8");
if(dat String email = request.getParameter("email");
a] String password = request.getParameter("password”);
}else Map<String, String> User = new HashMap<String, String>();
¢ out.clear();
try {
W] stmt = conn.createStatement();
} String sgl = String.format("SELECT * from user WHERE email = "%s' AND password = "%s'", email, password});
},EPPDP - ResultSet rs = stmt.executeQuery(sql);
} int count = @;
while (rs.next()) {
1) count++;
User.put(“name", rs.getString("name"));
<fSCPipt>| User.put("vear”, rs.getString(“"year"));
User_put("month", rs.getString("month"));
User_put(“day", rs.getString("day"));
User.put("birthDay", rs.getString("birthDay"));
User.put(“"gender", rs.getString("gender"));
User.put("idCardNumber”, rs.getString("idCardNumber™)};
User._put(“email”, rs.getString("email™));

ALSAR7t et 250 DBO| MEE S H|i2si0] S

ro

A2 279
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NE 28 3 AIL' 7l (13/15)
|

Al 2B 7H'E (a/6)

.

o~
hmac @22 ¥1E|E
private byte[] hmac_sha(5tring crypto, byte[] keyBytes, byte[] text) {
try {
Mac hmac;
hmac = Mac.getInstance(crypto);
SecretKeySpec macKey = new SecretKeySpec(keyBytes, "RAW");
hmac.init(mackey);
return hmac.doFinal(text);
} catch (GeneralSecurityException gse) {

throw new Un

, HEX = XI'E ByteH et

1 private byte[] hexStr2Bytes(String hex) {
byte[] bArray = new Biglnteger("18" + hex, 16).toByteArray();

byte[] ret = new byte[bArray.length - 1];
for (int 1 = @; 1 < ret.length; 1++)
ret[1] = bArray[i + 1];

return ret;

¥

HMAC (Hash-based Message Authentication Code)
oS oAl 22| S= 72 AFEZSH01 T-OTP #% 44
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— O |
A AE I (5/6)

private final int[] DIGITS_ POWER

T-OTP 2} 47

public String generateTOTP(String key, Strlng time,

T-OTP 2% /3 booeoooe 3;

String retun

int codeDigits = Integer.decode(returnfs,
String result = null;
while (time.length() < 16)

time = "@" + time;
byte[] msg = hexStr2Bytes(time);
byte[] k = hexStr2Bytes(key);

byte[] hash = hmac_sha(crypto, k, msg)

int offset = hash[hash.length - 1] & @

int binary = ((hash[offset] & @Ox7f) <<

| ((hash[offset + 2] & Oxff) <

int otp = binary % DIGITS_POWER[codeDil
result = Integer.toString(otp);

while (result.length() < codeDigits) {

result =

}

return result;

protected PasswordAuthentication getPasswordAuthe
return new Passwordfuthentication(user, password,

Session session = Session.getDefaultInstance{props A
T-oTP & HIYZ TE

¥

})s /7 SMTP A2

=
o=

s
ujn

28 naverH 2o+

try {

MimeMessage message = new MimeMessage(session);

message.setFrom{new InternetAddress{user));
message.addRecipient({Message.RecipientType.T0, new InternetAddress(tc));

message.setSubject("OTP Number Send"}; // OIE H=

string otpnum=getId(); // otp i 2ok=

"8" + result; message.setText(otpnum); otp o 23
Key : Hex encode time : A|IZIS HIAHSI= &)
returnDigits : Hkgh & XI5 crypto : AlZe Z=3} g

20
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N A|AE Il 'E(15/15)
1

public boolean isOK() {
boolean ok = false;

String seed32 =

"secret”;

Mt 7t 2 7]

long nowtime =
long 16 = @;
long X = 68;
long testTime[]
String steps =
DateFormat df =
df.setTimeZone(

try {

for (int 1

¥

T-OTP Sl A| &}

@; 1 < testTime.length; i++) {

long T = (testTime[i] - T8) / X;

steps = Long.toHexString(T).toUpperCase();

while (steps.length() < 16)
steps = "@" + steps;

if (id.equals(generateTOTP(seed32, steps, "8", "HmacS5HA256")))
ok = true;

} catch (final Exception e) {

System.out.println("Error :

h

+ e);

String dab = generateTOTP(seed32, steps, "8", "HmacSHA256");
if (dab.equals(id))

ok = true;
return ok;

0] &X|et A true, LUX|SIX| 2= A= false
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=Nl 2L|E T H 0| X|

5 demo X
&« c ‘Q @ 127.0.0.1:3000/docs/demo.htm
Hyperledger Explorer 1.1 sMonitor IE)DetalsI
Monitor
HAZEAHE tps 25 x0|
L E850| &L
““ 12
’ 5010 1400 ‘
1600
EE Mps(EHTM /4|2
Iaru‘-‘
2000
0
946011 951392 956449 961549 570099 975365
L= gzt
type count last s HE] Az
1 [1] 2018-10-19 HEA E 2018-10-19
2 B3 2018-10-19 o] E= 2018-10-19
ol |
E2HTHMO| HIM I} E20| A0|= H E2 MA|Zto 2 &9
—|!—||j— =381 =50| B0|l=AS= =2A |_|'—E —||_|




@ 127.0.0.1
Hyperld
SHILEE E %ﬂ I—II +_=| Lol-*." xo-l E ISearch:
e Hel W SR HMAZ  AOEAIOE - MgolE BEAL
Show 5200c358a9ce9333661505aeb474a296b032a33de3fe1cdba24825¢23ca933a2 3 951382 joongbu mychannel 2
54edb3f49d3dob1{5fed54ed32260b5eaff466adc0d385c7934adchcd04b0654 3 991617 joongbu mychannel 15
60c4360c45bad60384ad7c6a3abf43c5ab96119f56ad34ae4e047de760c8eddd 3 994686 joongbu mychannel 16
67cbc3d49187a1b8eab1160bc85f34c947¢al313673a0503f293di61752dc2e5d 3 953846 joongbu mychannel 3
77f02c6ab87435fdb18109¢d1315ebf53b641cc767h12a345020236f6cfSh1e 2 988439 joongbu mychannel 14
81af4011678051f9¢c17fd624b8d427dB0286¢c15ec02499269e86213204283377 3 966731 joongbu mychannel 7
8c990bcd4af6600ab230eadbb47fad3253be(09e3187ab0cc2957dad2aa2510c8 3 956449 joongbu mychannel 4
92ced401c219574c937dadbTe345h319ae9a92beal30a9c48f3379412ch9355997 3 980571 joongbu mychannel 12
abf20addb7d2bcaBal4e8ifeb26a6f11a82b811ff5558f7559953d4a60a89dc2 3 000457 joongbu mychannel 18
d4fae0412df875e70c75ae2f24ab168839d79c50a5532b331a3416d3a19b05a0 3 997709 joongbu mychannel 17
Showing 11 to 20 of 26 entries Previous 1 2 3 Next
Showing 1 to 10 of 26 entries t
=50 ciet Ml BE =2 U B8 AHell M 7ts
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