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2-1. Python

oo HEHEtE At A= B 2M(Guido van Rossum)O| ZHE AA0|Ct F= HF 2M2 1989

HEEH 24¥oz Mo|ME sty AIZFEn, 1990 Hmo|Ho| R XS S7HRUCH dx mo|
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< J% 2-1: go|M 210 >

2-2. Shell Script

M ASEE(hell scripts MOILt B £ EZAAEON SOPIEE IMEAAL 3 29
S Q1o Mol AJBEOICL M AIYET} £ Yot V502 T 08, T2 A
%, XY £ 50| QICh M AIYES J|Sshe AL 2 ZEIY Qojo] 22 AcE
mol HwCh EM O W2 ZRI BCL CFE o4 loj) His), 4 AAYEL HIY E7} ¢
7| 20| ASYEL CIMYS ste SO WEA LW & QICh 2L 4 AIYES ASH
oZM B JHX| BChs SOl EXSICE B JbA| BHOEE M¥ElE 2t FYO i FYHO
2 M2E oy mRAAC RS TR W2t £E7 HotY & Lk S sh A3YELE Of
Ot FRO RYA, 254, BSD 2F MA, therof HH, AlAH SUREl9 ¥ soEcts B

EL 4, QU2(E], CH2 T4 94 740 o7l Xo|7t B FR

root@localhost:~ /test 2 o b4

Oigi(F) HEE) =22|(v) H46s) HOE(M =sUH)
[ root@localhost test]# 1s

test

[ root@localhost test]# cat test
#!/bin/ bash

echo "2 AJEE MM oA YL
[ root@ocalhost test]#  /test

4 A3ges A o oL I
[ root@ocalhost test]# |J

< 38 2-2: Shell Script >

2-3. Batch



MS-DOS, 0S/2, |I=20|X MO|= HiX| HmItU(batch file)2 FH QAHIZ2|EH osf AM|HZ
Iot=E HHOFO0| LIEE[O U= HAE mAO|CH HYX| umpo| A= [0, COMMAND.COM I
A0 HHOE & T2 AAMSICH HYX|

(o]

0 983N AlAH BRI GHES ASS RS

rl
(@)
3
o
o
=
o
o
N
0
mz
[FI
U
I
o
o
I=]
ne
mjo
I=]

U2 =5

nx
0
K

o
mjo
Ral

i

0
HU
e
A
1
o
Hu
n>
o
mot

< 1l 2-3: Batch >

C++& Ns A70E O|F2 1985 1989, 2|10 C++0 ANSIEES XM E3H7| A&
S 3O AKX WYEIRUCE 1994H0f X2 BEZFEQHO| LEEIQUCH ANSI C++P 3= Ay
AERAEHCHERHO| -3 BE AIYS OOHZ
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E
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++= CEZZIOM7L A C++E MEY & ULks HEFOA

Dialoge ®H24, 2|52, POSIX H0A ZtEHSH St 29| BHOZE sXQl CIAE 0] 2tHS +d

St BHE = YA UHEE FEZIE|IO|H, HAE AMEX QHLOA fHZ BT A A3

ZHEOM AIREl= 28 ZZ 1O|C} Curses?t NcursesE AFE3HCH CHEEQ| GNU/Linux Hi=Z
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2-8. Windows Server
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2-9. Solaris

Z2t2| 2 (Solaris)2F Sun MicrosystemsOf A 7HEol 2MH=ZN FH20 LFO|Lt X EHEF
2 Sun®| XA SHEQIOIQl SPARC(AZNESMEN X86 = XIJTHCE 20108 O|22& 22420
Sun2 QI#3te ztE &efg|Aaz 22|7|k $Ch &2t2|A 10 O|MEE+E SunQ OHAE M
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< 12 2-5: Solaris >

2-10. CentOS

CentOS= CentOSEEMEO|M HCEH HSE JHLst AEE 29 KMo YAEZ AAQ
k=X
=

]
Edl ARZ2o|= 2540t YA =gkls 7 JIHE F

g HRE 2UES Mg FHe=
UHS0T 2lm2A 29 MA 2O StLiCh 6.4 HTRE HEF HE2 DHRIPCOIM AL 7tsE
Aoz oYX, SMHez S Fo 2T 7|52 7HT x861t x86-64 OF7[HME XL
Atgdts F20l €42 RPMO|CE
. e T @ w =i5:00 © 4 O

< 12l 2-6: CentOS >
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2-11. Kali linux

Kali linuxe BackTrackl| ZEHH 22 BackTrackO| 2FHMA Q| b=+ Ef HEEO| HEIYEZZ
GO AKX|T KaliGl| M E0]SX{Cr WEN ORXIIX|Z 2O HE HAEQ EQ3 E52 20t
FRACE o7|0= siE S St Zast & ok, LHst FHAT™E QoA 27| st
HzZz8 & Sk ZEEICH LIHX|= BackTrackdl 72| &YSHXA|TH Kali Linux Bte| £7&olztn 3t

CtE BackTrackOlAl SESHA| AL S=E= ASS MASHL 3007 olde| HEHAEESS

= Ao

- waorkspace

< & 2-7:Kali linux >
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< 8 3.1 ANE >

HHMZ ™AXIE s 22| Xto|A ©A CHato| = Server Script2 MESHA T® 22| X427t

o —

s = =~
2J8E 2d = 42 =9
Ad 4

= 2ot s Ol BEAoA eSO BEAE 22E Atse &

ghEjo] EnME EHlD, ST EOME EE FAHXZL &2(xtet
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Unix M F4E E4-87t 5

o Haws bt | wsas AT MeA aEas 5 =5
oot AF A & Ak ) U-o1 cron Y - BAr 3 ATHEH o U39
WAWE BEy 83 & U2 Dos 2200 4loiel Mul~ Hj=as o U-a0
ECEE ] o o3 NFS M| ofEas] a1
DARE MY B & u-o4 NS H2 £ U-42
root ojele| UIDI 0 S| =z U-os Summound H7 Tas
oot AF su dst a3t U0 RPC MulA B0l 5 oY
m=gE 32 Zol 83 = Uo7 NS NSs A A ey e
LAz [maRc mg e i 2y = U-08 tip, talk AlH|~ olE &% o U-46
LANE HA NS 85 = u-09 Sendmail HH ¥ & A7
wHew Az A E U10 § o Mio] F & e
Eaer U 23 = U3 DNS =oF b Tjx) o u-50
AFEAf shel B E U-14 DNS Zone Transfer 27 o U-51
Session Timeout A& E! U-15 Apache Clg|E2| a|~8 MH & U-52
oot &, W= CiHE2] e WU W2 88 o U16 Apache 8 ZEAlA Ae HE o u-53
s gl clEER| aeAt 2 o U-17 Apache ¥¥ Cld=el T2 B4 o U-54
ferc/passwd Y 227 3 AR HE “ U-18 Apache BTt T2 HA & U-55
fetc/shadow T2 xl S O EE "4F k- u-19 Apache 83 A8 X o U-56
etefosts 518 £ 5% & 0 55 o U-20 Apache 1Y 2C 9 le=C ME o Us7
Jetc/ix)inetd.conf THY & gAf 34 ER ] A U-z1 Apache 2 Mu|~ @oie] U-58
fete/syslog conf Db ARAF B Aw S o u-z2 ssh AAYL 38 u-59
/etc/services THl 22Xt 51 Ast 8 o U-73 fip MEl~ B0l U-60
SUID,SGID.Stick bit 273 Tl Hy o U-24 &: A shell Hgt U-61
2. me w [ABX: AAH AETY o SiEmd £ 9 Ao 4F o U-25 Frpusers 112 A 9%} O B 48 U-62
CIME{2] 22| | Lorld writsble T4 X H o U-26 Ftpusers Tt 4% U-63
/devOl EXBIX| S device HiY HH 4 u-27 at IFY ARAL U AP MF u-64
SHOME/rhosts, hosts.equiv Ak 2| + u-z8 SNMP AHlA 25 22 Ues
& P A HE HE u u-29 SNMP MEIZ ARLUEAEdS =0 5Y U'66
hosts.lpd My 29X 9 AP HH k. U-30 238 Al A DAX) HI U-67
NIS ME|& dlEs) u-31 NFSaAmaEamE 68
EClfEe2 X EE Csalel E7) D] U34 goacieB el =i a0 £ i
S5T m 9 Cissa) 3% 9 KA ) U35 ST R T o

finger Mo~ o[Ergs o 036 e MY gE W b z
aauame [ man - s Zeo) mE Axd =g ga o 073

. : x|O = 1L r >
< J8 3-2:Unix MY F4E 2487t &= >
HIZ7ISF =Q X | |A-| | bS Xl N HALIE |. HEEH A} -” |. |I:E H
KISAOI M ZZiot =R FESLUI[EHAIE 7|eX FUY =4-87F €8 SMII0IEE EM=
A2l REA "'|. (e} I-
AZE FYSHFLCE
#!/bin/sh

echo

if [
else
fi

R
echo
echo
echo
echo
echo

# Default A=
CURRENT_PATH="
NAME="

LA
dirname $6°

basename $60°

RESULT="$CURRENT_PATH/result_$NAME.txt"
echo "[U-01]1" >> ${RESULT}
echo "Default AE 2AHH|" >> ${RESULT}

SIEE HE]Y >> ${RESULT}

cat /etc/passwd >> ${RESULT}

echo "" >> ${RESULT}
Fizic oS |
echo "[4=EH1" >> ${RESULT}

-z ""cat /etc/passwd | egrep ${default}"" then

echo "ZFE" == ${RESULT}

13

echo "Z|2f" >> ${RESULT}

EISER =
> ${RESULT} 2Z=&1

ol =xshs H=

FH=2" s> ${RESULT} 2>&1

>> ${RESULT} Z2Z=&1

< & 3-3: Unix Account script@]

- 15 -

default="adm|1lp|sync |shutdown|halt |news|uucp |operator|games | gopher | nfsnobody | sguid"

>> ${RESULT}

old

=T >

[e)3
on
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2|
=

E

=
=

2y

#!/bin/sh

CURRENT_PATH="dirname $0°

NAME="basename %0~

RESULT="4CURRENT PATH/result ¢$NAME.txt"

eche "ommmomees account file check...---------

echo "[U-01] Default AHFE A"
Jfaccount /account 01 sh

echo "[U-02] YU root HEH 2|
##./account/account_02.sh

echo "[U-03] /etc/passwd TbY T+ ZHolv
JJfaccount/account_03.sh

echo "[U-04] /etc/group ImHy b =l
JJaccount/account_@4.sh

echo "[U-05] /etc/shadow IbY ZAFF ZHo|»
./account/account_B85.sh|

echo "[U-06] TAHE= 4ol A7
Jfaccount/account_06.sh

echo "[U-07] W~HE= Ol AREZIZF A"
./account/account_07.sh

echo "[U-08] WAHE= | AFEZ|I2F A3
JJaccount/account_B88.sh

echo "[U-89] 21¢l0| 22 A shell FHE"
.faccount/account_09.sh

echo "[U-10] root AE su ®EH"
Jfaccount/account _10.sh

0

sho] A3YES My

< % 3-4: Unix main scripte] &£ >

IYE EAE IV HIE0 HE a2t
Josshea.2¢ sn accout sn
cont 11

T PAE LIV B 5D SAQ) S8

INw. 3@ X E g
luzs en " m ow eons onen moun = s s s

- resusccoun 01 shixt X

usrmeumg

]
GOLSNS Anonyous. Access User:/
:60062:No Access User:/:
4:65534:5Un0S 4.x NFS Anonymous Access User:/
+1/Usr/home/test : /usr/bin/bash

< J%! 3-5: Unix Script & Z1t >
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fia =2 b |z et

Ol FE 5E ; % F ST
[LEv7-162) B roctds B2 0 Y= T g 32 roct JET SUS LD T B0 I 32
| roote0-droot/rootibin/bash

aswd THE 22710 ol v YO, al o
|[6v7-189) I fetefpassud EHE SR Bm o |jet/passnd TRO] 22717} root0] T, FH0) gas 00 32 Jete/pasmd T+

-1 root root 2788 151708 Jetc/passwd

roup T 23710 28
root roat 1086 98 15 1708 /ete/group

[LCV7-1.04] |/eteigroup Tt

%3 |/ete/group RO 22747 root0] D Ht0] e OO P2 fete/group T2 22 0] 644 057F 0t 3.

LT oz =0l (A =0 iy

V710 ow B 75 2 | | fefc/zhade
LEVT105] |feteishadow THE 3 801 (A . = shad
| -n-re-r- 1 rootroot 1527 33 18 2013 Jeteisha

hadow TTES 22747} reot7t OLAHLE, 20| 4000] OFd B2

o J23E = 2] £%

Fr\:’. MIN_LEN 5

2 Jeteflogndet TS WA= I AE 77t 2%
MAX DAYS 33953

3. Jeteflogndei RS Y2 Fa 42 77t £F

PASS MIN.DAYS 0
4 Jete/pamd/system-anth RS 3T B3 UF & 27

([Lov7-108) |HAYE A2 38 B2

1 fbin/fakeinologin) shell0] S0ET| 2 AE

[LEVT-1.07] ¥z [21%0 BodT| 2 ABY fbinfkenoogn) 20 80H0 Y= B2 2100 2287 E2 AT bn/bkeinolgn) $0] 2EET $232

215 B2 M2 18 115 4 788 50 05
10hyes

[LCV7-108] [SUiSekeet User) M2 RIS (4) Y | BAOE ST 220 £F A2ND HEHES HEEY s 32 s BTHE O LT AEHES EEEN Yz 22
‘::1:ﬁ3f_rsp.-l:frr.‘ Eu':i:t in/nologin
FTR Usersvar/ftp/sbin/nologin
= 2 ProfTp £ ARSI F2 IEp Fag tiokst ol = 47 o
1LEVT-501] |Anomymous FTP 8l &4 (4 ol i b HY |Anonymous TP (3E fip) T4 X3 B2 Anomymous FTP ( 98 fp) T3 MEs B2 3%

2-1 #pE= anonymous HEQ &1 &
fipac 14 50FTR Uservar/fipusbin/nologin
3 g N2ds 32
Ivsfpdivsitpd.conf THE £F

ananymous_enable=NO

o

SNMP Communty O[&0] public, prvate 0] O F2 SNMP Communty 0180 publc prvate U 32

1. SNMP Commundty String £ 80 =0

[LEv7-502] |SNMP(Smple Netsork Mansgsment Proto
com2sec natConfiglser default public

< & 3-6: Reporting System A& Z1} >

>

4-1.

Afolegiol Sutet IsMsQIZ Ol olRstol wEt 2eN Walol WaMT Mad A X S
FAEeiRe ASYES DEQCH E3 22| ADYES Holsts A

o East7|of s
o

242 F0|3 0282 4 AlZI7| Y8 BN RS =RE THSHAC
A3gE0| TEHE HHY H

20 el w20 ZHEHSEHA =
A2 #HUH 71028 Bz

N W8 MO A3YES| 2HARO| U2 P9 A3YE T}
Mg oAl Eof |XlE4Tt 05 HAUOE HOH, TS|
OHE ASPYER BE 2AE MO IOl E3 A T A4S

=

ST ol ENM mASS S22 Yl 2 A Moz HESY| MR HFAS2
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5, MH

5-1-1. Reporting System

<Reporting System>

-*- coding: utf-8 -*-
from PyQt5 import QtCore, QtGui, QtWidgets
from PyQt5.QtWidgets import *
from PyQt5.QtCore import *

import sys

import codecs

import os

from openpyx| import Workbook

from openpyxl.styles import PatternFill,Color
from openpyxl.styles import Border,Side

from openpyxl.styles import Font, Alignment

class Ui_Form(object):
def setupUi(self, Form):

Form.setObjectName("Form")

Form.resize(786, 529)

Form.setStyleSheet("QWidget {#n"

" background-color: #222222;#n"

"

"

"QPushButton {#n"
background-color: #8b0000;%n"
color: #{ffffff;#n"
height: 25px;#n"
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W'

"

"QCheckBox {#n"

" background-color: #222222;#n"

" color: #FF5EQQ;Wn"

W'

"

"QTextBrowser {#n"
background-color: #ffffffff;#n"

" color: #222222:%n"

W'

")

self.centralwidget = QtWidgets.QWidget(Form)
self.centralwidget.setObjectName("centralwidget")

selfing_list = QtWidgets.QTextBrowser(self.centralwidget)
selfing_list.setGeometry(QtCore.QRect(20, 20, 331, 461))
selfing_list.setObjectName("ing_list")

selfwindow_check = QtWidgets.QCheckBox(self.centralwidget)
selfwindow_check.setGeometry(QtCore.QRect(390, 320, 96, 19))
selfwindow_check.setObjectName("window_check")
selflinux_check = QtWidgets.QCheckBox(self.centralwidget)
selflinux_check.setGeometry(QtCore.QRect(500, 320, 96, 19))
selflinux_check.setObjectName("linux_check")

self.unix_check = QtWidgets.QCheckBox(self.centralwidget)
self.unix_check.setGeometry(QtCore.QRect(390, 370, 96, 19))
self.unix_check.setObjectName("unix_check")

selfall_check = QtWidgets.QCheckBox(self.centralwidget)
self.all_check.setGeometry(QtCore.QRect(500, 370, 96, 19))
self.all_check.setObjectName("all_check")

selfstart_button = QtWidgets.QPushButton(self.centralwidget)
self.start_button.setGeometry(QtCore.QRect(380, 440, 161, 41))
self.start_button.setObjectName("start_button”)
self.cancle_button = QtWidgets.QPushButton(self.centralwidget)
self.cancle_button.setGeometry(QtCore.QRect(600, 440, 161, 41))
self.cancle_button.setObjectName("cancle_button")

selffile_view = QtWidgets.QTextBrowser(self.centralwidget)
selffile_view.setGeometry(QtCore.QRect(390, 20, 381, 261))
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self.file_view.setObjectName("file_view")

self.File_search_button = QtWidgets.QPushButton(self.centralwidget)
self.File_search_button.setGeometry(QtCore.QRect(600, 320, 161, 41))
self.File_search_button.setObjectName("File_search_button")
self.File_start_button = QtWidgets.QPushButton(Form)
self.File_start_button.setGeometry(QtCore.QRect(600, 380, 161, 41))
self.File_start_button.setObjectName("pushButton_2")

selftmenubar = QtWidgets.QMenuBar(Form)
selfmenubar.setGeometry(QtCore.QRect(0, 0, 786, 26))
selfmenubar.setObjectName("menubar”)

selfstatusbar = QtWidgets.QStatusBar(Form)
selfstatusbar.setObjectName("statusbar")

self.file_name_save = [] #This file_search save file name

#excell common from

selfbox = Border(left=Side(border_style="thin",color="FF000000"),
right=Side(border_style="thin",color="FF000000"),
top=Side(border_style="thin", color="FF000000"),
bottom=Side(border_style="thin", color="FF000000'),
diagonal=Side(border_style="thin", color="FF000000"),

diagonal_direction=0,
outline=Side(border_style="thin", color="FF000000"),

vertical=Side(border_style="thin",color="FF000000"),
horizontal=Side(border_style="thin", color="FFO00000')

selffile_view_result = [| # ItLLHL XHZ

self.cell_ row = 1

self.cell_line = 1
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selfsave_len = self.cell_row

self.retranslateUi(Form)
QtCore.QMetaObject.connectSlotsByName(Form)

selfstart_button.clicked.connect(self.start)
self.cancle_button.clicked.connect(self.cancle)
selfFile_search_button.clicked.connect(self-file_search)

self.File_start_button.clicked.connect(self.file_search_start)

self.all_check.stateChanged.connect(self.allcheck)
selfwindow_check.stateChanged.connect(self.checkbox)
selflinux_check.stateChanged.connect(self.checkbox)

self.unix_check.stateChanged.connect(self.checkbox)

def fixing(selfwb,ws): #&I EHer 17
self.cell_row = 1

self.cell_line = 1

for i in range(0, len(self.excell_test)):
ws.cell(row=self.cell_row, column = self.cell_line).value = self.excell_test[i]
ws.cell(row=self.cell_row, column = self.cell_line) fill
PatternFill(patternType="solid',fgColor=Color('FFF612"))
ws.cell(row=self.cell_row, column = self.cell_line).border = self.box

selfcell_line += 1

return wb, ws

4
Hr

def excell_start(selfwb,ws,stack_cell_row,stack_arry): #4444
for j in range(0,5):
if selffile_view_result[stack_arry] == '[AZd &

stack_cell_row = self.cell_row

stack_arry +=1
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while True:
if selffile_view_result[stack_arry] == "[4EH]":
selfsave len = self.cell_row
self.cell_row = stack_cell_row
self.cell_line += 1
stack_arry +=1
break

ws.cell(row = selfcell_row, column = self.cell_line).value =
selffile_view_result[stack_arry]
ws.cell(row= self.cell_row, column = self.cell_line).border = self.box
self.cell_row += 1
stack_arry +=1
if selffile_view_result[stack_arry] == "[&d 7|&]"

stack_arry += 2

if self.file_view_result[stack_arry] == "[F|<]"

stack_arry +=1

ws.cell(row = self.cell_row, column = self.cell_line).value =
selffile_view_result[stack_arry]
if selfcell_line ==
stack_arry +=1
break
else :
self.cell_line += 1

stack_arry +=1

for i in range(0, len(self.excell_merge)):
ws.merge_cells(start_row = selfcell_row, start_column=int(self.excell_mergeli]),

end_row = selfsave_len-1, end_column= int(self.excell_mergeli]))

for i in range(self.cell_row, self.save_len):
for j in range(0, len(self.excell_merge)):
ws.cell(row= i, column = int(self.excell_merge[j])).border = self.box
ws.cell(row= i, column = int(self.excell_merge[j])).alignment =

Alignment(vertical="center’)
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ws.freeze_panes = 'A2'

return wb,ws,stack_cell_row,stack_arry

def linux_unix(selfwb,ws,stack_cell_row,stack_arry,file_name, file_dir_num):
#I12 QlofA O[F| AlNStE RE

view_list_name = []

linux_report_name= file_name%(str(file_dir_num))

view_list_name.append(linux_report_name.split('/"))

view_len = len(view_list_name[0])

selfing_list.insertPlainText(view_list_name[0][view_len-1]+"#n")

report = codecs.open(linux_report_name, "r", "utf-8")

while True:
linux_report = report.readline()

selffile_view_result.append(linux_report[:-1].strip())

if not linux_report:
break

report.close()

nx
=
ol
e}
°Q
O
rr
4
AT

self.excell_start(wb,ws,stack_cell_row,stack_arry) #<!

self.cell_row = selfsave_len
1

self.cell_line
stack_arry = 0

selffile_view_result = []

return wb,ws,stack_cell_row,stack_arry

def file_search(self):
fname = QFileDialog.getOpenFileName()
selffile_view.insertPlainText(fname[0]+"#n")

self.file_name_save.append(fname[0])
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def file_search_start(self):

wb = Workbook()

ws = wb.active

self.fixing(wb,ws)

wb.save('file_search.xlsx")

wb.close()

def allcheck(self):
if self.all_check.isChecked()==True:
selfwindow_check.setChecked(True)
selflinux_check.setChecked(True)

self.unix_check.setChecked(True)

def checkbox(self):

if selfwindow_check.isChecked() == False or selflinux_check.isChecked() == False or
self.unix_check.isChecked() == False:
self.all_check.setChecked(False)

if selfwindow_check.isChecked() == True and selflinux_check.isChecked() == True and
self.unix_check.isChecked() == True:
selfall_check.setChecked(True)

def start(self):
if selfwindow_check.isChecked()==True:
selfwindow()
else:

pass

if self.linux_check.isChecked()==True:

self.linux()
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else:

pass

if self.unix_check.isChecked()==True:
self.unix()
else:

pass

def cancle(self):

sys.exit()

def window(self): #2 =2 ¢

self.file_view_result = []

wb = Workbook()

ws = wb.active

selffixing(wb,ws) #%IEHel 17"

self.cell_line = 1

self.cell_row += 1
stack_cell_row = 0
selfsave_len = self.cell_row
stack_arry = 0

window_report_name = "C:/Users/moonho/Desktop/Z /2| £ E /window/%s"

file_dir_num = os.listdir('C:/Users/moonho/Desktop/Z Zt/2| 2 E /window')

file_dir_len = len(file_dir_num)
for ran in range(0,file_dir_len):
#I}Y QlO{Af O[H| AlZi3ls 2

view_list_name = []

window_report_result = window_report_name%(str(file_dir_num[ran]))
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print(window_report_result)

view_list_name.append(window_report_result.split('/"))
view_len = len(view_list_name[0])
selfing_list.insertPlainText(view_list_name[0][view_len-1]+"#n")

report = codecs.open(window_report_result, "r", "utf-8")

while True:
window_report = report.readline()

selffile_view_result.append(window_report[:-1].strip())

if not window_report:
break

report.close()

selfexcell_start(wb,ws,stack_cell_row,stack_arry) #4& & %

self.cell_row = selfsave _len
self.cell_line = 1
stack_arry = 0

selffile_view_result = ]

wb.save('window.xlIsx')

wb.close()

def linux(self):

self.file_view _result = ]

wb = Workbook()

ws = wb.active

selffixing(wb,ws) # EH2F 1074

self.cell_line = 1

self.cell_row += 1

stack _cell_ row = 0

of

OHL
rr

alis

A
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selfsave_len = self.cell_row

stack_arry = 0

os.listdir('C:/Users/moonho/Desktop/Z& %t /2| Z E /linux')

file_dir_len = len(file_dir_num)

file_dir_num

for file_num in range(1,file_dir_len):
file_name = "C:/Users/moonho/Desktop/Z %/2| & E/linux/%s"

selflinux_unix(wb, ws, stack_cell_row, stack_arry, file_name, file_dir_num([file_num])

whb.save('linux.xlsx")

wb.close()

def unix(self):

self.file_view_result = []

wb = Workbook()

ws = wb.active

selffixing(wb,ws) #%IEHel 17"

self.cell_line = 1

self.cell_row += 1

stack_cell_row = 0

selfsave_len = self.cell_row

stack_arry = 0

file_dir_num = os.listdir('C:/Users/moonho/Desktop/Z 2} /2] & E /linux')

file_dir_len = len(file_dir_num)
for file_num in range(1,file_dir_len):
file_name = "C:/Users/moonho/Desktop/Z %/2| 2 E/linux/%s"

selflinux_unix(wb, ws, stack_cell_row, stack_arry, file_name, file_dir_num([file_num])

wb.save('unix.xIsx')

wb.close()

def retranslateUi(self, Form):
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_translate = QtCore.QCoreApplication.translate
Form.setWindowTitle(_translate("Form", "Form"))
selfwindow_check.setText(_translate("Form", "I E=2")
selflinux_check.setText(_translate("Form", "2|52"))
self.unix_check.setText(_translate("Form", "S5 A")
selfall_check.setText(_translate("Form", "ALL"))
selfstart_button.setText(_translate("Form", "Start"))
self.cancle_button.setText(_translate("Form", "Cancle"))
self.File_search_button.setText(_translate("Form", "File_search"))

self.File_start_button.setText(_translate("Form", "File_Start"))

if _name__ =="_main_":
app = QtWidgets.QApplication(sys.argv)
Form = QtWidgets.QWidget()

ui = Ui_Form()

ui.setupUi(Form)

Form.show()

sys.exit(app.exec_())

5-1-2. Windows

<Windows Server GUI>

Gui, New

GUI,Submit,nohide

Gui, color, 000000

Gui, Font, bold

Gui, Font, s15

Gui, Add, GroupBox, x15 y15 w420 h280 CFF0000, Vulnerability Check System

Gui, Font, s13
Gui, Add, GroupBox, x80 y55 w303 h155 CFFFFFF, Choose Option

btnHelp = x95 y85 w130 h60 cwhite
Gui, Font, bold
Gui, Font, S11
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Gui, Add, Button, %btnHelp%, Inspect

Gui, Font, S11

Gui, Add, Button, x238 y85 w130 h60, Result
Gui, Add, Button, x95 y155 w90 h40, Readme
Gui, Add, Button, x187 y155 w90 h40, Info
Gui, Add, Button, x279 y155 w90 h40, Exit

Gui, Add, Picture, x25 y252 w110 h40, ./logo.bmp

Gui, Font, s13

Gui, Add, Text, x330 y275 w100 h15 CEEEEEE, Team N2TG
Gui, Show, w1 y1 w450 h310, Vulnerability Check System_v1.0
Gui, +ToolWindow

return

ButtonInspect:

GUI, New

GUI, Submit, Nohide

Gui, Color, 000000

Gui, Font, bold

Gui, Add, GroupBox, x5 y5 w110 h290 cFF0000 , Setting

Gui, Font, bold

Gui, Add, GroupBox, x5 y20 w110 h275 cFFO000, Version

Gui, Add, CheckBox, x10 y40 w100 h20 vh1 cEEEEEE, windows2008
Gui, Add, CheckBox, x10 y66 w100 h20 vh2 cEEEEEE, windows2010
Gui, Add, CheckBox, x10 y92 w100 h20 vh3 cEEEEEE, windows2012

Gui, Font, bold

Gui, Add, GroupBox, x5 y122 w110 h173 cFFO000, Selection

Gui, Add, CheckBox, x10 y144 w100 h20 vh4 cEEEEEE, ACCOUNT
Gui, Add, CheckBox, x10 y170 w100 h20 vh5 cEEEEEE, SERVICE
Gui, Add, CheckBox, x10 y196 w100 h20 vh6 cEEEEEE, PATCH
Gui, Add, CheckBox, x10 y222 w100 h20 vh7 cEEEEEE, LOGGING
Gui, Add, CheckBox, x10 y248 w100 h20 vh8 cEEEEEE, SECURITY

Gui, Add, Button, x18 y270 w88 h20 gstart, Inspect start
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Gui, Add, Text, x105 y388 w55 h15 CEEEEEE, Team N2TG
Gui, Show, w1 y1 w135 h300, Vulnerability Check System

return

ButtonlInfo:

Gui, New

Gui, submit, Nohide

Gui, Color, 000000

Gui, Font, bold

Gui, Font, S11

Gui, Add, Text, x10 y10 w180 h20 CEEEEEE, [Profile]

Gui, Add, Text, x20 y32 w140 h20 CEEEEEE, -Team : N2TG

Gui, Add, Text, x20 y51 w300 h20 CEEEEEE, -Name : Hyun Su Son, Seung Ha Yoo
Gui, Add, Text, x20 y70 w320 h20 CEEEEEE, -Department : Information Security
Gui, Add, Text, x20 y89 w250 h20 CEEEEEE, -E-mail : gustn4203@naver.com
Gui, Add, Text, x95 y108 w160 h20 CEEEEEE, seungha06@nate.com

Gui, Show, w1 y1 w350 h130, Team.N2TG

return

start:

GUI, Submit, Nohide

if(h1 = 1)

if(h4=1 &8& h5=1 && h6=1 && h7=1 && h8=1){
run total.bat, #w08

}

else{

if(h4="1){
run 1_account, .#w08

}

if(h5=1){
run 2_service.bat, w08

}
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if(h6=1){
run 3_patch.bat, .#w08
}

if(h7=1){
run 4_log.bat, #w08
}

if(h8=1){
run 5_security.bat, .Ww08
}

if(h2 = 1){

if(h4=1 && h5=1 && h6=1 && h7=1 && h8=1){
run total.bat, #w10

}

else{
if(h4=1){
run 1_account.bat, #Ww10

}

else{
if(h5=1){
run 2_service.bat, w10

}

if(h6=1){
run 3_patch.bat, #w10
}

if(h7=1){
run 4_log.bat, Ww10
}
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if(h8=1){
run 5_security.bat, Ww10
}

if(h3 = 1)

if(h4=1 &8& h5=1 && h6=1 && h7=1 && h8=1){

run total.bat, .Ww12
}

else{
if(h4=1){
run 1_account.bat, w12

}

if(h5=1){
run 2_service.bat, w12

}

if(h6=1){
run 3_patch.bat, .#w12
}

if(h7="1){
run 4_log.bat, #w12
}

if(h8=1){

run 5_security.bat, .Ww12
}

msgbox,t,clear
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return

ButtonResult:
GUI, Submit, Nohide
run W

return

ButtonReadme:
run , Wreadme.txt
GUI, Submit, Nohide

ButtonExit:
Gui, Submit, Nohide
exitapp

return

<Windows Server 2012 batch - Account>

= W12-01 administrator A& HZ

@echo off

set ROOT_PATH=%CD%

set CURRENT_PATH=%~dp0

set FILENAME=result_%~n0.txt

set ETC_PATH=%CURRENT_PATH%. #fetc

set RESULT="%CURRENT_PATH%%FILENAME%"

echo [W12-01]>>%RESULT%

echo Administrator A& =l (&)>> %RESULT%

echo [E# ¥&]>>%RESULT%
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echo ## administrator A8 FE& Z3| ## >> %RESULT%
net user | findstr /V "account ---- command" >> %RESULT%

net user | findstr /V "account ---- command" | findstr /I "administrator"

echo [&Ef]>>%RESULT%
If %errorlevel% == 0 echo F|2>>%RESULT%
If Not %errorlevel% == 0 echo ¥Z>> %RESULT%

echo [B& 7|F]>>%RESULT%

echo [¥FZ]>>%RESULT%
echo =9 7|2 Z2|Xt AEYH administrator EX|SIX| LS >> %RESULT%

echo [F2]>>%RESULT%
echo 2129 7|2 &2|Xt AHHEH administrator ZXHE >> %RESULT%

<Windows Server 2012 batch - Log>

=~ W12-57 29| M7|X HAE 49l 27
@echo off

set ROOT_PATH=%CD%

set CURRENT_PATH=%~dp0

set FILENAME=result_%~n0.txt

set ETC_PATH=%CURRENT_PATH%. Wetc

set RESULT="%CURRENT_PATH%%FILENAME%"

echo [W12-57]>>%RESULT%

echo Z21°| M7|& HE U EI(&H)>> %RESULT%
CHHRHHHHBHHHRBHHHRRH RS ETC LY N D ##### 4 4R H B RS HH RS R

set RESOURCE="%ETC_PATH%%#command_secedit_export_cfg.txt"

if not exist %RESOURCE% (
secedit /export /cfg "%RESOURCE%"

- 34 -



R i

echo [H4d &&1>>%RESULT%

echo ## HOMAHE ZAFEHM ## >> %RESULT%

type %RESOURCE% | findstr /I /C:"audit" | findstr /I /V "machine ea system object process" >>
%RESULT%

type %RESOURCE% | findstr /I /C:"audit" | findstr /I /V "machine ea system object process"
findstr /I /C:"AuditLogonEvents = 0"

if %errorlevel% == 0 (goto :result)

type %RESOURCE% | findstr /I /C:"audit" | findstr /I /V "machine ea system object process"
findstr /I /C:" AuditPrivilegeUse = 0"

if %errorlevel% == 0 (goto :result)

type %RESOURCE% | findstr /I /C:"audit" | findstr /I /V "machine ea system object process"
findstr /I /C:"AuditPolicyChange = 0"

if %errorlevel% == 0 (goto :result)

type %RESOURCE% | findstr /I /C:"audit" | findstr /I /V "machine ea system object process"
findstr /I /C:"AccountManage = 0"

if %errorlevel% == 0 (goto :result)

type %RESOURCE% | findstr /I /C:"audit" | findstr /I /V "machine ea system object process"
findstr /I /C:"AuditDSAccess = 0"

if %errorlevel% == 0 (goto :result)

type %RESOURCE% | findstr /I /C:"audit" | findstr /I /V "machine ea system object process"
findstr /I /C:"AuditAccountLogon = 0"

if %errorlevel% == 0 (goto :result)

‘result
echo [&EH]>>%RESULT%
if %errorlevel% == 0 echo %> >%RESULT%
if not %errorlevel% == 0 echo &= >> %RESULT%

echo [B& 7|F]>>%RESULT%

echo [¥Z]>>%RESULT%
echo 22 OHIE, AF 202 O|HE, M HE: d5/41f ZAH3)>> %RESULT%
echo AE 22|, ClAE2| MH|A AN, Hot AFE: AT ZANR)>> %RESULT%

echo [F 2> >%RESULT%
echo O|HIEQ| CHot ZAF HHO| |0 UK Y2 Z2(0)>> BRESULT%
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<Windows Server 2012 batch - Patch>

= W12-55 X|4l HOT FIX7} M &
@echo off

set ROOT_PATH=%CD%

set CURRENT_PATH=%~dp0

set FILENAME=result_%~n0.txt

set ETC_PATH=%CURRENT_PATH%. Wetc

set RESULT="%CURRENT_PATH%%FILENAME%"

echo [W12-55]>>%RESULT%

echo X4 HOT FIX H& (&)>> %RESULT%

SHHHHHHHHHHAAAAAAAAAARR ETC LY N3 44
set RESOURCE="%ETC_PATH%*tcommand_wmic_gfe_get_hotfixid.txt"

if not exist %RESOURCE% (
wmic gfe get HotFixID,Description,InstalledOn > %RESOURCE%

)
B i

echo [HA #&>>%RESULT%
echo ## HEX[El hotfix & ## >> BRESULT%
type %RESOURCE% >> %RESULT%
type %RESOURCE% | findstr /C:"1/1"
echo [AEH]>>%RESULT%
If %errorlevel% == 0 echo F2>>%RESULT%

If Not %errorlevel% == 0 echo ¥Z>> %RESULT%

echo [B4 7|&E]>>%RESULT%

echo [¥Z]>>%RESULT%
echo X[ 670 & O|Lf hotfix AX[O|Z0] EXH&t>> %RESULT%

echo [F2]>>%RESULT%
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echo |2 hotfix AX| 0|20| 67f&S Z1tet>> %RESULT%

<Windows Server 2012 batch - Security>

S W12-W62 BiAl mZ 28 AMX]
@echo off

set ROOT_PATH=%CD%

set CURRENT_PATH=%~dp0

set FILENAME=result_%~n0.txt

set ETC_PATH=%CURRENT_PATH%. #fetc

set RESULT="%CURRENT_PATH%%FILENAME%"

echo [W12-62]>>%RESULT%
echo Al T2 3 HX|(&)>> %RESULT%

SHHHHHHE ETC K| 2 #3H A
set RESOURCE="%ETC_PATH%¥command_net_start.txt"

if not exist %RESOURCE% (
net start > %RESOURCE%

)
CHH R R AR R R AR R R A

echo [B4 o&1>>%RESULT%
echo ## WA DT Z T2 O] ##
type %RESOURCE% | findstr /I "virus anti alyac hauri ahn v3 mcafee escan"

if not errorlevel 1 set check="running'

if errorlevel 1 set check="stop"

if Icheck!=="stop" (

set check_exe="null"
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if Icheck!=="running" (
if not exist "net start" (
echo debug : §13&
set check_exe="dddd" >>%RESULT%

echo debug: Icheck_exe!)

)
echo debug %check%

echo debug %check_exe%

if %check%=="stop" (

echo debug: disable

echo HiAMO| =X SIX| U2 >> %RESULT%

) else (

if exist "%ETC_PATH%" (

type %RESOURCE% | findstr /I "virus anti alyac hauri ahn v3 mcafee escan”

>>%RESULT%

)

)
type %RESOURCE% [findstr /I "virus anti alyac hauri ahn v3 mcafee escan"

echo [AFEH]>>%RESULT%
if %errorlevel% == 0 echo "¥Z" >>%RESULT%
if not %errorlevel% == 0 echo "% "> >%RESULT%

echo [B& 7|F]>>%RESULT%

echo [FZ]>>%RESULT%
echo #A10| X0 ASZ >> %RESULT%

echo [F2]>>%RESULT%
echo HA10| MX|Z|O| /UX| S >> %RESULT%

<Windows Server 2012 batch - Service>

tW12-19 S7 dot & A 8A OF 23

@echo off
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set ROOT_PATH=%CD%

set CURRENT_PATH=%~dp0

set FILENAME=result_%~n0.txt

set ETC_PATH=%CURRENT_PATH%. #etc

set RESULT="%CURRENT_PATH%%FILENAME%"

echo [W12-19]>> %RESULT%

echo 3% Ast U ALX 38 AH (2h>> %RESULT%

cHHHE R ETC OHY N3 ############ 1 HH
set RESOURCE="%ETC_PATH%¥command_net_share.txt"

if not exist %RESOURCE% (
net share > %RESOURCE%

set TEMP_FILE="%ETC_PATH%Wtemp_command_net_share.txt"

type %RESOURCE% | findstr /I "W $" > %TEMP_FILE%
CHUHHABHHHBHHH BB HH BB H BB HHBHHH BB FH AR HH BB HH BB HH S

echo [H& &1>>%RESULT%
echo ## S 320 =& ## >> %RESULT%
type %TEMP_FILE% >> %RESULT%
echo. >> %RESULT%
echo ## SFZC AY =0l ## >> %RESULT%
net share test |findstr /V "completed" >> %RESULT%
net share test |findstr /V "completed" |findstr /I /C:"everyone, full"
echo [JEN]>> %RESULT%
if %errorlevel% == 0 echo "#| 2" >>%RESULT%

if not %errorlevel% == 0 echo "¥Z" >> %RESULT%

echo [B& 7|&F]>> %RESULT%
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echo [¥F=]>> %RESULT%
echo SHFELO0| everyoneOf CHoE HPHO| EXSHX| QS >> %RESULT%

echo [F2]>> %RESULT%
echo SFZL0| everyonelf Ciet #Tto| EXHE >> %RESULT%

5-1-3. Linux

<CentOS GUI>

#!/bin/sh

ACCOUNT=(1 "AHl Z2|" "account" "Account Management" 8)
FILESYSTEM=(2 "It A[AE" "filesystem" "filesystem" 16)
SERVICE=(3 "HIE®/3 MH|A" "service" "Network Service" 9)
LOGGING=@4 "2 22|" "logging" "Log Management" 2)

ETC=(5 "2 S8 M7" "etc" "application settings" 7)
PATCH=(6 "t T§X|" "patch" "Security Patches" 1)

TAB="wt"

function bar()

{

PRINT_BAR="expr $PRINT_BAR + $PERCENT"

echo /bin/echo " " | dialog --backtitle "© 2018 HYEBEEN. all rights reserved." --title
"Vulnerability Check system" --gauge "Wn¥#n¥n Loading..." 15 30 "$PRINT_BAR"

}

function range_num()

{
NUM=""

foriin $(seq $1)
do
if [ $i -ge 10]
then
NUM="$NUM""§i"" "
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else
NUM="$NUM""0""§i"" "
fi

done

function item_check()

echo "Z—=z—==========================" "$1""

range_num $4

for FILE_COUNT in $NUM

do
${3}/${3}_${FILE_COUNT}.sh
cat ${3}/result_${3}_${FILE_COUNT}.txt >> ${RESULT}
echo "" >> ${RESULT}
bar $1 $2
sleep 1
if [ $FILE_COUNT -eq ${4} ]
then
continue
fi
€ChO Moo e
${RESULT}
echo "" >> ${RESULT}
done

function start_check()

{

PRINT_BAR=0
RESULT="$(dirname "$0")/result/result_$(date '+%y-%m-%d").txt"
rm -r "$RESULT"

for ITEM in $CHECKED _ITEM
do
case $ITEM in

IIII$2"
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1)

item_check

"${ACCOUNT[2]}" "${ACCOUNTI[4]}"

2)

item_check

"${FILESYSTEMI[2]}" "${FILESYSTEM[4]}"

3)

item_check "${SERVICE[O]}"

"${SERVICE[4]}"

4)

item_check

"${LOGGING[2]}" "${LOGGINGI[4]}"

"${ACCOUNTI[O]}"

"${FILESYSTEMI[O]}"

"${SERVICE[1]}"

"${LOGGING[O]}"

"${ACCOUNT[1]}"

"${FILESYSTEM[1]}"

"${SERVICE[2]}"

"${LOGGING[1]}"

5)
item_check "${ETC[O]}" "${ETC[11}" "${ETC[2]}" "${ETC[4]}"
6)
item_check  "${PATCH[O]}"  "${PATCH[1]}"  "${PATCH[2]}"
"${PATCH[4]}"
esac
done
dialog --backtitle "© 2018.HYEBEEN.all rights reserved." --msgbox "Wn#n

complete!" 10 30
}

function get_percent()

{
TOTAL_NUM=0

for ITEM in $CHECKED_ITEM
do
case $ITEM in

1)

#PERCENTE T#517| @Ig A 2t 7517

TOTAL_NUM="expr $TOTAL_NUM + ${ACCOUNTI[4]}’
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2)
TOTAL_NUM="expr $TOTAL_NUM + ${FILESYSTEM[4]}

"

3)

TOTAL_NUM="expr $TOTAL_NUM + ${SERVICE[4]}
4)

TOTAL_NUM="expr $TOTAL_.NUM + ${LOGGING[4]}
)

TOTAL_NUM="expr $TOTAL_NUM + ${ETC[4]}
6)

TOTAL_NUM="expr $TOTAL_NUM + ${PATCH[4]}'
esac

done

PERCENT="expr 100 / $TOTAL_NUM"

function first_menu()
{
#Jdeds =9
CHECKED_ITEM=$(dialog --backtitle "© 2018.HYEBEEN.all rights reserved." --title
"Vulnerability Check system" --checklist "
Please select items to check." 15 55 6 "${ACCOUNTIO]}" "${ACCOUNT[3]}" off ${FILESYSTEMI[O]}
"${FILESYSTEM[3]}" off "${SERVICE[O]}" "${SERVICE[3]}" off "${LOGGING[O0]}" "${LOGGING[3]}" off
"${ETCIO]}" "${ETC[3]}" off "${PATCH[O]}" "${PATCH[3]}" off 2>&1 >/dev/tty)

if [ -n "$CHECKED_ITEM" ]
then
#bar2| percent75}7|

get_percent

#7of Hd AlH

start_check
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fi

function print_report()
{
FILE=$(dialog --backtitle "© 2018.HYEBEEN.all rights reserved." --stdout --title
"Vulnerability Check system" --fselect ./result/ 14 48)
dialog --backtitle "© 2018.HYEBEEN.all rights reserved." --textbox $FILE 80 80

function print_info()
{
dialog --backtitle "© 2018.HYEBEEN.all rights reserved." --title "Vulnerability Check

system" --msgbox "

[Profile]

= Name : Hye Been Lee

= Team : N2TG

= Univ : Joonbu University

= Major : Information Security
= Birth : 1996.01.11

= Blog : itlearner.tistory.com

= E-mail : v_.v111222@nate.com

If you have any question, contact me." 20 43

}

function main_menu()
{

#main menu =

SELECTED_MENU=$(dialog --backtitle "© 2018.HYEBEEN.all rights reserved." --title
"Vulnerability Check System" --menu "#n Joongbu univ(Team N2TG)" 19 45
10 "1" "Vulnerability Check" "2" "Report" "3" "Info" "4" "Exit" 2>&1 >/dev/tty)

#MEHSE menu N2
if [ "$SELECTED_MENU" == "1" ]
then
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first_menu
elif [ "$SELECTED_MENU" == "2"]
then

print_report

elif [ "$SELECTED_MENU" == "3"]
then

print_info
fi

function main()

{
while [[ "$SELECTED_MENU" != "4" ]]
do
main_menu
done
clear
}
main

<CentOS Script - Account>

#1/bin/sh
#U-10 =223 AE A
F_NAME="$(dirname $0)/result_$(basename $0 | sed 's/.sh//").txt"

##### N = %Eﬁ HHHHH
echo "[LCv7-1.01]" > ${F_NAME}
echo "Default A’S AfAl (&h" >> ${F_NAME}

##### B A SS###a#

echo "[Hd & >> ${F_.NAME}

echo "1. /etc/passwdIt 29| Default AE S " >> ${F_NAME}

RESULT=$(cat /etc/passwd | egrep

- 45 -




"adm|lp|sync|shutdown|halt|news|uucp|operator|games|gopher|nfsnobody|squid")
if [ -z "$RESULT" ]

then

echo "Default A7H0| AZ" >> ${F_NAME}
else

echo "$RESULT" >> ${F_NAME}
fi

#H#### AE| S #a###

echo "[&EH]" >> ${F_ NAME}

RESULT=9$(cat /etc/passwd | egrep
"admllp|sync|shutdown|halt|news|uucp|operator|games|gopher|nfsnobody|squid™:q | awk -F
“{print ¥$1}")

if [ -n "$RESULT" ]

then

echo "F|2" >> ${F_NAME}
else

echo "¥Z" >> ${F_NAME}
fi

papps B J|E S pasnh

echo "[BEZ& Z|&E]" >> ${F_NAME}

echo "[¥Z]" >> ${F_NAME}

echo "2 282%t AE0| EXSHX| %= E2" >> ${F_.NAME}
echo "[F]" >> ${F_NAME}

echo "2 282t AE0| EXSts EF" >> ${F_NAME}

—

<CentOS Script - Etc>

#1/bin/sh
F_NAME="$(dirname $0)/result_$(basename $0 | sed 's/.sh//").txt"
#HHE K2 2 ppans

echo "[LCv7-5.01]" > ${F_NAME}
echo "Anonymous FTP H|Zd3} (&)" >> ${F_NAME}
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###4# DY SlZ S p##u#

echo "[Ed A" >> ${F_NAME}

echo "1. Default FTPE At&3t= Z2" >> ${F_NAME}

echo "1-1. ftpEE= anonymous A&2| =X K &" >> ${F_NAME}
DEFAULT=$(awk -F ":" '$1=="anonymous" {print $0}' /etc/passwd)
DEFAULT=$DEFAULT"

"$(awk -F " '$1=="ftp" {print $0}' /etc/passwd)

echo "$DEFAULT" >> ${F_NAME}

echo "2. ProfFTP & AtE3t= 82" >> ${F_NAME}

echo "2-1. ftp=E+& anonymous A8l EX O{&F" >> ${F_NAME}
PROFTP=$(awk -F ":" '$1=="ftp" {print $0}' /etc/passwd)

echo "$PROFTP" >> ${F_NAME}

echo "3. vsFTPE ALE%t= 82" >> ${F_NAME}
if [ -e "/etc/vsftpd/vsftpd.conf" ]
then
echo "3-1. /etc/vsftpd/vsftpd.conf Tt A" >> ${F_NAME}
VSFTP=$(sed -n '/anonymous_enable=[YES|NO]/p' /etc/vsftpd/vsftpd.conf)
elif [ -e "/etc/vsftpd.conf" |
then
echo "3-1. /etc/vsftpd.conf It A" >> ${F_ NAME}
VSFTP=$(sed -n '/anonymous_enable=[YES|NO]/p' /etc/vsftpd.conf)
fi
echo "$VSFTP" >> ${F_NAME}

##### AE| S ga#a#
echo "[&EH]" >> ${F_NAME}
RESULT="Y="

#Default FTP A"
DEFAULT=$(echo "$DEFAULT" | tr -d ' ")
if [ -n "$DEFAULT" ]
then
RESULT="3| 2"
fi

#ProFTP HQ"
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DEFAULT=$(echo "$PROFTP" | tr -d ' )
if [ -n "$PROFTP" ]
then
RESULT="3| 2"
fi

#vsFTP HE"
if [ "$VSFTP" == "anonymous_enable=YES" ]
then
RESULT="3&f"
fi

echo "$RESULT" >> ${F_NAME}

whpat DA 7|E S papss

echo "[B& 7IE]" >> ${F_NAME}

echo "[¥Z]" >> ${F_NAME}

echo "Anonymous FTP (Y% ftp) E&= AtLtst 22" >> ${F_NAME}
echo "[F2F]" >> ${F_NAME}

echo "Anonymous FTP ( 23 ftp) &S AFESHA] @2 2" >> ${F_NAME}

<CentOS Script - Filesystem>

#1/bin/sh
# U-32 UMASK &7 2tz
F_NAME="$(dirname $0)/result_$(basename $0 | sed 's/.sh//").txt"

##### N2 %Ej, HHHHH
echo "[LCv7-2.01]" > ${F_NAME}
echo "AF2 Xt UMASK(User MASK) A& (sh" >> ${F_ NAME}

##### B A ESS###a#

echo "[E & AHL" >> ${F_ NAME}

echo "1. /etc/profiledt 22| SUID2}t SGIDAEE" >> ${F_NAME}

PROFILE_UMASK=$(cat /etc/profile | grep -i umask | sed -n "s/" *#W(umask¥s[0-9]1%W)/W1/p")
echo "$PROFILE_UMASK" >> ${F_NAME}
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echo "2. /etc/bashrcIt @ 2| SUID2}t SGIDEE" >> ${F_NAME}
BASHRC_UMASK=$(cat /etc/bashrc | grep -i umask | sed -n "s/" . *W(umaskWs[0-9]%W)/W1/p")
echo "$BASHRC_UMASK" >> ${F_ NAME}

echo "3. umask EYO &Ql" >> §{F_NAME}
UMASK=$(umask)
echo $UMASK >> ${F_ NAME}

#HHHHH ME Z S
echo "[E]" >> ${F_NAME}
RESULT="&="

function get_result(){

foriin {0.2}
do
if [ ${i} -eq 0]
then
if [ ${1:${i}:1} -gt 0]
then
RESULT="7 °f"
fi
fi
if [ ${i} -eq 1]
then
if [ ${1:${i}:1} -gt 21
then
RESULT="%{f"
fi
fi
if [ $i} -eq 2]
then
if [ ${1:${ix:1} -gt 21]
then
RESULT="%|&f"
fi
fi

done
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get_result $(echo $PROFILE_UMASK | awk -F ' ' "{print #$2}")
get_result $(echo $PROFILE_UMASK | awk -F ' ' "{print #$4}")
get_result $(echo $BASHRC_UMASK | awk -F ' ' "{print #w$2}")
get_result $(echo $BASHRC_UMASK | awk -F " ' "{print W$4}")
get_result ${UMASK:1:3}

echo $RESULT >> ${F_NAME}

##### DA 7| S ###44#

echo "[Ed 7IE]" >> ${F_.NAME}

echo "[¥Z]" >> ${F_ NAME}

echo "/etc/profile EE& /etc/bashrc IO UMASK Zr0] 022 O|gt2 HFHE ZL" >»>
${F_NAME}

echo "[F 2" >> ${F_NAME}

echo "/etc/profile EE= /etc/bashrc L0 UMASK 2t0| 022 O|st2 MHHPEX] E2" >>
${F_NAME}

<CentOS Script - Logging>

#!/bin/sh

F_NAME="$(dirname $0)/result_$(basename $0 | sed 's/.sh//").txt"

Ha N2 B g
echo "[LCv7-4-01]" > ${F_NAME}
echo "A|&E 23 2F ()" >> ${F_NAME}

##### T A S S#####

echo "[H4 &]" >> ${F_NAME}

echo"1. 21 7|5 % =7 AFY" >> ${F_NAME}
echo "2 7|= X D|=8" >> §{F_NAME}

s MNE| S pppan
echo "[&EH]" >> ${F_NAME}
RESULT="7{f"

echo $RESULT >> ${F_NAME}
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##### DG 7| == #####

echo "[E& 7I&]" >> ${F_NAME}

echo "[¥Z]" >> ${F_ NAME}

echo "2 7|& FMO| FHof et A0 =80 Us E2" >> ${F_NAME}

echo "[F2]" >> ${F_NAME}

echo "2 7|= X 0|8, £ Mo w2t dEE0f UK F2 BLR" >> ${F_NAME}

<CentOS Script - Patch>

#1/bin/sh
F_NAME="$(dirname $0)/result_$(basename $0 | sed 's/.sh//").txt"
bt |2 2 gasas

echo "[LCv7-6-01]" > ${F_NAME}
echo "22t T{X| HE (F)" >> ${F_NAME}

###4# MA ._4% %EJ‘#####
echo "[A4 H&E" >> ${F_NAME}

echo "1.QIHRE &3l F7[Hez 22 IjX| & OF =" >> ${F_NAME}
echo "F7|H2=z Hot I{X| H&" >> ${F_NAME}

#HHHH AE Z S
echo "[&EH]" >> ${F_NAME}
RESULT="&="

echo $RESULT >> ${F_NAME}

##### DA 7| S ###44#

echo "[Hd 7IE]" >> ${F_.NAME}

echo "[¥Z]" >> ${F_NAME}

echo "I{X| & JMS +HIH F7|H22 IjX|Z 2|5t U= EL" >> ${F_NAME}
echo "[F2f]" >> ${F_NAME}

echo "I X| HE S FEOHA| FL FI|H2= WXL E oHX] He B2" >> ${F_NAME}

LS

<Kali GUI>

#include "mainwindow.h"
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#include "ui_mainwindow.h"
#include <QFile>

#include <QTextStream>
#include <QMessageBox>
#include <QProcess>
#include <time.h>

#include <math.h>

MainWindow::MainWindow(QWidget *parent) :
QMainWindow(parent),

ui(new Ui:MainWindow)

ui->setupUi(this);
ui->StartButton->setEnabled(false);

}

int p_value = 0;

bool task_stop = 0;
bool chk_account;

bool chk_file;

bool chk_network;

bool chk_log;

bool chk_app;

bool chk_patch;

MainWindow::~MainWindow()
{
delete uij;
}
void MainWindow::chk_start()
{
ui->StartButton->setEnabled(p_max>0);
}
void MainWindow::reset()
{
ui->cb_account->setChecked(false);
ui->cb_filesystem->setChecked(false);

ui->cb_network->setChecked(false);
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ui->cb_log->setChecked(false);
ui->cb_app->setChecked(false);
ui->cb_patch->setChecked(false);
p_max = 0;
ui->CheckButton->setEnabled(true);
ui->cb_account->setEnabled(true);
ui->cb_filesystem->setEnabled(true);
ui->cb_network->setEnabled(true);
ui->cb_log->setEnabled(true);
ui->cb_app->setEnabled(true);
ui->cb_patch->setEnabled(true);
chk_start();

}

void MainWindow::on_CheckButton_clicked()

{

if(p_max > 0)

{
ui->cb_account->setChecked(false);
ui->cb_filesystem->setChecked(false);
ui->cb_network->setChecked(false);
ui->cb_log->setChecked(false);
ui->cb_app->setChecked(false);
ui->cb_patch->setChecked(false);
p_max = 0;

}

else

{

ui->cb_account->setChecked(true);

chk_account = true;

ui->cb_filesystem->setChecked(true);

chk_file = true;

ui->cb_network->setChecked(true);

chk_network = true;

ui->cb_log->setChecked(true);

chk_log = true;

ui->cb_app->setChecked(true);

chk_app = true;
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ui->cb_patch->setChecked(true);
chk_patch = true;

p_max = 44;

}

chk_start();

void MainWindow::on_StartButton_clicked()

{
time_t now_time;
struct tm *now_date;
time(&now_time);

now_date = localtime(&now_time);

QProcess process;
process.startDetached("rm", QStringList()<< "./log");
ui->progressBar->setValue(0);
task_stop = 0;
ui->CheckButton->setEnabled(false);
ui->cb_account->setEnabled(false);
ui->cb_filesystem->setEnabled(false);
ui->cb_network->setEnabled(false);
ui->cb_log->setEnabled(false);
ui->cb_app->setEnabled(false);
ui->cb_patch->setEnabled(false);
ui->StartButton->setEnabled(false);

ui->progressBar->setMaximum(p_max);

QFile file("./log");

if(Ifile.open(QIODevice::ReadWrite| QIODevice:Append))
QMessageBox:information(0,"file info" file.errorString());

QTextStream stream(&file);

stream << asctime(now_date);
stream << "Start Vulnerability Check..."<<endl;
if(chk_account)

{
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stream <<"Start check account..."<<end];

process.startDetached("/bin/sh", QStringList()< < "./debian_script/account/account_01.sh");

stream << "account check finish!"<<endl;

file.close();

file.open(QIODevice::ReadWrite);
ui->textBrowser->setText(file.readAll());

file.close();

file.open(QIODevice::ReadWrite | QIODevice:Append);
stream << "Vulnerability Check finish!"<<endl;
file.close();

file.open(QlODevice::ReadWrite);
ui->textBrowser->setText(file.readAll());

file.close();

ui->progressBar->setValue(1);

reset();

void MainWindow::on_StopButton_clicked()
{
task_stop = 1;

reset();

void MainWindow::on_InfoButton_clicked()

{
QMessageBox:information(0,"Argaon's Info","Major : InformationSecurity &

InformationSecurity S/W¥nServed in Army : InformationSecurity Tech Sergeant 13-2nd#nBoB

7th Security Consulting");

}

void MainWindow::on_cb_account_clicked(bool checked)

{
if(checked)
{
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p_max+=8§;
chk_account = true;
}
if(checked == false)
{
p_max-=8§;
chk_account = false;

}
chk_start();

void MainWindow::on_cb_filesystem_clicked(bool checked)

{

if(checked)

{
p_max+=16;
chk_file = true;

}
if(checked == false)

{
p_max-=16;
chk_file = false;
}
chk_start();

void MainWindow::on_cb_network_clicked(bool checked)
{
if(checked)
{
p_max+=9;
chk_network = true;
}
if(checked == false)
{
p_max-=9;

chk_network = false;
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chk_start();

void MainWindow::on_cb_log_clicked(bool checked)
{
if(checked)
{
p_max+=2;
chk_log = true;
}
if(checked == false)
{
p_max-=2;
chk_log = false;
}
chk_start();

void MainWindow::on_cb_app_clicked(bool checked)
{
if(checked)
{
p_max+=8;
chk_app = true;
}
if(checked == false)
{
p_max-=8§;
chk_app = false;
}
chk_start();

void MainWindow::on_cb_patch_clicked(bool checked)
{

if(checked)

{

p_max+=1;
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chk_patch = true;
}
if(checked == false)
{
p_max-=1;
chk_patch = false;

}
chk_start();

<Kali Script - Account>

#1/bin/sh
LANG=ko_KR.UTF-8

CURRENT_PATH="'dirname $0°

NAME="basename $0°

ETC_PATH="/etc"

RESULT="$CURRENT_PATH/result_$NAME.txt"
ACCOUNT="Ip|uucp|nuucp";

#2|5A B : Debian 7

#74H22| 1.1 Default A1 AHH|

#T QY ESAI|EA|E 25p& D

#ETC It X3 #

#/etcO| A file_passwd.txt Tt S Z==SIC}

if [ -z ${PATH_PASSWD+Xx} ]; then
PATH_PASSWD=/etc/passwd

fi

if [ -r ${ETC_PATH}/file_passwd.txt ]; then

cat ${PATH_PASSWD} > ${ETC_PATH}/file_passwd.txt




fi

echo "[LDv7-1.01]" > ${RESULT} 2>&1

echo "Default AE AfH| (Sh" >> ${RESULT} 2>&1
echo "[HATE]" >> ${RESULT} 2> &1

echo " MK A FF =" >> ${RESULT} 2>&1

cat ${ETC_PATH}/file_passwd.txt | awk -F: '{print $1}' >> ${RESULT} 2>&1

echo "+ 2R AF A **" >> H{RESULT} 2>&1
cat ${PATH_PASSWD} | egrep "lp|uucp|nuucp” | awk -F: {print $1}' >> ${RESULT} 2>&1
echo "[&EH]" >> ${RESULT} 2>&1
if [ -z "'cat ${PATH_PASSWD} | egrep ${ACCOUNT}" [; then
echo "¥=2" >> ${RESULT} 2> &1
elif [ | -z "cat ${PATH_PASSWD} | egrep ${ACCOUNT}" J;  then
echo "F " >> ${RESULT} 2>&1
fi

# echo "¥3" >> ${RESULT} 2> &1

echo "[E& 7I& 1" >> ${RESULT} 2>&1

ot AEOo| EXYSHX] = B2 >> ${RESULT} 2>&1

echo "F|2: 2%t AE0| EXst= B2" >> ${RESULT} 2>&1

echo "+ ZEQot AE HH &=0| 30| Ofd AR, userdel <user_name> 2 AESHY

MHYE FIOTH #**" 55 $(RESULT} 2>&1

echo "¥=: =4

fd
of

<Kali Script - Filesystem>

#1/bin/bash
LANG=ko_KR.UTF-8

CURRENT_PATH="dirname $0°

NAME="basename $0°

ETC_PATH="/etc"

RESULT="$CURRENT_PATH/result_$NAME.txt"

#2|52A HH : Debian 7
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#7822 2.1 AFEXF UMASK(User Mask) &8
#T QB EA7|EAIH 54pFE D

echo "[LDv7-2.01]" > ${RESULT} 2>&1

echo "AF& AL UMASK(User Mask)& 8 ()" >> ${RESULT} 2> &1
echo "[HASE]" >> ${RESULT} 2>&1

UMASK=$(umask)

echo $UMASK >> ${RESULT} 2>&1

echo "[&EH]" >> ${RESULT} 2>&1

function g_result()

{

foriin0123
do
if [ ${i} -eq 0]
then
if [ ${1:${i}:1} -gt 0]
then
STATUS="%| 2"
fi
fi
if [ ${} -eq 1]
then
if [ ${1:${i}:1} -gt 0]
then
STATUS="%{ 2"
fi
fi
if [ ${i} -eq 2]
then
if [ ${1:${i}:1} -gt 2]
then
STATUS="%| 2"
fi
fi
if [ ${i} -eq 3]
then

if [ ${1:${i}:1} -gt 21]
then
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STATUS="5{ <"
fi
fi
done
}
g_result ${UMASK:1:5}
echo $STATUS >> ${RESULT} 2>&1

echo "[A4 7|& 1" >> ${RESULT} 2>&1
MASK 20| 00220|4 ¥ 2" >> ${RESULT} 2>&1
MASK 2f0| 00220|5IY ZL" >> ${RESULT} 2>&1

<Kali Script - Log>

#1/bin/bash
LANG=ko_KR.UTF-8

CURRENT_PATH="'dirname $0°

NAME="basename $0°

ETC_PATH="/etc"

RESULT="$CURRENT_PATH/result_$NAME.txt"

#2| 52 B : Debian 7

#AE/E 41 AAE 2O P @)
#41p

echo "[LDv7-4.1]" > ${RESULT} 2>&1

echo "4.1 A|28 23 AF(&)" >> ${RESULT} 2>&1
echo "[HASEN" >> ${RESULT} 2>&1

cat /etc/rsyslog.conf >> ${RESULT} 2> &1
echo "&=& Ed E8">> ${RESULT} 2>&1
echo "[AEf]" >> ${RESULT} 2>&1

echo "F " >> ${RESULT} 2>&1

echo "[HAZI& 1" >> ${RESULT} 2> &1

- 61 -




b

echo "¥=: 21 7|& GHo| Mo w2t 4EE +E-EO Aes " >> ${RESULT} 2>&1
echo "#o: 21 7|5 dM 0| |, £ , G0 ot 4850 /UK F2 82" >>
${RESULT} 2> &1

echo "info & alert S0 CHol HAETS| 7|Eot=E AH™HE|0 U=X A" >>${RESULT} 2> &1

<Kali Script - Network Service>

#1/bin/bash
LANG=ko_KR.UTF-8

CURRENT_PATH="'dirname $0°

NAME="basename $0°

ETC_PATH="/etc"

RESULT="$CURRENT_PATH/result_$NAME.txt"

#2|=2A W Debian 7
#7|H22| 3.1 RPC(Remote Procedure Call) AMH|A HsHE)

echo "[LDv7-3.1]" > ${RESULT} 2>&1

echo "3.1 RPC(Remote Procedure Call) AlH|A X[THE)" >> ${RESULT} 2> &1

echo "[EHUE]" >> ${RESULT} 2>&1

FILE_LIST=(rpc.cmsd rpc.ttdbserverd sadmind rusersd walld sprayd rstatd rpc.nisd rexd

rpc.pcnfsd rpc.statd rpc.ypupdated rpc.rquotad kcms_server cachefsd)

ACTIVE_SERVICE="

COMMA=";

STATUS="=Z"

function check_service()

{
FILE_CONTENTS=$(cat /etc/xinetd.d/$1 2>/dev/null)
FILE_CONTENTS=$(echo $FILE_CONTENTS | sed 's/ //g')
if [[ "$FILE_CONTENTS" =~ "disable=no" ]]
then

STATUS="%|<}"
ACTIVE_SERVICE=$ACTIVE_SERVICE$COMMA$1
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fi

for FILE in ${FILE_LIST[@]}
do
check_service $FILE

done

echo "${ACTIVE_SERVICE:1}" >> ${RESULT} 2> &1

echo "[&EH]" >> ${RESULT} 2>&1

echo $STATUS >> ${RESULT} 2>&1

echo "[HZ 7|& 1" >> ${RESULT} 2>&1

echo "&=: 2%t MH|ATE Hlg2d3l £[0] A= EF " >> ${RESULT} 2>&1
7

AA
echo "#|f: 2R MH|A7F st &0 A BF" >> ${RESULT} 2> &1

0

<Kali Script - Network Service>

#1/bin/sh
LANG=ko_KR.UTF-8

CURRENT_PATH="'dirname $0°

NAME="basename $0

ETC_PATH="/etc"
RESULT="$CURRENT_PATH/result_ $NAME.txt"

#2| 52 B : Debian 7

echo "[LDv7-6.1]" > ${RESULT} 2>&1

echo "6.1 £t I{X] ®ME (&h)" >> ${RESULT} 2>&1
echo "[HAHE]" >> ${RESULT} 2>&1

echo "&=& B4 ZQ" >> ${RESULT} 2>&1

echo "[AEH]" >> ${RESULT} 2>&1

echo "&¥=" >> ${RESULT} 2> &1
echo "[AA7|ZE 1" >> ${RESULT} 2> &1
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echo "¥%: OjX| M8 JMZ TSI FI|HOZ IX[E 22|stn U= E2" >> ${RESULT}
2>8&1
echo "Fo IjX| M8 FHMZ F=SIX| @t FI[He=z IfX|HZ|E S| %es 82" >>

${RESULT} 2>&1

5-1-4. Unix

<Solaris GUI>

#include <gtk/gtk.h>
#include <stdlib.h>

#include <stdio.h>

void button_clicked(GtkWidget *widget, gpointer data)
{

system("./account/account*.sh");

void button_clicked2(GtkWidget *widget, gpointer data)
{

system("./service/service*.sh");

void button_clicked3(GtkWidget *widget, gpointer data)
{

system("./network/network*.sh");

void button_clicked4(GtkWidget *widget, gpointer data)
{

system("./filesystem/filesystem*.sh");

void button_clicked5(GtkWidget *widget, gpointer data)
{

system("./account/account*.sh");
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void button_clicked6(GtkWidget *widget, gpointer data)
{

system("./account/account*.sh");

void button_clicked7(GtkWidget *widget, gpointer data) {

system("cat ./readme.txt");

void button_clicked8(GtkWidget *widget, gpointer data) {

system("cat ./info.txt");

int main(int argc, char *argv[]) {

GtkWidget *window;
GtkWidget *fixed;
GtkWidget *halign;
GtkWidget *vbox;
GtkWidget *hbox;
GtkWidget *cb;
GtkWidget *button;
GtkWidget *button2;
GtkWidget *button3;
GtkWidget *button4;
GtkWidget *button5;
GtkWidget *button6;
GtkWidget *button?;
GtkWidget *button8;
GtkWidget *button9;
GtkWidget *align;
GtkWidget *Ibl;
GtkWidget *frame;
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gtk_init(&argc, &argv);

window = gtk_window_new(GTK_WINDOW_TOPLEVEL);
gtk_window_set_default_size(GTK_WINDOW (window), 300, 300);
gtk_container_set_border_width(GTK_CONTAINER(window), 5);
gtk_window_set_position(GTK_WINDOW (window), GTK_WIN_POS_CENTER);

fixed = gtk_fixed_new();
gtk_container_add(GTK_CONTAINER(window), fixed);

button = gtk_button_new_with_label("Account");

gtk_fixed_put(GTK_FIXED(fixed), button, O, 0);

gtk_widget_set_size_request(button, 200, 60);

button = g_signal_connect(G_OBJECT(button), "clicked",
G_CALLBACK(button_clicked), NULL);

button2 = gtk_button_new_with_label("Service");

gtk_fixed_put(GTK_FIXED(fixed), button2, 245, 0);

gtk_widget_set_size_request(button2, 200, 60);

button2 = g_signal_connect(G_OBJECT(button2), "clicked",
G_CALLBACK(button_clicked?2), NULL);

button3 = gtk_button_new_with_label("Network Service");

gtk_fixed_put(GTK_FIXED(fixed), button3, 0, 70);

gtk_widget_set_size_request(button3, 200, 60);

button3 = g_signal_connect(G_OBJECT(button3), "clicked",
G_CALLBACK(button_clicked3), NULL);

button4 = gtk_button_new_with_label("Filesystem");

gtk_fixed_put(GTK_FIXED(fixed), button4, 245, 70);

gtk_widget_set_size_request(button4, 200, 60);

button4 = g_signal_connect(G_OBJECT(button4), "clicked",
G_CALLBACK(button_clicked4), NULL);

button5 = gtk_button_new_with_label("Log Management");

- 66 -




gtk_fixed_put(GTK_FIXED(fixed), button5, 0, 140);

gtk_widget_set_size_request(button5, 200, 60);

button5 = g_signal_connect(G_OBJECT(button5), "clicked",
G_CALLBACK(button_clicked5), NULL);

button6 = gtk_button_new_with_label("Security Patches");

gtk_fixed_put(GTK_FIXED(fixed), button6, 245, 140);

gtk_widget_set_size_request(button6, 200, 60);

button6 = g_signal_connect(G_OBJECT(button6), "clicked",
G_CALLBACK(button_clicked6), NULL);

button7 = gtk_button_new_with_label("Readme");

gtk_fixed_put(GTK_FIXED(fixed), button?, 0, 210);

gtk_widget_set_size_request(button7, 150, 60);

button7 = g_signal_connect(G_OBJECT(button7), "clicked",
G_CALLBACK(button_clicked7), NULL);

button8 = gtk_button_new_with_label("Info");

gtk_fixed_put(GTK_FIXED(fixed), button8, 165, 210);

gtk_widget_set_size_request(button8, 150, 60);

button8 = g_signal_connect(G_OBJECT(button8), "clicked",
G_CALLBACK(button_clicked8), NULL);

button9 = gtk_button_new_with_label("Exit");

gtk_fixed_put(GTK_FIXED(fixed), button9, 345, 210);

gtk_widget_set_size_request(button9, 100, 60);

button9 = g_signal_connect(G_OBJECT(button9), "clicked",
G_CALLBACK(gtk_main_quit), NULL);

frame = gtk_frame_new(NULL);
gtk_container_add(GTK_CONTAINER(window), frame);

gtk_frame_set_label( GTK_FRAME(frame), "GTK Frame Widget" );

gtk_frame_set_label_align( GTK_FRAME(frame), 0.0, 0.0);

gtk_frame_set_shadow_type( GTK_FRAME(frame), GTK_SHADOW_ETCHED_OUT);
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gtk_widget_show(frame);

gtk_widget_show_all(window);

g_signal_connect(G_OBJECT(window), "destroy",
G_CALLBACK(gtk_main_quit), NULL);

gtk_main();

return O;

<Solaris Script - Account>

#1/bin/sh

# Default Al AbA|
CURRENT_PATH="'dirname $0°
NAME="basename $0°
RESULT="$CURRENT_PATH/result_$NAME.txt"
echo "[U-01]" >> ${RESULT}

echo "Default A’d AHA[" >> ${RESULT}
echo "[HZ A" >> ${RESULT}

cat /etc/passwd >> ${RESULT}

echo "" >> ${RESULT}

B ALER
echo "[&EH]" >> ${RESULT}

default="adm|lp|sync|shutdown|halt|news|uucp|operator|games|gopher|nfsnobody|squid"
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if [ -z "cat /etc/passwd | egrep ${default}" ]; then >> ${RESULT}
echo "¥=" >> ${RESULT}

else
echo "#| 2" >> ${RESULT}

fi

#### VY 7|&

echo "[Ad 7|&]" >> ${RESULT} 2>&1

echo "[¥=Z]" >> ${RESULT} 2>&1

echo "- 28a% 20| EXSHX| Gi= BL" >> ${RESULT} 2> &1
echo "[F 2" >> ${RESULT} 2>&1

echo "- 288% 2’80 EXdt= E2" >> ${RESULT} 2> &1

<Solaris Script - Filesystem>

#1/bin/sh

CURRENT_PATH="'dirname $0°
NAME="basename $0°
RESULT="$CURRENT_PATH/result_$NAME.txt"
echo "[U-01]" >> ${RESULT}

echo "AF&AH UMASK A7 #2|" >> ${RESULT}
echo " " >> ${RESULT}
echo "[EZd A" >> ${RESULT}

cat /etc/profile | egrep "umask” >> ${RESULT}
echo "" >> ${RESULT}

#4#4 AEY

echo " " >> ${RESULT}
echo "[&EH]" >> ${RESULT}
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profile=

if [ ‘cat /etc/profile | egrep "umask" | cut -d' ' -f2° -le 022 ]; then >> ${RESULT}
echo "¥Z" >> ${RESULT}

else
echo "F2f" >> ${RESULT)

fi

#ar BH J|E
echo "[AA 7IF]" >> ${RESULT} 2> &1

echo "[¥Z]" >> ${RESULT} 2>&1

echo "- UMASK (0| 022 O|5t2 HEE 42" >> ${RESULT} 2>&1
echo "[F 2" >> ${RESULT} 2>&1
echo "- UMASK 20| 022 O|3t2 A

oz
1

|X| &2 42" >> ${RESULT} 2>&1

<Solaris Script - Network>

#!/bin/sh

#### U-62

CURRENT_PATH="dirname $0°

NAME="basename $0°

RESULT="$CURRENT_PATH/result_$NAME.txt"

echo "[U-01]" >> ${RESULT}

echo "RPC AMH|A 221" >> ${RESULT}

echo "[Hd& &]" >> ${RESULT}

inetadm | egrep "ttdbserver|rex|rstat|rusers|spray|walllrquota” | grep enabled >> ${RESULT}
2>8&1

#4#4 AEY

echo "[g‘EH]" >> ${RESULT}
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if [ -z "inetadm | egrep "ttdbserver|rex|rstat|rusers|spray|wall[rquota” | grep enabled™ ]; then >>
${RESULT}
echo "¥=" >> ${RESULT}
else
echo "F|2f" >> ${RESULT}
fi

#### BH 7|&=

echo "[Ad 7|&]" >> ${RESULT} 2>&1

echo "[¥35]" >> ${RESULT} 2> &1

echo "- 2%t RPC MH|AT} HgHd3} &[0 s B2 >> ${RESULT} 2>&1
echo "[#]2f]" >> ${RESULT} 2>&1

echo "- EHR% RPC MH|AT} 2%} &[0 e BL" >> ${RESULT} 2>&1

<Solaris Script - Service>

#1/bin/sh

CURRENT_PATH="'dirname $0°

NAME="basename $0°
RESULT="$CURRENT_PATH/result_$NAME.txt"

echo "[U-01]" >> ${RESULT}

echo "Dos 401 F et MH|A HZ2E3" >> ${RESULT}
echo "[Ed 2&]" >> ${RESULT}

svcs -a | egrep "echo|daytimel|discard|chargen” >> ${RESULT}
echo " >> ${RESULT}

#au# ALER

echo "[AEH]" >> ${RESULT}

if [ -z "'svcs | grep echo|daytimel|discard|chargen™ ]; then >> ${RESULT}
echo "¥Z" >> ${RESULT}
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else
echo "F <" >> ${RESULT}
fi

#### B4 7|

echo "[EA 7|&]" >> ${RESULT} 2> &1

echo "[¥Z]" >> ${RESULT} 2>&1

echo "- SNMP AMH|AE AFESHA| = E2" >> ${RESULT} 2>&1
echo "[F 2" >> ${RESULT} 2>&1

echo "- SNMP MH[AE AL83t= AL " >> ${RESULT} 2> &1
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