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[O& 2.2.1] SSO(Single Sign On) T4 &
3.1 APM 7%
(1) Apache
Ofgff Z20IM Z4HM CHREE S X
] www.apachelounge.com/download/
- BX1EH / conf 20| U= httpd.conf TH =3
@ ServerRoot = HZA
] hittppd cond® — Of S35
IEf == (F) = =) Acf 2l {€) =IO = =)
# SerwvaerBPBoot - The top of the 4Adirectors tre
g conf iguration. error. vy log files are
#F Do mot add a slash at the end of the dir
# SerwverBoot at a non—local d i sk . be sSwure
#HF Mouautex direct jiwve., i f file—tbHbasaed mutexes =
#H Same Serwer Boot for multiecle httpd dacemc
#H least PidFile.
il
Eci
#H# Mute=x:- Al lows o to Sset the mutex mechs
& for imnd i« idu=| mutexes.,., or chanase the al
ServerROOT * 7 ¢to] B35 opmjr] MHR] F=2ot A=A U




@ ServerName HZ

3| httpd.conf - H2%} — O
o) BEE O MMO) =270 ESEH)

#

# ServerMame gives the name and port that the server uses to identify itself,
# This can often be determined automatically, but we recommend wvou specify

3 it explicitly to prevent problems during startup.

# 1f ywour host doesn’'t have a registered DNS name, enter its |IP address here.
#

= wrw . exanple,com:B0

#

# Deny access to the entirety of vour server’'s filesystem. You must

# explicitly permit access to web content directories in other

ﬁ <Directory> blocks below.

<]

Directory />
Al lowOverride none
Hequire all denied
</Directory>

ServerName localhost:80 £+ ServerName 127.0.0.1:80 0.2 7]

(2) PHP

ofzf AZO|A PHPE|MHT CIREE

| www.windows.php.net/download/

@ 2X 26 WO php.ini ot 73

& php - RS
o) = TI(E) A AL O 20w ==& 2(H)
http - php.net fuser—dir

er_dir =
Directory in which the loadable extensions (modules) reside.
http - S ehp . net/exten5|an—d|r

(8] W|ﬁdOUSA

extension_dir = "ext”

Directory where the temporary files should be placed.
Defaults to the swstem default (see sws_get_temp_dir)
sws_temp_dir = " Stmp”

Whether or not to enable the did{) function. The diC) functiom
properly in multithreaded servers. such as 115 or Zeus, and i:

disabled on them.
http " php.net fenable—dl
nable_dl = Off
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@ Apache?t php¥l&s

i hittrpd conf — OF = =) o 1
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is reguested.
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=<l fModule 4dAdir_modul e>
Chiorectors |l ndes ifmdex , phe indes . btml
=1 fMaoadul a==
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Directorylndex©f index.phpE index.html Qo] F7}




| httpd.conf - 0§ 2.7 — [ >
oIYE H|EE MA@ =27 0 =282
# Secure (SSLATLS) connections
#lnclude conf/extrashttpd—ssl . conf
#
# MNote: The following must must be present to support
# starting without SSL on platforms with no Adev/random equivalent
& but a statical ly compiled—in mod_ssl
#
<l fModule ssl_module>
SSLRandomSeed startup builtin
SSLRandomSeed connect builtin
</ | fModule>
PHRPINniDir "C:/php7” .
LoadModule php7_module “C:/php7/phpTapache2_4.d1 1"
AddTwpe application/=—httpd—php .html .php
AddHandler application/x—httpd—php .php
L
< >
o o =
@ "o gt g Pe &t
- MESHD LIEA Apache AH|A XHA|Z
‘ httpd -~k restart
(3) MySQL
otz ZEO|AM Mysql CHREE
\ http://dev.mysqgl.com/downloads/mysql
. P
O BHHES WY
2 SYSTEMROOTH®WSystem32¥®WindowsPowerShel [ O
C#¥Program Files#intelWTXE ComponentsWDALY AYAI(D)
Al S C:#Program Files (x86)%intelTXE Componen
C:wProgram Files¥in XE ComponentswiPT#
A
= C:¥#Program Files (x86)#intelTXE Components#iPTH FI=E OlEU
s C:WApache24#bin
Path C-#MySQL#bIn | |ot= ojs0
PATHEXT |
PRCCESSC
B A= EE X Ty
B AE EE(T
S o
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C:/mysql/bin/mysqgld.exe —install 4=
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MySOL
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CMDOj|A]= “net start mysql” 4=

3.2 Laravel Framework

(1) Laravel
 ZyY HA= & MHAE L W{OLCE S{oF St= ALEAL 215 A MMFX|, L0l H
Ho|A % HES AT S 0|2 & ZHS|s2 Z2HEQ| WL F+XO0|Ck
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(2) Composer &X|

i

“https://getcomposer.org/download”o|A] composer AdX]




(3) Laravel AX|

\ composer global require “laravel/installer”

ﬁdmmand [options] [arguments]

tﬁut
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| Tor normal out)
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3.3 Chrome Extension

(1) Chrome Extension (A& AT Z )
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SSO9| 7t & HEE UHSHA o 7tX| S2o|UENM SESICHE Z0|C
31 & Chrome 20154 18 MSALQ| Internet Explorers M X[ M MA ¥ EH2tX A%
1918 AHXIRACE

ChromeO| IEE H&E +AE Q92 & L7t Chromed| AT N3Ssts SEHZZ QI ¢

7|2 ¢l HTML, JavaScript, CSS &2 AFESiA 7HEe = RULCE
EXY™MOE Googledf A X1|—T'-3H: chrome® & google APIE &Y +=UCt= FlG oo
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< grecodehtm {1} manifestjson %X
1 {
2 “update_url": "https://clients2.google.com/service/update2/crx" |
3
4 “"maniftest wversion": 2,
5 “"name": " MSG_application_title ",
6 "version": “1.8%,
7 "default locale": "ko",
8 "description”: "login quickly using gr”,
9 “"icons":i {
19 "32" 1 "images/qr_logo 32x32 on.png",
11 "48" : "images/qr_logo A48x48 on.png",
12 "ag" : "images/gr_logo 96x96 on.png"”
1z }J
14 "browser action": {
15 "default icon": "images/gr_ logo 16x16.png",
16 “"default title”: ™ mMsG application title ",
i g “"default popup”: "popup.html™
18 ¥s
19 "background”: {
20 “"scripts™: [YJs/mdS5.min.js™,."Js/jquery.min.js","js/propertiq
21 })
22 "permissions™”: ["gem", "storage”, "notifications™, "tabs"™,"ht{
3y 'l
chrome extension®] manifast.json 27X

34 H¥3H
(1) Laravel?|%t client
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Security-M Login Profile Qrlogin Register

2018. Created by Security M

[32] 342] QR 219 AlE

QR code Login
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(2) Chrome ExtensionZ|H} client
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Login
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If*"you want to start, please login first
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(1) Laravel

AHolA] AA(H otH)

<IDOCTYPE html>
<html lang="en">
<head>
<meta charset="utf-8">
<meta http-equiv="X-UA-Compatible" content="IE=edge">
<meta name="csrf-token" content="{{ csrf_token() }}" />
<meta name="viewport" content="width=device-width, initial-scale=1">
<title>@yield('title")</title>
<link
href="http://maxcdn.bootstrapcdn.com/bootstrap/3.3.5/css/bootstrap.min.css"
rel="stylesheet">
<link
href="https://cdnjs.cloudflare.com/ajax/libs/bootswatch/3.3.5/flatly/bootstrap.min
.css" rel="stylesheet">
<link href="//cdn.datatables.net/1.10.15/css/jquery.dataTables.min.css"
rel="stylesheet">
<link rel="stylesheet"
href="https://maxcdn.bootstrapcdn.com/font-awesome/4.6.1/css/font-awesome.mi
n.css">
<link href="css/style.css" rel="stylesheet">
<link rel="stylesheet"
href="node_modules/bxslider/dist/jquery.bxslider.css">
<l-- Fonts -->
<link href="https://fonts.googleapis.com/css?family=Raleway:100,600"
rel="stylesheet" type="text/css">
<I-- Styles -->
<style>
html, body {
background-color: #fff;
color: #636b6f;
font-family: 'Raleway', sans-serif;
font-weight: 100;
height: 100vh;

margin: 0;




}

full-height {
height: 100vh;

}

flex-center {
align-items: center;
display: flex;
justify-content: center;

}

.position-ref {
position: relative:

}

top-right {
position: absolute;
right: 80px;
top: 80px;

}

.content {
text-align: center;

}

title {
font-size: 84px;

}

text {
font-size: 50px;

}

links > a {
color: #636b6f;
padding: 0 25px;
font-size: 12px;
font-weight: 600;
letter-spacing: .1lrem:.
text-decoration: none;
text-transform: uppercase;

}

.m-b-md {
margin-bottom: 30px;

}

body {
padding-top: 100px:




t
</style>
@vyield('style")
</head>
<body>
<nav class="navbar navbar-default navbar-fixed-top">
<div class="container">
<l-- Brand and toggle get grouped for better mobile display -->
<div class="navbar-header">
<button type="button" class="navbar-toggle"
data-toggle="collapse" data-target="#navbar-collapse-1">
<span class="sr-only">Toggle navigation</span>
<span class="icon-bar"></span>
<span class="icon-bar"></span>
<span class="icon-bar"></span>
</button>
<a class="navbar-brand"
href="{{url('/")}}"><h2>Security-M</h2></a>
</div>
<div class="collapse navbar-collapse"
id="navbar-collapse-1">
<ul class="nav navbar-nav navbar-right">
@if (ISentinel::getUser())
<li><a href="{{ url('login')
H'><h3>Login</h3></a></li>
<li><a href="{{
url('grLogin-option1') }}"><h3>Profile</h3></a></1i>
<li><a href="{{ url('grLogin') }}"><h3>Qr Login</h3></a></li>
<li><a href="{{ url('register")
H'><h3>Register</h3></a></1i>
@else
<li><a href="{{ url('/")
H'>Home</a></1i>
<li><a href="{{url('my-qrcode')}}">My Qr Code</a></li>
<li><a href="{{url('user/logout/now')}}">Logout</a></li>
@endif
</ul>
</div>
</div><!-- /.container-fluid -->

</nav>




<div class="container">
@yield('content')
</div>
<hr/>
<div class="container">
<p><h4>2018. Created by Security M</h4></p>
<br/>
</div>
<l-- Scripts -->
<script
src="//cdnjs.cloudflare.com/ajax/libs/jquery/1.10.2/jquery.min.js"></script>
<script
src="//cdnjs.cloudflare.com/ajax/libs/twitter-bootstrap/3.3.4/js/bootstrap.min.js">
</script>
<script
src="//cdn.datatables.net/1.10.15/js/jquery.dataTables.min.js"></script>
<script type="text/javascript">
$.ajaxSetup({
headers: {
'X-CSRF-TOKEN": $('meta[name="csrf-token"]').attr('content')
}
b

</script>

<script
src="node_modules/bxslider/dist/jquery.bxslider.min.js"></script>
<script type="text/javascript">
$(document).ready(function(){
$(".bxslider').bxSlider();
}:
</script>
@yield('scripts’)
</body>
</html>
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@extends('frontLayout.app')
@section('title")
Login
@stop
@section('content')
<div class = "container">
<div class="wrapper'">
@if (Session::has('message'))
<div class="alert
alert-{{(Session::get('status')=="error')?'danger':Session::get('status')}} "
alert-dismissable fade in id="sessions-hide">
<a href="#" class="close" data-dismiss="alert"
aria-label="close">&times;</a>
<strong>{{Session::get('status')}}!</strong> {!! Session::get('message') !}
</div>
@endif
{{ Form::open(array('url' => route('login'), 'class' => 'form-horizontal
form-signin', 'files' => true)) }
<h3 class="form-signin-heading">Please Login</h3>
<hr class="colorgraph"><br>
{1l csrf_field() !}
<div class="form-group {{ $errors->has('email') ? 'has-error' : "}">
<div class="col-sm-12">
{Il Form::text('email’, null, ['class' => 'form-control','placeholder
'=>'E-mail']) !}
{Il $errors->first('email’, '<p class="help-block">:message</p>') !}
</div>
</div>
<div class="form-group {{ $errors->has('password') ? 'has-error' : "}}">
<div class="col-sm-12">
{Il Form::password('password’, ['class' =>

‘form-control', 'placeholder '=>'Password']) !}
{Il $errors->first('password’', '<p
class="help-block">:message</p>") !}
</div>
</div>

<button class="btn btn-lg btn-primary btn-block” name="Submit"




value="Login" type="Submit">Login</button>
<div class="login-register">
<a href="{{url('register')}}">Register</a>
<a href="{{url('password/reset')}}">Forget Password</a>
@if ($errors->has('global'))
<span class="help-block danger">
<strong style="color:red" >{{ $errors->first('global’)
1</strong>
</span>
@endif
</div>
</form>
</div>
</div>
@endsection
@section('scripts’')

@endsection
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@extends('frontLayout.app')
@section('title')
Starter Qr login
@stop
@section('styles')
@stop
@section('content')
<l-- Header -->
<div class="container-fluid header_se">
<div class="col-md-2">
</div>
<div class="col-md-8">
@if(!1Sentinel::getUser())
<div class="row">
<div id="reader" class="center-block" style="width:300px;height:250px">
</div>
</div>
<div class="row">
<div id="message" class="text-center">
</div>
</div>
@else
<h1>Hallo! {{Sentinel::getUser()->first_name}}</h1>
@endif
</div>
<div class="col-md-2">
</div>

</div>
<l-- /.Header -->
@endsection
@if( !Sentinel::getUser())
@section('scripts')
<script type="text/javascript" src="{{
URL::asset('/qr_login/jsqrcode-combined.min.js') }"></script>
<script type="text/javascript" src="{{ URL::asset('/qr_login/html5-qrcode.min.js')
H'></script>
<script type="text/javascript">
$('#reader').html5_grcode(function(data){

$('#message').html('<span class="text-success send-true">Scanning




now....</span>');
if (data!="") {
$.ajax({

type: "POST",

cache: false,

url : "f{action('QrLoginController@checkUser')}}
data: {data:data},

success: function(data) {

n
s

console.log(data);

if (data==1) {
//location.reload()
$(location).attr(‘href', "{url('/"}'):

telse{
return confirm('5S% QR code?} opduyrt');
}
//
¥
)
lelsefreturn confirm('There is no data');}
|3
function(error){

$('#message').html('Scaning now ...." )
}, function(videoError){
$('#message').html('<span class="text-danger camera_problem"> there was
a problem with your camera </span>');
t
);
</script>
@endsection
@endif




5= mHolx]

@extends('frontLayout.app')
@section('title")
Register
@stop
@section('content')
<div class = "container">
<div class="wrapper">
<div class="panel-heading">
<div class="panel-title text-center">
<hl class="title">Register</h1>
<hr />
</div>
</div>
@if (Session::has('message'))
<div class="alert
alert-{{(Session::get('status')=="error')?'danger':Session::get('status')}}
alert-dismissable fade in id="sessions-hide">
<a href="#" class="close" data-dismiss="alert"
aria-label="close">&times;</a>
<strong>{{Session::get('status')}}!</strong> {!! Session::get('message’) !!}
</div>
@endif
{{ Form::open(array('url' => route('register'), 'class' => 'form-horizontal

form-signin', 'files' => true)) }
{1l csrf_field() 1}

<div class="form-group {{ $errors->has('first_name') ? 'has-error' :
UH>
<label for="first_name" class="cols-sm-2 control-label">First
Name</label>
<div class="cols-sm-10">
<div class="input-group™>
<span class="input-group-addon"><i class="fa fa-user fa"
aria-hidden="true"></i></span>
{Il Form::text('first_name', null, ['class' =>
'‘form-control','placeholder '=>'Enter your firtst name']) !}
</div>
{1 $errors->first('first_name", '<p
class="help-block">:message</p>"') 1}
</div>
</div>
<div class="form-group {{ $errors->has('last_name') ? 'has-error' :




UH>
<label for="last_name" class="cols-sm-2 control-label">Last
Name</label>
<div class="cols-sm-10">
<div class="input-group">
<span class="input-group-addon"><i class="fa fa-user fa"
aria-hidden="true"></i></span>
{Il Form::text('last_name’', null, ['class' =>
‘form-control', ' placeholder '=>'Enter your last name']) !}
</div>
{Il $errors->first('last_name’', '<p
class="help-block">:message</p>') !}
</div>
</div>
<div class="form-group {{ $errors->has('email') ? 'has-error' : "}}'>
<label for="email" class="cols-sm-2 control-label">Your
Email</label>
<div class="cols-sm-10">
<div class="input-group">
<span class="input-group-addon"><i class="fa fa-envelope fa"
aria-hidden="true"></i></span>
{Il Form::email('email’, null, ['class' =>
‘form-control’, 'placeholder '=>'E-mail']) !}
</div>
{1 $errors->first(‘email’, '<p class="help-block">:message</p>")

1}
</div>
</div>
<div class="form-group {{ $errors->has('password') ? 'has-error' :
U

<label for="password" class="cols-sm-2
control-label">Password</label>
<div class="cols-sm-10">
<div class="input-group">
<span class="input-group-addon"><i class="fa fa-lock fa-lg"
aria-hidden="true"></i></span>
{l Form::password('password’, ['class' =>
‘form-control','rel'=>'gp' ,'data-size'=>'10"' ,'data-character-set'=>'a-z,A-7,0-9,#'
,'placeholder '=>'Enter your Password']) !}

</div>
{1 $errors->first('password’', '<p
class="help-block">:message</p>") !l}




</div>
</div>
<div class="form-group {{ $errors->has('password_confirmation') ?
‘has-error' : "'}
<label for="confirm" class="cols-sm-2 control-label">Confirm
Password</label>
<div class="cols-sm-10">
<div class="input-group">
<span class="input-group-addon"><i class="fa fa-lock fa-lg"
aria-hidden="true"></i></span>
{Il Form::password('password_confirmation', ['class' =>
‘form-control','rel'=>'gp' ,'data-size'=>'10" ,'data-character-set'=>'a-z,A-7,0-9,#'
,'placeholder '=>'Confirm your Password']) !l}

</div>
{Il $errors->first('password_confirmation', '<p
class="help-block">:message</p>"') I}
</div>
</div>
<div class="form-group {{ $errors->has('password') ? 'has-error' :
UH
<button class="btn btn-primary btn-lg btn-block register-button"
type="submit" >Register</button>

</div>
<div class="login-register">
<a href="{{url('login")}}">Login</a>
@if ($errors->has('global'))
<span class="help-block danger">
<strong style="color:red" >{{ $errors->first('global’)
H</strong>
</span>
@endif
</div>
{{ Form::close() }}
</div>
</div>
@endsection
@section('scripts')
@endsection




<?php

namespace App\Http\Controllers\Auth;

use App\Http\Controllers\Controller;

use App\MyBroker;

use Illuminate\Foundation\Auth\AuthenticatesUsers;
use Illuminate\Http\Request:

class LoginController extends Controller

{
use AuthenticatesUsers;
protected $redirectTo = '/home';
public function __construct()
{
$this->middleware('guest')->except('logout');
¥
public function login(Request $request, MyBroker $myBroker)
{
$this->validateLogin($request);
if($myBroker->loginUser($request->get('email'), $request->get('password")) §
if ($this->hasTooManyLoginAttempts($request)) {
$this->fireLockoutEvent($request);
return $this->sendLockoutResponse($request);
}
if ($this->attemptLogin($request)) {
return $this->sendLoginResponse($request);
}
}
$this->incrementLoginAttempts($request):
return $this->sendFailedLoginResponse($request);
¥
public function logout(Request $request)
{
$broker = new MyBroker();
$broker->logout();
$this->guard()->logout():
$request->session()->flush();
$request->session()->regenerate();
return redirect('/"');
¥
}
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<?php

namespace App\Http\Controllers:

use [lluminate\Http\Request:

use Sentinel;

use App\User:

class QrLoginController extends Controller

{ public function index(Request $request) {

return view('auth.QrLogin');

}

public function indexoption2(Request $request) {

return view('auth.QrLogin2');
}
public function ViewUserQrCode($value="")
{
return view('backEnd.users.viewgrcode'):
}
public function checkUser(Request $request) {
$result =0;
if ($request->data) {
$user =
User::where('QRpassword',$request->data)->first();
if ($user) {
Sentinel::authenticate($user);
$result =1;
telse{
$result =0;

return $result;
}
public function QrAutoGenerate(Request $request)
{
$result=0;
if ($request->action = 'updateqr') {
$user = Sentinel::getUser();
if ($user) {




$qgrLogin=becrypt($user->personal_number.$user->email.str_random(40));
$user->QRpassword= $qrLogin;
$user->update();
$result=1;
t

return $result;

}




SSO server

<?php

namespace App;
use SSO/Server

class MySSOServer extends Server

=2= SSO broker
« Y5t AATCo| EI} 7ts

private static $brokers = [

"Yong' => ['secret'=>'patricksaint'],
Ik
public function getBrokerInfo($brokerld)

{
return isset(self::$brokers[$brokerld]) ? self::$brokers[$brokerld] : null;

public function authenticate($username, $password)

{
if (lisset($username)) {
return ValidationResult::error("username isn't set");
t
if (lisset($password)) {
return ValidationResult::error("password isn't set");
}
if(Auth::attempt(['email’ => $username, 'password' => $password])}
return ValidationResult::success();
}
return ValidationResult::error(“can't find user"):
t
public function getUserInfo($username)
{
$user = User::where('email’,$username)->first():
return $user ? $user : null;
t

public function getUserByld($id){
return User::findOrFail($id):




sso client(broker)

<?php

namespace App;
use [luminate\Support\Facades\Auth;:
use SSO\Broker:

class MyBroker extends Broker
{ public function __construct()

{

Parent::__construct(env('SSO_SERVER_URL"),env('SSO_CLIENT_ID"),env("SSO_CLIE
NT_SECRET")):
$this->attach(true);
}
protected function request($method, $command, $data = null)
{
if (1$this->isAttached()) {
throw new NotAttachedException('No token'):
¥
$url = $this->getRequestUrl($command, !$data || $method === 'POST' ?
[] : $data);
$ch = curl_init($url);
curl_setopt($ch, CURLOPT_RETURNTRANSFER, true):
curl_setopt($ch, CURLOPT_CUSTOMREQUEST, $method):
curl_setopt($ch, CURLOPT_HTTPHEADER, ['Accept: application/json',
'Authorization: Bearer '. $this->getSessionID()]):
if ($method === 'POST' && lempty($data)) {
$post = is_string($data) ? $data : http_build_query($data):
curl_setopt($ch, CURLOPT_POSTFIELDS, $post);

}

$response = curl_exec($ch);

if (curl_errno($ch) != 0) {
$message = 'Server request failed: ' . curl_error($ch):
throw new Exception($message);

t

$httpCode = curl_getinfo($ch, CURLINFO_HTTP_CODE);

list($contentType) = explode(';', curl_getinfo($ch,

CURLINFO_CONTENT_TYPE)):




1
public function loginUser($username, $password){
try{
$this->login($username, $password);
}
catch(NotAttachedException $e){
return false;
t
catch(Exception $e)f
return false;

}

return true;

}

public function loginCurrentUser($returnUrl = '/home')
{
if ($user = $this->getUserInfo()) {
Auth::loginUsingld($user|'id']);

return redirect($returnUrl):




ENV

APP_NAME=Laravel

APP_ENV=local
APP_KEY=base64:+/nzpwledE8Qoe71uQs3x+8iT99gimLjMUEzePyioFs=
APP_DEBUG=true

APP_LOG_LEVEL=debug

APP_URL=http://106.10.46.131:8080

DB_CONNECTION=mysql
DB_HOST=127.0.0.1
DB_PORT=3306
DB_DATABASE=patrick
DB_USERNAME=root
DB_PASSWORD=root

SSO_SERVER_URL=http://localhost/server/public/
SSO_CLIENT _ID=yong
SSO_CLIENT_SECRET=patricksaint

BROADCAST_DRIVER=log
CACHE_DRIVER-=file
SESSION_DRIVER-=file
QUEUE_DRIVER=sync




(1) Chrome Extension

Aol Al 22K otH)

<IDOCTYPE html>
<html lang="en">
<head>
<title>QRCode -login quickly using QR</title>
<link href="https://fonts.googleapis.com/css?family=Lobster" rel="stylesheet">
<link rel="stylesheet" href="./css/uikit.docs.min.css" />
<link rel="stylesheet" href="./css/uikit.almost-flat.min.css" />
<link rel="Stylesheet" href="./css/jquery.autocomplete.css" />
<link rel="stylesheet" href="./css/index.css" />
<script type="text/javascript" src="js/properties.js"></script>
<style type="text/css" >
body{ text-align:center; }
#fwrapper {
width:500px;
margin : 0 auto

text-align:left;

p{
font-family: 'Lobster', cursive;
}
p.a {
position: absolute;
top:60px;
left:189px;
font-size: 36px;
color:#FFF;
margin-right:-17px;
¥
</style>
</head>
<body>

<div id="mainframe">
<div>
<span class="logo_r"style="margin-top:100px;"id="wrapper">
<div style="margin-top:-30px:">
<img class="logo_lg" src="./images/qr_logo_wh.png"/>
<p class="a">login quickly using QR</p>




</div>

<br style="clear:both;">

</span>
<br/>

<div class="logo_footer">
<div><a href="/html/login.html"><img
src="./images/fb_login_button.png"/></a></div>
<div class="logo_footer_name" >If you want to start, please login
first</div>
</div>

</div>

</div>
<div class="tm-footer">

<div class="uk-container uk-container-center uk-text-center">

<ul class="uk-subnav uk-subnav-line">
<li><a href="./">Home</a></1i>
<li><a target="_top" href="">Enterprise Solution</a></li>
<li><a href="./term">Term of Service</a></li>
<li><a href="./privacy">Privacy Policy</a></1i>
</ul>
<div class="uk-panel">
<a href="./"><img src="./images/qr_logo.png" style="height:30px"
title="QRCode" alt="QRcode"><span
style="margin-left:20px;">Copyright&copy:2018</span></a>
</div>

</div>
</div>
<div id="fb-root"></div>
<script type="text/javascript" src="js/popup.js"></script>
</body>
</html>




Login.js (27191)

Properties.set(Properties. KEY_ACTION,Properties. ACTION_LOGIN):
Properties.get(Properties. KEY_REMEMBER, function(result){
//console.log(result);
if (result[Properties.KEY_REMEMBER]){

Properties.get([Properties.KEY _LOGIN,Properties. KEY_PASSWORD],function(result){
//console.log(result);
if (result[Properties.KEY _LOGIN]){
$('#txt_email').val(result|Properties. KEY_LOGIN]);

$('#txt_password').val(result[Properties. KEY _PASSWORD]);
}

b;
function initHTML() {
h1.text(getMessageLocale('title_login'));
isConnect();
$('#txt_email').attr('placeholder’ getMessagelLocale('hint_login')):
$('#txt_password').attr('placeholder',getMessageLocale( ' hint_password")):
$('#remember').text(getMessageLocale('remember'));
$('#btn_submit').text(getMessageLocale('btn_login'));
t
$( document ).ready(function() {
$('#btn_submit').on('click’, function(){
//console.log('click');
$.mobile.loading( 'show', { theme: "a", textVisible: true });
chrome.extension.sendMessage({type: "login", username:
$('#txt_email').val(),password:
$('#txt_password').val(),remember:$('#chck_rememberme').is(":checked")});
b
b;




main.js (23291 & A 3tH)

Properties.set(Properties. KEY_ACTION,Properties. ACTION_MAIN):
chrome.extension.onMessage.addListener(
function(request, sender, sendResponse) {
//console.log(request);
switch (request.type) {
case "active™
Properties.set(Properties. KEY _ACTION,Properties. ACTION_MAIN);
break;

b
$( document ).ready(function() {
chrome.extension.sendMessage({type: "main'"});
$(".tab').on('click’, function(){
$('.tab').removeClass('ui-btn-active');
var self = $(this);
self.addClass('ui-btn-active');
$('.tab-content').hide();
var content = $(self.attr(‘href'));
content.show():
var heightList =
$(window).height()-$('.header').outerHeight()-$('#navbar').outerHeight():
var title = content.find('.title');
var getPro = content.find('#get-pro');

var baner = content.find('.banner-bottom');

content.find('.ui-listview').height(heightList-title.outerHeight()-getPro.outerHeight(tr
ue)-baner.outerHeight(true)):

Properties.set(Properties.KEY_CURRENT_TAB_POSITION, self.attr('data-tab'));
return false;
};
Properties.remove(Properties.KEY _TEXT_NOTIFY _JSON):
Properties.remove(Properties. KEY_COUNT_NOTIFY);
)k
function loading() {
$.mobile.loading( 'show', { theme: "b", text: getMessageLocale('loading'),
textVisible: true });
}
function initHTML() {
loading();




hl.text(getMessageLocale('chats'));

isConnect():;
$('#link-sites').text(getMessageLocale('qrcode'));
$('#link-active').text(getMessageLocale('active'));

$('#link-archive').text(getMessageLocale('archive'));

content.js (27191 & A 3}H)

var accessToken;

var language = window.navigator.userLanguage || window.navigator.language;
var localized;

chrome.extension.sendMessage({

type: "locale"

var hl = $('.header hl')

chrome.extension.sendMessage({
type: "access_token"
b
chrome.runtime.onMessage.addListener(
function(request, sender, sendResponse) {
//console.log(request);
switch (request.type) {
case "data.locale":
localized = request.data:
$('#qrcode').text(getMessageLocale("qrcode"));

$('#user_profile').text(getMessageLocale("user_profile"));
$('#about').text(getMessageLocale("about"));
$('#logout').text(getMessageLocale("logout"));
$('#popup_ok').text(getMessageLocale("ok")):

$('#popup_cancel').text(getMessageLocale("cancel"));
initHTML():
//localizeHtmlPage();
break;
case "login.success"
document.location.href =

chrome.extension.getURL('html/main.html');




break;
case "login.error":
$.mobile.loading("hide");
$("#popupDialog
h1").text(getMessageLocale("error"));
if (request.data) {
$("#popupDialog
h3").text(request.data.error_msg);
} else {
$("#popupDialog
h3").text(getMessageLocale("not_connection"));
}
$("#popupDialog").popup("open");
break;

1
$("#main').on('click', function() {
document.location.href = chrome.extension.getURL('html/main.html');
b:;
$('#user_profile').on('click’, function() {
document.location.href = chrome.extension.getURL('html/profile.html');
b
$('#qrcode').on('click', function() {
document.location.href = chrome.extension.getURL('html/qrcode.html');
b
$('#logout').on('click', function() {
Properties.set(Properties.KEY _CHECK_LOGIN, false);
document.location.href = chrome.extension.getURL('html/login.html');
ik
$('#back').on('click’, function() {
window.history.back();
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1) Google API Chart (QR code)
2) StackOver Flow (stackoverflow.com)

4) 2tet S0 O (https://laravel.kr/docs)
5) Google Chrome Extension Tutorial

(
(
(3) Laravel-korea (http://www.laravel-korea.orq)
(
(
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e 8E H AILE F5(2/12)

|2 M#| 7% : Apache &% |

e

Apache %]

Aptgetinsallapachez| | Apache 75

& c 0 Apache B8 75
oz W 5w

Service apache? start

It works!

JHE 824 U A|AEI 1= (3/12)

PHP 2! 25 2%

Apt-get install php7.0+ Ji PHP Version ©.2.6

[ Bk Duie
Compdliy

A bl e e

f ot

Cheliqury {omitin

Sarrpr AL
Virtusl Dleeciery Soppen
Confquration File (phping Fath .

Lissdded Conliguration 1ls

Semi thin di o sofdithongl el files I ol 1
| i J=
Addaithoind e Pl e o PHP B& 7=

Service apache? restart




JHEE £ U A|AE R=(4/12)

DB 7% : MySQL &% |

MysaL EX17 |

MySOL. instalior
Wk B B8 11

JHet &2 U AIAE FE(5/12)

| Laravel =#|2i9]3 &XI(1/3) |

¢ 48 0lw

AlF Z&0 e Sk 95} — Laravel

*IHZ BEE ST —— Codelgniter

*THE Em) TN by AR %

* Composer AHRO2 WEfHE %Jmﬂ A
-IjARc oTE SEHOoE & —— Symnfony

wiﬁ'—ﬁﬂ:ﬁ m’ﬁ!’i EE‘E = wt Hﬂl ﬂa'ILI'E Eﬂ‘q’ Phalcon ]
SRS MmERTeER S 0 —

|| | e




JHE &8 X ALHE F15(6/12)

| Laravel Z|2¥3 &Xl(2/3) |

4 Composer %]
¥ DIEM HEIE IS Composer AHS

|_|.-j] Composer Sotup | CDT'I'IPGSEF =7

# b
Settings Chodk g

Wi nared b oheck your PHF aind ather srhags. W
CH2 9 K] (https//getcomposerarg) =
Charan the carmaand:bnn MP yiu want 30 use
| c:ipngviphp e [ 1 o,
php =2 =5 wour path, Chek Bt tn use &

JHE £ 2 AILE F=(7/12)

| Laravel Z|2|3 &Xi/3) |

¢ Laravel 42X
MINGWB:/c/Users/Sy_patrick ComposerE Laravel 23| |

MING php artisan serve HEHE 75

Localhost®Z 72 A] & =HH




e BE H AILE F5(8/12)

| QR Cods |

piablic Function Qrfutobensrate{Regusst $reguest) | Bﬂ‘_!ﬂ]ti 18]4d oA HE AR
1

freculi=8;

fhasagr=8;

if (jreguesi->action = 'updategr') {

fuser = Sentinel::getlser]);

if {Fuser) {

Mgriogin=borypt{iuse r->personal_ number  Juser ->emall.strrandom{48) ) ;
fuser->QRpasswords $grloging

Juser-supdate] );

fresult=1;}

|

<div class=" text-center"s

Bif{5ent inel: : getUser()- >QRpassward )

<img src="data @ image/png;basetd, {!! basebtd encode (Qrlode! tormat{ png' )->color] 38,
18, 3B, @.B5)->backgroundColor{255, 255, 255, @.B2)-»size(2ed) -
sgenerate]Sent Inel @ @ petiler()-QRpassword)) 1} ">

apy THO| R code TS EEUG pe

IF
s [DE0 A=5E0 HEE J2F SIS Basecd0|0[X| 2T

JHEr &t 3 A|AR F=(9/12)

| QR Cods |

@eectlon('scripts”) |3ﬂ_-"F_Ui-r—]-QRC0de ;E"f_l
{SCriphs

JiDelete Tiems

var sum = @;

F{document ) . ready{Ffonction] )|

setTimesut({"gr timer({)", 310830): /) Jsodbms{lex) 7} HAFD e timer( Era =3
ek

function gr_ Limer(){

£ ajeax{{

type: "POST™,

cache: ftaloe,

url @ "{{action('Qrioginfontroll erg@lriutoGenerate” J F1",
data: {action: "updateqr'},

cccess: function{data) {

if {data==1}) {

location .reload] );

helsed

alert{ 'Ups error (P "))

HHH} | S5 M 245 2IES DA X
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| S80(Single Sign On) ]

—_

*
*

rl'I ret
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g =aUEs

oE YSoletn: BECL

g #F 2 AILE TSR (11/12)
|530£{ﬁ:§§ﬁ'§%’§§]

protected functlon generateSesslonldi{fbrokerTd, SToken) | 550 JU-'IH'I'BI J-‘l Eé- A‘C.,,Jé,,'
fhroker = $this-»getBrokerIntolfbrokerTd) ;
I+ {lisset{$broker))
returs null;
retiern U 550-{SbrokerId}-{3 token} -~ | hash{ 'shad56' | "seggion’ . ftoken .
$hroker] 'secrel’ 1) }

Private static $brokers = |
Hoongbu’ =k [secrelt =27 TESIESY ],
Tlew! =r ['secret?=>"123123"],
tyongt o= | secret = 3453457 )

[ 44E40f] S50 id, passwd S£

Mami Wl Dhosmusin fwh
50 Iokan §ong

akhuricldons decogd e sacalhokt

Client= 191 = /A% EF(F12)04 =2 2t 291 715 |




e B3 H AILE F=(12/12)
| SSO =9 : MEZ M ®S |
public function _ constrec i) i Jé':g :t ﬁ%
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public tunction _ construct{furl , Ibroker, $secrel, Jcookie lifetime = 1688) i
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if {(!Jbroker) throw new YInvalidArgementException 550 broker id Error);
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