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Your config.json file

usernanie : "test10", password : "your password", key : "IE G NS Ry

[Le] MB EH]

IDOtCH ROl El 7|3t2 EUW Ze[Xo|A 52 aE o)
I nt$ nodejs cli.js test1® test ROv5hwsnFv

sy@ubuntu:~,

MHSE 23]

MY WLAN Traffic data for MY WLAN (ens33) [ —ol=afml gk Hl5
A = — S— s e |
e Trallic data for ens33
ll!llf!
days | 2560K
months | 304K
SixXS IPve 2MBK
172K
Summary =
hours 1536K I
1 280K |
days | ook |
manths “GBK
SIZK
256K i R PO
T 8B 49 101l
B brytos in B tyies oul
Last 24 hours
In Out Total
1lam - 12pm 18.00 KB 9,00 KB 27,00 KB
10am - 11am 1.50 MB 187.00 KB 1,68 MB
Sam - 10am 231.00 KB 108,00 KB 239,00 KB
Barn - Sam 235,00 KB 112.00 KB 351,00 KB
Tam - Bam 206.00 KB 74,00 KB 280,00 KB
In|
[2H]
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SHR A2

AZ MH|2 Hl5E 22U SSHAZ MBAS 08% % Ut

shalyt 7]

ubuntu login: kim | SSHHZ{ AH|~

Password:
Last login: Thu Sep 13 22:26:03 PDT 2018 from 10.100.114.209 on pts/18

|Welcome to Ubuntu 16.04.4 LTS (GNU/Linux 4.15.0-34-generic x86 64)
* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com

* Support: https://ubuntu.com/advantage

145 packages can be updated.
|0 updates are security updates.

kim@ubuntu:~$

[SSH ¥4 AMH|A]
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3.2.3 #2|X} H 0| X]
Auth System
Login Register

admin

[2|% 219

#eXtz 20Q5HH oXf S0 YT AHe 555 =0

e
1

Ak,

AN

DS Admin

ojojn] ) 32 R BHH
g b 192.168.253.129 Q0:0c:28:7a:bbicf ubunti linnax 2018-10-14 1204:20 4 = =g AT
10 testl 10100114125 00028097 1:33 ubuntu Tinx 2018-10-14 12720 4 =Bl =E 14
11 j 192.163.253.120 000 20:74:b5:cf ubuntu limux 2018-10-14 12:48:58 4 2ol =20l M=
12. ds 192,168.253,129 Q0:0c:28: 74 bt ubuntu lionax 2018-10-14 12:50:18 4 == s
13 cs 10.100.114.233 O0:0e:20:44: e 2 ubuntu linux 2018-10-14 12:51:59 4 =0l e 5t
14 er TOT00.1 14233 000 20:44: ke 2 ubunti limux 2018-10-14 12:54:06 4 = ol 0| £
[ 273 AMH]
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1 qw 192.168.253.129 00297 4b5f ubLntu linuix 2018-10-14 05:55:49 4
2 qwe 192.168.253.128 D0:0e25:74:b5:cf ubuntu linux 2018-10-14 07:35:58 4
3 test10 192.168.253.129 D00c2%:74: b5 .cf ubuntu linux 2018-10-14 07:58:07 4
4 fq 192.168.253.129 D029 745 cf ubuntu lirix 2018-10-14 05:18:29 4

S SEE MHESQ| SSH Listg =l & = UC.

IDS Admin.  CQueue  List

gwe 35H
t=st 10 25H
fiy 551

[SSH List]
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(1) olo]HE & % AT EE| php

<?php
include 'db.php’;
$sql = "select * from servers where username = ". $_SESSION['username'. "";
$query = $db->query($sql) or die($sqgl . " ". $db->error);
$selectUserSql = "select * from wusers where username = "

$_SESSION['username']. """;
$selectUserQuery = $db->query($selectUserSql) or die($db->error);

$selectUserResult = mysqli_fetch_assoc($selectUserQuery);
?>

<?php if($query->num_rows == 1) { ?>
<div class="container">
<div class="scrollable">
<table>
<thead>
<tr>
<th>O}0| | < /th>

<th> F=A </th>
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<th>@AE 0|E</th>
<th>2F M A </th>

<th>QIZA|Zt</th>

<th>2t2[X} 52 R </th>

</tr>
</thead>
<tbody>
<?php while($result = m

<tr>

ysqli_fetch_array($query)) { ?>

<td><?php echo $result['ip]; ?></td>

<td><?php echo $result['mac’]; ?></td>

<td><?php echo $result['hostname’]; ?></td>

<td><?php echo $result['platform']; ?></td>
<td><?php echo $result['auth_date']; ?></td>

ult[permit’] == 0 ? "Ol52l" "S2") ; ?></td>

<td><?php echo ($res
</tr>
<?php } 7>

</tbody>
</table>
</div>
</div>

<?php } 7>

<?php if($query->num_rows == 0) {
<div class="container">
<div id="comments">

?>

<h2>MH S5 8 25 L' </h2>

<ul>
<li>
<article>
<header>

<center><h1>nodejs clijs Username Password

Level</h1></center>
</header>

<div class="comcont">

<code style="color: red;">

<center><h2>
username

: "<?php echo $_SESSION['username']; ?>",

Key
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password : "your password",

key : "<?php echo $selectUserResult['authkey']; ?>",

level : "(1~4)"</h2></center>
<?php
if ($handle = opendir('./uploadfile/")) {

while (false !== ($entry = readdir($handle))) {
if ($entry 1= "' && $entry = ')}
if(strchr($entry, "tar") ==

true){

echo "<a
href="/uploadfile/$entry’ download>";
e c ho
"<center><img src="/uploadfile/agentjpg’' /></center>";
e c ho
"</a>";
echo "<br /><center><div>File name : S$entry (Click the

image.)</div></center><br />";

}
closedir($handle);

}
?>
</code>
</div>
</article>
</li>
</ul>
</div>
<?php } ?>
(2) Ecf= ZHH| php
<?php

include './config/db.php’;
include './util/util.php’;
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$adminsgl = ‘"select is_admin from users where username =
$_SESSION['username']. "";

$adminquery = $db->query($adminsql) or die($db->error);

$adminresult = mysqli_fetch_row($adminquery);

$sql = "select * from servers where username = ". $_SESSION['username']. "";

$query = $db->query($sql) or die($db->error);

$result = mysqli_fetch_assoc($query);

if($_SESSION['username'] !== "admin"){
if ($query->num_rows == 0) {
go_error("MH SZ0| ERLILE", "/index.php?menu=server");
} else {
if ($result['permit] == 0) {
go_error("X| 1 2|Xto] &0Ql0| QBLICL", " /index.php?menu=server");

if ($adminresult[0] == 1){
$sgl = "select * from servers where permit=1";
$query = $db->query($sql) or die($db->error);
?>
<div class="container">
<br>
<h1><?php echo "Monitor List" ?></h1>
<br>
<div style="overflow-x: auto;">
<table class="table">
<thead class="thead-dark">
<tr>

<th scope="col">List</th>
</tr>

</thead>

<tbody>

<?php
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while($result = mysqli_fetch_assoc($query))
{

$url = "http://". $result['ip'].
"/vnstat_php_frontend-1.5.1/index.php?if=ens33&graph=Ilarge&style=light&page=d";
7>
<tr>

<td><a href="<?php echo $url ?>"><?php echo $result['username’] ?>
Traffic</a> </td>
</tr>
<?php
}
7>
</tbody>
</table>
</div>
</div>
<?php
}
else {
$url = "http://". $result['ip'].
"/vnstat_php_frontend-1.5.1/index.php?if=ens338&graph=large&style=light&page=d";
7>
<div class="container">
<br>
<center><h1><?php echo $_SESSION['username] . "& AMHol Ezjg He-
?></h1></center>
<br>
<iframe src="<?php echo $url; ?>" height="130%" width="100%">
</iframe>
</div>
<?php
2>

(3) silZ 21 PHP

<html>

<head>
<title>Attack_log </title>
</head>

<body>
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<?php

$objConnect = mysgli_connect("localhost","id","password”, "dbname") or die("Error
Connect to Database");

$strSQL1 = "SELECT * FROM servers where username="". $_SESSION['username']. "";
$objQuery1 = $objConnect->query($strSQL1) or die ("Error Query [".$strSQL1."1");
$objResult’ = mysqli_fetch_assoc($objQuery1);

$ip = $objResult1['ip'];

$strSQL = 'SELECT * FROM attacklog where dst=". "$ip";

$objQuery = $objConnect->query($strSQL) or die (“Error Query [".$strSQL."]");

$sgl = "select * from servers where username = ". $_SESSION['username']. "";
$query = $objConnect->query($sql) or die("error");
$result = mysqli_fetch_assoc($query);
if ($query->num_rows == 0) {
7>
<script>
alert("AH| SE0| ZeL|Ct"),
location.replace('./index.php?menu=server');
</script>
<?php
}
else {
if ($result['permit’] == 0) {
?>
<script>
alert("Z| 2 #2|Xte| SQl0] HerL|CH");
location.replace('./index.php?menu=server');
</script>
<?php
}
?>
<div class="container">
<br>
<center><h1><?php echo $_SESSION['username'] . "H AH2|
?></h1></center>

f

ov

23 ™He"

OF

<br>

<div style="overflow-x: auto;">
<table class="table">

<thead class="thead-dark">

<tr>
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<th scope="col"> <div align="center">ID </div></th>
<th scope="col"> <div align="center"> & X|A|Zt</div> </th>
<th scope="col"> <div align="center">ZE2EZ </div></th>
<th scope="col"> <div align="center">Z%X| </div></th>
<th scope="col"> <div align="center">=&X| </div></th>
<th scope="col"> <div align="center">E&X| 88 </div></th>
</tr>
</thead>
<tbody>
<?php
while($objResult = mysqli_fetch_array($objQuery))
{
?>
<tr>
<td><div align="center"><?php echo $objResult["id"];?> </div></td>
<td><div align="center"><?php echo $objResult["time"];?> </div></td>
<td><div align="center"><?php echo $objResult["Protocol"];?> </div></td>
<td><div align="center"><?php echo $objResult["src"];?></div></td>
<td><div align="center"><?php echo $objResult["dst"];?> </div></td>
<td><div align="center"><?php echo $objResult["rule"];?></div></td>
</tr>
</tbody>
<?php
}
7>
</table>
</div>
</div>
<?php
mysqli_close($objConnect);
?>
</body>
</html>
<?php
}

7>

(4) SSH 217 MH|2A php

<?php
include '/config/db.php';
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include '/util/util.php’;

$adminsgl = “"select is_admin from users where username = "
$_SESSION['username']. "";

$adminquery = $db->query($adminsql) or die($db->error);

$adminresult = mysqli_fetch_row($adminquery);

$sgl = "select * from servers where username = . $_SESSION['username’]. ""

$query = $db->query($sql) or die($db->error);

$result = mysqli_fetch_assoc($query);

1

if($_SESSION['username’] !== "admin’){
if ($query->num_rows == 0) {
go_error("MH SZ0| EQLILE", " /index.php?menu=server");
} else {
if ($result['permit] == 0) {
go_error("A| 1 B2|Xte| £9010] TWRBILICL", " /index php?menu=server");

if ($adminresult[0] == 1){
$sgl = "select * from servers where permit=1";
$query = $db->query($sql) or die($db->error);
?>
<div class="container">
<br>
<h1><?php echo "SSH List" ?></h1>
<br>
<div style="overflow-x: auto;">
<table class="table">
<thead class="thead-dark">
<tr>
<th scope="col">List</th>
</tr>
</thead>
<tbody>
<?php
while($result = mysqli_fetch_assoc($query))
{
$url = "https://". $result['ip']. ":4200";
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?>

<tr>

<td><a href="<?php echo $url ?>"><?php echo $result['username’] ?>

SSH</a></td>
</tr>
<?php
}
7>
</tbody>
</table>
</div>
</div>
<?php
}
else {
$url = "https://". $result['ip']. ":4200";
?>
<div class="container">
<br>
<center><h1><?php echo $_SESSION['username’] . "H AlH9|
?></h1></center>
<br>
<iframe src="<?php echo $url; ?>" height="130%" width="100%">
</iframe>
</div>
<?php
}?>

242

MHA

LA

ol

5.1.2 2l

(1) 215 (server) nodejs

const os = require('os");

const mysql = require('mysql’);

const config = require('./config.json");
const md5 = require('md5’);

const fs = require('fs");

var io = require('socket.io").listen(8000);

var connection = mysql.createConnection({

_22_




host: config.db.host,
user: config.db.user,
password: config.db.password,
database: config.db.database
D;
var array = {
platform: os.platform(),
hostname: os.hostname(),
uptime: os.uptime(),
cpus: os.cpus(),
network: os.networklnterfaces(),
totalmem: os.totalmem(),
loadavg: os.loadavg()
Y
function exit(message) {
console.log(message);
}
connection.connect(function (err) {
if (err) throw err;
exit('connected!”);
Di
jo.sockets.on(‘connection’, function (socket) {
socket.emit('example message 1', { hello: ‘'world 1' });

socket.on('example message 2', function (data) {
console.log(data);

D

socket.on('aa’,function (data){

console.log(data);

var info = [];
if (data.platform === "linux’) {
data.network.ens33.forEach(function (item) {
if (item.family === "IPv4") {
info.push({platform:  data.platform, = hostname:  data.hostname, ip:
item.address, mac: item.mac, username: data.username, password: data.password, key:
data.key,lev: data.lev})
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console.log(info[0]);
connection.connect(function (err) {

connection.query("select * from users where username = 7?9
[info[0].username], function (err, result) {
if (err) throw err;
if (md5(info[0].password) === result[0].password) {
if (info[0].key == result[0].authkey) { // auth compare
console.log("auth success");
connection.query('select * from servers where username = 7?7,
[info[0].username], function (err, result) {
if (err) throw err;
if (resultlength === 0) {
connection.query("insert into servers (username, ip, mac,
hostname, platform, permit) values (?, ?, 2, 2, 2, ?)",
[info[0].username, info[Ol.ip, info[0].mac, info[0].hostname,
info[0].platform, false], function (err) {
if (err) throw err;
const text = info[0l.ip+" "+info[0].lev;
fs.writeFileSync("target.txt", "“Wufeff' + text, {encoding: 'utf8'});

exit('insert db success");
1;
} else {
exit(insert db failed");

b
} else {
exit('auth failed");
}
} else {
exit('password incorrect);

(2) 213 (Client) nodejs

_24_



var io = require('socket.io-client);
const os = require('os");

var commanda = process.argv[2];

var commandb = process.argv(3];
var commandc = process.argv[4];
var commandd = process.argv[5];

var array = {
platform: os.platform(),
hostname: os.hostname(),
uptime: os.uptime(),
cpus: os.cpus(),
network: os.networklnterfaces(),
totalmem: os.totalmem(),
loadavg: os.loadavg(),
username: commanda,
password: commandb,
key: commandc,
lev: commandd

|3

var socket = io.connect('http://127.0.0.1:8000";

socket.emit(‘aa’, array);
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:

Ubunta 16,04 LTS

Htmlb, PHPYT, C35. J query

Guricata

e B IPtables. Shell script
=1
= E&M O1= Node.js, Mysqgl DB
o THE EHE S A AR TR (2/8)

g Lhg - Sc

energlng - sc

ava

" n Suricata sources wvnder Fde 4

sktream-events.rules & avallable Un suricata sources wnder rule L
http-events.rules # available in suricata sources under rules dir
EMEp-events.rules # avallable tn suricata sources under rules dir
dns-evenks . rules # avallable Un surlcata sources wnder rules dir
tis-events.rules ® avallable ULn suricata sources wnder rules dir
modbus -events.rules & avallable Un suricata sources wnder rules dir
pp yer-events.tules # available in suricata souwrces under fpules dirc
dnp 3 rents.rules # avatlable in suricata sewrces under rules dir
nEp-events . rules F avallable in surilcata sources under rules dir

classiflication-fille: Jetcfsuricatafclassification.config

reference-conflg-Tlle: fetc/surilcatafreference.config

# threshold-file: Jfetc/suricatafthreshold.canfig

Suricata3 % 2 &3 TrafficE 127 1 & Rule 3 &
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root@ubuntu: fhome fkim# . /newdb.s
file c, i hae:
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nodejs clijs Username Passwond Key Level | = ERE

i

username : "testi”, password : "vour password®, key @ "YLQOQZBckN", level : "(1-4)"

2 HE Z3 X A 2EE2F(2/6)

k| b 16220139 DO 3 T Bt

— i 201014 170420 E [==7]
il

L] R | 19T 168 250,129 OIS T e b 201810 Td 128858

T TREIRE 250 157 D2 Tabhiaf
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| STV AR TR BED 1AR T30S 1 B I TdRTIS me
Tespoast
SURCATA
] OSEIEBE OIS LD, 6 I6AL1AS R
TespeE

[ SLRICATY

I ONTIPGIEILI T SESI TP, [RE AL [ R T 1T l"‘?‘-\'.-b.'b.;;
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4 05T YR30 T TP 1A BN T A Y56 {1217 i::':ﬁ‘-mﬁ

4 DTVRELAT0 THETI0 TCP (2 BEAIT HAT5680 ||.'|“.-s-u1'-:m"""“\‘_i"*'-_1

AP 2 RelA AN A S SAEAY AR E AN

o T E R A 2™ H(6/6)

2l ZHo]A(S5H)

=2 EVRT LN L I T I..,.....I R

ubuntu login: kim | msrrias ajuie
Password:
Last login: Thu Sep 13 22:26:63 POT 2818 from 10.186.114.209 on pts/l8

Welcome to Ubuntu 16.84.4 LTS (GNU/SLinux 4.15.8-34-generic x86 64)

* Documentation: https:// help.ubuntu.com
* HManagement: https://landscape.canonical.com
* Support: https: fubuntu. comfadvantage

145 packages can be updated.
I8 updates are security updates.
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Thank you
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