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X OWASP : The Open Web Application Security Project
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_ APK EQI(tER0|E) |

import java.io.IOException;

impo

public String resultCommand(String cmd){ APK E_IJ\
try{

impo

impo

impo p = Runtime.getRuntime().qE /data/app/con. kakao. story-2 . apk=com. ka

buffreader = new BufferediililE ‘data/app/co 0, talk-1.apk

String line = null; )3 data/ hn. android. hand=2 om.nhn. android. band

readbuff = new StringBuffJEEGEEGIERREIETEoee MRl -apk=com. nhn, android. kin
o nhn.android. mai |

clas

while((line = buffreader.
if(line.indexOf("/dat4 ] :
readbuff.append(13E fcom,picsart . studio-1.apk=com.picsart . studio

readbuff.append (" e ' fapp/com, sec. and r[::ui[j,;;a,[::u[::u,:5::;a:rn:5:ur'|!;;1:;3,[::|[::|:5:—1 apk=com. sec android. app. samsungapps

}

return readbuff.toString(

/ | o+-= a0| LH°| AP|( E|

catch (Exception e){

12
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APK F=Z/0|5(QUEZ0|E o PC)

public String downloadFile(String apk, String fileName){
buff = new StringBuffer();
buff.append(“"cmd.exe ");
buff.append("/c "); Cmd cmd = new Cmd(); APKE}°' 0|E
buff.append("adb pull "); String apk = new String(); = ©
buff.append(apk);
buff.append(™ ");
buff.append(fileName);

String fileName = new String();

String order = cmd.inputCommand("pm list packages -f");

try {
iu;r 1 file pulled. 2.3 MB/s
String = - o B
readby O|E T DDI_I- EJ;E‘|- ‘I'I'Ec'::
uhile idea 2019-05-05 2% 7:17 If¥ £H
r
N out 2019-05-02 2= 11... ItZ =G
Iy A4 0O AE AE O TLOl 5=
_— src 2019-05-05 27 3:45 IOY =[G
} - || kakao.apk 2019-05-05 2F 7:19  APK IOt
catc xd
e.prin | | Start_part1.iml A EH G} EI.OIQ = OIE
Systen| L= =1 L= APK = = PC o
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mjel e} /ok 5l X
ey Hel/A=olfx
1 package conversion?Z;
7 _dimnart Java 1n *- APK to ZIP
J6= private static void createFile(File file, ZipInputStream o =
4 37 ,e,i: HEZ| Bl ' _ , ZIP =1-on1
1 package conversion2; i ' 1 - *l'o“l-l 7:IJ__|.
2 |Smrort Jovn 10 x: DEX to JAR gtion] CHProgram Filestld 21 & i
P 2 class cd - -
1 package converslion2; -
¢ Pl Smport java.io.*; JAR to CLASS 4l ZAaf(ZIP=>DEX)
- :Uhj 3 class Zip2{
° ;y - public static String FileName = “"classes-dex2jar.jar"; WProgram Filesttlavaijre1.8.0_144#bin#javaw.ex
é "q se public static String builder(S5tring FileName) {
' | 6 try { -
z EUI 7 ProcessBuilder builder = new ProcessBuilder( Hprﬂgram Files#t)ava JAR Aolllko-l
EPE 8 "cmd.exe", "/c", "cd \'C:\\dex2jar-2.0\" && jar xvt ",Filezjap_jap
E_ 9 builder.redirectErrorStream(true): — : : L _
whi, o Process p — builder <terminated> Zip2 [Java Application] C:WProgram FilesWlavattjre1.8.0_144¥bin#javaw.exe (2019. 6. 4. 2= 4.05:28) CLASS AH A
11 BufferedReader r = i #9999é: com/google/android/gms/internal/zzjs$2.class
12 while (true) { @09999: com/google/android/gms/internal/zzjs$3.class
13 String line; @99999: android/support/vd/view/ViewCompat$IbMrilViewCompatImpl.class
14 line = r.readlL] 999999¢: android/support/vd/view/accessibility/AccessibilityNodeInfoCompat$AccessibilityNodeInfoApi22Impl.class
¥ 15 if (line == nul 9999¢é: com/google/android/gms/internal/zzhm$zzg.class
¥ 16 System.out.prif ¢¢#eeé: android/support/v4/view/ViewCompat$KitKatViewCompatImpl.class
- -_; } 909999 android/support/vd/view/ViewCompat$lollipopViewCompatImpl.class
f,. o iarmel ot= SiE M
Fa
22 alS CIAH™EO ot=s|| |5} I AHM
22 APK IS =02 #1395} X|510] CLASS I
£
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System.out .print(
try o Scanner sc2 = new Scanner(System. n);
String inputl : String filed = sc2.next();
File folder?2 = new File( FolderPath + "##" +fileN);
FileReader fr = new FileReader(folder2);

, , Buf feredReader bufr = new BufferedReader(fr);
File f = new File( it WA == O H . L
string line =

FileReader fr = new FileReader(f); Wl el ne = b, Feedlinstii 1= mul 19 4
Buf feredReader bufr = new BufferedReaderi{fr); if{line.contains{inputl) {

string line =
while ((Line = bufr.readline()) 1= null) { int a = line. indexOf (input);

if (line.contains(input1)) { int b = line. index0f ("(");
. . . . String word = line.substring(a,b);
if (line.contains(inpute))

string inpute

unpack (] ; String[] arr = word.split(
else iffarr[1]. length{) <= 2]

-
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Apk List :
package /datalapp/com.androld.chrome-1/base apk=com.android.chrome al OI' C EOI C LH H
package/data/app/Btv_mobile_Erasable/Btv_mobile_Erasable apk=com.skb.btvmobile @ e — _— T
package /datalapptw.mobileapp.qrecode banner-1/base.apk=tw.mobileapp.qrecode banner APK H I-II E_I A E
package/data/app/com.google android.gms-1/base apk=com.googie android.gms

package/data/app/icom.googlie. android tts-2base apk=com google android its
package/data/app/com.google. android videos-1/base. apk=com.google android ideos
package/data/appicom sec.spp.push-1/base.apk=com.sec.spp.push

package /data/appMipboard boxer. app-1/base apk=flipboard boxar.app

package/data/app/net daum android cafe-1/base apk=net daum.android.cafe
package/data/app/com.sec.androld. app.sbrowser-1/base.apk=com.sec.android. app.sbrowser
package/data/app/com facebook katana-2/base apk=com facebook katana
package/data/app/com skttmap ku-2/base apk=com. skitmap ku

package ‘JJB’JVL;"[":':Fatfshv:~nl:ut DICFJLSHOHCU? apk=com.ski.tmaphot =
4l ] )
=¥ S apk & = ( 0f : data-test.apk) : @ _’f_lgfxni II_|II:_|-% _?I;J'(')'I.E
';’data!appinetdaum android.cafe-1/base.apk wLolH Ol=d
APK u'=°8 55
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A2E L

| | d2j-std-apk.sh 2014-10-27 2% 5., APK _u_I.OI PCE OI =
|| InsecureBankv2.apk 2019-03-05 2= 1... - SR
|1 zipfstmp1566809201729348832.tmp 2019-05-05 @7 4., TMP Ef%‘ 6,745K8
] d2j-std-apksh 0141027 225 APK Lf€ ZIP EH=l
g InsecureBankv2 zip 2019-03-05 2F 1.. B=[ZIP) LfZ 3,302K0
|| zipfstmp1566809201729348832.tmp 2019-05-05 27 4., ="~ —
"] BuildConfig.class 2019-05-04 § CLASS 1}
|| classes.dex 2019-06-08 | | ] ChangePassword$1.class 2019-05-04 2= 1. CLASS It
|=:| classes-dex2jar jar 2019-06-08 | L] ChangePassword$RequestChangePassw... 2019-05-04 2= 1.. CLASS I

| | ChangePassword$RequestChangePassw.. 2019-05-04 2= 1.. CLASS I
| | ChangePassword$RequestChangePassw.. 2019-05-04 2= 1., CLASS I

| | ChangePassword.class 2019-05-04 2= 1.. CLASS L
| | CryptoClass.class 2019-05-04 2= 1. CLASS I
| | DolLogin$RequestTask$1.class 2019-05-04 2= 1.. CLASS
| | Dologin$RequestTask.class 2019-05-04 2= 1.. CLASS

ne ne ne ne ne ne ne n

DEXE2H5E A2 JAR O} &= s|H| = CLASS mj
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filelist = ClasslList.Start(); // CLASS EI‘?EI
for(int 1 = 0; 1 < filelist.length; d++) {
if(filelist[i] != null) {
String classpath = filelist[i];
cnt = CheckObfuscation.CheckFunction(cl

if(cnt == 1) Svstem.out.nrintin("“H=5}
D ProGuard 2™ o5 HA

= = LogActivity. java

= = Maindctivity. java
NotesProvider. java
sl Inject ionActivity. java

[ _'III—|'|_'=|__|: E_H :

[

0 =us

(=1
=
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NE M2 2B (4/7)

TNAH R ENFY (BY B8

o
package:/data/app/com.sec.spp.push-1.apk=com.sec.spp.push OH %IOkX H o =
package:/data/app/net.daum.android.daum-1.apk=net.daum.android.{ H TI —II::I -I'_-A_-Il _6_2!-
Write apk [0l)/ =25 apk MR =
/data/app/com.hanjoon.schedul =A-L.a < e S

A : P APKIY MEH & pC2 0|5

Write file name [ofl) test.apk]
scheduler-1.apk
/data/app/com.hanjoon.scheduler-1.apk: 1 file pulled.

%

zip #z 4
zipmte A=A 43
dex2jar classes.dex -> .\classes-dex2jar.jar

2.5 MB/s (10165325 bytes in 3.930s)

Detail Error Information in File .\classes-error.zip
Please report this file to http://code.google.com/p/c

dex -> jar ot#s=t 43z

0

Jaru_l.CH DF;’:EHI-” J\'i_l_

x ‘.’!! com?

é&E%H com/hanjoon/

M= com/hanjoon/scheduler/

=7tgl: com/hanjoon/scheduler/Application.class

Z7t2: com/hanjoon/scheduler/MessageGuardException.class

P
<

ex2jar/issues/entry if possible.

APK -> ZIP -> DEX -> JAR I}

JAR &=

a

Directory Name:C:\DalaVa\dex2jar-2.0

= oljX| & CLASSIL

8C:\DaJlaVa\dex2jar-2.8\com\hanjoon\scheduler\Application.class
1C:\DaJaVa\dex2jar-2.@\com\hanjoon\scheduler\MessageGuardException.class

ez dA X
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1 row in set (0.01 sec)

mysql> select * from result2;

mysql> select * from result;
s+t

| No | Grade | Name
5 rows in set (0.01 sec)
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