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HHHI= : Node.js/Express

>

> OIOJE{H|O]£ : MySQL
>  THER0] : Javascript
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<template>
<div id="app" >

<router-view/>
<Navbar></Navbar>
</div>
</template>

<script>

export default {
name: “app”,
components: {
Navbar
b,
created() {

}
s

<img alt="Vue logo" height="200px" widthd

import Navbar from "./components/Navbar";

View

this.$store.commit( "GET_TOKENS"); DOM

ViewModel

DOM Listeners

lIIIIHHHHHHHHE%IIIII

v
Vue

MVVM

v
Plain JavaScript
Objects

</script>

MVVM (Model-View-ViewModel) I &1 X| 2
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function PasswnrdHaslh{salt pass) { -/ HYHS sjjA|3t 2 DB SE
function Createsa return new Promise( cxecutor function (icsvive, rogcees 1
return new P berypt.hash(pass, salt, function (err, hash) {
borypt . oe if (hash) {
if (s console.log( "PasswordHash : "+hash);
] resolve(hash):
co
o } else {
\ I_ console.log( "PasswordHash err : "+err);
else
ca | number name id password | %EE_.I 2|-?-I__| IC;IE
» (31 HSIE1 2SI E1 |$2a$108).10j72GtheWRBS57DxkjiwOZRfQMpZGaPvZsV7Td... |1 M2
= 32 TOSIE1 TOEIE1 $2a8108U71XFVkRQ1tqIS7uo 7rZsuWxPk4CHNKOUIIZTn... TO3IE1 TOi3|#H1
I 33 SHO§SIE1 TOISIE1  $2a$10%csuuQGY/TSsGFoCMYKY 7SO4A0EFNrtgc8BMialo... SHOHSIE1 SHOf 3] A1
[9F } 34 SHORSI®2 THOISIE2  $2a$10$y1e.0dOAWSLSASSQIHFAUB2YVWPiahDrpgLNsS... =tO§S|H2 SHOE 3|82
H Terrere = T
H|UHS Si4{0] A2 E saltzhe A4 | |BCYPL: I='|':" SHE sfAle, saltZt S 0| 85t= ol
== T °= 2= o LA EMN = Zto| ZOotk OftH CHE s{AIZtS et
&Il A = S22 s1251S
o] 12| S2l beryptE 0| 25t0] H{EH=2 F of 7|25t A&
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<div class="col-md-6">
E:l?_' I{,'E ol 24

<div class="form-group row":> H T
<label for="id" class="col-sm-2 col-form-label">C0|C|</label>
<div class="col-sm-10">

<input type="text" id="id" v-model="User.id" class="form-control" placeholder="TN">

</div> function CreateAuthToken T HglE3 dt
<br><br><br> return new Promise( °7H/ I EE'— = -
<label for="password" class="col-sm-2 col-form-label">H|22Z</label> const ptoken = 'JWT '+jwt.sign(
<div class="col-sm-10"> { daFa : User },

config.secret,

<input type="password" id="password" v-model="User.password" class= = _
{ expiresIn : 86400 * 7 } //R=EJ[2F 72

</div> Y
{fdiv} '
Ly | 22F .« W =
<br> console.log("2M £33 : ", ptoken);
=H . . 1] =H m ='|| - = L] (]
<button gclick="onLoginSubmit™ type="button" class="btn btn-primary">=Z_%l</ const stoken = 'JWT '+jwt.sign(
</div> { data : ptoken },
B Manifest Key Value |=||':|-.E| _|_7HEE./H| UIEE. config.secret,

loglevel:webpa... | SILENT { noTimestamp : true } //F=7|F ZHE

!:I Service Workers

Clear storage

pToken JWT eylhbGcaiOulIUzI1 NilsInRScClelkpXVCI9.ey) kY XRhljp7Im51bWlIci...
sToken JWT eyJhbGciOUIUzZITNilsInR5cCl6lkpXVCI9.ey kY XRhljoiSIdUIGVSS...

);

console.log("HIY £33 : ", stoken);

]

Storage

v E2 Local Storage
EE hittp://localhost:8080

219 HEHE RXI5t7| flsl 37H/HILESRL| W 28
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router.post( fnewCert ™, (reg., res, next) =+

1L L L - | -

console, [0a(JSON.strin
var cert = pki.createlCe
cert.publ icKey = pki.p
cert . serialMumber = [
cert.walidity.notBefo
cert .walidity.notAfte

var userattrs
1
name:
value:
oA
name:
value:
o
name:
value:

Fe

‘commonName’,
req.body .user.number

‘count ryName ',
‘kr®

"organizat ionName’,
"‘Coconut’

MH 7|2 ALEX AS M ME

cert.sign{caPrivatekew),

shortName: "0U°,

value.

]

req.body.deviceld

ALZSA7| elset FEE 2ISM

AHAM
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MH7|= MY
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REEE

console, |0al ‘cert :

for (var i=0. i<certPen. length: i++)4
let cert = pki.certificateFromPenicertPen[i] . cert);
© o+ JSOM. stringify(cert )

maf

var pss? = forae.pss.create(q] kl
md. forge.md.shal.createl],

forge.mgf .mgf | .create(forge. md.shal . createl )],

saltlLength: 20

P

I3 F

var nd’ = forge.md.shal . createl )
mde update(sign, "utfd"):

var verifysignature =

console, logl "Signature Yerify @ “+verifySignature):

AEXe] ME AT

publickey ., verifyind? digest (), 9etbBytes(), payload.signature[l], pssi).
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_____________________________________________________________________________________________________

HO|9| OI- I.
A1 BT, HOIF| s AM-EXte] SI7|'E 48
var kevpair = pki.rsa.generatekeyFair( bitss 2048).

var publickey = kevpair.publickey,
var privateley = kevpair.privatekey:
var privatekeyPen = pki.privatekeyToPenprivatekey):
var publickeyPem = pki.publickeyToPem{publickey):
var encryptedPrivatekeyinfo = pki.encryptPrivatekeyIntof
privatekeyinto, pavload.pa, options 4
algorithe: "aes?bb’, /7 aesldo ., ‘aesldd, ‘aesdbb’, Gdes

r A-8X7L UESt HUMS E A7 2 AL 3to] CiAl7| 3}
HRIF 1= AKBAI7L Q2ist H|UHS = A5 3tsl0 oHXaHH MF
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QRIS 914l
Terminal:  Local (2) +

C:'Users'gnsl4'\WebstormProjects' Coconut>cd vue-coconut

A
NPMEX%| COCONUT =

C:\Users'gnsl4'\WebstormProjects' Coconut'vue-coconut>npm install vue-qrcode-reader

NPM(Node Package Manger) : X[HIA3RIE
H0{E it Tlj7 | x| 22| X}

import VueQrcodeReader from 'vue-qrcode-reader’

Vue.use(VueQrcodeReader); |QRIE Q14 mjj7|X| HE

QRIZE 214] Wj7|X|S AEs10{ QRIE 214

e
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COCONUT

Express Backend Vue JS JWT Tokens
Express= ® 9 DU OfZ2IHO|ME 9IS Vuejst H(View)ol Z{H3HE KEEQAC T2|Y  JSON Web Token &5 QFH S HE 67|
B o 2ot QYL HES2 Ol § 2US JHRIE 9130 € B7HE EE(RFC 7519)LICh JWT
MVVM(Model-View-ViewModel) & £ |grez SXMEHo2 Watt BE HYE TEghd)
SHO{ X U%H‘ 2 O

HTTP fealE| § Ha|se 70|

L} RDS or ECDSA2} 2
Mg 5 ASUT

X.509 QIS AM Vuex
X.509= PKIOHA AR Vuex< Vuejs 0 SEH 2] of
£+ 2tojHeje| Yur Mo|mEH

o

X.509(V2)
el Ry s B
X.509(V3)7t 1996 0f
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5\« “Na,

OfAE QIS A 22

OFAE] OIS M= &L} [x ﬂ Elements Console Sources Metwork Performance Memory  Application : X
OFAE] QIS M= AFR] Application C  Filter Q X
2lg = A& L B Manifest Key Value
XX Service Workers Is_test3.pem
B Clear storage caCet  |[—— BEGIN CERTIFICATE----- MIIDvCCAgagAwlBAgIBATANBgkghkiGOWOBAQ...
OFAE] OIS M H| S 013 pToken JWT eylhbGaiOUIUzITNilsInRScClelkpXVCI9.ey) kY XRhljp7ImFjY291bnQiOm51...
Storage sToken JWT eyJhbGciOUIUzI TNilsInRScCl6lkpXVCI9.ey)kYXRhljoiSIdUIGY5SmhiR2NpT...
v BB Local Storage s_testd.cert |- BEGIN CERTIFICATE----- MIID/TCCAUWgAWIBAQIBATANBgkghkiGSwOBAQ...
G AE A B 2o 88 https://coconut fs_testE.pem ————— BEGIN ENCRYPTED PRIVATE KEY-——- MIIFHzBJBgkghkiGSwOBEQOWPDAD...
H B Is_testi.cert |- BEGIN CERTIFICATE----- MIID/TCCAUWgAWIBAGIBAZANBgkghkiGOwWOBA...
sonse v

OfAE QISA Eg
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