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3.2.1 QAUSH|A

PIS7|7t CAZ A Al MBEZ A8 =, 2 ICAQF HAXH ddst MBZ HES
Ct.
i GUICA ? X
AF2X EE| 2O 7IE MAZHEES
CA =
(215712 MH(can ME e (3000)
[2157]2 MH(ca)] HZHZ| .
[CIE718 Ab{(ca)] HEE(127.00.1, 11441)
(215718 M (ca) HETHZ| ..
MEOIE . ICAT
AT Z| : b'b=Wxb3WxFOWxFOWxa I WO XObWxcAW xad i xd 4] Wxc2 Wx 84X 03 % WH
Px9cXWxb 5 x8dkfitxec’
ZHCI7| 1 b'YWxecHxboWxf2Wxf2Wx T flx92 W xc 2N 89 xcapiixOf Wxdf-
Wxe0%] A x12Wxb1(4WxbeWx9dtx16WxcOWxdeWx07Hxb8Y;Wx195pR]
PO K8 3W K Ob W x 04O Wx O xb 6% x99;
Signature : b'BEWxe9Wxa0s[Xntfxe1¥x16WxfSWxdc witxd6WxdfitfxcSWxfd > Wxbc&(L&KWxd5)$
Wx 04« 0fO @Wx110%xa1xbc 1« 8bWxf2¥x 1d4W 861 xd 5] Wxchixb7Wx85% xbf'
Time : 2019-10-07 .
(2]
ICA1

[(AER SZtelF 72 can-2lF 7|2 cAa) A& 9ZE(127.0.0.1", 3000)

[2IZ7]|BHCA) =4l S22 HIO|H =4 Oi7|F ..

[RIER SIS 7|2 M) Mu 2 (2000)
(AR SURAS7|2 M) HZLf7] ..
Al

[QIF 7| BHCA) =41 H2FE : {'type" 'sign_copy', 'cp_name": 'ICA1’, 'cp_sign": b"*?
Wxd57;?

<eqgiWxa2Wx07Wx88Wxf4ACDWx9c WxcOYWx03GHx9aWxcOn3Vnittxb 9Wxc8Wxd 9 xc8
Wxe7'nWxd2Wx00L#xcdi~Wx91WxfSaqGWx07Wxd 1Wxd2copy"}
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HICA2)-215 7|2 cA) 9&] HZEE('127.0.0.1', 3000)

:

[QIS7|2HCA) =41 A= OO|E =2 7|5 ..

[N SUUSZIE MH] M 23 (2002)
[FEA SUAS7|2 MH] AZECHZ| .
[CIFT7|8HCA) =411 2 HHE : {'type': 'sign_copy’, 'cp_name": 'ICA1', 'cp_sign": b"*?
Wxd57;?
<eqiWxa2Wx07Wx88Wxf4CDWx9c WxcYWxXx03GWx9aWxcOn3VniWxbIWxc8Wxd oW xc8W
xe7'n¥Wxd2¥Wx00LWxcdi~Wx91Wxf5aqGWx07Wxd1Wxd2copy"}

[1E3]

ICA3
MR SZHAS7[2HICA3)-21F 7|2 CA) 2 &) HZE('127.0.0.1", 3000)

[2IS712(CA) =241 dZEet=. HIO|H =2 CiZ7|F ..

MR SZHAS712F MEH] MH ==& (2003)
MR SUHS713 M) SZECEZ] ..
[T ?7|2HCA) =411 =T E : {'type’: 'sign_copy’, ‘cp_name’ 'ICA1", 'cp_sign’: b"*?
Wxd57;?
<egWxa2Wx07Wx88WxfACDWx9c ' WxcOYWx03GWx9aWxcOn3VnWxbOWxc8Wxd9Wxc8W
xe7'nWxd2Wx00LWxcdi~Wx91WxfS5agGWx07Wxd 1Wxd2copy"}

[1E4]

w
N
N
[
Ju
=t
re
0=
ox
=
o

AFBRE HETE B EWMHS SUR0| ICATO HESHH ET ICAI2 ICA2
¢ 2=o0| Yyt

¥ GUI FACE ? >

Face ]
SEXA B2 AHEAL YLILE [False]

Face Recognition ~—
[E2=-=AMAH gZ] AEE (127.00.1, 1234)

[F=0lalMu]] HEetz, ol =4 tH7]E .

[E=0A ] SHEE ISR

[DZ2 QA M B2 : 'type”: 't_face', 'data: 'HE2=27
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{'number": 2, 'user": 'unknown’, 'checkpoint’: 'checkpoint1’, 'time"
None, 'pass_fail": 'False’, 'type': 'tranNsign’, 'cp_name': 'ICAT',
‘cp_sign': b"*?¥Wxd57?;?

<eq¥Wxa2Wx07Wx88Wxf4CDWx9c WxcOYWx03GWx9aWxcOn3Vnixb9
Wxc8WxdoWxc8Wxe 7 ' nWxd2Wx00LWxcdi~Wx91WxfS5aqGWx07wWxd 1W
xd2copy"}

[EQUE =4 H2HE : {'type": 'face’, 'data": "[('Unknown'",

'passfail': " 'False', 'time': " '2019-10-1-17:22:23"]1"}
[126]

[AER SIS 7|2HICAT) =4 BF 28 E : 'number': 2, 'user":
‘'unknown’, '‘checkpoint’: 'checkpoint1’, 'time': None, 'pass_fail"
'False’, 'type'": 'tranNsign’, 'cp_name": 'ICA1', 'cp_sign": b"*?Wxd57?;?
<eqWxa2Wx07Wx88Wxf4CDWx9c WxcOYWx03GWx9aWxcOn3Vnixb9
Wxc8WxdOWxc8Wxe 7 nWxd2Wx00LWxcdi~Wx9 1Wxf5aqGWx07Wxd
Wxd2copy"}
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B GUICA ? posd
Al2Xr #E] 23 7|18 HATFEE
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—————————_—___3H 20| EaMMN O_____________
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A AIZE - 2019.10.07.16:52
O| 8l 4 : f665a62063fa892e4ad3236ea3c3419f6f09f9ddfa6a38991727c49bf87cc045

=%t unknown
HIAEQIE : checkpoint?
HH 8 - False

SEEEEEEEEEEEEA L. =5
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511 &A3CE

bc.py

import hashlib

from datetime import datetime
import random

import time

class Blockchain(object):

def

def

def

def

def

__init__(self):

self.chain = []
self.current_transactions = []
self.vote = []

self.last_block={}
self.new_block(previous_hash = 1)

new_block(self, previous_hash, nonce=None,
difficulty=None, merkleroot=None):
now = datetime.now()
t = now.strftime('%Y.%m.%d.%H:%M")
block = {
'type' : 'block’,
'index' : len(self.chain) + 1,
'timestamp' : t,
'transactions' : self.current_transactions,
'previous_hash' :previous_hash ,
'merkleroot' : merkleroot,

}

self.current_transactions = []
self.last_block=block
return block

new_transaction(self, number, user, checkpoint, time, pass_fail):
self.current_transactions.append({

'type' : 'transaction’,

‘number' : len(self.current_transactions)+1,

'user': user,

‘checkpoint’ : checkpoint,

'time' : time,

'pass_fail' : pass_fail,

)

return self.last_block['index'] + 1

hash(block):

block_string = json.dumps(block, sort_keys = True).encode()

return hashlib.sha256(block_string).hexdigest

hash_block(self):

sha = hashlib.sha256()

hash_string = (str(self.chain[-1]['index'])+str(self.chain[-1]['timestamp'])

+str(self.chain[-1]['transactions'])+str(self.chain[-1]['previous_hash'])

+str(self.chain[-1]['merkleroot']))
sha.update(hash_string.encode())
return sha.hexdigest()

_'I'I_




def input_transaction(self,dic):
del dic['type']
self.new_transaction(dic[ number'],
dic['user'], dic['checkpoint'].dic['time'], dic['pass_fail'])

def last_block(self):
return self.chain[-1]

def last_tran(self):
return self.current_transactions[-1]

def print_transaction(self):
print(self.chain[1][ transactions'][0]['user'])

def print_block(self,start_point = -1, finish_point = 0):
if start_point == -1:
print("&2H 35 : "+str(self.last_block|'index'])+
"\n2YA]ZF : "+str(self.last_block['timestamp'])+
"\no]&Asl4] : "+str(self.last_block['previous_hash'])+
"\nd&504] : "+str(self.hash_block())+
"\nHZFE : "+str(self.last_block|['merkleroot']))
self.print_transaction(self.last_block| 'transactions'],self.last_block['index'])
elif start_point > -1 and finish_point ==
print("&2H 35 : "+str(self.chain[start_point]['index'])+
"\nHAYA]ZF : "+str(self.chain[start_point]['timestamp'])+
"\no| &34 : "+str(self.chain[start_point]['previous_hash'])+
"\ndXs14] : "+str(self.hash_block())+
"\nHZFE : "+str(self.chain[start_point]['merkleroot']))
self.print_transaction(self.chain|[start_point]['transactions'],start_point)
elif start_point > -1 and finish_point > -1:
for i in range(start_point, finish_point):
print("&2H3S : "+str(self.chain[i]['index'])+
"\n2AYA]ZF : "+str(self.chain[i][ 'timestamp'])+
"\no]&Asl4] : "+str(self.chain[i]['previous_hash'])+
"\ndA504] : "+str(self.hash_block())+
"\nHZFE : "+str(self.chain[i]['merkleroot']))
self.print_transaction(self.chain[i][ 'transactions'],i)
print("\n\n\n")

def print_transaction(self,transaction,index):
if len(transaction)!=0 and index!=0:
print("============="+str(index+1)

“

+

rE
il

20| EPMM A|Rfzz=z=zz======\n)
for i in range(len(transaction)):
print("EWMAHAHS : "+str(transaction|i][ ' number'])+

"\nHABA]ZF : "+str(transaction|i][ 'time'])+

"\nEUA} : "+str(transaction|i]['user'])+

"\nA| T ZOIE : "+str(transaction[i]['checkpoint'])+

"\n7fH 5 : "+str(transaction[i]['pass_fail'])+"\n")
print("============="+gstr(index+1)+"H 259] EWMAMM T=============\n")

print("E=iAA : None")

def new_user(self):
pass

def vote_block(self, vote,userinfo):
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agree = 0
for k in range(10):

for i in range(5):
i = random.randrange(0,2)
vote.append(i)

print(vote)

for j in range(b):
if vote[j] ==1:

agree +=1

if agree >= (len(vote)*0.51):
userinfol 'pass_fail'] = "PASS"
self.input_transaction(userinfo)
self.new_block(self.hash_block(),2,3,4)
self.print_block()
print("25/87d 45"

else:
userinfo[ 'pass_fail'] = "FAIL"
self.input_transaction(userinfo)
print("&3/8/d A"

vote = [0]*0

agree = 0

time.sleep(1)

node.py

import zmq
import json

class Node():
def _init_ (self):
self.socks = ]
self.ctx = zmqg.Context()

def init_server(self, port):
self.server_sock = self.ctx.socket(zmq.REQ)
self.server_sock.bind('tcp://*:%s' % port)

def connect_node(self, other_port):
self.client_sock = self.ctx.socket(zmq.REP)
self.client_sock.connect('tcp://localhost:%s' % other_port)

def send_server(self, data):
msg = json.dumps(data, separators=(',', "'))
self.server_sock.send_string(msg)

def send_client(self, data):
msg = json.dumps(data, separators=(',, "))
self.client_sock.send_string(msg)

def recv_server(self):
return self.server_sock.recv()

def recv_clinet(self):
return self.client_sock.recv()

def recv_clinet(self):
return self.client sock.recv()
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ca.py

import time

from datetime import datetime
import json

import random

import hashlib

import threading

from socket import *

from ecdsa import SigningKey
import pickle

import datetime as d

from bc import Blockchain

from PyQtb import QtCore, QtGui, QtWidgets
from PyQt5.QtWidgets import QMessageBox
import sys

import sec

class Ui_Main_F(QtWidgets.QWidget):

def __init__(self):
super().__init__()
self.Popups = []
self.count=0
self.checkBox__ = []
self.label__ = []

def setupUi(self, Main_F):
Main_F.setObjectName("Main_F")
Main_F.resize(969, 678)
Main_F.setStyleSheet("background-color: rgb(255,254,239);")
self.label = QtWidgets.QLabel(Main_F)
self.label.setGeometry(QtCore.QRect(0, 0, 969, 51))
font = QtGui.QFont()
font.setFamily("®+& 1.49")
font.setPointSize(16)
font.setBold(True)
font.setWeight(75)
self.label.setFont(font)
self.label.setStyleSheet("background-color: rgb(170, 0, 0);")
self.label.setFrameShape(QtWidgets.QFrame.NoFrame)
self.label.setObjectName("label")
self.tabWidget = QtWidgets.QTabWidget(Main_F)
self.tabWidget.setGeometry(QtCore.QRect(40, 100, 900, 530))
font = QtGui.QFont()
font.setFamily("sf& 114"
font.setPointSize(14)
font.setBold(True)
font.setWeight(75)
self.tabWidget.setFont(font)
self.tabWidget.setStyleSheet(™)
self.tabWidget.setObjectName("tabWidget")
self.tab = QtWidgets.QWidget()
self.tab.setObjectName("tab")
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self listView_3 = QtWidgets.QListView(self.tab)
self listView_3.setGeometry(QtCore.QRect(0, 0, 901, 501))
self listView_3.setStyleSheet("background-color: rgb(255, 255, 255):\n"

"border-top: 5px solid #002060:")
self listView_3.setLineWidth(1)
self listView_3.setMidLineWidth(0)
self listView_3.setObjectName("listView_3")
self.label_2 = QtWidgets.QLabel(self.tab)
self.label_2.setGeometry(QtCore.QRect(470, 17, 141, 31))
font = QtGui.QFont()
font.setFamily("sf& 114"
font.setBold(True)
font.setWeight(75)
self.label_2.setFont(font)
self.label_2.setStyleSheet("color: rgb(111, 111, 111);")
self.label_2.setObjectName("label _2")
self.label_3 = QtWidgets.QLabel(self.tab)
self.label_3.setGeometry(QtCore.QRect(590, 17, 51, 31))
font = QtGui.QFont()
font.setFamily("3+& 1.49")
font.setBold(True)
font.setWeight(75)
self.label_3.setFont(font)
self.label_3.setStyleSheet("color: rgb(111, 111, 111);")
self.label_3.setObjectName("label _3")
self.pushButton = QtWidgets.QPushButton(self.tab)
self.pushButton.setGeometry(QtCore.QRect(680, 21, 75, 23))
font = QtGui.QFont()
font.setFamily("sf& 114"
font.setBold(True)
font.setWeight(75)
self.pushButton.setFont(font)
self.pushButton.setStyleSheet("background-color: rgb(52, 99, 255);\n"

"color: rgb(255, 255, 255):\n"

"border-top: Opx solid #002060:")
self.pushButton.setObjectName("pushButton")
self.pushButton_2 = QtWidgets.QPushButton(self.tab)
self.pushButton_2.setGeometry(QtCore.QRect(780, 21, 75, 23))
font = QtGui.QFont()
font.setFamily("®+& 1.49")
font.setBold(True)
font.setWeight(75)
self.pushButton_2.setFont(font)
self.pushButton_2.setStyleSheet("background-color: rgb(61, 61, 61);\n"

"background-color: rgb(84, 84, 84):\n"

"color: rgb(255, 255, 255);\n"

"border-top: Opx solid #002060;")
self.pushButton_2.setObjectName("pushButton_2")
self.checkBox = QtWidgets.QCheckBox(self.tab)
self.checkBox.setGeometry(QtCore.QRect(27, 73, 16, 16))
self.checkBox.setStyleSheet("background-color: rgb(250,254,245):")
self.checkBox.setText(")
self.checkBox.setObjectName('checkBox")
self listView = QtWidgets.QListView(self.tab)
self listView.setGeometry(QtCore.QRect(-10, 60, 911, 41))
self listView.setStyleSheet("border-top: 2px solid #9e9e9%e;\n"

"border-bottom: 2px solid #9e9e9%e;\n"
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"background-color: rgb(250,254,245);")
self.listView.setObjectName("listView")
self.label_4 = QtWidgets.QLabel(self.tab)
self.label_4.setGeometry(QtCore.QRect(100, 70, 71, 21))
font = QtGui.QFont()
font.setFamily("&f& 14"
font.setPointSize(10)
font.setBold(True)
font.setWeight(75)
self.label_4.setFont(font)
self.label_4.setStyleSheet("color: rgb(111, 111, 111):\n"
"background-color: rgb(250,254,245);")
self.label_4.setObjectName("label _4")
self.label_5 = QtWidgets.QLabel(self.tab)
self.label_b5.setGeometry(QtCore.QRect(260, 70, 71, 21))
font = QtGui.QFont()
font.setFamily("3+& 1.49")
font.setPointSize(10)
font.setBold(True)
font.setWeight(75)
self.label_b.setFont(font)
self.label_5.setStyleSheet("color: rgb(111, 111, 111):\n"
"background-color: rgb(250,254,245);")
self.label_5.setObjectName("label _5")
self.label_6 = QtWidgets.QLabel(self.tab)
self.label_6.setGeometry(QtCore.QRect(580, 70, 71, 21))
font = QtGui.QFont()
font.setFamily("sf& 114"
font.setPointSize(10)
font.setBold(True)
font.setWeight(75)
self.label_6.setFont(font)
self.label _6.setStyleSheet("color: rgb(111, 111, 111):\n"
"background-color: rgbh(250,254,245);")
self.label_6.setObjectName("label _6")
self.label_7 = QtWidgets.QLabel(self.tab)
self.label _7.setGeometry(QtCore.QRect(420, 70, 71, 21))
font = QtGui.QFont()
font.setFamily("®+& 1.49")
font.setPointSize(10)
font.setBold(True)
font.setWeight(75)
self.label _7.setFont(font)
self.label _7.setStyleSheet("color: rgb(111, 111, 111):\n"
"background-color: rgb(250,254,245):")
self.label_7.setObjectName("label _7")
self.label_8 = QtWidgets.QLabel(self.tab)
self.label_8.setGeometry(QtCore.QRect(740, 70, 101, 21))
font = QtGui.QFont()
font.setFamily("&f& 114"
font.setPointSize(10)
font.setBold(True)
font.setWeight(75)
self.label_8.setFont(font)
self.label _8.setStyleSheet("\n"
"color: rgb(111, 111, 111):\n"
"background-color: rgb(250,254,245);")
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self.label_8.setObjectName("label _8")

self listView_4 = QtWidgets.QListView(self.tab)

self listView_4.setGeometry(QtCore.QRect(-20, 100, 921, 41))

self listView_4.setStyleSheet("border: Opx solid #9e9e9%e;\n"
"border-bottom: 1px solid #9e9e9e;")

self listView_4.setObjectName("listView_4")

self listView_5 = QtWidgets.QListView(self.tab)

self listView_5.setGeometry(QtCore.QRect(-20, 145, 921, 41))

self listView_5.setStyleSheet("border: Opx solid #9e9e9e;\n"
"border-bottom: 1px solid #9e9e9e;")

self listView_5.setObjectName("listView_5")

self listView_6 = QtWidgets.QListView(self.tab)

self listView_6.setGeometry(QtCore.QRect(-20, 190, 921, 41))

self listView_6.setStyleSheet("border: Opx solid #9e9e9e;\n"
"border-bottom: 1px solid #9e9%e9%e;")

self.listView_6.setObjectName("listView_6")

self.listView_7 = QtWidgets.QListView(self.tab)

self listView_7.setGeometry(QtCore.QRect(-20, 235, 921, 41))

self listView_7.setStyleSheet("border: Opx solid #9e9e9e;\n"
"border-bottom: 1px solid #9e9e9%e;")

self.listView_7.setObjectName("listView_7")

self listView_8 = QtWidgets.QListView(self.tab)

self listView_8.setGeometry(QtCore.QRect(-20, 280, 921, 41))

self listView_8.setStyleSheet("border: Opx solid #9e9e9e;\n"
"border-bottom: 1px solid #9e9e9e;")

self listView_8.setObjectName('listView_8")

self listView_9 = QtWidgets.QListView(self.tab)

self listView_9.setGeometry(QtCore.QRect(-20, 325, 921, 41))

self listView_9.setStyleSheet("border: Opx solid #9e9e9e;\n"
"border-bottom: 1px solid #9e9e9e;")

self listView_9.setObjectName("listView_9")

self.listView_10 = QtWidgets.QListView(self.tab)

self listView_10.setGeometry(QtCore.QRect(-20, 370, 921, 41))

self listView_10.setStyleSheet("border: Opx solid #9e9e9e:\n"
"border-bottom: 1px solid #9e9e9%e;")

self.listView_10.setObjectName("listView_10")

self.pushButton_3 = QtWidgets.QPushButton(self.tab)

self.pushButton_3.setGeometry(QtCore.QRect(440, 440, 21, 23))

font = QtGui.QFont()

font.setFamily("#-& 1.49")

font.setBold(False)

font.setWeight(50)

self.pushButton_3.setFont(font)

self.pushButton_3.setStyleSheet("background-color: rgh(255, 255, 255);\n"
"border: Opx solid #9e9e9%e;")

self.pushButton_3.setObjectName("pushButton_3")

self.pushButton_4 = QtWidgets.QPushButton(self.tab)

self.pushButton_4.setGeometry(QtCore.QRect(460, 440, 21, 23))

font = QtGui.QFont()

font.setFamily("#+& 17.9")

font.setBold(True)

font.setWeight(75)

self.pushButton_4.setFont(font)

self.pushButton_4.setStyleSheet("background-color: rgb(255, 255, 255);\n"
"border: Opx solid #9e9e9e:")

self.pushButton_4.setObjectName("pushButton_4")
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"border:

"border:

"border:

self.pushButton_5 = QtWidgets.QPushButton(self.tab)
self.pushButton_5.setGeometry(QtCore.QRect(420, 440, 21, 23))

font = QtGui.QFont()

font.setFamily("#+-& 1.49")

font.setBold(True)

font.setWeight(75)

self.pushButton_5.setFont(font)
self.pushButton_5.setStyleSheet("background-color: rgh(255, 255, 255);\n"
Opx solid #9e9e9e:")

self.pushButton_5.setObjectName("pushButton_5")

self listView_3.raise_()

self.label_3.raise_()

self.label_2.raise_()

self.pushButton.raise_()

self.pushButton_2.raise_()

self listView.raise_()

self.label_4.raise_
self.label_5.raise_
self.label_6.raise_
self.label_7.raise_
self.label _8.raise_
self.checkBox.raise_()
self listView_4.raise
self.listView_b.raise
self listView_6.raise
self.listView_7.raise
self.listView_8.raise
self.listView_9.raise_
self listView_10.raise_()

self.pushButton_3.raise_()

self.pushButton_4.raise_()

self.pushButton_b.raise_()

self.tabWidget.addTab(self.tab, ™)

self.tab_3 = QtWidgets.QWidget()

self.tab_3.setObjectName("tab_3")

self.plainTextEdit = QtWidgets.QPlainTextEdit(self.tab_3)
self.plainTextEdit.setGeometry(QtCore.QRect(0, 0, 891, 491))

font = QtGui.QFont()

font.setFamily("®+& 1.49")

font.setPointSize(14)

self.plainTextEdit.setFont(font)
self.plainTextEdit.setStyleSheet("background-color: rgb(255, 255, 255):\n"
3px solid #002060;")

self.plainTextEdit.setReadOnly(True)
self.plainTextEdit.setObjectName("plain TextEdit")
self.tabWidget.addTab(self.tab_3, ™)

self.tab_2 = QtWidgets.QWidget()

self.tab_2.setObjectName("tab_2")

self.plainTextEdit_2 = QtWidgets.QPlainTextEdit(self.tab_2)
self.plainTextEdit_2.setGeometry(QtCore.QRect(0, 0, 891, 491))

font = QtGui.QFont()

font.setFamily("#+& 1.49")

font.setPointSize(14)

self.plainTextEdit_2.setFont(font)
self.plainTextEdit_2.setStyleSheet("background-color: rgb(255, 255, 255):\n"
3px solid #002060;")

self.plainTextEdit_2.setReadOnly(True)

0
0
0
0
0

-0
-0
-0
-0
-0

0
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self.plainTextEdit_2.setPlainText("™)
self.plainTextEdit_2.setObjectName("plainTextEdit_2")
self.tabWidget.addTab(self.tab_2, ")

for i in range(7):
self.checkBox__.append(QtWidgets.QCheckBox(self.tab))
self.checkBox__[self.count].setGeometry(QtCore.QRect(27,
112+(self.count*45), 16, 16))
self.checkBox__[self.count].setStyleSheet("background-color:
rgb(250,254,245):")
self.checkBox__[self.count
self.checkBox__[self.count
self.checkBox__[self.count
self.checkBox__[self.count

.setText(™)
.setObjectName("checkBox_2")
.raise_()

.hide()

— e — —

font = QtGui.QFont()
font.setFamily("#2 1.9")

self.label __.append(QtWidgets.QLabel(self.tab))
self.label__[-1].setGeometry(QtCore.QRect(115, 112+(self.count*45), 41, 16))
self.label__[-1].setFont(font)
self.label__[-1].setObjectName("label"+str(self.count))

self.label__[-1].raise_()

self.label__.append(QtWidgets.QLabel(self.tab))
self.label__[-1].setGeometry(QtCore.QRect(245, 105+(self.count*45), 91, 31))
self.label__[-1].setFont(font)
self.label__[-1].setObjectName("labell_"+str(self.count))
self.label__[-1].raise_()

self.label__.append(QtWidgets.QLabel(self.tab))
self.label__[-1].setGeometry(QtCore.QRect(435, 105+(self.count*45), 31, 31))
self.label__[-1].setFont(font)
self.label__[-1].setObjectName("label2_"+str(self.count))
self.label__[-1].raise_()

self label __.append(QtWidgets.QLabel(self.tab))
self.label__[-1].setGeometry(QtCore.QRect(560,  105+(self.count*45), 131,

31))
self.label__[-1].setFont(font)
self.label__[-1].setObjectName("label3_"+str(self.count))
self.label__[-1].raise_()
self.label__.append(QtWidgets.QLabel(self.tab))
self.label__[-1].setGeometry(QtCore.QRect(740,  105+(self.count*45), 101,
31))

self.label__[-1].setFont(font)
self.label__[-1].setObjectName("label4_"+str(self.count))
self.label__[-1].raise_()

self.count = self.count+1
self.count=0
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self.pushButton.clicked.connect(self.B1_C)
self.pushButton_2.clicked.connect(self.B2_C)

self.retranslateUi(Main_F)
self.tabWidget.setCurrentindex(0)
QtCore.QMetaObject.connectSlotsByName(Main _F)

def B1_C(self):
self.Popups.append(sec.Ui_Form(self))
self.Popups[-1].show()

def B2_C(self):
reply = QMessageBox.question(self, 'A}2A} AA|",
RER PNEEES AR|SEAI S U7,
QMessageBox.Yes |
QMessageBox.No, QMessageBox.No)
if reply == QMessageBox.Yes:
for i in range(self.count+1):
if self.checkBox__[i].isChecked():
self.checkBox__[i].hide()
self.checkBox__[i].setChecked(False)
self.label__[(5*1)].setText(")
self.label__[(5*1)+1].setText(")
self.label__[(5*1)+2].setText(")
self.label__[(5*1)+3].setText(")
self.label__[(5*1)+4].setText(")
self.label_3.setText("<html><head/><body><p
align=\"center\"><span style=\"
font-size:11pt;\">"+str(self.count-1)+"</span></p></body></html>")
self.count = self.count-1
for j in range(i-1,self.count):
if self.label__[(5*j)+1].text() == "™
if j 1= -1:
self.checkBox__[j].show()
self.label__[(5%*j)].setText(self.label__[(5*(j+1))].text())

self.label__[(5*j)+1].setText(self.label _ _[(5*(j+1))+1].text())
self.label__[(5*j)+2].setText(self.label _ _[(5*(j+1))+2].text())
self.label__[(5%*j)+3].setText(self.label _ _[(5*(j+1))+3].text())
self.label__[(5%*j)+4].setText(self.label _ _[(5*(j+1))+4].text())

self.checkBox__[j+1].hide()
self.label__[(5*(j+1))].setText(")

self.label__[(5x(j+1))+1].setText(")
self.label__[(5x(j+1))+2].setText(")
self.label__[(5x(j+1))+3].setText(")
self.label__[(5x(j+1))+4].setText(")
else:
print()

def settext(self, str_):
self.plainTextEdit.appendPlainText(str_)
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def settext2(self, str_):
self.plainTextEdit_2.appendPlainText(str_)

def retranslateUi(self, Main_F):
_translate = QtCore.QCoreApplication.translate
Main_F.setWindowTitle(_translate("Main_F", "GUI CA"))
Main_F.setToolTip(_translate("Main_F
"<html><head/><body><p>hi</p><p><br/></p></body></html>"))
Main_F.setWhatsThis(_translate("Main_F",
"<html><head/><body><p>h</p></body></html>"))

self.label.setText(_translate("Main_F", "<html><head/><body><p
align=\"center\"><span style=\"
color:#ffffff:\">Well-made</span></p></body></html>"))

self.label_2.setText(_translate("Main_F", "<html><head/><body><p
align=\"center\"><span style=\" font-size:11pt;\'>S=24% AHE-A} EaS
:</span></p></body></html>"))

self.label_3.setText(_translate("Main_F", "<html><head/><body><p

align=\"center\"><span style=\" font-size:11pt:\">0</span></p></body></html>"))
self.pushButton.setText(_translate("Main_F", "Z&7}"))
self.pushButton_2.setText(_translate("Main_F", "AFA]"))
self.label_4.setText(_translate("Main_F", "A}-8A} o]&"))
self.label_b.setText(_translate("Main_F", "X3}tH 5"))
self.label_6.setText(_translate("Main_F", "o|tfdzx=4"))
self.label_7.setText(_translate("Main_F", "si&%-A]")
self.label_8.setText(_translate("Main_F", "0FX]2t &QIA|7H")
self.pushButton_3.setText(_translate("Main_F", "1"))
self.pushButton_4.setText(_translate("Main_F", ">"))
self.pushButton_5.setText(_translate("Main_F", "<"))
self.tabWidget.setTabText(self .tabWidget.indexOf(self.tab), _translate("Main_F", "

AREAF e]")
self.plainTextEdit.setPlainText(_translate("Main_F", "CA"))
self.tabWidget.setTabText(self.tabWidget.indexOf(self.tab_3), _translate("Main_F",

EER)
self.tabWidget.setTabText(self.tabWidget.indexOf(self.tab_2), _translate("Main_F",

HARE 2FY)

app = QtWidgets.QApplication(sys.argv)
Main_F = QtWidgets.QDialog()

ui = Ui_Main_F()

ui.setupUi(Main_F)

Main_F.show()

class Signature():
def __init__(self):

self.back_signfile = []

self.back?_signfile = []

self.back3_signfile = []

with open('create_signfile.txt', mode='w', encoding='utf-8') as file:
file.close()

with open('verify_signfile.pickle', mode='wb') as file:
file.close()

with open('delete_signfile.txt', mode="a', encoding="'utf-8') as file:
file.close()
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def create_sign(self, i):
global ui
self.sk = SigningKey.generate()
self.vk = self.sk.get_verifying_key()
self.name = "ICA" + str(i)
self.sign = self.sk.sign(self.name.encode())
year = d.datetime.today().year
month = d.datetime.today().month
day = d.datetime.today().day
self.time = d.date(year, month, day)
ul.settext('===========A% A g ===========\n"+str(self.sk.to_string()))
ul.settext('================================\n")

with open('create_signfile.txt', mode='a', encoding="'utf-8') as file:

file.write("A% : " + self.name +
"\n¥s7] : " + str(self.sk.to_string()) +
"\n&rol7] : " + str(self.vk.to_string()) +
"\n™ALAEE " + str(self.sign) +

"\nRAAIZE "+ str(self.time) +

file.close()

with open('verify_signfile.pickle', mode="ab') as file:
pickle.dump(self.name, file, pickle. HIGHEST_PROTOCOL)
pickle.dump(self.vk, file, pickle. HIGHEST_PROTOCOL)
pickle.dump(self.sign, file, pickle. HHGHEST _PROTOCOL)
file.close()

return self.name

def append_sign(self, i):
global ui
self.app_name = "[CA" + str(i)

with open('verify_signfile.pickle', mode="rb') as file:
try:
while(True):
line = pickle.load(file)
if self.app_name == line:
ui.settext("o]0] = AP AYTE\n")
file.close()
return
except EOFError as e:
ui.settext("M 22 AP BdFU \n")
file.close()
Sign.create_sign(i)
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def copy_sign(self, cp_name):
self.cp_name = cp_name
global ui

with open('verify_signfile.pickle', mode='rb') as file:

try :
while(True):
line = pickle.load(file)
if self.cp_name == line:
break

except EOFError as e:

ui.settext("&FE2= A=At \n")
file.close()
return False, False

file.close()

with open('verify_signfile.pickle', mode="rb') as file:
while(True):
if self.cp_name == pickle.load(file):
pickle.load(file)
self .file_sign = pickle.load(file)
break
file.close()

self.cp_sign = bytes(self.file_sign + "copy".encode())

return self.cp_sign, self.cp_name

def verify_sign(self, vk_sign, vk_name):
self.vk_sign = vk_sign[:48]
global ui

with open('verify_signfile.pickle', mode="rb') as file:
while(True):
if vk_name == pickle.load(file):
self filevk_sign = pickle.load(file)
break
file.close()

assert self.filevk_sign.verify(self.vk_sign, vk_name.encode())
try:
ui.settext("7AZ &0l I \n")
verify= True
except Exception as e:
ui.settext("7A= &0l Alaf\n")
verify= False
return verify

def delete_sign(self, del_name):
self.del_name = del_name
global ui
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if del_name ==

with open('create_signfile.txt', mode='r',encoding="utf-8') as file:

i=20

while(True):
line = file.readline()
1=1i+1
if 1%6 == b:

a = line.split("-")
expiry = int(d.datetime.today().day)-int(a[2])
if expiry == 0:
ui.settext(a[2])
break
file.close()

with open('verify_signfile.pickle', mode="rb') as file:

try:
while(True):
line = pickle.load(file)
if self.del_name == line:
break

except EOFError as e:
ui.settext("&&= dBAJYct\n")
file.close()
return

file.close()

with open('create_signfile.txt', mode='r',encoding="utf-8') as file:
while(True):
line = file.readline()
if self.del_name in line:
for i in range(4):
line = file.readline()
self.back_signfile.append(line
break
file.close()

with open('delete_signfile.txt', mode="a', encoding="'utf-8') as file:
file.write("A9 : " + self.del_name + "\n" +
self.back_signfile[0] +
self.back_signfile[1] +
self.back_signfile[2] +
self.back_signfile[3] +

file.close()
ui.settext("delete A 4-5\n")

with open('create_signfile.txt', mode='"r' ,encoding="utf-8') as file:
while(True):

line = file.readline()
if self.del_name in line:
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for 1 in range(b):
line = file.readline()
else:
self.back?_signfile.append(line)

line = file.readline()
self.back?_signfile.append(line)
if not line:
break
file.close()

with open('create_signfile.txt', mode='w+' encoding="utf-8') as file:
for i in range(2):
file.write(self.back?2_signfile[(6%i)] +
self.back?2_signfile[(6xi

self.back?_signfile
self.back?_signfile
self.back?_signfile

6*1

6*1

)+1]
)+2]
6x1)+3]
)+4]
)+5]

—_— —_— —
==

self.back?_signfile[(6*i)+

)
file.close()
ui.settext("create A& Ad-=\n")

with open('verify_signfile.pickle', mode='rb') as file:
try:
while(True):

line = pickle.load(file)
if self.del_name == line:
for i in range(2):
line = pickle.load(file)
else:
self.back3_signfile.append(line)
except EOFError as e:
file.close()
with open('verify_signfile.pickle', mode='wb+') as file:

for i in range(2):

pickle.dump(self.back3_signfile[(3*i)], file, pickle. HIGHEST_PROTOCOL)

pickle.dump(self.back3_signfile[(3xi)+1], file,
pickle. HIGHEST _PROTOCOL)
pickle.dump(self.back3_signfile[(3*i)+2], file,

pickle.HIGHEST _PROTOCOL)
file.close()
ui.settext("verify AtA| 43\n")

class Node(Signature):
def __init__(self, host, port):
self.host = host
self.port = int(port)
self.nodes = []

def __debug(self, msg):
global ui
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ui.settext('[%s] %s" % (str(threading.currentThread().getName()), msg))

def __debug_server(self, msg):
ul.settext('[9157]% AH(CA)] %s\n' % (msg))

def __debug_client(self, msg):
th_name = str(threading.currentThread().getName())
if th_name =="Thread-2":
ui.settext('[HHR 57HQ1571H(ICAL) 41T %s\n' %(msg))
elif th_name =='Thread-3":
ui.settext('[FHA] FIHQ1571H(ICA2) £A41] %s\n' %(msg))
elif th_name =='Thread-4":
ui.settext('[HHA] FHQ157]H(ICA3) A1) %s\n' %(msg))

def run_server(self):
self.s = socket(AF_INET, SOCK_STREAM)
self.s.bind((self.host, self.port))
self.s.listen(b)

self.__debug_server('A8] A3 (%d)' % self.port)

count_node = 0

while True:
self.__debug_server('dZAt|7] ... ")
client_sock, client_addr = self.s.accept()
self.nodes.append(client_sock)
self.__debug_server('dA4%"' + str(self.nodes[-1].getpeername()))
t_recv = threading.Thread(target = self.recv, args={self.nodes[-1]})
t_recv.start()

def run_client(self, host, port):
s = socket(AF_INET, SOCK_STREAM)
s.connect((host, int(port)))
self.__debug_client('d2% ' + str(s.getpeername()))
return s

def __send(self, s, data):
msg = pickle.dumps(data)
s.sendall(msg)

def __send_all(self, s, data, flag = 0):
for node in self.nodes:

time.sleep(1)
if(flag == 0):

if(node != s):

self.__send(node, data)

else:

self.__send(node, data)

def recv(self, s):
global ui
ica_num = self.create_sign(1)

cp_sign, cp_name = self.copy_sign(ica_num)
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self.__send(s, {'type':'sign_copy', 'cp_name':cp_name, 'cp_sign':cp_sign})

self.__debug_client('to]E] Al tj71& ... ")
count_vote_P = 0
count_vote_F = 0

while True:
msg = s.recv(1024)
data = pickle.loads(msg)

if data:
if(data.get('type') == 'tranNsign'):

sign_PF = self.verify_sign(data.get('cp_sign'), data.get('cp_name'))

if sign_PF:
del datal'cp_name']
del datal'cp_sign']
ui.settext(str(data))
self.__send_all(s, data)
elif(data.get('type') == 'block'):

ul.settext2("&=2H 35 : "+str(datal'index'])+

"\nHAHA]ZF : "+str(datal timestamp'])+

"\no| &34 : "+str(datal previous_hash']))
self.print_transaction(data[ 'transactions'],data['index'])

self.__send_all(s, {'type':'vote', 'data':sign_PF}, 1)
elif(data.get('type') == 'r_vote'):
if (data.get('data')==0):
count_vote_F +=1

else:
count_vote_P +=1
count = count_vote_P+count_vote_F

if (count == 3):
if ((count_vote_P/count)*100 >= 66):
self.__send_all(s,{'type':'msg', 'data':'111111111111'})
ul.settext("E=2AA ")
else:
ul.settext("E-ZAA AlTf")

count_vote_F

0
count_vote_P = 0

def print_transaction(self,transaction,index):

global ui
if len(transaction)!=0 and index!=0:
ui.settext2("============="+str(index)+"H 529 EHAA
:::::::::::::\n”)

for i in range(len(transaction)):
ui.settext2("EHRMEMH T "+str(transaction[i]['number'])+

"\nPAUAIZE : "+str(transaction|i]['time'])+

A&
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\nZUA} : "+str(transaction[i]['user'])+
"\nA|ZEQE : "+str(transaction|i]['checkpoint'])+
"\n7fjH o & : "+str(transaction|i][ 'pass_fail'])+"\n")

ui.settext2("============="+str(index)+"H 220 EAA
=============\p")
else:
ui.settext2("E2HREA : None\n\n")
def hi():
global ui

global block

global checkpoint
start_time = time.time()
host = 'localhost'

port = int(3000)

block = Blockchain()

ca = Node(host, port)
ca.run_server()

_m

checkpoint =

block = Blockchain()
block.new_block(1,1,1,1)

thrd = threading.Thread(target = hi, args={})
thrd.start()

app.exec_()

mi

ical.py

import time

from datetime import datetime
import json

import random

import hashlib

import threading

import pickle

import copy

from socket import *

from bc import Blockchain
import os

import sys
from PyQtb import QtCore, QtGui, QtWidgets

f]_:”"

class Ui_Main_F(object):
def setupUi(self, Main_F):
Main_F.setObjectName("Main_F")
Main_F.resize(969, 678)
Main_F.setStyleSheet("background-color: rgb(255,254,239);")
Main_F.setSizeGripEnabled(False)

_28_




self.label = QtWidgets.QLabel(Main_F)

self.label.setGeometry(QtCore.QRect(0, 0, 969, 51))

font = QtGui.QFont()

font.setFamily("#+-& 1.49")

font.setPointSize(16)

font.setBold(True)

font.setWeight(75)

self.label.setFont(font)

self.label.setStyleSheet("background-color: rgb(170, 0, 0);")

self.label.setFrameShape(QtWidgets.QFrame.NoFrame)

self.label.setObjectName("label")

self.plainTextEdit = QtWidgets.QPlainTextEdit(Main_F)

self.plainTextEdit.setGeometry(QtCore.QRect(30, 130, 901, 501))

font = QtGui.QFont()

font.setFamily("#+& 1.49")

font.setPointSize(14)

self.plainTextEdit.setFont(font)

self.plainTextEdit.setFocusPolicy(QtCore.Qt.NoFocus)

self.plainTextEdit.setStyleSheet("background-color: rgb(255, 255, 255):\n"
"border: 3px solid #002060;")

self.plainTextEdit.setReadOnly(True)

self.plainTextEdit.setObjectName("plain TextEdit")

self . retranslateUi(Main_F)
QtCore.QMetaObject.connectSlotsByName(Main _F)

def retranslateUi(self, Main_F):
_translate = QtCore.QCoreApplication.translate
Main_F.setWindowTitle(_translate("Main_F", "GUI ICA1"))
Main_F.setToolTip(_translate("Main_TF
"<html><head/><body><p>hi</p><p><br/></p></body></html>"))
Main_F.setWhatsThis(_translate("Main_F",
"<html><head/><body><p>h</p></body></html>"))
self.label.setText(_translate("Main_F", "<html><head/><body><p
align=\"center\"><span style=\"
color:#ffffff;\">Well-made</span></p></body></html>"))
self.plainTextEdit.setPlainText(_translate("Main_F", "ICA1"))

def settext(self, str_):
self.plainTextEdit.appendPlainText(str_)

app = QtWidgets.QApplication(sys.argv)
Main_F = QtWidgets.QDialog()

ui = Ui_Main_F()

ui.setupUi(Main_F)

Main_F.show()

class Node():
def __init__(self, host, port):
self.host = host
self.port = int(port)
self.nodes = []

def __debug(self, msg):

ui.settext('[%s] %s' % (str(threading.currentThread().getName()), msg))
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def

def __

def

def

def __

def

def

__debug_ server(self msg):
ui.settext('[AHR F7HAS 71 AH] %s' %(msg))

debug_client(self, msg):
th_name = str(threading.currentThread().getName())
if th_name =="Thread-2":
ui.settext('[HHA FH15718 AH] %s\n' %(msg))
else:
ui.settext('[HHA] FIHA571H AH] %s\n' %(msg))

run_server(self):

self.s = socket(AF_INET, SOCK_STREAM)
self.s.bind((self.host, self.port))
self.s.listen(b)

self.__debug_server('A8] Ald8 (%d)\n' % self.port)
recv_count = 0
while True:
self.__debug_server('dZAt}7] ... ")
client_sock, client_addr = self.s.accept()
self . nodes.append(client_sock)
self.__debug_server('dA4%"' + str(self.nodes[-1].getpeername()))

t_recv = threading.Thread(target = self.recv_data, args={self.nodes[-1]})
t_recv.start()
recv_count+=1

run_client(self, host, port):

s = socket(AF_INET, SOCK_STREAM)

s.connect((host, int(port)))

ul.settext('[AEA] AZS7|H MH-EUE 7] A4 E +str(s.getpeername()))
return s

send(self, s, data):

msg = pickle.dumps(data)
s.sendall(msg)

send_block(self, s):
i=4
time.sleep(30)
time.sleep(30)
time.sleep(30)
while True:

blocks = block.new_block(block.hash_block(),2,3,i)

self.__send(s, blocks)

i+=1

ulsettext([RHA AZ7]T AH] AHE 223 FYAZ7|HCAOZ F4\n)

time.sleep(b)

sign(self,s):
time.sleep(10)
self.__send(s, {'type':'verify' ,'cp_name':self.cp_name, 'cp_sign':self.cp_sign})
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def recv_data(self, s):
global ui
ui.settext('[HHRM FHQA5718 AMd]] Hlolg A i7]% ... )
while True:
global block
global ca_conn
global names
msg = s.recv(1024)
data = pickle.loads(msg)

if data:

if(data.get('type') == 'transaction'):
ui.settext([EUw A EFAT 241 42
block.input_transaction(data)
tranNsign = copy.deepcopy(data)

tranNsign.update({'type':'tranNsign',

‘cp_name':self.cp_name,
‘cp_sign':self.cp_sign})

ui.settext('[RHA] AZ712 Mu]] Y AZS ¢
ui.settext("\n"+str(tranNsign))

Z

A A%

—

self.__send(ca_conn, tranNsign)

elif(data.get('type') == 'tranNsign'):
data.updata({'type':'transaction'})
block.input_transaction(data)

elif(data.get('type') == 'face'):
name = data.get('data’)
nl = name.replace("[("","")
n2 = nl.replace("","")

if(n2 in names):
passfail = data.get('passfail’)
self.__send(s, {'type':'passfail’, 'user':n2, 'passfail':passfail})
else:
self.__send(s, {'type':'passfail’, 'user':'unknown',
'passfail':"False"})

elif(data.get('type') == 'new_name'):
names.append(data.get('data'))

elif(data.get('type') == 'sign_copy'):
self.cp_name = data.get('cp_name')
self.cp_sign = data.get('cp_sign')

elif(data.get('type') == 'vote'):
verify = data.get('data’)

if (verify==True):
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self.__send(s, {'type':'r_vote', 'data’:1})

ui.settext("F/JE S50 st ATLR"
else:

ui.settext(verify)

self.__send(s, {'type':'r_vote', 'data':0})

elif(data.get('type') =='block'):
ui.settext("S& A &g
names=""
global ca_conn
def hi():
global ui
global block
global checkpoint
global names
global ca_conn

host = 'localhost'

port = int(2000)

block = Blockchain()
block.new_block(1,1,1,1)
com = 1

ica = Node(host, port)

ca_conn = ica.run_client(host, int(3000))

ca_recv = threading.Thread(target = ica.recv_data, args={ca_conn})

ca_recv.start()

start_time = time.time()

ca_vote = threading. Thread(target = ica.send_block, args={ca_conn})

ca_vote.start()

ica.run_server()

"

checkpoint =

block = Blockchain()

thrd = threading.Thread(target = hi, args={})
thrd.start()

app.exec_()

ica2.py

import time

from datetime import datetime
import json

import random

import hashlib

import threading

import pickle

import copy

from socket import *

from bc import Blockchain
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import os

import sys
from PyQtb import QtCore, QtGui, QtWidgets

flzlm

class Ui_Main_F(object):
def setupUi(self, Main_F):

Main_F.setObjectName("Main_F")
Main_F .resize(969, 678)
Main_F.setStyleSheet("background-color: rgb(255,254,239);")
Main_F.setSizeGripEnabled(False)
self.label = QtWidgets.QLabel(Main_F)
self.label.setGeometry(QtCore.QRect(0, 0, 969, 51))
font = QtGui.QFont()
font.setFamily("®+& 1.49")
font.setPointSize(14)
font.setBold(True)
font.setWeight(75)
self.label.setFont(font)
self.label.setStyleSheet("background-color: rgb(170, 0, 0);")
self.label.setFrameShape(QtWidgets.QFrame.NoFrame)
self.label.setObjectName("label")
self. plainTextEdit = QtWidgets.QPlainTextEdit(Main_F)
self.plainTextEdit.setGeometry(QtCore.QRect(30, 130, 901, 501))
font = QtGui.QFont()
font.setFamily("sf& 114"
font.setPointSize(14)
self.plainTextEdit.setFont(font)
self.plainTextEdit.setFocusPolicy(QtCore.Qt.NoFocus)
self.plainTextEdit.setStyleSheet("background-color: rgb(255, 255, 255):\n"

"border: 3px solid #002060;")
self.plainTextEdit.setReadOnly(True)
self.plainTextEdit.setObjectName("plain TextEdit")

self.retranslateUi(Main _F)
QtCore.QMetaObject.connectSlotsByName(Main _F)

def retranslateUi(self, Main_F):
_translate = QtCore.QCoreApplication.translate
Main_F.setWindowTitle(_translate("Main_F", "GUI Test"))
Main_F.setToolTip(_translate("Main_F",
"<html><head/><body><p>hi</p><p><br/></p></body></html>"))
Main_F.setWhatsThis(_translate("Main_F",
"<html><head/><body><p>h</p></body></html>"))
self.label.setText(_translate("Main_F", "<html><head/><body><p
align=\"center\"><span style=\" color:#{fffff;\">& X tjjst 1 </span></p></body></html>"))
self.plainTextEdit.setPlainText(_translate("Main_F", "[CA2"))

def settext(self, str_):
self.plainTextEdit.appendPlainText(str_)

app = QtWidgets.QApplication(sys.argv)
Main_F = QtWidgets.QDialog()
ui = Ui_Main_F()

_33_




ui.setupUi(Main_F)
Main _F.show()

class Node():
def __init__(self, host, port):
self.host = host
self.port = int(port)
self. nodes = []

def __debug(self, msg):
print('[%s] %s' % (str(threading.currentThread().getName()), msg))

def __debug_server(self,msg):
global ui
ui.settext('[FHA] FHAZ718 AH] %s' %(msg))

def __debug_client(self, msg):
th_name = str(threading.currentThread().getName())
if th_name =='Thread-1":
ui.settext('[FHA] FQ1571H(ICA2)-AZ7]H(CA) AZ] %s\n" %(msg))
elif th_name =='Thread-2":
ui.settext('[21Z 7] (CA) A1) %s\n' %(msg))
else:
ui.settext('[FHA] FHAS71H AH] %s \n' %(msg))

def run_server(self):
self.s = socket(AF_INET, SOCK_STREAM)
self.s.bind((self.host, self.port))
self.s listen(5)

while True:
client_sock, client_addr = self.s.accept()
self.nodes.append(client_sock)
self.__debug_server('dZA =" + str(self.nodes[-1].getpeername()))

t_recv = threading.Thread(target = self.recv_data, args={self.nodes[-1]})
t_recv.start()

def run_client(self, host, port):
s = socket(AF_INET, SOCK_STREAM)
s.connect((host, int(port)))

ul.settext('[=HAq U571 A H](ICA2)-2157]1H(CA)] AA

'+str(s.getpeername())+"\n")
return s

def __send(self, s, data):
msg = pickle.dumps(data)
s.sendall(msg)

def recv_data(self, s):

global ui
ui.settext('[FHAM FHAZ718 AH]] Hlolg 241 Ti7]% ... \n')
while True:

msg = s.recv(1024)
data = pickle.loads(msg)
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if data:

if(data.get('type') == 'transaction'):
ui.settext('[Q157]2 £A1(CA)] EHAE 240 &8
self.__send(s, {'type':'msg', 'data':'Receive tran'})
self.__send(ca_conn, data)

elif(data.get('type') == 'face'):
if(name == data.get('data')):

self.__send(s, {'type':'passfail’, 'user':name, 'passfail':1})

else:

self.__send(s, {'type':'passfail’, 'user':'unknown', 'passfail':0})

elif(data.get('type') == 'sign'):
pass

elif(data.get('type') == 'sign_copy'):

ui.settext('[912 7] 2AI(CA)] AT 241 &8\n' +str(data)+"\n")
)

self.cp_name = data.get('cp_name
self.cp_sign = data.get('cp_sign')

elif(data.get('type') == 'vote'):
verify = data.get('data’)
if (verify==True):
self.__send(s, {'type':'r_vote', 'data':1})

ui.settext('[FHA] A571¢ AHH] S5F|0 thet 59 A3\n')

else:
ui.settext(verify)
self.__send(s, {'type':'r_vote', 'data':0})

elif(data.get('type') =='block'):
ui.settext("[FHA] AZ7]H My &5 41 &=\n")

global ca_conn

def hi():
global ui
global block
global checkpoint
global names
global ca_conn

host = 'localhost'

port = int(2002)

block = Blockchain()
block.new_block(1,1,1,1)
com = 1

ica = Node(host, port)

ca_conn = ica.run_client(host, int(3000))
ca_recv = threading.Thread(target = ica.recv_data, args={ca_conn})
ca_recv.start()
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start_time = time.time()

ica.run_server()

nm

checkpoint =

block = Blockchain()

thrd = threading.Thread(target = hi, args={})
thrd.start()

app.exec_()

ica3.py

import time

from datetime import datetime
import json

import random

import hashlib

import threading

import pickle

import copy

from socket import *
from bc import Blockchain
import os

import sys
from PyQt5 import QtCore, QtGui, QtWidgets

f]_zlm

class Ui_Main_F(object):
def setupUi(self, Main_F):

Main_F.setObjectName("Main_F")
Main_F.resize(969, 678)
Main_F.setStyleSheet("background-color: rgb(255,254,239);")
Main_F.setSizeGripEnabled(False)
self.label = QtWidgets.QLabel(Main_F)
self.label.setGeometry(QtCore.QRect(0, 0, 969, 51))
font = QtGui.QFont()
font.setFamily("#+& 1.9")
font.setPointSize(14)
font.setBold(True)
font.setWeight(75)
self.label.setFont(font)
self.label.setStyleSheet("background-color: rgb(170, 0, 0):")
self.label.setFrameShape(QtWidgets.QFrame.NoFrame)
self.label.setObjectName("label")
self plainTextEdit = QtWidgets.QPlainTextEdit(Main_F)
self.plainTextEdit.setGeometry(QtCore.QRect(30, 130, 901, 501))
font = QtGui.QFont()
font.setFamily("&}-& 149"
font.setPointSize(14)
self.plainTextEdit.setFont(font)
self.plainTextEdit.setFocusPolicy(QtCore.Qt.NoFocus)
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self.plainTextEdit.setStyleSheet("background-color: rgb(255, 255, 255):\n"
"border: 3px solid #002060;")

self.plainTextEdit.setReadOnly(True)

self.plainTextEdit.setObjectName("plainTextEdit")

self.retranslateUi(Main_F)
QtCore.QMetaObject.connectSlotsByName(Main _F)

def retranslateUi(self, Main_F):

_translate = QtCore.QCoreApplication.translate

Main_F.setWindowTitle(_translate("Main_F", "GUI Test"))

Main_F.setToolTip(_translate("Main_F
"<html><head/><body><p>hi</p><p><br/></p></body></html>"))

Main_F.setWhatsThis(_translate("Main_F",
"<html><head/><body><p>h</p></body></html>"))

self.label.setText(_translate("Main_F", "<html><head/><body><p
align=\"center\"><span style=\" color:#ffffff:\">&X ofjst 1. </span></p></body></html>"))

self.plainTextEdit.setPlainText(_translate("Main_F", "[CA3"))

def settext(self, str_):
self .plainTextEdit.appendPlainText(str_)

app = QtWidgets.QApplication(sys.argv)
Main_F = QtWidgets.QDialog()

ui = Ui_Main_F()

ui.setupUi(Main_F)

Main_F.show()

class Node():
def __init__(self, host, port):
self.host = host
self.port = int(port)
self.nodes = []

def __debug(self, msg):
print('[%s] %s' % (str(threading.currentThread().getName()), msg))

def __debug_server(self,msg):
global ui
ui.settext('[MHA] 5715718 AMH] %s' %(msg))

def __debug_client(self, msg):
th_name = str(threading.currentThread().getName())
if th_name =='Thread-1":
ui.settext('[AHA] F1571H(ICA3)-QAS57H(CA) AZ] %s\n' %(msg))
elif th_name =='Thread-2":
ul.settext('[91&7]H(CA) 541 %s\n' %(msg))
else:
ui.settext('[AHA] FHA5718 AH] %s\n' %(msg))

def run_server(self):
self.s = socket(AF_INET, SOCK_STREAM)
self.s.bind((self.host, self.port))
self.s.listen(b)
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while True:
client_sock, client_addr = self.s.accept()
self.nodes.append(client_sock)
self.__debug_server('dZ =" + str(self.nodes[-1].getpeername()))

t_recv = threading.Thread(target = self.recv_data, args={self.nodes[-1]})
t_recv.start()

def run_client(self, host, port):
s = socket(AF_INET, SOCK_STREAM)
s.connect((host, int(port)))

ui.settext('[A] Y AR5 71 AMH(ICA3)-215-7]ZHCA)] HA=
"+str(s.getpeername())+"\n")
return s

def __send(self, s, data):
msg = pickle.dumps(data)
s.sendall(msg)

def recv_data(self, s):
ui settext([AIAL F71915712 Au] dlolel 240 71 . \n)

while True:
msg = s.recv(1024)
data = pickle.loads(msg)

if data:
if(data.get('type') == 'transaction'):
ui.settext('[Q157]8 $AI(CA)] EAE 241 &)
self.__send(s, {'type':'msg', 'data':'Receive tran'})
self.__send(ca_conn, data)

elif(data.get('type') == 'face'):
if(name == data.get('data')):
self.__send(s, {'type':'passfail’, 'user':name, 'passfail':1})
else:
self.__send(s, {'type':'passfail’, 'user':'unknown', 'passfail':0})

elif(data.get('type') == 'sign'):
pass

elif(data.get('type') == 'sign_copy'):
ul.settext('[Q15 7] £AI(CA)] AW 4Al 2rg\n' +str(data)+"\n")
self.cp_name = data.get('cp_name")
self.cp_sign = data.get('cp_sign')

elif(data.get('type') == 'vote'):
verify = data.get('data’)
if (verify==True):
self.__send(s, {'type':'r_vote', 'data':1})
ui.settext('[HHA] AZ7]H AH] =T o] Tt 59 HA&\n')
else:
ui.settext(verify)
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self.__send(s, {'type':'r_vote', 'data":0})

elif(data.get('type') =='block'):
i.settext("[MHA] AZ7]8 Au]] 25 24 2= \n")

global ca_conn

def hi():
global ui
global block
global checkpoint
global names
global ca_conn

host = 'localhost'

port = int(2003)

block = Blockchain()
block.new_block(1,1,1,1)
com = 1

ica = Node(host, port)

ca_conn = ica.run_client(host, int(3000))

ca_recv = threading.Thread(target = ica.recv_data, args={ca_conn})
ca_recv.start()

start_time = time.time()

ica.run_server()

"

checkpoint =

block = Blockchain()

thrd = threading.Thread(target = hi, args={})
thrd.start()

app.exec_()

Cp.py

from socket import *

import threading

import time

from datetime import datetime
import json

import random

import hashlib

from bc import Blockchain
import pickle

import serial

import sys
from PyQt5 import QtCore, QtGui, QtWidgets

f]_zlm

class Ui_Main_F(object):
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def setupUi(self, Main_F):

Main_F.setObjectName("Main_F")

Main_F.resize(969, 678)

Main_F.setStyleSheet("background-color: rgb(255,254,239):")

Main _F.setSizeGripEnabled(False)

self.label = QtWidgets.QLabel(Main_F)

self.label.setGeometry(QtCore.QRect(0, 0, 969, 51))

font = QtGui.QFont()

font.setFamily("&5-& 149"

font.setPointSize(16)

font.setBold(True)

font.setWeight(75)

self.label.setFont(font)

self.label.setStyleSheet("background-color: rgb(170, 0, 0):")

self.label.setFrameShape(QtWidgets.QFrame.NoFrame)

self.label.setObjectName("label")

self.plainTextEdit = QtWidgets.QPlainTextEdit(Main_F)

self.plainTextEdit.setGeometry(QtCore.QRect(30, 130, 901, 501))

font = QtGui.QFont()

font.setFamily("$f& 149"

font.setPointSize(14)

self .plainTextEdit.setFont(font)

self.plainTextEdit.setFocusPolicy(QtCore.Qt.NoFocus)

self.plainTextEdit.setStyleSheet("background-color: rgb(255, 255, 255):\n"
"border: 3px solid #002060;")

self.plainTextEdit.setReadOnly(True)

self.plainTextEdit.setObjectName("plainTextEdit")

self.retranslateUi(Main_F)
QtCore.QMetaObject.connectSlotsByName(Main _F)

def retranslateUi(self, Main_F):

_translate = QtCore.QCoreApplication.translate

Main_F.setWindowTitle(_translate("Main_F", "GUI CP"))

Main_F.setToolTip(_translate("Main_F
"<html><head/><body><p>hi</p><p><br/></p></body></html>"))

Main_F.setWhatsThis(_translate("Main_F",
"<html><head/><body><p>h</p></body></html>"))

self.label.setText(_translate("Main_F", "<html><head/><body><p
align=\"center\"><span style=\" color:#ffffff:\">Well-Made</span></p></body></html>"))

self.plainTextEdit.setPlainText(_translate("Main_F", "Check Point"))

def settext(self, str_):
self.plainTextEdit.appendPlainText(str_)

app = QtWidgets.QApplication(sys.argv)
Main_F = QtWidgets.QDialog()

ui = Ui_Main_F()

ui.setupUi(Main_F)

Main_F.show()

class Node():
def __init__(self, host, port):
self.host = host
self.port = int(port)
self.nodes = []
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def

def

def

def

def

def

def

def

__debug(self, msg):
global ui
ui.settext('[%s] %s' % (str(threading.currentThread().getName()), msg))

__debug_server(self, msg):
ui.settext('[EU= AH] %s\n' % (msg))

__debug_client(self,msg):
th_name = str(threading.currentThread().getName())
if th_name =='MainThread":
ui.settext('[Z2UT-AHA 55 7H(ICAL) AZ] %s\n' %(msg))
elif th_name =='Thread-1":
ui.settext('[HHA] FIHQA571H(ICAL) 41 %s\n' %(msg))
elif th_name =='Thread-2":
ul.settext('[EUF Al %s\n' %(msg))
elif th_name == 'Thread-3":
ul.settext('[EYUF HAl] %s\n' %(msg))
else:
ui.settext('[EYF AH] %s \n' %(msg))

scanning(self, s):

time.sleep(45)

while True:
self.__send(s, {'type':'face', 'data': f1[0], 'passfail': f1[1], 'time': f1[2]})
ui.settext('[ YT A BA FE FAE\n')
time.sleep(5)

run_server(self):

self.s = socket(AF_INET, SOCK_STREAM)
self.s.bind((self.host, self.port))
self.s.listen(b)

self.__debug_server('A8] Al88 (%d)\n' % self.port)
recv_count =0
while True:
self.__debug_server('dAt|7] ... ")
client_sock, client_addr = self.s.accept()
self.nodes.append(client_sock)
self.__debug_server('dZ %" + str(self.nodes[-1].getpeername()))

r_recv = threading.Thread(target = self.recv, args={self.nodes[-1]})
r_recv.start()

run_client(self, host, port):

s = socket(AF_INET, SOCK_STREAM)

s.connect((host, int(port)))

ul.settext('[EYZ-AHAR] F7F1Z7]H(ICAL) AZA] +str(s.getpeername())+"\n")
return s

__send(self, s, data):

msg = pickle.dumps(data)
s.sendall(msg)

recv(self, s):
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ui.settext('[&Uw AH]] tlojg Al 4715 ... \n')
global block

global times

global checkpoint

times = 0

tran_data = block.current_transactions[-1]
while True:

msg = s.recv(1024)
data = pickle.loads(msg)

if data:
if(data.get('type') == 'passfail'):
time_ = times
block.new_transaction(tran_data[ ' number']+1, data.get('user'),

checkpoint, data.get('time'), data.get('passfail'))

times = data.get('time")
if (data.get('passfail')=='True'):
arduino_sign = 10
arduino.write(arduino_sign)
ui.settext('[EUF AY] 59 F7N\n")
elif(data.get('passfail')=="False' )
arduino_sign = 100
arduino.write(arduino_sign)
ul.settext('[EYUE AH] &Y
if (times ==time_):
ul.settext('[ZUE AMH] =
else:
tran_data = block.current_transactions[-1]
self.__send(s, tran_data)
('l

ui. Settex U+ AH] ERAE ABEYE. 0 JASAYE AE
(ICA1) \n")
if(data.get('type') =='face'):
f = str(data['data'l)
global f1
f1 = f.split(",")
self.__send(s, {'type' : 'r_face', 'data' : ""4£48"}
if(data.get('type')=="new_ face')
self.__send(cp_s, {'type':'new_name', 'data':data.get('data')})
ui.settext("[ &< %‘_— W] N2 AF8AF A8 A&\n")
def hi():
global ui

global block
global checkpoint
global arduino

arduino = serial.Serial('COM4', 9600)
checkpoint = 'checkpointl'

host = 'localhost'

port = int(1234)

block_data = block.new_block(1,1,1,1)
create_tran = block.new_transaction(l, 'userl', 'checkpointl', 1, 1)
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tran_data = block.current_transactions[-1]

cp = Node(host, port)
cp_s = cp.run_client('localhost', 2000)

t_recv = threading.Thread(target = cp.recv, args={cp_s})
t_recv.start()

t_scanning = threading.Thread(target = cp.scanning, args={cp_s})
t_scanning.start()

cp.run_server()

"

checkpoint =

block = Blockchain()

thrd = threading.Thread(target = hi, args={})
thrd.start()

app.exec_()

face_recog.py

import face_recognition

import cv2

import numpy as np

import os

import sys

import time

import logging

from datetime import datetime

from watchdog.observers import Observer
from watchdog.events import FileSystemEventHandler
from socket import *

import threading

import time

import json

import random

import hashlib

import pickle

import sys

from PyQtb import QtCore, QtGui, QtWidgets

video_capture = cv2.VideoCapture(1)

class Ui_Main_F(object):

def setupUi(self, Main_F):
Main_F.setObjectName("Main_F")
Main_F.resize(969, 678)
Main_F.setStyleSheet("background-color: rgb(255,254,239);")
Main_F.setSizeGripEnabled(False)
self.label = QtWidgets.QLabel(Main_F)
self.label.setGeometry(QtCore.QRect(0, 0, 969, 51))
font = QtGui.QFont()
font.setFamily("8-& 19"
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font.setPointSize(16)

font.setBold(True)

font.setWeight(75)

self.label.setFont(font)

self.label.setStyleSheet("background-color: rgb(170, 0, 0);")

self.label.setFrameShape(QtWidgets.QFrame.NoFrame)

self.label.setObjectName("label")

self. plainTextEdit = QtWidgets.QPlainTextEdit(Main_F)

self.plainTextEdit.setGeometry(QtCore.QRect(30, 130, 901, 501))

font = QtGui.QFont()

font.setFamily("sf& 114"

font.setPointSize(14)

self.plainTextEdit.setFont(font)

self.plainTextEdit.setFocusPolicy(QtCore.Qt.NoFocus)

self.plainTextEdit.setStyleSheet("background-color: rgb(255, 255, 255):\n"
"border: 3px solid #002060;")

self.plainTextEdit.setReadOnly(True)

self.plainTextEdit.setObjectName("plain TextEdit")

self.retranslateUi(Main _F)
QtCore.QMetaObject.connectSlotsByName(Main _F)

def retranslateUi(self, Main_F):

_translate = QtCore.QCoreApplication.translate

Main_F.setWindowTitle(_translate("Main_F", "GUI FACE"))

Main_F.setToolTip(_translate("Main_F",
"<html><head/><body><p>hi</p><p><br/></p></body></html>"))

Main_F.setWhatsThis(_translate("Main_F",
"<html><head/><body><p>h</p></body></html>"))

self.label.setText(_translate("Main_F", "<html><head/><body><p
align=\"center\"><span style=\"
color:#ffffff:\">Well-made</span></p></body></html>"))

self.plainTextEdit.setPlainText(_translate("Main_F", "Face"))

def settext(self, str_):
self.plainTextEdit.appendPlainText(str_)

app = QtWidgets.QApplication(sys.argv)
Main_F = QtWidgets.QDialog()

ui = Ui_Main_F()

ui.setupUi(Main_F)

Main_F.show()

class Node():
def __init__(self, host, port):
self.host = host
self.port = int(port)
self.nodes = []

def __debug(self, msg):
ui.settext('[%s] %s' % (str(threading.currentThread().getName()), msg))

def __debug_server(self,msg):
ul.settext('[@ZAAAMH]| %s\n' %(msg))

def __debug_client(self, msg):
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th_name = str(threading.currentThread().getName())
if th_name =='MainThread":
ui.settext('[ZUT-B2AAAH AZ] %s\n' %(msg))
else:
ui.settext('[FZQIA W] %s\n' %(msg))

def scanning(self, s):
self.__send(s, {'type':'face', 'data':result_value})
self.__debug_client('AAAH X4t =\n')
time.sleep(1)

def new_user(self, s):
self.__send(s, {'type':'new_face', 'data':new_name})
self.__debug_client(' |23 A}EAF AH A48 \n')
time.sleep(1)

def run_server(self):
self.s = socket(AF_INET, SOCK_STREAM)
self.s.bind((self.host, self.port))
self.s.listen(b)

self.__debug_server('A8] A&l (%d)\n' % self.port)

while True:
self.__debug_server('dAt|7] ... ")
client_sock, client_addr = self.s.accept()
self.nodes.append(client_sock)
self.__debug_server('dA%"' + str(self.nodes[-1].getpeername()))

t_recv = threading.Thread(target = self.__recv, args={self.nodes[-1]})
t_recv.start()

def run_client(self, host, port):
s = socket(AF_INET, SOCK_STREAM)
s.connect((host, int(port)))
self.__debug_client('d2% ' + str(s.getpeername()))
return s

def __send(self, s, data):
msg = pickle.dumps(data)
s.sendall(msg)

def recv(self, s):
self.__debug_client('dZ2<=. dolg A gi7]% ... \n")
while True:
msg = s.recv(1024)
data = pickle.loads(msg)
if data:
self.__debug_client('®t2AH : ' + str(data))
if(data.get('type') == 'r_face'):
ui.settext(str(data))

class Handler(FileSystemEventHandler):
def on_created(self, event):
global new_name
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now = datetime.now()
ul.settext("\n trainingo| M2E& AP A7t Z=7HE S
CF" ' [%s-%s-%s-%s:%s:%s\n'
% (now.year, now.month, now.day, now.hour, now.minute, now.second))
images_name = os.listdir(path_dir)
names = " join(map(str, images_name)).split(".jpg")
del names|[len(names)-1]

for new_name in names :
if new_name not in known_face_names:
known_face_names.append(new_name)
image_load = face_recognition.load_image_file(path_dir + "\\" +
new_name + ".jpg")
encoding = face_recognition.face_encodings(image_load)[0]
known_face_encodings.append(encoding)
new_send = threading.Thread(target = face.new_user, args={face_c})
new_send.start()

path_dir = r'C:\Users\lee\Desktop\training'
images_name = os.listdir(path_dir)

names = " join(map(str, images_name)).split(".jpg")
del names|len(names)-1]

known_face_encodings = []
known_face_names = []

for image in images_name:
image_load = face_recognition.load_image_file(path_dir +"\\" + image)
face_encoding = face_recognition.face_encodings(image_load)[0]
known_face_encodings.append(face_encoding)
known_face_names.append((image.split("."))[0])

class Face():
global result_value
global face_c
global face

face_locations = []
face_encodings = ]
face_names = []
process_this_frame = True

while True:
ret, frame = video_capture.read()
small_frame = cv2.resize(frame, (0, 0), fx=0.25, fy=0.25)
rgb_small_frame = small_frame[:, :, ::-1]

if process_this_frame:

face_locations = face_recognition.face_locations(rgb_small_frame)

face_encodings = face_recognition.face_encodings(rgb_small_frame,
face_locations)

face_names = []
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for face_encoding in face_encodings:
face_distances =
face_recognition.face_distance(known_face_encodings, face_encoding)
min_value = min(face_distances)
name = "Unknown"
now = datetime.now()

if min_value < 0.435:

index = np.argmin(face_distances)

name = known_face_names[index]

value = "True"

ul.settext("S=% AFEA}F AUt [Truel’)
else :

value = "False"

ui.settext("5=% A 42 AMEAL YUY} [False]’)
day = (name,value,

'%s-%s-%s-%s:%s:%s' % (now.year, now.month, now.day,
now.hour, now.minute, now.second))

result_value=[day]
face_names.append(name)

ui.settext("Face Recognition")

host = 'localhost'

port = int(2345)

face =Node(host,port)

face_c = face.run_client('localhost', 1234)

f_recv = threading.Thread(target =face.recv, args = {face_c})
f_recv.start()

f_scanning = threading.Thread(target=face.scanning, args = {face_c})
f_scanning.start()

process_this_frame = not process_this_frame

event_handler = Handler()

observer = Observer()

observer.schedule(event_handler, path_dir, recursive=True)
observer.start()

time.sleep(1)

observer.stop()

for (top, right, bottom, left), name in zip(face_locations, face_names):
top *= 4
right *= 4
bottom *= 4
left *= 4

cv2.rectangle(frame, (left, top), (right, bottom), (0, 0, 255), 2)

cv2.rectangle(frame, (left, bottom - 35), (right, bottom), (0, 0, 255),
cv2.FILLED)

font = ¢cv2.FONT_HERSHEY_DUPLEX

cv2.putText(frame, name, (left + 6, bottom - 6), font, 1.0, (255, 255, 255),
1)

cv2.imshow('Video', frame)

if cv2.waitKey(1) & 0xFF == ord('q'):
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break

video_capture.release()
cv2.destroyAllWindows()

thrd = threading.Thread(target = Face, args={})
thrd.start()
app.exec_()
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Certificate Authority = 2IS7|gt
Intermediate Certificate
Authority = =7t 2I=7|a

ICA1

Ol MNHE #2172 |

video_capture = cv2.VideoCapture(1) MY EHE HF
“H gyel

path_dir = rC:WUsersWwhdudWDesktop¥training

images_name = os.listdir(path_dir)

namas = ininfraanfctr jrmacnac narmal) e bl e

known_face_encodings = [] MHEE MF
known_face_names = [] - O] Al D}

image in images_name:

print((image.split(".”))[0])

name_image = face_recognition.load_image_file(path_dir +"#%¥" + image)
name_face_encoding = face_recognition.face_encodings(name_image)[0]
known_face_encodings.append(name_face_encoding)
known_face_names.append((image.split("."))[0])

@ A 438} @ training TS| MTE ALEX} HEE 718 & ME
(ALE X WA HE A - HT
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process_this_frame! MYEHE 3g| - M=

face_locations = face_recoanition.face_locations(rab_small_frame) .
face_encodings = face_recognition. face_encodings(rab_small_frame, face_locations)
face_names = []

face_encoding face_encodings:

face_distances = face_recoanition, face_distance(known_face_encodings, face_encoding)
min_value = min(face_distances)

name = "Linknow

now = datetime.now()

min_value < 0, 435:

index = np.aramin face_distances)

name = known_face_names [ index]

value = "Truse"

printt

value = "Falze )

print("S=TIAH = At=EA 2 LICE, [Falsal"™)

day = (name value ,
% (now.vear, now.month, now.dav, now. hour, now.minute, now.second))

oirjf HiC|e =&Y & B2t
MEE AR EA5=X e 7 2 HE

result_va Iue—[da:‘]

(data.get( type T —
= data.get( 'data’, A%} 2ol A&
name. rep | ace(
nl.replace("’

e i1 b
data EHREA] AHAT .
f(data.get( 'type') == 'transaction'): EfNE 24
block. input_transac tsontdanal
tranNsian = copy. dec-pc«.i:yfdatal
tranNsign.update({ 't n', 'co_name''self.cp_name, ‘cp_sion'iself.cp_sian})
1 U|
ui.settext("Hn" +s h(tranngn}J
self. __debug_client(" M3 ;

self.__send(ca_conn. tranhsian)

{data.get( 'twee') =
data.updata({ ' t
block . input_ transaf'trml.’dafal

ArEXE =l 2AH Sl ER
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wkchainf{object):
init__(self):

self.chain = []
self.current_transactions = []

self.vote = []
self, last_block={}
self . new_block(previous_hash = 1)

O TP P £ H bl il ETY - Py B o o] e

new_transaction(self, number, user, checkpoint, tim

self. furreﬂt transactlﬁns append({

: g n(Sﬁlf currﬂnt transactions)+1,

"I user,
soint' ¢ checkpoint,
time,

' pass_fail,

5l 89|(2/2) )

verify_sign(self, vk_sign, vk_name):

Seif vk_sign = vk_sign[: 48]
LI|

open( ar i v ianfile.pickle', ae="rh') file:

data: T . ddE =S50 izt 228

(data.get( 'tvpe') == 'tranNsian'}:

sign_PF = self . verifv_signidata. get( o ian" ), data.get(

sign_PF:
datal ' rarme ']
datal ' "]
ui .settex 'tE +|fdataJJ
self,__send_al (s, data)

(data gratf ¥ == 'bBlock'):
self.__send allfs

(data.get( "type') == "r_
{da‘td gﬁ-t( ta ' J==0):
count vc:-t.=~ F +=1
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retrans latelli(self, Main_F)

_translate = OtCore OCoreApplication trrnslam
Main_F.setWindowTit le{_trans late("H .
Main_F.setToolTiel _trans|ate("Ms
Main_F.setWhatsThis(_translate(

self. labe| .setText( _translate( 'Ma

self. labe| _2 setText(_translate("Ma

self IateI_E.setre'-H_translatef

self _pushButton.setText(_translate( M

self.pushButton_2 . setText( -rar'ulatear M

self. label_4 ﬂ"“‘n‘_‘at': trans | ate f

self.labe| 5. setText( translatel

sel Iat-el_E.setTe.-tt{_translate" 3in_f

;enf labe| 7. setText(_translate( Mair 5 o

labe| B set =r—rti _translatel"Main_F"
pushButton_3.setText(_translate( M
pushButton_4.setText(_translatel "
pushButton_5.setText(_translatel “Hain_f )
tabMidget setTabText(self . tabWidget |nd9.|lflisf-‘|'l‘ tab] trans|ate{"M
plainTe \'Ej t ;- tPIaunthc transl._Le[ )

-

gl

WMo D
LR RN
¥ hohhhhh

_translate{"Ma

=Tame__ ==

S¥S
app = OtWidgets. Odpelication(sys . argv)
Main_F = QtWidgets. 0Dialoa(d
ui = Ui_Main_F()
wi se;udJi(H._ain,F!

Al AR o] FerHQl 25 ALEX} QIE{H[0] A

GUI Test

ZHrilska
B GLUI Test

el = W b Sy |

B G Test

Face

(RZIY M) M

I‘Je‘i‘ﬂ-kl Me{] HELH7| ..

I‘.!i“i’."-‘-! MU [El2-=A 2 oMM AZEE |

y

CA-ICA-ESiFT g =01A M 72| &

_56_
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AHEXE
AMAM 2H(2/6) - AFEAHEE|) |7 AFHE

[rext @2l] 20718 wnz s o Q! otH

MEX 2 21 7|8 AAZ EE ALEX; AtH|ete

Al xp =7) AHS A F72HE

01011111111 e AR K Ol E

o
oT0-zaaE-2iad

Q10-5555-5555 g Ol =4

O10-6666-6666 we ]uughbu]ﬁbnuw«_umh

o=

mo-111e=111

s BB A
HE

MAH 2F(3/6) - =2z )

E=AUY MH-AES X} H

Checkpoint

EYUE MU ELESIMETHE SEHFAM

[EYUE My EMIM MR S ASM

[EUE MH] dHEE BLes

=Y =9
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Checkpoint

(EEE Me||Ees7t

[EYE M) E%_"L—.._

[BYUE M| AHEE HE&2=E

M2E Z3(5/6) - SRE

ARExp e

2178 HMHEE

joenghu @naver com

joengbud @naver com

Focngiud Snaves (oM

jocngha Snaver (om

010-5555-3535 joongbud@naver.com

20198 102 09%

010-5555-5555 joongbud @naver.com

Iamg&i 108 113'

=0

SYS ALEXIe] RO mEt S A
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AME2xE 2] 23 7|8 | HA EE
SRHE . 4

SRALALZE - 2019.1007.16:52
O] Fe) 4 : f665a62063a892edad I 360a3c341 HEF0OMIddfa6238991727c49bi8Tcc045

=H ¥ x}
B AR

EZH MM -1
WMAIZE: None

ZYX} : unknown
HIAXAE - checkpointl
FHHOf % : False

I 71=HeE BN 7IsS
S5HelE Est=H 4=

ZHSA HES| 2FE ==Y
Hste ZEHAE 715, 7IsGE
O 7|t =3

SSH 2 7% - HZE X

ol A

0l 4 7

AMEXIE ER

2S5 1A EH2Z HA.
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