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2.1 Python

2.

r

python2 1991 T2 12 Q! Guido van RossumO| ZESH g ZZ2{Y AHOZ
EME =2H0|N QAHIZZ|HA, ANXLH, S5 EtO[E Lzt AO{O[Ct Python
H Q22| Python AZEY0] REHO] ZE|ste WA, ZEA| 7|H J4Y RS 7iX|n
ULCH COIOl2 FoIE CHO|M 7 AMM Al HFO|LCH

pUthon

< 2 2.1 OO0 E10 >

< 1% 2-2 : Ubuntu >

2.3 Apache

Apache HTTP AMH|= OFItX| AZEQO| R THO|A 22[St= HTTP # A{HO[C} BSD,
252 & RE2 A€ & oLl OojAz4AZE ALl = U0 22 750N
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2.4 MysQL

MYSQLE MIZIOIA 7HE Bio] Mol ©= Axo| BAY HIO|E HO|A e AlAH
O[ct RDBMSEFIE ERICh CHF A, CHF AF8At| HAlol TEHo0f A
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2.5 Php

phpe CROIE 7|Hte2 THEOIT MH FHOoM HAZ|= MH AOE A3
olct. & ¢ HOIX[E THE7| {8 dALY2EH 0|F F25t7| {8 php=
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2.6 Html
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OWASP Top 10 - 2017
Al1:2017-Injection

A2:2017-Broken Authentication

A3:2017-Sensitive Data Exposure

A4:2017-X™MIL. External Entities (XXE)

AS5:2017-Broken Access Control

A6:2017-Security Misconfiguration

AT7:2017-Cross-Site Scripting (XSS)

A8:2017-Insecure Deserialization

A9:2017-Using Components with Known Vulnerabilities

A10:2017-Insufficient Logging & Monitoring

< 1% 3-2 : OWASP Top 10 - 2017 >
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def sqlinjection():

sqlinjection_mysgl = ['or 1=1
W

or 1=1—"',
W or =1="
"W'oor WOIW'SW'I1',
\WH or W” Twuzwuw 1 1
sqlinjection_oracle = ['#' or 1=1#',
W' or 1=1#'
‘or 1=1#',
Woor WIW'=W'1',
W' oor W'IW"=W"1']
eturn sqlinjection_mysql[1]

lef send_post(data, next_url):

is_cve = 'S

headsr = {
'User—Agent': 'Mozilla/5.0 (X11: Ubuptu: Linux x86_64; rv:66.0) Gecko/20100101 Firefox/66.0",
'Accept': 'text/html,application/xhtml+xml, application/xml:g=0.9,*/*:0=0.8",
'Accept-Language': 'en-US,en;g=0.5'
‘Accept-Encoding': 'gzip, deflate’,

resp = requests.post(next_ur|, data=data, headers=header)
"Sign 0ff" in resp.text:

is_cve = "H "
return (is_ove)

< 1%l 3-4 : SQL INJECTION F U™ =3 AA UH

def dicxss(url):

modu l e__ name = Xes !
contents = Avallable Pawv |l oads :Wn'
is_cve = "2F=S'
urll = "kErtiessS )
getLinks(url)
Ist = |ist(pages)
dic =1{F}
d=0
for i in Ist:
check = parse _urlparse(lst[int(d)]l)

check ._.getur | (
i T check.query:

dic.update(parse.parse_gs{(check.querv))

d+=1
fname = "payloads.txt"
with open{ fname) as f:

content = f._readlines()
payvloads = [x.strip() for x in content]
vuln = [1
for pavlioad in payloads:

for t in dic.keys():

< J% 3-5: XSS FYH EF 22 AR >



dicrec(url):
modu le_name

= "directory listing
contents = "+x#x2x This website is W'SAFEW" from Directory listing
is cve = 'S
c=0

url = "hitp://"+url

getLinks(url)

Ist = list(pages)
toryurl = url+"'/"+ist[int(c)]
path = direc.get_urldirectorypath(toryurl)
html = direc.return_souperhtml (path, "html ")

s = direc.regex_search(  Index of . htmi)
g == Nonea:
contents = "Wnwe==xx» This website is W' SAFEW" from Directory listin
contents = "Wne==+*=» This website is WRISKN" from Directory listing
is. cve = 5ok

ct=1
(module_name, contents.strip()., is_cve)

<13 36: ClUED BAY HAY E7 A2

check_cvel{get_header }:

module_name = "Check cve
contents = eference :fin
is.cve = "5

cvel(key, contents, is_cve):
r = reguests.get( 'https://cve mitre

tre.org/cgi-bin/cvekey . cgi?keyword="+str
soup = Beaut i fulSoupl{r.text. "html.parser’)

count_target = soup.find(class_="smaller")

cvelkey] = count_target.find( b").text

list_result = str{soup.select{ "#TableWithRulas"})
list_result = re.subl{'<.+7>"," ', list_result 0).strip()
{ len{list_result) > 26:
contents += 'htips://ocve. mitr
is cve = "FH 2
contents. is_cve
dicl'server'] != 'hidden
contents, is_cve = cwel( server', contents, is_cve)
dic['lang'] != 'hidden
contents, is_cve = cvell ' lang
contents == i
contents = "no cwve foundiin
module_name. contents.strip(). is_cve)

a.org/egi-binfevekey.cgi?keyword="+str(

, contents, is_cve)

<1 3.7 LW AW EF 22 YR >



i adpage(domain):
module_name = "Admin page"
contents =
is cve = "2SY

page= ["/admin
fmanager '
/imaster
Seystem” |
lfadministart"]

url = "http://"+domain

f pages |1 page:
req = urllib,.request.urlopen(url+ pages)
contents 4= (pages + sarver existWn
is_cve = ' F| =t
| i r 11 | ¥

i is_ocve == ""2F= 00

r_‘:cmntent s += no admin pagese found'

< 1% 3-8 : HE|X} HO|X| == FUY £ AA

=
=2T >

scan({domain):
module_name = "Port Scan
contents =

i cve = "2US

comport = {"FTP":21,. "SMTP":25,"HTTP":80}
ad = domain
adip = socket. gethostbyname{ad)
PN, port in comport.items():

's= socket.socket (socket AF_INET. socket.SOCK_STREAM)
result = s_connect_ex((adip. port))
banner = s.recv(1024)

result ==
contents o striport)+" /Hep Opan +striPN) + "Wn
is_cve = "H 2
banner==b
contents += str{port)+'/tep NOSETVice +str (PN} + “fin
s. ctose[}
- contents += striport)+"/tcp Closed +str(PN) + "Win

sturn (module_name, contents.strip(). is_cve)

<13 3-9: HOE W2 M YUY £EF A& UK
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£ PreLoader - Mozllla Firefox

192.168.0,147 i e [E =
y f gr g 4l g
No. He ua
106 | r{oje] HE M g
26 Zhe|x ool %) i &
16 | saF faE "
46 cjsa| ajas g
5§ | NS5 ¢
&6 SOL INJECTION F
Lich7|

< 3% 3-11: FUYH™ T oH >

3.3 @]LE A|AE st

ok A ol% AtgAtA BuME Algsts] glstel ®7] 47 PDFRtYR
gstol M S B
title = "Web Scan Report

POF (FPOF ) :

footar (seal f):|
self.set_y(—-15)
self.set_font{ "Aria |
self.set_text color{128}
self.calT(D, 10, 'Page '+ str{self.page_no())}. 0. 0. 'C")

chapter_title(self, num, label):
self.set_font( 'Arial . 12)
salf.set_fill color{zﬁo. 220, 258)

self.call{0. B, 'Chapter %d @ %" % (num. labal). D. 1

e
salf.In(4)

chapter_body(self, spacing=2):

selt add_page{ )

data
self.cal {10, 20, In=1, align="c¢")
self.set font{"Aria = size=24}

< O3 312 : 2[=ZQ A2 LA AR >
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= WesT - Mozilla Flrefox

i 192.168.0,147 O = A
Zict Za}
W He= b} Download
1 teste] MCh g 2019-09-19 00:55:58 downlo
< 2% 3 -13: ZcH Ao} 3HH >
Website Vulnerability Scanner Report
Scan Information
Website URL = demo testlire.net
Start Time = 209109-10-03 20:41:43.505323
Finish Time = 2019-10.03 20:43:26 035810
Scan duration = (:01:42.530287
List of tests performed (6/6)
Type Contents SAFE OR RISK
Paort Scan 290cp{SMTP) Open BOMcp(HTTP) Open RISK
Adderun page fadmin sorved xSt HISK,
Chack cve hittps Veve mitre orgleg-bin/cvekey, o Pkeyword=Apache-Covotart 1 RISK
directory histing This website s "SAFE” from Direclory lishing SAFE
<body bgcolor=yedlow:>
<iframea src="hitp fevil com/xss himi™>
A5 <object type="laxtx-scnpllel” data="hilp./Mhacker comixss himi™> ik
SOL INJECTION fuid: = af 1=1--", ‘passw’ "donecany’) RISK

< 3% 3-14: AWY NAYCE BE PDF Y >
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e =3

Ubuntu — A{H ‘ Apache — © F 9 AIO|E A{H |

Development Language

MySQL — S|$d g gl Php, html, css — 8 AlO|E H|%}
s H'Efgm £ Python — #|9}% XITH H&
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5 g2 | - L
ie
. L T T SN SR SR [ Sp—— et i o B READKE
0D @ AInSTAll Dachade TOF CONMECTINE DN and mysgl'\
.ge ] php-gd phg

oterror start example

WE &3 R T e

(3/2 DB 75 )

create database WeST;
use WeST;

create table
D INT(11) UN

FW varchar(2 B3 Mull \
MAME varcha it ..... (AR e e ... ..........
PHONE char(2 {8 gned | N0 | PRI | WULL | auto_increment |
EMAIL varcha: [ . ' :::":

DOMAIN varc/Eiise char(28) I Mo

REPORT varch il . (255) | §O .
is_deleted TINSRE | varch | N0 UNI |

KO | B

SIH7IY Al 31 HEE M2|617] 2% DB 7=

_18_




N 7HE L4

L2 AOIE I—E HEERD)

echo ° [§ SESSIOH
"rabs":
h1eST /]
4 H «"taba">
;1 Fpan **tab signan active® ="Isignin® >Login</a></spans
g l *tab signup®i<s hrols"new login.php®>Hew Logind/a
«"pontent”

=“slgnin-cont ocont”

= 'qu].:'._nk php" mat »“post™ enctype="multipart/form—ds
i="login username” fasmos“userid® ! *Traxt"
inpat :'i;qm_p‘luuord' - -.‘uu-r;u‘ types"password”
" submi t-wrap”
L “gubmit” *Leaan* Tgubmat™
HEE AT MU[28 Hﬂ-ﬁ?l Siet 71=2stA &4 [
=223 A HE W
HE g3 o 8(5/14)
¥ doma s.co.kr : L} 2Fs
= HE Jioeeeeeess Oj= Hukgh, Sa3 =
SO QB HIA NG )t SHg et bt -
requests :
5YS :
orl = inout(“OIER L2 ")
enail = imput("OIBIEE LR5HMIE")
response = requests.get( htps:/foazin.ob K fhais/oop.shois. ohe? roncleftidonain= sste(url))

htal = response. text
data = hul.sptittiresi]
tor ¢ in data:
* ¢.find(enail) >D
print{striurl)e 3
Y5, em[r]

-

print("2 &3t

NI i1l i1 1l i Il il T Tt :=3%3F1:1iF
] =18 = daum . nat

A= 83

A
I'D"' 134 % “:n:danainﬂkakaocurp.
] dc-uln m:rtn el X0l HI & 2 & x)

1 >==

COm

R T e

RESTART :

oI= Aal

Fadl lfﬂl_'—“: - | B & JL1 o daum . net
OIS & S siMlmtest mail.com
e  ruas r bt ol Tyl OHl Sy g

Crawling(#

=

olx|2] HiolEH{E F3)S 0l8% =0

A AT
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NE 23 A 7HE LHEe/19

o2 M ASHA 7HE

LT e . E
. Jar'] L 5
idw ~in | M | I
< Fphp
Lo Tude -~
fauthicey = Lsset($ GET[ aumhiey™]) ¥ trin($ GET[ swthiey"])

If[s]:_"_.’ll'." L | |

echo “cscrlpts alere("U%

locat fon href="HNttp JSurl. ial mad lawth . php fagthkey=" . $aathkey. "=, </acripts";
Jelse(

$3al = feledt ot At froa seaber shere aolibliey = Saathbey. "

irec = mysgll_gquery(Rdb, $54l);

$ent o« myigll_Fetch_row{$rec):

$cot « Set[0];

if{gent = 0}
echo “oscriptralert ; =2 L i : history
exit();

SMTP ZE2EFS 0|8% 0|jZ AT

e 23 S 70 L7149

ki EEETVOTPESTIN

footer (sall)!
goll set_y(-15)
solf. set_font{ Ar . B)
self.sei_toxt colorl1hﬂ]
golf cell{D. 10 Papo + atr{sal! page_no()). O, O, )

chaptar_title(sel!. num, [abal)

goll . setl_tont( A 12)
solf . set_Till ralarl”ﬂﬂ EEO s Y
soll_cell(D,. &. % % (num, labal). O, 1. . 1)

goll!. In(d)
chapter _body(self, spacing=2)
solf  add_page()
datla

golfl.call{10. 20, in=1, align= )
solf.sot _font( A , Sizo=324)

Iltiﬁ.‘.!}ﬁ PDF 52 = 84
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% SQL Irijectiun it Ll
ForE Dot A2 T/ )™ aeses s ons

_x__{__
= 5 HIEAZO D =X i
O SQAL Injection S
& mabn.py = : hittpget sniffer.py = | _.'_ T inlacatlan
import
import w“ﬂ p——
Laport [ZERIET ".i',i:‘:-‘ﬂ' -
" a Fra e LA py T o
v ]
def bel] Actios page = logie ch possiblie sglininition. phy
prif 1D - id
LN
A (leny aralhaat
halel DoMBLn = MEDO//TacHlheg]
mddle = localhad
freel pige = [logie gk
Ufl = 1 et Pt = LD Tk
action | et (B = bits calk ginsiegdn ol g L all
donain,| meyt URL(PeiY aaiayl g o salindecti i
sitiniel | ATTADK {00 ]
pringi-] Ued 3ql Lajection Code #
frinn meseonss 1101
= 2 2 =] L=
22 FormO SQL Injection T2 S Lo UF JTH
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e 23 S 70 L& @10/19)

_I_Inrx.l IIE]— A]-‘"‘-Hl 7H (3/7} ﬁl)wecturyhstmg* I1ﬂ%=

== S CIME2|9| o9 ST
i isti mes=s 58 A 0l 5|orX
O Directory listing jUSE £ 3 = FHUN

& checkdirectorylisting.py »

[
Index of /login
- Index of /login
& et L 3 Mamelast modifiedSizeDescription
D)y 2
?. - o | Parent nl.rrq:nr'r
e ' C35/2019-03-31 13:22
?--"-'-;" <) Wi | login.php2019-04-29 20:45% 669
9 login ok _possible sqlingection php 2| 1091in_ok.php2019-04-28 23:53 1.5«
» e wy orc L'"T login ok possible sqlinjection.php20l9-04-28 21:39 1.2
4] wedodlpap 1 legout.php2019-03-31 12:20 165
_E::.':'.:.-L.’.L 2 main.phpd0l9-04-01 10:32 404
Apache/Z 4. 18 (Ubuntu) Server af locel
pas - — |[apachesz.4.18 (Ubuntu) Server at localhost Port 88
£=] =2 A E orxd C|
URL HIEE 0|8 C|d &2 2|28 #HYF UT

e 23 S 70 L0119

W XSS : 012] A3
Forg ot Nad A em ) [ i

I'c :” S
AIGES oo 4
O XSS(Cross Site Scripting) | 5l St 23
4140
tontest
T T
s Sl
Topot tag List : {o'conteet”: “ooriptealert (X85 Test*) o/ sorigh’, w'pasmond’: “I55 Test', w'ober name: “NGS Test', o title’: "ESS Test')
{w'title’, vpasmrd’]
[ETT &ET R1000)
1: Loa pade = wiile poat.phe
- """'

P'l & paLgenrd

AIA 0 Script 88 0188 xss HAYT T
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e 23 % e WE@219

¥ OIO|H Y8 M2 : GO
[—_Ix_|n|=x-| FICh A| A 7% (5/7) l A3t FELX| PO} 58

El“lei g‘E Hg. SH S0 BFOE T

L |_'u_l- an !
dmtat |

s )

ey = dalal Im-n vr!ntnl 1m-||n n-: *{}

COHRer 1 = - T =5 HTTFE 18D )
md = i Pp b

acip = +r|:h1 l uu'lnn 'lI.'\F!I.{I.I'HI, (n:!]
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<db.php>

<?php

$host = 'localhost’;
$username = 'root’;
$password = 'song0401;
$dbname = 'WeST’,

array(PDO:MYSQL_ATTR_INIT_COMMAND => 'SET NAMES utf8");

$options =

try {

$con = new PDO("mysql:host={$host};,dbname={$dbname};charset=utf8",$username,

$password);
} catch(PDOException $e) {

" . $e->getMessage());

die("Failed to connect to the database:
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$con->setAttribute(PDO:ATTR_ERRMODE, PDO::ERRMODE_EXCEPTION);
$con->setAttribute(PDO:ATTR_DEFAULT_FETCH_MODE, PDO:FETCH_ASSOC);

if(function_exists('get_magic_quotes_gpc') && get_magic_quotes_gpc()) {
function undo_magic_quotes_gpc(&$array) {
foreach($array as &$value) {

if(is_array($value)) {
undo_magic_quotes_gpc($value);

!

else {
$value = stripslashes($value);

}
}

undo_magic_quotes_gpc($_POST);

undo_magic_quotes_gpc($_GET);

undo_magic_quotes_gpc($_COOKIE);
}

header('Content-Type: text/html; charset=utf-8");
session_start();
7>

<dbinit.php>

<?php
error_reporting(E_ALL);
ini_set('display_errors',1);
include('check.php’);

$databaseName = 'WeST';
$databaseUser = 'root’;
$databasePassword = 'song0401";

Ol O E{ || O] &

$pdoDatabase = new PDO('mysql:host=localhost’, $databaseUser, $databasePassword);
$pdoDatabase->setAttribute(PDO::ATTR_ERRMODE, PDO::ERRMODE_EXCEPTION);
$pdoDatabase->exec('DROP DATABASE IF EXISTS WeST;";

$pdoDatabase->exec('CREATE DATABASE IF NOT EXISTS WeST DEFAULT CHARSET=utf8
COLLATE=utf8_general_ci');

Hol=d4d

$pdo = new PDO('mysql:host=Ilocalhost;,dbname=".$databaseName, $databaseUser,
$databasePassword);

$pdo->setAttribute(PDO:ATTR_ERRMODE, PDO:ERRMODE_EXCEPTION);
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$pdo->exec(DROP TABLE IF EXISTS yo;");

$pdo->exec('CREATE TABLE ‘yo' (

‘uid® int(11) NOT NULL AUTO_INCREMENT,

‘username’ VARCHAR(255) NOT NULL,

‘password” VARCHAR(255) NOT NULL,

‘email” VARCHAR(255),

‘domain® VARCHAR(255),

‘salt” VARCHAR(255) NOT NULL,

‘regtime’ datetime NOT NULL DEFAULT CURRENT_TIMESTAMP,

PRIMARY KEY (‘uid)
ENGINE=InnoDB DEFAULT CHARSET=utf8 COLLATE=utf8_general_ci')

echo "CIO|E{H|O] & 227|210 J& S LICHwWn",

<check.php>

<?php
error_reporting(E_ALL);
ini_set('display_errors',1);

function is_login(){

global $con;

if (isset($_SESSION['user_id']) && !empty($_SESSION['user_id']) ){

$stmt = $con->prepare('select username from yo where username=:username");
$stmt->bindParam(':username', $_SESSION['user_id']);

$stmt->execute();
$count = $stmt->rowcount();

if ($count == 1){

return true; //219Q1 AMEH
lelse{

//AFERE HIO| S0 Y= AR

return false;

}

else{

return false; /219! QOF=l AMER

/https://stackoverflow.com/a/46872528
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function encrypt($plaintext, $salt) {
$method = "AES-256-CBC";
$key = hash('sha256', $salt, true);
$iv = openssl_random_pseudo_bytes(16);

$ciphertext = openssl_encrypt($plaintext, $method, $key, OPENSSL_RAW_DATA, $iv);
$hash = hash_hmac('sha256', $ciphertext, $key, true);

return $iv . $hash . $ciphertext;
}

function decrypt($ivHashCiphertext, $salt) {
$method = "AES-256-CBC";

$iv = substr($ivHashCiphertext, 0, 16);
$hash = substr($ivHashCiphertext, 16, 32);
$ciphertext = substr($ivHashCiphertext, 48);
$key = hash('sha256', $salt, true);

if (hash_hmac('sha256', $ciphertext, $key, true) !== $hash) return null;

return openssl_decrypt($ciphertext, $method, $key, OPENSSL_RAW_DATA, $iv);

7>

< main.php >

<?php include('db.php");
include('check.php");

if(is_login()){

if(isset($_SESSIONT['user_id"])) {
header("Location: welcome.php");

}

7>

<IDOCTYPE HTML>
<html>
<head>
<title>WEST </title>
<meta http-equiv="content-type" content="text/html; charset=utf-8" />
<meta name="description" content="" />
<meta name="keywords" content="" />

<script src="js/jquery.min js"></script>
<script src="js/skel.min.js"></script>
<script src="js/skel-layers.min js"> </script>
<script src="js/init,js"></script>
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</head>
<script >
function check() {
alert( 219 HXSIM Q)
}
</script>
<body id="top">
<header id="header" class="skel-layers-fixed">
<h1><a href="#">WeST</a></h1>
<nav id="nav">
<ul>
<li><a href="#" class="button special" onclick="check()"> I Et5}7| </a> </li>
</ul>
</nav>
</header>

<section id="banner">
<div class="inner">
<h2>WeST</h2>
<p><b>FRLEW 3X ZSYEE</b> <a href="#">WeST Team</a></p>
<ul class="actions">
<li><a href="#two" class="button big special">login</a> </li>

<li><a href="#one" class="button big alt">vulnerabilities</a></li>
</ul>

</div>
</section>

<section id="one" class="wrapper style1">
<header class="major">
<h2>Kind Of Vulnerabilities</h2>
<p>XSS, Adminstrator Page, Known Vulnerabilities, Port Scan, SQL,
Directory Listing</p>
</header>
<div class="container">
<div class="row">
<div class="4u">
<section class="special box">
<i class="icon fa-area-chart major"></i>
<h3>XSS</h3>
<p>Xss(Cross Site Script)

= 8 doM 7t JI=FHO FAEH 34 YEo
LZOZ, AO|MQl ALEXIY| S45t2{= AMO|EQ AIEHEE E& 7|#E YLt 340 o
SOtH ALO|EO| &t ALEAE MYUE DEE HASHA E|0, E&E kX Yes WSS THA|
AL Z7|L M EE S2| Hiyst HEE 2R L Ch</p>
</section
</div>

<div class="4u">
<section class="special box">
<i class="icon fa-refresh major"></i>
<h3>Adminstrator Page</h3>

<p>admin, adminstartore Z2|XHO|X|7} QIHUE &l F=&FH T2
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tse 42, 34KXte| F EHAo| E £ /A2, 0|l 34Xt sqQL QAMM, Brute-Forcedd &
Ctdsot dEfjel 4o HWOlE XMSdte FYT™EYLICH</p>
</section>
</div>

<div class="4u">
<section class="special box">
<i class="icon fa-cog major"></i>
<h3>Known Vulnerabilities</h3>

<p>OiA 2tojEaf2|, =&j|Ye= X CHE 2ZEQ0 25 Z2 H=EH
E= OfE2[AH 0|1}t 22 ﬂOFOE HAELCH ST FAHO| A= HEHEES ALES O E2
AO[41 APIl= OiZ2[AH0|E HOE ftA|7|AL} CiYet 3H0 s F= FAFYULIL
</p>

</section>
</div>
</div>
</div>
</section>
<section id="one" class="wrapper style1_2">
<div class="container">
<div class="row">
<div class="4u">
<section class="special box">
<i class="icon fa-area-chart major1"></i>
<h3>Port Scan</h3>
<p>ZE AZHO|ZH ol OffH mEJF Ea| A=X| =HQlst= ez HY © FYHS 245t
7] fIgh AP ZRol2t & = ULE A9HEE SO e HESR HQHEH ALE o, 23| 74
s UESZ 7=, 2 L1IE$JEL Lol A28 ZHE HE, Al2E 2MAe AHE HTE, M35t
= MH|A SO Ot §EE & 5 A0 ZETL EE AS Al Fdgs U= FAHOICh</p>
</section>
</div>

<div class="4u">
<section class="special box">

<i class="icon fa-refresh major1"></i>

<h3>SQL</h3>

<p>SQL |njection0|EJ, CHEXQl & oE2AH 013 FA4H T St ULt
OiZ2[A0[ Mo Mz FEEE= BT, Hel, 23EESS US ._EOPO:I HIKMHHOI YEo2
Ao BZols s47|-YUCh Eot @ {Z2AH 0| MO M otk X] g GO H|0] ALk

=
AAE 2= OfZ2|AHO[MOM s = = U= 34 7[”-YLICE </p>
</section>
</div>

<div class="4u">
<section class="special box">
<i class="icon fa-cog major1"></i>
<h3>Directory Listing</h3>
<p>Directorying F|AE2 EHetRd St Ze IIYE EOoELCL C>JEH°| 2y
Z og E.:.“‘—”JIH%* ot M2 HZ ot & A St =KD Z[Z0
=1 Q ol AA IS AJZE MAQ &
I U AFZEA ERE L A MY

W rlr rfo

o
ox o '~
= "*E = S )2 083 felHel =

1A
mjo
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2720| O|R0E % U HAHYLICh</p>
</section>
</div>
</div>
</section>

<l-- Two -->
<section id="two" class="wrapper style2">

<header class="major">
<h2>login</h2>
</header>

<div class="content">
<div class="signin-cont cont">
<form method="post">
<input id="login__username" name="user_name" type="text" class="inpt"
placeholder="Username"required autocomplete="off" readonly
onfocus="this.removeAttribute('readonly");" />

<input id="login__password" name="user_password" type="password" class="inpt"
placeholder="Password" required autocomplete="off" readonly
onfocus="this.removeAttribute(readonly");" />

<div class="submit-wrap">
<input type="submit" name="login" class="submit" value="Login">

<a href="new_login.php" class="more">New_Login</a>
</div>
</form>
</div>

</div>
</section>
</body>
</html>

<?php
$login_ok = false;

if ( ($_SERVER['REQUEST_METHOD'] == 'POST') and isset($_POST['login']) )
{
$username=$_POST['user_name'];
$userpassowrd=$_POST['user_password'];

if(empty($username)){

$errMSG = "OO|C|2 YHSIM L.
lelse if(empty($userpassowrd)){

$errMSG = "IJAQEE QBN Q"
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}else{

try {

$stmt =  $con->prepare('select * from yo  where
username=:username');

$stmt->bindParam(':username’, $username);
$stmt->execute();

} catch(PDOException $e) {
die("Database error. " . $e->getMessage());

}

$row = $stmt->fetch();
$salt = $row['salt'];
$password = $row['password’];

$decrypted_password = decrypt(base64_decode($password), $salt);

if ( $userpassowrd == $decrypted_password) {
$login_ok = true;

}

if(isset($errMSG)
echo "<script>alert('$errMSG') </script>";

if ($login_ok){
$_SESSIONTJ'user_id'] = $username;
header('Location:welcome.php');
session_write_close();
telse{
echo "<script>alert('$username 21& 27" </script>";

}

?>

<New_login.php>

<?php
include('db.php");
include('check.php’);

function validatePassword($password){
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if(strlen($password) < 8 || empty($password)) {
return O;

}

if((strlen($password) > 48)) {
return O;

}

if(preg_match('/[A-Z]/",$password) == (0 || false)){
return 1;

}

if('preg_match('/[Wd]/' $password) != (0 || false))
return 2;

}

if(preg_match('/[WW]/' $password) == (0 || false)){
return 3;

}

return true;

if( ($_SERVER['REQUEST_METHOD'] == 'POST") && isset($_POST['submit']))

foreach ($_POST as $key => $val)
{
if(preg_match('#”_autocomplete_fix_#', $key) === 1){
$n = substr($key, 19);
if(isset($_POST[$n]) {
$_POST[$val] = $_POST[$n];

}
}

$username=$_POST['newusername'];
$password=$_POST['newpassword'];
$confirmpassword=$_POST['newconfirmpassword'];
$email=$_POST['newemail'];
$domain=$_POST['newdomain'];

if ($_POST['newpassword'] != $_POST['newconfirmpassword']) {
$errMSG = "<script>alert(I{ A E7F LX|SHA| @& LT </script>";

}

iflempty($username)){
$errMSG = "<script>alert('OtO|C|E U SIM ") </script>";
}
else if(empty($password)){
$errMSG = "<script>alert({AJES LHSIM R.")</script>";
}
else iflempty($email)){
$errMSG = "<script>alert(emailS R =SIM|R.")</script>";

}
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else if(empty($domain)){
$errMSG = "<script>alert(domaing YL HSIM . </script>";

}

try {
$stmt = $con->prepare('select * from yo where username=:username');
$stmt->bindParam(:username’, $username);
$stmt->execute();

} catch(PDOException $e) {
die("Database error: " . $e->getMessage());

}

$row = $stmt->fetch();
if ($row){
$errMSG = "<script>alert('0[0] EX{St= OFO|C| JILICH)</script>";
}
if(lisset($errMSG))
{
try{
$stmt = $con->prepare(INSERT INTO yo(username, password, email,
domain) VALUES(:username, :password, :email, :salt, :domain)’);
$stmt->bindParam(':username’,$username);
$salt = bin2hex(openssl_random_pseudo_bytes(32));
$encrypted_password = base64_encode(encrypt($password, $salt));
$stmt->bindParam(:password’, $encrypted_password);
$stmt->bindParam(:email’,$email);
$stmt->bindParam(':salt’ $salt);
$stmt->bindParam(:domain’,$domain);

if($stmt->execute()
{
$successMSG = "<script>alert(Al22 AMEXLE FIHHSLICE) </script>";
header("refresh:1;west.php");

}
else
{
$errMSG = "AHEX}I F=7+ of 24",
}

} catch(PDOException $e) {
die("Database error: " . $e->getMessage());

}
}

7>

<IDOCTYPE HTML>
<html>
<head>
<title>WEST </title>
<meta http-equiv="content-type" content="text/html; charset=utf-8" />
<meta name="description" content="" />
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<meta name="keywords" content="" />
<script src="js/jquery.min js"></script>
<script src="js/skel.min js"></script>
<script src="js/skel-layers.min.js"> </script>
<script src="js/init,js"></script>
</head>
<script >
function email_ck(){
var email = document.getElementByld("em").value;
var domain = document.getElementByld("dom").value;
url = "email_ck.php?domain="+domain+"8&email="+email;
window.open(url, "window_name",'width=800,height=500,location=no,status=no,scrollbars=no,
resizable=no');
}
function check(){
var ck = document.getElementByld("aa").value;
che = "email_ok.php”;
window.open(url, "window_name",'width=800,height=500,location=no,status=no,scrollbars=no,
resizable=no’);
t
function check1() {
alert( 22 HXSIM K.
}

</script>

<body id="top">
<l-- Header -->
<header id="header" class="skel-layers-fixed">
<h1><a href="#">WeST</a></h1>
<nav id="nav">
<ul>
<li><a href="#" class="button special" onclick="check1()"> &I Et5}7| </a></li>
</ul>
</nav>
</header>

<section id="two" class="wrapper style2">
<header class="major">
<h2>MEL AFAF =7H</h2>
</header>
<div class="tabs">
<span class="tab signin active"><a href="west.php"><b>Back</b></a></span>

</div>
<?php
if(isset($errMSG)){
7>
<div class="alert alert-danger">
<span class="glyphicon glyphicon-info-sign"></span>
<strong><?php echo $errMSG; ?> </strong>
</div>
<?php
}
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else if(isset($successMSG)){
7>
<div class="alert alert-success">
<strong> <span class="glyphicon glyphicon-info-sign"> </span>
<?php echo $successMSG; ?></strong>
</div>
<?php
}

?>

<div class="content">
<div class="signin-cont cont">
<form method="post" enctype="multipart/form-data">
<? $r1 = rmd5(rand().mocrotime(TRUE)); ?>
<input type="text" name="<? echo $r1; ?>" class="inpt" placeholder="0} O|C|E YU K."
autocomplete="off" readonly onfocus="this.removeAttribute('readonly’);" />
<input type="hidden" name="__autocomplete_fix_<? echo $r1; ?>" value="newusername" />

<? $r2 = rmd5(rand().mocrotime(TRUE)); ?>
<input type="password" name="<? echo $r2; ?>" class="inpt" placeholder="I{AEE &3}
M 2" autocomplete="off" readonly onfocus="this.removeAttribute('readonly’);" />

<input type="hidden" name="_autocomplete_fix_<? echo $r2; ?>" value="newpassword" />

<? $r3 = rmd5(rand().mocrotime(TRUE)); ?>

<input type="password" name="<? echo $r3; ?>" class="inpt" placeholder="T{AEE C{A| Bt
H A=SIM 2" autocomplete="off" readonly onfocus="this.removeAttribute('readonly');" />
<input type="hidden" name="__autocomplete_fix_<? echo $r3; ?>" value="newconfirmpassword"
>

<? $r4 = rmd5(rand().mocrotime(TRUE)); ?>

<input type="text" id="em" name="newemail" name="<? echo $r4; ?>" class="inpt"
placeholder="0| {2 & A=SIM 2" autocomplete="off" readonly
onfocus="this.removeAttribute(readonly’);" />

<input type="hidden" name="__autocomplete_fix_<? echo $r4; ?>" value="newemail" />

<? $r5 = rmd5(rand().mocrotime(TRUE)); ?>

<input type="text" id="dom" name="newdomain" name="<? echo $r5 ?>
placeholder="=0 2|2 2=SIM Q" autocomplete="off" readonly
onfocus="this.removeAttribute('readonly");" />

<input type="hidden" name="__autocomplete_fix_<? echo $r5; ?>" value="newdomain" />

class="inpt"

<div class="do">
<input type="submit" name="submit" value="Register"
onclick="check()">

<input  type="submit" name="aa"  value="ZICt5}7|"
onclick="email_ck()">
</div>
</form>
</div>
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</div>
</section>

<welcome.php>

<?php
include('db.php");
include('check.php’);

if (is_login()){
lelse
header("Location: west.php");

?>
<?php
$user_id = $_SESSION['user_id'];

try {
$stmt = $con->prepare('select * from yo where username=:username’);
$stmt->bindParam(':username’, $user_id);
$stmt->execute();

} catch(PDOException $e) {
die("Database error: " . $e->getMessage());

}

$row = $stmt->fetch();
7>

<IDOCTYPE HTML>

<html>
<head>
<title>WeST <?php echo($row['username');?> & </title>
<meta http-equiv="content-type" content="text/html; charset=utf-8" />
</head>
<body id="top">

<l-- Header -->
<header id="header" class="skel-layers-fixed">
<h1><a href="#"><?php echo $user_id; ?>H</a></h1>
<nav id="nav">
<ul>

<li><a href="logout.php" class="button special">logout</a></li>
</ul>
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</nav>
</header>

<l-- Banner -->
<section id="banner">
<div class="inner">
<h2>WeST</h2>

Team</a></p>
<ul class="actions">

big

no,scrollbars=no");"> </li>
big

ollbars=no");"> </li>
</ul>

</div>
</section>

<p><b>FHIftW 3= E8EE</b> <a href="http://templated.co">WeST|

<li> <input type="submit" value="<?php echo($row['email);?> ZITts
onclick="window.open('./song/ppp.php','window_name','width=800,height=500,location=no,status=
<li><input type="submit" value="<?php echo($row['email]);?> Z=2|5}7|" class="button

onclick="window.open('look.php’,'window_name’,'width=800,height=500,location=no,status=no,scr

FZ7|" class="button
special”

alt"

<result.php>

<?php
include('/var/www/html/WeST/db.php");
include('/var/www/html/WeST/check.php");

?>

<?php
$user_id = $_SESSION['user_id'];

try {
$stmt = $con->prepare('select * from yo where username=:username’);
$stmt->bindParam(':username’, $user_id);
$stmt->execute();

} catch(PDOException $e) {
die("Database error: " . $e->getMessage());

}

$row = $stmt->fetch();
7>

<IDOCTYPE html>

<html>

<head>

<title>Result</title>

</head>

<table class="table" border="1" >

<caption>Starting Web scan.... <a><?php echo($row['email']);
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echo($row['regtime']); ?></caption>
<tr><th> No. </th><th> ZIEt &5 </th><th>  </th></tr>

<tr><td> 1/6 </td><td> O|O|E HE T™&E</td><td> <div ><img id="I05" src="song.gif"
width="20px" height="20px"></td> </tr>

<tr><td> 2/6 </td><td> ZE|X} HO|X| LZF</td><td > <div id ="l06" > <img id="101"
src="song.gif" width="20px" height="20px ">
</td></tr>

<tr><td> 3/6 </td><td> T FHUYF™</td><td><div ><img id="102" src="song.gif"
width="20px" height="20px"> </div>
</td> </tr>

<tr><td> 4/6 </td><td> C|HEZ| 2|A8</td><td> <div ><img id="I03" src="song.gif"
width="20px" height="20px" ></td></tr>

<tr><td> 5/6 </td><td> XSS</td><td ><div ><img id="l04" src="song.gif" width="20px"
height="20px" ></div><div id="106">
</div> </td> </tr>

<tr><td> 6/6 </td><td> SQL INJECTION</td><td> <div ><img id="loading2" src="a,jpg"
width="20px" height="20px"><img id="loading" src="song.gif" width="20px" height="20px
"> </div>

<iframe src="result.php" id="iframe100" > </iframe>

</td> </tr>

<script>
var Id= document.getElementByld("loading");
window.addEventListener("load", function(){
Id.style.display="none";
b
</script>
</table>
</div>
<input type='button' value=" &&7|" onclick='self.close()'>
</body>
</html>

<Inquiry.php>

<?php
include('db.php");
include('check.php’);

if (is_login()){
lelse
header("Location: west.php");
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?>
<?php
$user_id = $_SESSION['user_id'];

try {
$stmt = $con->prepare('select * from yo where username=:username’);
$stmt->bindParam(':username’, $user_id);
$stmt->execute();
} catch(PDOException $e) {
die("Database error: " . $e->getMessage());
}
$row = $stmt->fetch();
7>
<ldoctype html>
<html lang="kr">

<head>
<meta charset="UTF-8">
<title>WeST< /title>
</head>
<body>

<p>TIEt Zlk</p>
<table class="table" border="1">
<tr> <th>"HZ </th><th> &S </th> <th>'Z Rt </th> <th>Download</th> </tr>
<tbody>
<tr> <td>1</td>
<td><?php echo $row['username?>2| Tt Alt</td>
<td><?php echo $row['regtime']?></td>
<td><a href="download.php">download</a></td> </tr>
</tbody>
</table>
</body>
</html>

<download.php>

<?php
include('db.php");
include('check.php’);

if (is_login()){
lelse
header("Location: west.php");
7>
<?php
$user_id = $_SESSION['user_id'];

try {
$stmt = $con->prepare('select * from yo where username=:username’);
$stmt->bindParam(':username’, $user_id);
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$stmt->execute();

} catch(PDOException $e) {

die("Database error: " . $e->getMessage());
}
$row = $stmt->fetch();

?>

<?php

$user = $_SESSION['user_id"];
$filename = "cve_log_$user.pdf";
$file = "./song/" . $filename;

if (is_file($file)) {

if (preg_match("/MSIE*/", $_SERVER['HTTP_USER_AGENT'])) {
header("Content-type: application/octet-stream");
header("Content-Length: "filesize("$file"));
header("Content-Disposition: attachment; filename=$filename"); // L2 E2EL|&= DY

(AN o oz X|E 7ts)

header("Content-Transfer-Encoding: binary");
header("Cache-Control: must-revalidate, post-check=0, pre-check=0");
header("Pragma: public");
header("Expires: 0");
}
else {

header("Content-type: file/unknown");
header("Content-Length: "filesize("$file"));
header("Content-Disposition: attachment; filename=$filename"); // L2 E2EL|&= DY
(AA oy EIE X" 7hs)
header("Content-Description: PHP3 Generated Data");
header("Pragma: no-cache");

header("Expires: 0");

}
$fp = fopen($file, "rb");
fpassthru($fp);
fclose($fp);
}
else {
echo "siE meO| gi&LICt",
}
>

<Vulnerability.py>

# -*- coding: utf-8 -*-

import socket

import datetime

import urllib.request

import requests

from bs4 import BeautifulSoup
import re
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import sys

from urllib import parse

from urllib.request import urlopen
import time

import os

from fpdf import FPDF

def scan(domain):
module_name = "Port Scan"
contents = "
is_cve = "Safe"

comport = {"FTP":21, "SMTP":25,"HTTP":80}

ad = domain

adip = socket.gethostbyname(ad)

for PN, port in comport.items():

try:

s= socket.socket(socket. AF_INET, socket.SOCK_STREAM)
result = s.connect_ex((adip, port))
banner = s.recv(1024)

if result ==
contents += str(port)+"/tcp("+str(PN)+") Open
is_cve = "Risk"

elif banner==b":
contents += str(port)+"/tcp("+str(PN)+")  noservice#n"
s.close()
except:
continue
return (module_name, contents.strip(), is_cve)

def adpage(domain):

module_name = "Admin Page"
contents = "'

is_cve = "Safe"

page= ["/admin",
"/manager",
"/master”,
"/system",
"/administart"]

url = "http://"+domain
for pages in page:
try:
req = urllib.request.urlopen(url+ pages)
contents += (pages + " server exist¥n")
is_cve = "Risk"
except :
continue
if is_cve == "Safe"
contents += "no admin page found"
return (module_name, contents.strip(), is_cve)
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def get_header(domain):
global req, header, dic, cve
req = requests.get('http://'+domain)
header = reqg.headers
dic = {'server' : 'hidden’, 'os' : 'hidden’, 'lang’ : 'hidden’}
cve = {'server' : ", 'lang' : "}
if 'Server' in header:
server=header['Server']
s = server.split(" ')
for i, a in enumerate(dic.keys()):
dic[a] = sJi]
if (len(s) < len(dic)):
break
else:
pass

def check_cve(get_header):
module_name = "Check CVE"
contents = "

is_cve = "Safe"

def cvel(key, contents, is_cve):
r = requests.get('https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword="+str(dic[key]))
soup = BeautifulSoup(r.text, 'html.parser’)
count_target = soup.find(class_="smaller")
cvelkey] = count_target.find("b").text
list_result = str(soup.select("#TableWithRules"))
list_result = re.sub('<.+?>"" list_result,0).strip()
if len(list_result) > 26:
contents += ‘https://cve.mitre.org/cgi-bin/cvekey.cgi’keyword="+str(dic[key])
is_cve = "Risk"
return contents, is_cve
if dic['server'] != 'hidden":
contents, is_cve = cvel('server', contents, is_cve)
if dic['lang'] != 'hidden":
contents, is_cve = cvel(lang’, contents, is_cve)
if contents == ""
contents = "no cve found"
return (module_name, contents.strip(), is_cve)

def help():
print('Usage: ./main url')
sys.exit(1)

def sqlinjection():

sglinjection_mysql = ['or 1=1--',
W oor 1=1--
W oor 1=1--',
Woor W =W,
W'oor WUTHW=W"1']
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sglinjection_oracle = ['W' or 1=1#',
"W oor 1=1#,
'or 1=1#,
"Woor WIW =W,
"W oor WUTW ' =W"1]
return sqglinjection_mysql[1]

def send_post(data, next_url):

is_cve = "Safe"
header = {
'‘User-Agent:  'Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:66.0) Gecko/20100101
Firefox/66.0',
'‘Accept: 'text/html,application/xhtml+xml,application/xml;q=0.9,*/*,q=0.8',
'‘Accept-Language’: 'en-US,en;q=0.5",
'‘Accept-Encoding': 'gzip, deflate’,
}

resp = requests.post(next_url, data=data, headers=header)

if "Sign Off" in resp.text:
is_cve = "Risk"
return (is_cve)

def get_domain(url):

domainp = 'A(https?:W/#/)?([Wda-z#.-]+)'
domain = re.compile(domainp).match(url).group()
return domain

def sqltest(url):

module_name = "SQL Injection”
is_cve = "Safe"

url = "http://"+ url + "/login,jsp"

r = requests.get(url).text

soup = BeautifulSoup(r, 'html.parser’)
tags = soup.select("form input")

idp = re.compile("id=W"[a-zA-Z]*id[a-zZ]*W"")
for tag in tags:

try:
result = idp.search(str(tag)).group()
id_value = result.replace("id=", "").replace("#"", "")
break

except AttributeError:
result = None

pw_value = soup.select('form input[type=password])[0]['name']
submit = soup.select('form input[type=submit]’)

submitp = re.compile("W"[a-zA-Z]*[L|l]ogin[a-zA-Z]*%#"")
subnetname = submitp.search(str(submit)).group().replace("#W"", "")
tags = soup.select("form")

formp = re.compile("<form action=W"[a-zA-Z]*[L|l]ogin¥"")
actionvaluep = re.compile("#"[a-zA-Z]*W"")
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for tag in tags:
result = formp.search(str(tag))
if result '= None:
action_value = actionvaluep.search(result.group()).group().replace("#"", ")

domain = get_domain(url)
next_url = domain + "/" + action_value

data = {id_value:sglinjection(),
pw_value:'donecare'}

contents = str(data)

send_post(data, next_url)

is_cve = send_post(data, next_url)

return (module_name, contents.strip(), is_cve)

pages = set()
def getLinks(pageUrl):
global pages
html = urlopen(pageUrl)
soup = BeautifulSoup(html, "html.parser")
for link in soup.findAll("a"):
if 'href' in link.attrs:
pages.add(link.attrs['href'])
if link.attrs['href] not in pages:
newPage = link.attrs['href]

pages.add(newPage)
getLinks(newPage)

def dicxss(url):
module_name = "XSS"
contents = "'

is_cve = "Safe"

url = "http://"+url
getLinks(url)
Ist = list(pages)

dic ={}

d=0

for i in Ist:
check = parse.urlparse(Ist[int(d)])
check.geturl()

if check.query:

dic.update(parse.parse_qs(check.query))
d+=1
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def

def

def

fname = "payloads.txt"
with open(fname) as f:
content = f.readlines()
payloads = [x.strip() for x in content]
vuln = []
for payload in payloads:
for t in dickeys():
payload = payload
xss_url = url+"?"+t+"="+payload
r = requests.get(xss_url)
if payload.lower() in r.text.lower():
if(payload not in vuln):
vuln.append(payload)
else:
continue
if vuln:
tmp_contents = "Wn"join(vuln)
contents += str(tmp_contents)
is_cve = "Risk"

return (module_name, contents.strip(), is_cve)

get_urldirectorypath(url):
current_pagep = 'W/[a-zA-Z0-9]*W.[a-zA-Z0-9]*$'
path = re.sub(current_pagep, "", url)

return path

return_souporhtml(url, str):
r = requests.get(url).text
soup = BeautifulSoup(r, 'html.parser’)
if(str=="soup"):
return soup
elif(str=="html"):

return soup.text

regex_search(regex, str):
p = re.compile(regex)
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s = p.search(str)
return s

def dicrec(url):

module_name = "Directory Listing"

contents = ""

is_cve = "Safe"

c=0

url = "http://"+url

getLinks(url)

Ist = list(pages)

for i in Ist:
toryurl = url+"/"+Ist[int(c)]
path = get_urldirectorypath(toryurl)
html = return_souporhtml(path, "html")

s = regex_search(Index of /', html)

if s == None:
contents = "This website is ¥"SAFE¥" from Directory listing"

else:
contents = path
is_cve = "Risk"
c+=1
return (module_name, contents.strip(), is_cve)

start = datetime.datetime.now()

def Westall(domain):
results = []

results.append(scan(domain))
results.append(adpage(domain))
get_header(domain)
results.append(check_cve(get_header))
results.append(dicrec(domain))
results.append(dicxss(domain))
results.append(sqltest(domain))
return results

data = []

url = str(sys.argv[1])

uid = str(sys.argv[2])
data.extend(Westall(url))

filename = "cve_log_"+uid+".pdf"
title = 'Web Scan Report'

finish = datetime.datetime.now()
duration = finish - start

class PDF(FPDF):
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def header(self):
self.set_font("Arial", size=24)
self.cell(200, 20, txt="Website Vulnerability Scanner Report", In=1, align="C")
self.set_text_color(46,138,204)
self.cell(20, 20, txt="Scan Information”, In=1)
self.set_line_width(1)
self.set_draw_color(255, 0, 0)
self.line(10, 45, 200, 45)
self.set_line_width(1)
self.set_draw_color(0, 0, 0)
self.set_text_color(0,0,0)
self.set_font("Arial", size=11)
self.cell(20, 5, txt="Website URL = "+url, In=1)
self.cell(10,5,txt="Start Time = "+str(start), In=1)
self.cell(10,5,txt="Finish Time = "+str(finish), In=1)
self.cell(10,5,txt="Scan duration = "+str(duration), In=1)

def footer(self):
self.set_y(-15)
self.set_font('Arial’, 'I', 8)
self.set_text_color(128)
self.cell(0, 10, 'Page ' + str(self.page_no()), 0, 0, 'C')

def chapter_title(self, num, label):

self.set_font('Arial’, ", 12)

self.set_fill_color(200, 220, 255)

self.cell(0, 6, 'Chapter %d : %s' % (num, label), 0, 1, 'L, 1)
self.In(4)

def chapter_body(self, spacing=2):

global data

self.cell(10, 20, In=1, align="c")

self.set_font("Arial", 'B', size=24)

self.cell(10, 20, txt="List of tests performed (6/6)"In=1 ,align="L")
self.set_font("Arial", 'B', size=15)

self.set_draw_color(0, 0, 0)

self.set_line_width(0.5)

col_width = selfw / 3.3

row_height = self.font_size

header = ('Type', 'Contents’, 'Resulte’)

cellwidth =110

cellHeight= 5

self.cell(40, cellHeight*3, txt=header[0], border=1, align="C")
self.cell(cellwidth, cellHeight*3, txt=header[1], border=1, align="C")
self.cell(40, cellHeight*3, txt=header[2], border=1, In=1, align="C")
self.set_font("Arial", size=10)

for i in range(6):
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line =1
if self.get_string_width(datali][1]) < cellwidth:
line =1

else:

textLength=len(datali][1])
errMargin = 44
startChar = 0

maxChar = 0

textArray = [
tmpString=""
st = data[i][1]

while (startChar < textLength):

while (self.get_string_width(tmpString) < (cellwidth -
errMargin) and (startChar+maxChar) < textLength):

—

maxChar +=1
tmpString = st[startChar : maxChar]
startChar= startChar + maxChar
textArray.append(tmpString)
line +=1
maxChar=0
tmpString=""
self.cell(40, line*cellHeight, txt=datal[i][0], border=1, In=0,align
x = self.get x()
y = self.get_y()
self.multi_cell(cellwidth, cellHeight, txt=datal[i][1], border=1)
self.set_xy(x+cellwidth, y)
self.cell(40, line*cellHeight, txt=datal[i][2], border=1, In=1,align

")

")

def print_chapter(self, num, title, name):
self.add_page()
self.chapter_title(num, title)
self.chapter_body(name)

pdf = PDF()
pdfset_title(title)
pdf.add_page()
pdf.chapter_body()
pdf.output(filename, 'F')
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