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5.1.1 Main System

<Main Source>

package Ha;

import java.io.*;

import java.util.Scanner;

import java.util.zip.ZipEntry;

import java.util.zip.ZipInputStream;
import java.net.URI;

import java.net.URISyntaxException;
import java.awt.Desktop;

public class Dajava {
public static void createfile(){
String path = "C:WW#DalaVa";
File folder = new File(path);

if('folder.exists()) {
try {
folder.mkdir();
System.out.printin("DalaVa ZH 4 E|JASLICE");

}
catch(Exception e) {
e.getStackTrace();
}
}
else {
System.out.printin("Z& 7} JASL|CE");
}
}
public static void Move(){
try {
ProcessBuilder builder = new ProcessBuilder( "cmd.exe", "/c", "move

C:WWdex2jar-2.0.zip C:#WWDalaVaWWdex2jar-2.0.zip");
builder.redirectErrorStream(true);
Process p = builder.start();
BufferedReader r = new BufferedReader(new
InputStreamReader(p.getinputStream()));
Scanner s = new Scanner(p.getinputStream());
while(true) {
String line = r.readLine();
if (line == null) {break;}
System.out.printin(line);
}
System.out.printin("ItY 0|5 43");
} catch (IOException e) {
e.printStackTrace();
System.out.printin("It O|& A I{");




}

//public static class GetAPK{
public static StringBuffer buff, readbuff;
public static Process p;
public static BufferedReader buffreader;

public static String inputCommand(String cmd) {
buff = new StringBuffer();

buff.append("cmd.exe ");
buff.append("/c ");
buff.append("adb shell ");

buff.append(cmd);
return buff.toString();
}
public static String resultCommand(String cmd){
try{
p = Runtime.getRuntime().exec(cmd);
buffreader = new

InputStreamReader(p.getinputStream()));
String line = null;
readbuff = new StringBuffer();

while((line = buffreader.readLine()) = null){
if(line.indexOf("/data/app") > -1) {
readbuff.append(line);
readbuff.append("#n");
}
!
return readbuff.toString();
}
catch (Exception e){
e.printStackTrace();
System.exit(1);
}
return null;

}

public String downloadFile(String apk, String fileName){

buff = new StringBuffer();
buff.append("cmd.exe ");

buff.append("/c ");

buff.append("adb pull ");

buff.append(apk);

buff.append(" C:WWDalaVaWdex2jar-2.0%W");
buff.append(fileName);

try {

p = Runtime.getRuntime().exec(buff.toString());

buffreader = new
InputStreamReader(p.getinputStream()));
String arr = null;

BufferedReader(new

BufferedReader(new

_13_




readbuff = new StringBuffer();

while ((arr = buffreader.readLine()) !'= null) {
readbuff.append(arr);
readbuff.append("#n");
!
return readbuff.toString();
}
catch (Exception e){
e.printStackTrace();
System.exit(1);
}

return null;

//}
public static String XmlFunc(String args) {
String[] cmd = { "emd", "/c", "cd cWWDalaVa && apktool d -f', args};
Process process = null;
try {
process = new ProcessBuilder(cmd).start();

Scanner s = new Scanner(process.getinputStream(), "EUC-KR");
while (s.hasNextLine() == true) {
System.out.printIn(s.nextLine());
}
} catch (IOException e) {
e.printStackTrace();

}
return "cWWDalaVaWW'+args+"WWAndroidManifestxml"; //xmlIdE2E String2 2
return
//return "C:WWDaJaVawWdex2jar-2.0W#AndroidManifestxml”; //xmIZE2E String2 2
return
}

public static String ApkToZip(String FileName){
File file = new File("C:W¥#DaJaVaWttdex2jar-2.0",FileName);
int pos = FileName.lastindexOf(".");
String filename = FileName.substring(0, pos);
StringBuilder _filename = new StringBuilder(filename);
_filename.append(".zip");
filename = _filename.toString();
file.renameTo(new File("C:WWDalaVaWWdex2jar-2.0%#" filename));
System.out.printin("zip B1& H3");

return filename;

}

public static class ZipDecode{
public static void decompress(String zipFileName, String directory) throws
Throwable {
File zipFile = new File("C:#WDalaVaWWdex2jar-2.0WW",zipFileName);

_14_




FilelnputStream fis = null;
ZiplnputStream zis = null;
ZipEntry zipentry = null;
try {

fis = new FilelInputStream(zipFile);

zis = new ZiplnputStream(fis);

while ((zipentry = zis.getNextEntry()) != null) {
String filename = zipentry.getName();
File file = new File(directory, filename);
if (zipentry.isDirectory()) {

file.mkdirs();
} else {
//OFYO|H m o=
createFile(file, zis);
}
!
} catch (Throwable e) {
throw e;
} finally {
if (zis '= null)
zis.close();
if (fis '= null)
fis.close();

}
}
private static void createFile(File file, ZipInputStream zis) throws Throwable {
//EIE2] 2l
File parentDir = new File(file.getParent());
J/EIAEE| 7L Qo™ MY
if (!parentDir.exists()) {
parentDir.mkdirs();
}
/e AEE MO
try (FileOutputStream fos = new FileOutputStream(file)) {
byte[] buffer = new byte[256];
int size = 0;

while ((size = zis.read(buffer)) > 0) {
//byte2 ItY THS7|
fos.write(buffer, 0, size);

!
} catch (Throwable e) {
throw e;
}
}
}
public static String DexToJar(String dexName){
try {
ProcessBuilder builder = new ProcessBuilder(

"cmd.exe", "/c", "cd W'CHWWDalaVaWtdex2jar-2.0%" &’

_15_




d2j-dex2jar.bat ",dexName);

builder.redirectErrorStream(true);
Process p = builder.start();
BufferedReader r =

= new BufferedReader(new
InputStreamReader(p.getinputStream()));
while (true) {
String line;
line = r.readLine();
if (line == null) {break;}
System.out.printIn(line);
} System.out.printin("dex -> jar Tt B H3");
}
catch (IOException e) {
e.printStackTrace();
}
return null;

}

public static class JarDecode {
public static void JarFunc(String args) {
StringBuilder jarname = new StringBuilder(args);
jarname.append("-dex2jar.jar");
args = jarname.toString();

String[] cmd = { "emd", "/c""cd C:#WDalaVatdex2jar-2.0 && jar xvf ",args};
Process process = null;

try {
process = new ProcessBuilder(cmd).start();
Scanner s = new Scanner(process.getinputStream(), "EUC-KR");
while (s.hasNextLine() == true) { System.out.printin(s.nextLine()); }
System.out.printin("Jarit A=A HI");

} catch (IOException e) { e.printStackTrace(); }
}

}
//class E|AE =&
public static class ClassList {
public static String[] classFile() {
String[] classfilelist = new String[100];

File path = new File("C:W¥#DalaVaW#tInsecureBackv2-classes");
File[] fileList = path.listFiles();

if (fileList.length > 0) {
for (int i = 0; i < fileListlength; i++) {
classfilelist[i] = String.valueOf(fileList[i]);
System.out.printIn(classfilelist[i]);

}

return classfilelist;

}

//ct=3 H3
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public static class CheckObfuscation {
public static int CheckFunction(String classPath) {
int cnt = O;
try {
File f = new File(classPath);
FileReader fr = new FileReader(String.valueOf(f));
BufferedReader bufr = new BufferedReader(fr);
String input = "void";
String line = "";
while ((line = bufr.readLine()) '= null) {
if (line.contains(input)) {
int a = line.indexOf(input);
int b = line.indexOf("(");
String word = line.substring(a, b);

if (word.length() <= 2) {
//System.out.printin("H=E3t ™ O");
cnt =0
}
else cnt = 1; //System.out.printin("H52F 78 X");
}}
bufr.close();
}
catch (FileNotFoundException e) {
e.printStackTrace();
} catch (IOException e) {
e.printStackTrace();
} return cnt;

}

public static int Base64Encode(String path) {
// Base64 QR T (CryptoClassjava Ol Al =0I%!
// Baseb4 QARG 2 QHHot Q1A T RO
int num = 0;
try {

String check = "Base64.encode”;

File f = new File(path);
FileReader fr = new FileReader(String.valueOf(f));
BufferedReader bufr = new BufferedReader(fr);
String line = "";
while ((line = bufr.readLine()) != null) {
if (line.contains(check))
System.out.printin("Base64 Q1A T AL -> F ),
num+ +;
}
bufr.close();
} catch (FileNotFoundException e) {
System.out.printin("ItE S 2 =
} catch (IOException e) {
System.out.printin(e);

djo

")
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}
if(num>0) return 1;
else return O;

public static int Base64Decode(String path) {
// Base64 C|ZE (CryptoClassjava O Al Zolah
int num = 0;
try {
String check = "Base64.decode”;

File f = new File(path);
FileReader fr = new FileReader(String.valueOf(f));
BufferedReader bufr = new BufferedReader(fr);
String line = "
while ((line = bufr.readLine()) !'= null) {
if (line.contains(check))
System.out.printin("Base64 C|ZE A& -> F ),
num-++;
}
bufr.close();
} catch (FileNotFoundException e) {
System.outprintin("ItZ S 2 = 2",
} catch (IOException e) {
System.out.printin(e);
}
if(num>0) return 1;
else return O;

public static void main(String[] args){
// GetAPK cmd = new GetAPK();
XmlIChecks checkxml = new XmlChecks();
String apk = new String();
String ApkName = new String();
String apk_to_zip = new String();
String[] filelist;
int cnt;
//Create DalaVa File
createfile();
//move dex2 tool zip file
Move();
//dex2.zip decode
try{
String zipfile = "dex2jar-2.0.zip";
ZipDecode.decompress(zipfile, "C:#WDalaVatt");
System.out.printin("zipItY L= H3");
}catch(Throwable e){
e.printStackTrace();

}
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//Get ApK
/*String order = cmd.inputCommand("pm list packages -f*);
String result = cmd.resultCommand(order);

System.out.printin(result);

System.out.println("Write apk [0ll) InsecureBankv2.apk / .apk 7tX| S&] :");
Scanner apkScan = new Scanner(System.in);

apk = apkScan.next();

System.out.println("Write file name [0ll) InsecureBankv2.apk] :");

Scanner fileNameScan = new Scanner(System.in);

ApkName = fileNameScan.next();

String download = cmd.downloadFile(apk, ApkName);
System.out.printin(download);*/
//XML decode

//apk to zip
apk_to_zip = ApkToZip(ApkName);
//application zip decode
try{
ZipDecode.decompress(apk_to_zip, "C:#WDalaVadex2jar-2.0");
System.out.printin("zipIt =K HS");
}catch(Throwable e){
e.printStackTrace();
}
//dex to jar
String DexName = "classes.dex";
String dex_to_jar;
dex_to_jar = DexToJar(DexName);

JarDecode JarFunc("classes"); // jar It &= 7| M A

filelist = ClassList.classFile(); // .class @2 @7| g MO
for(int i = 0; i < filelistlength; i++) {
if(filelist[i] '= null) {
String classpath = filelist[i];
cnt = CheckObfuscation.CheckFunction(classpath); // =32t &3
ifcnt == 1) System.out.printin("=r53t 4N 0O");
if(cnt == 0) System.out.printin("tt=3t A7 X"); break;

}
}
String XmlPath;
XmlPath = XmlFunc(ApkName);
System.out.printin(XmlPath);
//XML Check

String path
"C:HWDalaVattitdex2jar-2.0WHInsecureBankv2WWAndroidManifest.xml";
//::::::::::::::::::::::::::::::::::::::::::::::

int[] ResultArray = new int[50];

ResultArray[0]=checkxml|.Manifest Debug(path);
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ResultArray[1]=checkxml.Manifest_Backup(path);
ResultArray[2]=checkxml.Manifest_Location(path);
ResultArray[3]=checkxml.Manifest_Phone(path);
ResultArray[4]=checkxml.Manifest_Activity(path);
ResultArray[5]=checkxml.find(path);
System.out.printin(ResultArray);

[/===== FIIot & 10.21
checkxml.Manifest_Provider(path);
checkxml.Manifest_Receiver(path);
checkxml.Manifest_Accounts(path);
checkxml.Manifest_Internet(path);
checkxml.Manifest_Contacts(path);
checkxml.Manifest_Rstorage(path);
checkxml.Manifest_Wstorage(path);

//class FUH HA

DoCheck.ClassCheck();

OpenTable ot = new OpenTable();

ot.update("INSERT INTO result (FileName,DateReport)" + "VALUES(" +apk+",
DEFAULT," C:#WWDalaVa") ");

//ot.update("delete from result where Name=' F ™A™ );

ot.select("select * from result");

try {
ot.rs.beforeFirst();
while(ot.rs.next()) {

System.out.printIin(ot.rs.getString("No")+ot.rs.getString("FileName")+ot.rs.getString("Date") +ot.r
s.getString("Report"));

}

}

catch(Exception e) {
System.out.printIn("getString error:" + e);

}
ot.close();
try {

Desktop.getDesktop().browse(new URI("http://localhost/index1.php"));

} catch (IOException e) { e.printStackTrace(); } catch (URISyntaxException e) {
e.printStackTrace(); }

Excel.Excel();
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<OpenTable>

package Ha;

import java.sqgl.Connection:
import java.sql.DriverManager;
import java.sqgl.ResultSet;
import java.sqgl.Statement:

public class OpenTable {
java.sql.Connection con = null;
// HolEjdlo] 20t AB S 9jgt 7R
java.sql.Statement stmt = null:
// SQLZ& Ho]EjHo] Ao HUjZ]|fst ZAx|
java.sql.ResultSet rs = null;
// SQL= Aol o5 B/dE o3 A5t A

String driver = "com.mysql.jdbc.Driver";
//JDBC Driver Class = com.mysql.jdbc.Driver

OpenTable(){
connect();

}

void connect() {

String url = "jdbcimysql://localhost:3306/test";
String user = "root";
String pw = "1111"%

// HlolgHo] A0 AAsH7| et FE

try {
Class.forName(driver);
this.con = java.sql.DriverManager.getConnection(url, user, pw):
this.stmt = con.createStatement():

t
catch(Exception e)
{
System.out.println("connection error:" +e);
t

}

void update(String dbCommand) {
try {
this.stmt.executeUpdate(dbCommand);
t
catch(Exception e) {
System.out.println("update error:"+e);
t
t
void select(String dbSelect) {
try {
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}

this.rs = this.stmt.executeQuery(dbSelect);
t
catch(Exception e) {
System.out.println("select error:"+e);

}

void close() {

try {
con.close();

t

catch(Exception e) {
System.out.println("close error:"+e);

}

<Excel>

package Ha;

import
import
import
import
import
import
import
import
import
import
import
import

org.apache.poi.hssf.usermodel. HSSFCellStyle:
org.apache.poi.hssf.usermodel HSSFFont;
org.apache.poi.hssf.usermodel. HSSFWorkbook:
org.apache.poi.hssf.util. HSSFColor:
org.apache.poi.ss.usermodel. *;

java.io.*;

java.sqgl.Connection;

java.sqgl.DriverManager;
java.sql.SQLException:

java.sql.Statement;

java.sqgl.ResultSet;

java.util.Scanners;

public class Excel {
public static void Excel() {

Connection con = null;

String server = "localhost"; // MySQL AM# ZFA
String database = "test"; // MySQL DATABASE o]=
String user_name = "root"; // MySQL A{8] ofo]g]
String password = "1111% // MySQL Ald#| v|UH S

// 1.E2told] 2¢

try {
Class.forName("com.mysql.jdbc.Driver");

} catch (ClassNotFoundException e) {
System.err.println(" !! <JDBC 22> Driver load 2.&:
e.printStackTrace():

}

// 2.97
try {

n

+ e.getMessage()):
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database +

con = DriverManager.getConnection('jdbc:mysql://" + server +
"?useSSL=false", user_name, password);
System.out.printin("JAAA o0 2 HAZAE IS TEH");

String qu = "select * from result2";
String qu2 = "select * from result”;
Statement st = con.createStatement():
Statement st2 = con.createStatement():
ResultSet rs = st.executeQuery(qu);
ResultSet rs2 = st2.executeQuery(qu?2):

// 3. 8 Apg A
HSSFWorkbook workbook = new HSSFWorkbook();

Row row = null;
Cell cell = null:
int rowCount = 0;

int cellCount = 0;

//Sheet XA

Sheet sheet = workbook.createSheet("Reporting");
sheet.setColumnWidth(0, 20 * 256);
sheet.setColumnWidth(1, 5 * 256);
sheet.setColumnWidth(2, 30 * 256):
sheet.setColumnWidth(3, 75 * 256):

//AE R0 AR S ]9 AAA”A B
HSSFCellStyle cellStyle = workbook.createCellStyle():
cellStyle.setBorderBottom(BorderStyle. THIN);
cellStyle.setBorderLeft(BorderStyle. THIN);
cellStyle.setBorderRight(BorderStyle. THIN):
cellStyle.setBorderTop(BorderStyle. THIN);
cellStyle.setAlignment(HorizontalAlignment. CENTER):

e

+

cellStyle.setFillForegroundColor(HSSFColor.HSSFColorPredefined. LIGHT _ORANGE.getInd

ex());

cellStyle.setFillPattern(FillPatternType.SOLID_FOREGROUND):

HSSFCellStyle cellStyle2 = workbook.createCellStyle();
cellStyle2.setAlignment(HorizontalAlignment. CENTER);

HSSFCellStyle cellStyle3 = workbook.createCellStyle():
cellStyle3.setAlignment(HorizontalAlignment.RIGHT):

HSSFFont f = workbook.createFont();
f.setColor(Font. COLOR_RED);

HSSFCellStyle font = workbook.createCellStyle():
font.setFont(f);
font.setAlignment(HorizontalAlignment. CENTER);

row = sheet.createRow(rowCount++);
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cellCount=3;
String FileName = new String():
while(rs2.next()) {
FileName = rs2.getString("FileName");
String Date = rs2.getString('Date");

cell = row.createCell(cellCount++);
cell.setCellValue(FileName + " / " + Date);
cell.setCellStyle(cellStyle3); }

// rowCount++; //RE 713
row = sheet.createRow(rowCount++); //<& A
cellCount=0;

/78 3%

cell = row.createCell(cellCount++):
cell.setCellValue("d 7 sH=9");
cell.setCellStyle(cellStyle):

cell = row.createCell(cellCount++);
cell.setCellValue("&2"):
cell.setCellStyle(cellStyle);

cell = row.createCell(cellCount++);
cell.setCellValue("AER"):
cell.setCellStyle(cellStyle);

cell = row.createCell(cellCount++);
cell.setCellValue("d-8 x=X| €lor");
cell.setCellStyle(cellStyle);

//28 A7
while(rs.next()) {
String Name = rs.getString("Name");
String Grade = rs.getString("Grade");
String Content = rs.getString("Content");
// System.out.format("%s, %s, %s \r\n', Name, Grade, Content):

row = sheet.createRow(rowCount++);
cellCount = 0;

cell = row.createCell(cellCount++):
cell.setCellValue(Name):

cell = row.createCell(cellCount++);
cell.setCellValue(Grade):
if(Grade.equals("A")) cell.setCellStyle(font);
else cell.setCellStyle(cellStyle2):

cell = row.createCell(cellCount++);
cell.setCellValue(Content):
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cell = row.createCell(cellCount++);

File file = new
File("C:\\Users\\karin\\IdeaProjects\\Ha.Dajava\\src\\#-% EON| dhob txt");

//78E AR WA
BufferedReader br = new BufferedReader(new

InputStreamReader(new FilelnputStream(file),"euc-kr")):
String line = "
while((line = br.readLine()) != null) {
if (line.contains(Name)) {
int a = line.indexOf(":");
String result = line.substring(a+1);
cell.setCellValue(result):
t
t

} st.close();

String filename = FileName+" A7 ZA1}";

FileOutputStream outFile = new
FileOutputStream("C:\\Users\\karin\\Desktop\\" + filename + ".xls");

System.out.println("Done");

workbook.write(outFile);

outFile.close();

} catch (SQLException e) {
System.err.println("con 25" + e.getMessage());
e.printStackTrace();

} catch (FileNotFoundException e) {
e.printStackTrace();

} catch (IOException e) {
e.printStackTrace();

}

// 4. SiAl
try {
if (con != null)
con.close();
} catch (SQLException e) {}

}

public static void main(String[] args) {
Excel():
t
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5.1.2. Check System
<ClassCheck.>

package Ha;
import java.io.*;

public class ClassCheck {
public static int Base64Encode(String path) {
// Base64 Q1R Y (CryptoClassjava O Al ZHolgh
// Base64 QAT TG P CHFot QIRE HWRO| Ofd
int num = 0;
try {
String check = "Base64.encode";

File f = new File(path);
FileReader fr = new FileReader(String.valueOf(f));
BufferedReader bufr = new BufferedReader(fr);
String line = "";
while ((line = bufr.readLine()) != null) {
if (line.contains(check))
System.out.printin("Base64 QALY ALE -> F )
num-+ +;
}
bufr.close();
} catch (FileNotFoundException e) {
System.out.printin("ItY =S =2 = AUS");
} catch (IOException e) {
System.out.printin(e);
}
if(num>0){
OpenTable ot = new OpenTable();
ot.update("INSERT INTO result2 (Grade,Name,Content)" +
Base64 QAT Base64 CIAE AR ) ™)
ot.update("INSERT INTO result2 (Grade,Name,Content)" +
Base64 QI G2 QHMSIX| B2 QIZE ALY )
return 1;
}

else return 0O;

}

public static int Base64Decode(String path) {
// Base64 C|ZE (CryptoClassjava O Al ZHolgh
int num = 0;

try {
String check = "Base64.decode";

File f = new File(path);
FileReader fr = new FileReader(String.valueOf(f));
BufferedReader bufr = new BufferedReader(fr);
String line = "";
while ((line = bufr.readLine()) !'= null) {

if (line.contains(check))

0z

0z
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System.out.printin("Base64 CIZE AR -> FI");
num-+ +;
}
bufr.close();
} catch (FileNotFoundException e) {
System.outprintin("LtE S &2 5= A",
} catch (IOException e) {
System.out.printin(e);
}
if(num>0){
OpenTable ot = new OpenTable();

otupdate("INSERT INTO result2 (Grade,Name,Content)" + "VALUES(' 4},
Base64 C|ZE'' Base64 C|ZE AL ) ")
otupdate("INSERT INTO result2 (Grade,Name,Content)" + "VALUES(' 4},

Base64 C|Z L2 OHMSIX| U2 CIZE AME ) "),
return 1;
}
else return 0O;

}

public static int SMS(String path) {
/) AEXR 22 sms,mms EL{=X| M3 (MyBroadCastReceiverjavaOfl A{ ZHQIgh
int num = 0;
try {
String check = "SmsManager";

File f = new File(path);
FileReader fr = new FileReader(String.valueOf(f));
BufferedReader bufr = new BufferedReader(fr);
String line = "
while ((line = bufr.readLine()) !'= null) {
if (line.contains(check))
System.out.printin("SmsManager Atg -> F ")
num+ +;
}
bufr.close();
} catch (FileNotFoundException e) {
System.out.printin("ZtE S &2 = QI&");
} catch (IOException e) {
System.out.printin(e);
}
if(num>0){
OpenTable ot = new OpenTable();
ot.update("INSERT INTO result2 (Grade,Name,Content)" + "VALUES(' &', ' SMS
K3 SmsManager AHE ") ");
ot.update("INSERT INTO result2 (Grade,Name,Content)" + "VALUES(' &, ' SMS
=22, AFA 2 sms,mms & 37 ) ")
return 1;
}

else return O;
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public static int Catch(String path) {
// catchQ| L&t 02|

/012 ZA2 TR HO|ojofetLIC. et o FYO| CHHSHA| ROt A& 2F WX

2 oo
int num = 0O;

try {
String check = "catch (Exception paramContext)";

File f = new File(path);
FileReader fr = new FileReader(String.valueOf(f));
BufferedReader bufr = new BufferedReader(fr);
String line = "";
while ((line = bufr.readLine()) !'= null) {
if (line.contains(check))
System.out.printin("catch 0|2 <k,
num+ +;
}
bufr.close();
} catch (FileNotFoundException e) {
System.outprintin("LtY S X2 5+ US");
} catch (IOException e) {
System.out.printin(e);
}
if(num>0){
OpenTable ot = new OpenTable();

ot.update("INSERT INTO result2 (Grade,Name,Content)" + "VALUES(

catch®| bt o' catch O|2F FHF H ™);

ot.uupdate("INSERT INTO result2 (Grade,Name,Content)" + "VALUES(

catche| &t o2 FH|HO|X] %2 0O Z&EF ) "),
return 1;

}

else return O;

}

public static int Log(String path) {
/) B2I0|M ZHIEX] 2 &%
// BT HEE 27 B Y 4 YSBE J|ZsjAE erELC
int num = 0;

try {
String check = "username + W"#" + Dologin.this.password)";

File f = new File(path);

FileReader fr = new FileReader(String.valueOf(f));

BufferedReader bufr = new BufferedReader(fr);

String line = "";

while ((line = bufr.readLine()) '= null) {
if (line.contains(check))

System.out.printin("BAEE 2 F oy,

num-+ +;

}

bufr.close();

} catch (FileNotFoundException e) {

0z

0z
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System.outprintin(fY S &
} catch (IOException e) {
System.out.printin(e);

}
if(num>0){
OpenTable ot = new OpenTable();
ot.update("INSERT INTO result2 (Grade,Name,Content)" + "VALUES(' &', ' 21
ol DiztgE 21 3o ) ),

ot.update("INSERT INTO result2 (Grade,Name,Content)" + "VALUES(" &', ' 21
g0l 2I0|M ZHQIE|X| $2 =3 ol 1) ),
return 1;
}
else return 0;

}

public static int findExternalStorage(String path){
//ClassTt RO M 2AF MFA0M 2A7] §H7| F4H

String word = "(?i).*getExternalStorage.*";

int num=0; int num1=0;

try {
BufferedReader reader = new BufferedReader(new FileReader(path));
String s;
int line =1;

while ((s = reader.readLine()) != null) {
if (s.matches(word)){

//System.out.printin(line + " : " + s);
num++;

}
line++; }
} catch (FileNotFoundException e) { e.printStackTrace(); }

catch (IOException e) { e.printStackTrace(); }
if(num>0){

System.out.printin("@/ 2 X T4 MT| AT| AL > F[ M)
OpenTable ot = new OpenTable();

ot.update("INSERT INTO result2 (Grade,Name,Content)" + "VALUES(' &'
7l AR MEaS FR% B =F ks ) ),

;num1++;

QEMTa AT

return 1; }
else

return O;

}

public static int PostLogin_Rooting(String path2) {
// ZYEX| (Postloginjava LtAOA =9l 7t5)
// A&XL7E Root#ehE 2S35H0 A|AEES ALB7ts
int num = Q;
try {
inti =0
int count = 0;
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String check = "/system/app/Superuser.apk”;

File f = new File(path?2);
FileReader fr = new FileReader(String.valueOf(f));
BufferedReader bufr = new BufferedReader(fr);
String line = "
while ((line = bufr.readLine()) '= null) {
if (line.contains(check))
// 2tel & /system/app/Superuser.apk Zgtot 240l &S
i++;
count = i;
}
if (i > 0)
{
System.outprintin("c== F& 24 : "+count+" -> F Y,
num-++;
if(num>0){
OpenTable ot = new OpenTable();

ot.update("INSERT INTO result2 (Grade,Name,Content)"

g..’ 1 _?_%El-xlvlu i%E,_l —?—%I ZH_/'\_ : "+count+"') ..)',
ot.update("INSERT INTO result2 (Grade,Name,Content)"
' RFEEX2) RootdTt 25 7t ")

1
}
bufr.close();
} catch (FileNotFoundException e) {
System.outprintin("ItY S &S = US");
} catch (IOException e) {
System.out.printin(e);
}
if(num>0)
return 1;
else
return O;

}

public static int PostLogin_Su(String path2) {
// Su Het 22l (Postloginjava LA =0 Tts
/) 88 EEIOTUO| A|AH HHS JAe = USLCH
int num = 0;
try {
String check = "/system/xbin/which#", #"su";

File f = new File(path2);

FileReader fr = new FileReader(String.valueOf(f));

BufferedReader bufr = new BufferedReader(fr);

String line = "";

while ((line = bufr.readLine()) !'= null) {
if (line.contains(check))

// 2kl & "/system/xbin/which", "su" Zgtst 2ol &g
System.out.printin("A|A® HEH HdAF -> F A4,
num-++;

+

+

"VALUES('

"VALUES('
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}
bufr.close();
} catch (FileNotFoundException e) {
System.out.printin("ItY S &S = 8l
} catch (IOException e) {

System.out.printin(e);

i)

");

}
if(num>0){
OpenTable ot = new OpenTable();

ot.update("INSERT INTO result2 (Grade,Name,Content)" + "VALUES( &, ' Su
ST TR

ot.update("INSERT INTO result2 (Grade,Name,Content)" + "VALUES(' &', ' Su
20 28 m2IOWO| A|AH HH M3 Jts

return 1;

rd
rot

]

H
ot

}
else
return O;

<DoCheck.>

package Ha;

public class DoCheck {
public static void ClassCheck(){
String|] filelist;
int[] a = new int[20]:
filelist = Dajava.ClassList.classFile();
for(int i = 0; i < filelist.length; i++) {

if(a[0]==0) a[0] =ClassCheck.Base64Decode(filelist[i]);
if(a[1]==0) a[l] =ClassCheck.Base64Encode(filelist[i]);
if(a[2]==0) a[2] =ClassCheck.SMS(filelist[i]);
if(a[3]==0) a[3] =ClassCheck.Catch(filelist[i]):
if(a[4]==0) a[4] =ClassCheck.Log(filelist[i]);
if(a[5]==0) a[b] =ClassCheck.findExternalStorage(filelist[i]):
if(a[6]==0) a[6] =ClassCheck.PostLogin_Rooting(filelist[i]):
if(a[7]==0) a[7] =ClassCheck.PostLogin_Su(filelist[i]);
t
t
t
<XmlCheck>
package Ha;

import java.io.*;
public class XmlChecks {
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public static int Manifest_Debug(String path) {
// Oy B E 391 (AndroidManifest.xml ot oA &9l 71%)
// 8|1 e eHoA Aol Feg £ s, JNLA| o AR&sfobgh
int num = 0;
int weak = 0:
try {
String check = "android:debuggable=\"true\";

File f = new File(path):
FileReader fr = new FileReader(String.valueOf(f)):
BufferedReader bufr = new BufferedReader(fr):
String line = "
while ((line = bufr.readLine()) != null) {
if (line.contains(check))
// 29l = android:debuggable="true" & st
System.out.printin("fj#{ 1 & A= = ->
num-++;
if (num > 0) {
OpenTable ot = new OpenTable():
ot.update("INSERT INTO  result2 (Grade,Name,Content)" +
"VALUES(" A", ' f¥1 mE =l O¥1 »e A5 & ') ")
break;

L
= re
wE
gjo

Bt

}
}

bufr.close():
} catch (FileNotFoundException e) {
System.out.printin("TtY 2 A2 45~ gla);
} catch (IOException e) {
System.out.println(e);

}

if(num>0)

return 1;
else
return 0;

}

public static int Manifest_Backup(String path) {
// 9 518 =l (AndroidManifest.xml mrd oA &9l 715)
// oFelE ALAL7L adb2 ARgstol el 9l TolElS AfAle] PCo] FERE 4 9l

oo

int num = 0;
try {
String check = "android:allowBackup=\"true\"":

File f = new File(path):
FileReader fr = new FileReader(String.valueOf(f));
BufferedReader bufr = new BufferedReader(fr);
String line = "
while ((line = bufr.readLine()) != null) {

if (line.contains(check))
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// 2t % android:allowBackup="true" &L gtst 2}QI AFS
System.out.println("adbS £3 WA 5L & -> FoF");
num-++;
if (num > 0) {
OpenTable ot = new OpenTable():
ot.update("INSERT INTO  result2 (Grade,Name,Content)" +
"VALUES(" &', " 91} 518 =fQl'," adbs &dll W 38 ') ")
break;

t
t
bufr.close():
} catch (FileNotFoundException e) {
System.out.println("otY & Ar2 5~ gla);
} catch (IOException e) {
System.out.println(e);
t
if(num>0)
return 1;
else
return 0;

}

public static int Manifest_Location(String path) {
// AHERR YR FE 8T &<l (AndroidManifest.xml TkdoA =01 7hH5)
// Wi-Fioh 2 UEYA 9A AAS Ss] x| oyl /|® Aoz 4ol
olod et
int num = 0;
try {
String check = "android.permission.ACCESS_COARSE_LOCATION";

|o

File f = new File(path);
FileReader fr = new FileReader(String.valueOf(f)):
BufferedReader bufr = new BufferedReader(fr):
String line = "
while ((line = bufr.readLine()) != null) {
if (line.contains(check))
// 219l % android.permission.ACCESS_COARSE_LOCATION x3tsth

L
re
wL
glo

System.out.printin("¢ x| AHE A2 38 -> FoF");
num-++;
if (num > 0) {
OpenTable ot = new OpenTable():
ot.update("INSERT  INTO  result2 (Grade,Name,Content)" +
'VALUES(' ', " Agtel Slx] A AT el 9k AN I 58 ) )
break;

}
}
bufr.close();
} catch (FileNotFoundException e) {
System.out.println("TtY S S > L")




} catch (IOException e) {
System.out.println(e);
t
if(num>0)
return 1.
else
return 0;

}

public static int Manifest_Phone(String path) {
// Phone gt 29l (AndroidManifest.xml T ojjA &9l 7Hs)
/7 BRI Aetle, YEYIAR, A5 5819 AJEf ¢loj 7], AMEALY] &3t 7]
= 97 75
int num = 0;
try {
String check = "android.permission.READ_CALL_LOG";

String check? = "android.permission.READ_PHONE_STATE"

File f = new File(path):
FileReader fr = new FileReader(String.valueOf(f)):
BufferedReader bufr = new BufferedReader(fr):
String line = "
while ((line = bufr.readLine()) != null) {
if (line.contains(check))
// 29l & android.permission.READ_CALL_LOG Zstst 2}Ql
System.out.printIn("Arg-Are] 3t 715 97| 58 -> F):
num++;
if (num > 0) {
OpenTable ot = new OpenTable():
ot.update("INSERT INTO  result2 (Grade,Name,Content)' +
"VALUES(' 4}, ' Phone @3t &el'! &txle] s} Wiz, YEQI Hu, Meh5el oo A4
B glojer] 518 ') ")
break;

ek
gjo

t
if (line.contains(check?))
// &9 % android.permission.READ_PHONE_STATE &&= 2}Ql #h
o
System.out.println("Arx|9] Mgt Hs, YEYI AH, APZQl £35}9]
JE goje7] & > FHoF):
num-++;
if (num > 0) {
OpenTable ot = new OpenTable();
ot.update("INSERT  INTO  result2 (Grade,Name,Content)" +
"VALUES( 4", ' Phone Hg 21’ ALgte] 53} 715 97] 518 ) ')
break;
//String weakl = "VALUES(' A, ' g3 me o'’ Oyl m&
s s )"

}

bufr.close();
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} catch (FileNotFoundException e) {
System.out.println("TtY 2 A2 45~ gla);
} catch (IOException e) {
System.out.println(e);
t
if(num>0)
return 1;
else
return 0;

}

public static int Manifest_Activity(String path) {
// WEJH|E] AXLHE 3HQl (AndroidManifest.xml mfofA] &HQl 7}%)
// T8 olZalAoldel ActivityE Al & 4~ Q&
int num = 0;
try {
inti=0;
int count = 0;
String check = "activity android:exported=\"true\"";

File f = new File(path);

FileReader fr = new FileReader(String.valueOf(f));
BufferedReader bufr = new BufferedReader(fr);
String line = "

while ((line = bufr.readLine()) != null) {

if (line.contains(check))

i++;
count = I,
}
if i > 0)
{

System.out.printin("'*=&% Activity 704 : "+count+" -> F|oF");
num-++;
if (num > 0) {
OpenTable ot = new OpenTable():
ot.update("INSERT INTO  result2 (Grade,Name,Content)' +
"VALUES(' A}, ' Gigju]|E] AZXUE &ol'' »=F% Activity 204 "+ count +") ");
t
t

bufr.close():
} catch (FileNotFoundException e) {
System.out.printin("TtY 2 A2 45~ gle);
} catch (IOException e) {
System.out.println(e);
t
if(num>0)
return 1;
else
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return O;

}

public static int find(String path){
//xmlatd oA provider A gha
String word = "(?1).*provider.x";
int num=0;
try {
BufferedReader reader = new BufferedReader(new FileReader(path)):
String s;

int line =1;

while ((s = reader.readLine()) != null) {
if (s.matches(word)){

System.out.printin(line + " : " + g);
num++;

}

line++: }

} catch (FileNotFoundException e) { e.printStackTrace(): }
catch (IOException e) { e.printStackTrace(); }
if(num>0)

return 1; //content provide F<9Fdo] 910 1 return
else

return 0;

}

public static int Manifest_Provider(String path) {
/] &5 4A|
// B BFAE AQSUL. Ohe S8 Z2 N ST £ AFUC
int num = 0;
try {
String check = "<provider";

File f = new File(path):
FileReader fr = new FileReader(String.valueOf(f)):
BufferedReader bufr = new BufferedReader(fr);
String line = "
while ((line = bufr.readLine()) != null) {
if (line.contains(check))
System.out.println("4$%& AA| FoF"); }
num++;
bufr.close():
} catch (FileNotFoundException e) {
System.out.printin("TtY 2 A2 45~ gle);
} catch (IOException e) {
System.out.println(e):
t
if(num>0) {
OpenTable ot = new OpenTable():
ot.update("INSERT INTO result2 (Grade,Name,Content)" + "VALUES(' &', '
L& AAL £E AR FeF ) )
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25 AA2) 8 S8 Z=2o] AR Jhest IR ) )
return 1;
}

else
return 0;

}

public static int Manifest_Receiver(String path) {
/a5 A
// W 24018 Ayt o 88 m2 oA AgY 4
int num = 0;
try {
String check = " <receiver";
File f = new File(path):

FileReader fr = new FileReader(String.valueOf(f)):

BufferedReader bufr = new BufferedReader(fr):
String line = "

while ((line = bufr.readLine()) !'= null) {
if (line.contains(check))

System.out.println("4A17] #]oF");
num-++;

t
bufr.close():
} catch (FileNotFoundException e) {

System.out.printin("o}tY & A2 45~ g
} catch (IOException e) {

System.out.println(e):
t

if(num>0){
OpenTable ot = new OpenTable():

ot.update("INSERT INTO result?2 (Grade,Name,Content)" + "VALUES('
2 2470 2407] FoF ) )

>

>
]
+

U712 O 58 Z2 80| AR Thest a7l i ) )
return 1;

}

else
return O;

}

public static int Manifest_Accounts(String path) {
// A7 7t 7] Hgt

// ol Xtz dHZ AY 553
=8 Tz IH0A StE Aol ZTHE
int num = 0;

try {

String check = "android.permission.GET_ACCOUNTS";

File f = new File(path):
FileReader fr =

new FileReader(String.valueOf(f));

=
S

ot.update("INSERT INTO result2 (Grade,Name,Content)" + "VALUES('

ot.update("INSERT INTO result2 (Grade,Name,Content)" + "VALUES(' &', '
Al

&

=

S

1

T
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BufferedReader bufr = new BufferedReader(fr);
String line = "
while ((line = bufr.readLine()) !'= null) {
if (line.contains(check))
System.out.println("A|1A F]oF");
num++; }
bufr.close():
} catch (FileNotFoundException e) {
System.out.printin("otY S 32 45 gl
} catch (IOException e) {
System.out.println(e):
t
if(num>0){
OpenTable ot = new OpenTable():
ot.update("INSERT INTO result2 (Grade,Name,Content)" + "VALUES(' A}, '
A 7t 7] Hst) A A ) )
ot.update("INSERT INTO result?2 (Grade,Name,Content)" + "VALUES(' A}, '
A 717 At Az 49X AR 55 35 7t ) )
return 1;
t
else
return 0;

}

public static int Manifest_Internet(String path) {
// AEHY 517}

// ol MEN2 2208 EL AGA A YEYD L2ERe AT 4 JES
83U HekoA U J]Ef 9§ m2 e JdEYoR Hojeg MEsts 2TE Mg
2 QFdlos Eﬂol'ﬂe LOO}L gio] Hsto] HQsHA] kUt Hsto] AA|= ZTQHA] &
QABIAAI 2.

int num = 0;

try {

String check = "android.permission.INTERNET":

File f = new File(path):
FileReader fr = new FileReader(String.valueOf(f)):
BufferedReader bufr = new BufferedReader(fr);
String line = "
while ((line = bufr.readLine()) != null) {
if (line.contains(check))
System.out.println("Q1E{Yl 3|7} FoF");
num-++; }
bufr.close():
} catch (FileNotFoundException e) {
System.out.printin("TtY 2 A2 45~ gle);
} catch (IOException e) {
System.out.println(e):
t
if(num>0){
OpenTable ot = new OpenTable():

ot.update("INSERT INTO result?2 (Grade,Name,Content)" + "VALUES(" 4}, '
QIEIY 57t QIEJH s{7k FoF ) ):
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T T T
o

ot.update("INSERT INTO result2 (Grade,Name,Content)" + "VALUES(
AEUl 51712"," qfo] JEYZ A7 U AMEAF A HEYD Z2EZF AME 7Fs ') ")

return 1;

}
else
return 0;

}

public static int Manifest_Contacts(String path) {

// AHEA 7] Hgt
// °“°l Ag), oY = 54 WAlcR O AlgY 4l ¢ R1=E H]Xsto] g
Hgto] AgE A=tAo] tigh HiojlHE da & UA=ES 014‘1"“4':} o] Hgrz o W2 A
A HolHE A *% 4 Qon od W2 AMEAF 227 AdHA HolHE 5 & & ASsY
C}.
int num = 0;
try {
String check = "android.permission.READ_CONTACTS"
File f = new File(path):
FileReader fr = new FileReader(String.valueOf(f)):
BufferedReader bufr = new BufferedReader(fr):
String line = "
while ((line = bufr.readLine()) != null) {
if (line.contains(check))
System.out.println("d 2] F]oF");
num++; }
bufr.close();
} catch (FileNotFoundException e) {
System.out.printin("TtY 2 A2 45~ gle);
} catch (IOException e) {
System.out.println(e);
t
if(num>0){
OpenTable ot = new OpenTable():
ot.update("INSERT INTO result2 (Grade,Name,Content)" + "VALUES(' A}, '
Aztx 9] W' A=A 2 ) )
ot.update("INSERT INTO result2 (Grade,Name,Content)" + "VALUES(' A}, '
AZA ¢17] Hst2') qdo] Mo MAdE AR ¢7] 518 ) )
return 1.
t
else
return 0;

}

public static int Manifest_Rstorage(String path) {
VTR S EN A
// 8ol SD 7lE9] gL AL 4 U= HETU
int num = 0;

try {

String check = "android.permission.READ_EXTERNAL_STORAGE";

File f = new File(path);
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FileReader fr = new FileReader(String.valueOf(f)):
BufferedReader bufr = new BufferedReader(fr);
String line = "
while ((line = bufr.readLine()) != null) {
if (line.contains(check))
System.out.printin("?]F &4 Q7] FoF");
num++; }
bufr.close():
} catch (FileNotFoundException e) {
System.out.printin("o}tY S A2 45~ g
} catch (IOException e) {
System.out.println(e);
t
if(num>0){
OpenTable ot = new OpenTable():
ot.update("INSERT INTO result2 (Grade,Name,Content)" + "VALUES(' A}, '
uE RgA A7l AR AA A7) Flef ) )
ot.update("INSERT INTO result2 (Grade,Name,Content)" + "VALUES(' A}, '
2 OARA Q712" ¥o] SD7tE W& 917] 38" ")
return 1;
t
else
return 0;

}

public static int Manifest_Wstorage(String path) {
/] AR A 2T
// 8ol SD 7tE0] & 4 A== &Y
int num = 0;
try {
String check = "android.permission. WRITE_EXTERNAL_STORAGE";

File f = new File(path):

FileReader fr = new FileReader(String.valueOf(f)):

BufferedReader bufr = new BufferedReader(fr):

String line = "

while ((line = bufr.readLine()) !'= null) {

if (line.contains(check))
System.out.println("Q] & AAA A7) FoF");
num-++; }

bufr.close();
} catch (FileNotFoundException e) {

System.out.printin("TtY S S 5~ g
} catch (IOException e) {

System.out.println(e):
t
if(num>0){

OpenTable ot = new OpenTable();

ot.update("INSERT INTO result2 (Grade,Name,Content)" + "VALUES(' A}, '
QE MgA A7) QR AL A7) FoF ) )
ot.update("INSERT INTO result2 (Grade,Name,Content)" + "VALUES(' A}, '
QY XNAA »#7]2'.' ¥o] SDIIE Y& »7] & ') ")
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return 1;
t
else

return 0O;

5.1.3. GUI

<Java GUI>

package Hu:

import java.awt.Panel;

import java.awt.event.ActionEvent;
import java.awt.event.ActionListener;

import javax.swing.JButton:

import javax.swing.JFrame;

import javax.swing.JLabel;

import javax.swing.JScrollPane;

import javax.swing.JTextArea;

import javax.swing.JTextField;

import javax.swing.ScrollPaneConstants:

import Ha.Dajava;
import java.awt.BorderLayout:

public class Hu extends JFrame {

VAL

* Launch the application.

*/

public static void main(String[] args) {
new Hu():

}
[ x

* Create the frame.
*/
public Hu() {
super("¢tE 2ol 9H Fokx Xtk (DAJAVA) v1.0");
//setBounds(300,300,600,600);
//setVisible(true):
Dajava testl = new Dajaval():
//GetAPK test = new GetAPK():
Panel p = new Panel():
p.setSize(350, 1500);
JFrame f1 = new JFrame();
JLabel Ibll = new JLabel("tt2¥rS apk 43 ( o] : /data~test.apk) : ");
JLabel 1bl2 = new JLabel("AArsr o]& ( 9 : test.apk) : ");

Mo
y
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AVA4");

//JLabel 1bl3 = new JLabel("OFEZ0]E 98 FoFA Xt (DAJAVA) v1.0");
JLabel 1bl4 = new JLabel("Apk List : ");
JLabel 1bl5 = new JLabel("&XCistu ey st}

JTextArea txt3 = new JTextArea(12,40);
JTextField txtl = new JTextField(40):
JTextField txt2 = new JTextField(40):
JScrollPane scroll = new JScrollPane(txt3);

scroll.setVerticalScrollBarPolicy(ScrollPaneConstants. VERTICAL_SCROLLBAR_AS_NEED

ED);
scroll.setHorizontalScrollBarPolicy(ScrollPaneConstants. HORIZONTAL_SCROLLBAR_NEV
ER);
p.add(Ibl4, BorderLayout.NORTH):
//p.add(1bl4);
String order = testl.inputCommand("pm list packages -f");
String result = testl.resultCommand(order);
txt3.setText(result);
p.add(scroll);
p.add(lbll);
p.add(txtl);
JButton btnEn = new JButton('enter");
btnEn.addActionListener(new ActionListener() {
public void actionPerformed(ActionEvent e) {
String apklink = txtl.getText():
String filename = txt2.getText():
String download = testl.downloadFile(apklink, filename):
t
B
p.add(Ibl2):
p.add(txt2);
p.add(btnEn):
p.add(Iblb);
getContentPane().add(p);
//]JButton btnNext = new JButton('next");
//p.add(btnNext);
setSize(500,400);
setVisible(true);
t
I
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ragdbuff = new StringBuffi

ile{(line = buffreader
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i readbuff. tostring

UEZO0|E E Lo APK E|2E

catch (Exception e}

_48_



e 238

X HE L6/

APK $Z/0|S(QER0|E o PC) |

hiic String do
uff
Buff, sppendy ®

buff sppesd| " /c

alef

SEFENg api,
w StringBuffer| |,

cmdonioe "]

BUFF. mppesd| adb pull "))

BURF. appesdigh ) |

BuFT appendd” ")

BUEF, sppend | #L ahama ) |

Jdea
out

SIC

kakao.apk

String order = ¢

String: Filefass )|
Cmd cmd = new Cmd();
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ME A2E 234/

NAY YR 2T (R 58 |

package:/data/app/con. sec.spp.push-1.apk=con.sec. spp.push OH X%|0tX B =
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den -3 Jar HEAE 43

R
com/hanjoon
d5m: com'hanjoon/scheduler/ | o =
#HE: com/hanjoon/scheduler/Application,class 1 JAR JW EEHI ; CLASEHI"Q 'g'g
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a5 K |

]
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