OS HL|E{E Al

M

[alY

wa

10
3
E

na

vl
10
4
E

e

=0
80

o

od Kk OH
T o B0
T o KF

2019. 10.



1. ME

[

2. 24

[

= A

1.1 A7 2 Ol X ME p)
o3
2.1 WINAOWS T ceeerrrrrremmmmrimiiiiiiiitiete it p)
DD G eovereereeeee e 3
2.3 JSON  ceereereeremreemteiiet ettt ettt 3
2.4 NGINX/PHP 7.2 oo 3
D5 MAaDB  ceeeeevrereremreermieiieiiii it 3
2.6 SEMANTIC U| corerrrrrerreremremeie ettt 3
3.1 AJAEL LM e 4
32 R LA 4
3.2.1 PC FUT™ EAM(KISA BH) oo 4
322 PC "B ZIE .t 5
323 7|2 B L HE{R| ooererererrrrrmereneenee s 6
324 ETODBE AH|A 7
325 MK ATEEQO] v 7
326 HEF2K ZF A| FHAl AHE| e, 8
3.2.7 HOE BFT| oo 9
3.2.8 CVE ZQFR oo 10
329 TAZRA AL s 10
3.3.0 IO K| 7|5 rrererererererrmrrrmreeieeieis 12
3.3.1 BEILOI IO K| corverrererrererereieisieisieist et 13
3.3.2 EHTIA] APl corveerremiemsiiieieitie e 17
3.3.3 A I o 19
3.3.4 Custom URI_SCheme e, 19
....................................................................................................................... 21



[}
124

5.1
5.2
53
54

D202 AA

................................................................................... 19
QU TH[OK| AR i 59
QA T O[] AA s 79

T 1 = M
HETE PPT ceeeeereereresessesosesessieit sttt 82



HEHQH FAUFES 2|= Ao|H ZH0| =50 et 2ot F R Tt of
ot 20| O =OIX|1 UCH b I |Xp7t £E2 FAT S LYO0| ot mX[St=
o= stAIZ} s BHE ITAIAH, OHZ2(A0|M, & S0 U= FUYME K& FITshs
oY M £FH +8& S 50/ TYO|CE 2SHH S ALES Qs XA 2ot
sl 2ot B2 X7t Hotg sj At RESIER XtE M +8F £0{d MYO|Ct
T HME, 2o MA SEECANY fAZs MEHEE OfH|SHY 124% d&ot 1,140
= S7tot 1,2409 Eefo| g Mol JHE

2 FAMEACE 20198 MAH A2 8.7% B
He MA ARES Aoste FRQ1o=z ZX| Y9 Oflg 9 #=0f ofst A S5t
GDPRIt Z2 7|9IMEES 7, CIX|E H|=L|A0 Cfst 2 Q45 SiZdoF St

= —
A0 EQ3irtn =¥

e
o
AA

M Bz, FREESHUIIEAE 227|232 [SESH7IE 2= /] Moz w2t ofd
Fod &4 8 "ItE ZAGH0oF ook Ferd &4 8 EI7he 453719 &2[H/=2[H/
Zled FEg=0| tist Fof R E Yt siE, R 52 o TEHY 2
LICHo| s Eetet

a0 ?lg HEs S22 JYEALHO| EY 232 ?Hde fasS 24511, A
7t 3 & Ue RES =80, 1A 7S OHXAE ASKE ZAE SN ot=2H
ATSAKISAAM L2teh "F=FESH7|EAE Z|e FA4E =4 A 7t & &
M7HOIE"E R, W& & A= = 7I0|E9 FoHE F7t FHVIZ SHAL,
HIOM dRES 7t 2HE5AT

2.1 Windows 10

Windows NT A€l 2BMA 2l stLtz, 72l8 HARHE ¢t 2EMAH= ML}
Ct 20153 73 299 Yo AFEXHO|A 37020, Windows Vista 0|2 Windows 7, 8
2 HH™Oo| "3 m/ofgteh, 95 FHOEX Windows 1022 0|E0| 20HCt Ol
MicrosoftZ?t XtMICH Windows, & Z& ZX[0|M ZZEHo= FESt= CHAst EME
LIEFLHZ| @2t o &=0f 2|t Zd0[Ct 2=7|0|= Windows KernelO| NT 64%2Lt SXi N
10022 ZA|Z/QUACE O|F Windowset 7t& CHE H2 ADFEEO|L} |oT THHZ(0f O] 2

AHME AER =+ UA S ACHE FOICH

— d

rot

o

—



2.2 C#
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2.4 Nginx/PHP 7.2
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us SEC ] zex | ¥=3c
7 249 AA 3 PC-03
smo] Buagth Aula AA X PC-04
Windows Messenger(MSN, .NET A& S)of zre Arg A PC-05
ARl ALg A
2. U2 | oy xadlo] NTFS 2o Ho] st 5 PC-16
g AlAEo] Windows AH& Mgt OH& OS HE 28 7< PC-17
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dpolel A WAl w2 IRMo|A Algsts AT Al s B
};]1 oAl |55t AAl 1 71 A PC-10
3%t
OSoA AMs st ADAH 715 &/det 3 PC-11
SHES7] gi7] ARE AR R AAA Al 4 Be AR & PC-12
4. B [cp pyp, USB tlmel Sut Ze ulciolo] AFEAY WAl N PC-13
S ol5A ojcjolo] oist oty 4y ° ]
PC W29] 0ARE(3714E) ActiveX A|A & PC-14
A~ BBl 2] Windows Messenger7} AHz-O 2 A|ATE]X| X
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97 R FRES Ao WAl YTt 3 PC-20
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(SafeNativeMethods E2t0|E&{2|: B0 F&= 7[E == Ues A= HO[X|TH Hot
Ol= X7t 8= APl &==0| S0|UZ = OIO|AEAZE HF tHTh 2t0|EE{2|)
internal string PCMame()
{
return Environment .Mach ineName;
F
internal string 05MName()
{
string result = "Mot found!";
ConnectionOptions options = new ConnectionOptions();
options. Impersonation = Impersonationlevel. Impersonate,;
ManagementScope scope = new ManagementScope("/root/cimv2", options);
scope, Connect ()]
ObjectQuery query = new ObiectOuery("Select Caption From WindZ2_OperatingSystem")
ManagementObjectSearcher search = new ManagementObjectSearcher(scope, query) .
ManagementObjectCol lection queryCol lection = search.Get();
foreach (ManagementObject o in queryCollection)
{
result = o[ "Caption"].ToString();
it (Environment. |sB4Bit0perat ingSystem)
{
result = result + " G4HIE ",
}
else
{
result = result + " 2HIE *;
}
string ver = GetOSVer()
int len = ver.Length;
result = result + "(" + ver Substring(0, len = B) + ", YE " + ver Substring(len - 8) + "),
}
return result;
5
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L ActiveX Installer (AxinstSV) oI}, == Local System
£l Agent Activation Runtime_5.. Runti.. F=E Local System
£ Allloyn Router Service 23 . +&(E2|.. Local Service
L AlYac RealTime Service oroF its Local System
£ ALYac Update Service L N & Local System
£l App Readiness AME . +5 Local System

[A3 3-5] MH[A 22| "H
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if (chedk == 0)

{ // Kakaotalk Check
test = Convert.ToString(Registry . GetValue(@"HKEY_LOCAL _MACHI NEWSOFTWARERM i crosof till i ndowsHiCur rentVers ionfiln instal #KakaoTalk", "Uninstal [String", ""))

it (File Exists(test)) return true;

}
else if (check == 1)

{ 7/ Line Check
vert. ToString(Resistry GetVa lue (@ HKEY_CURRENT _USERMSof twarehiMicrosof tifMindows#CurrentYersionfiUn instal WL INE", "Uninstal [String", "")):

test = Conve
it (test !=null)
{
test = Convert.ToString(Registry . GetValue(®"HKEY_CURRENT_USERHSof twareliNHN Corprationfl INE", "RunOnce’, "")}:
if (test |=null)
{ 4/ Unistaller Mot Remove
test = Environment. GetEnvironmentVariable(test). // Get Registry Save File

if (File.Exists(test)) return true; // |f Exist

else
{ // Use Order Registry
test = Convert.ToString(Regi
it (test I=null)
{ // Uninstal ler Not Remove
test = Environment .GetEnvironmentYariable(test); // Get Registry Save File
if (File.Exists(test)) return true; // | Exist

ry.GetValue(@"HKEY_CURRENT _USERfiSof twarefiNaveriL INE", "RunOnce, ""))

I3
}
else if (check == 2)

{ 7/ Skype Check
test = Convert.ToString(Registry GetValue (R"HKEY_LOCAL MACHINE#SoftwarefiMicrosof tillindowsHCur rentVersiontilninstal [#Skvee is1'

if (File Exists(test)) return true;

}
else if (check == 3)
{ // MateOn — Not Use Reaistry, But Install Path Not Change > Default Folder Check
test = Environment.GetEnvironmentYar iable(@ ProgranFiles(xB8) ") + @'WK CommunicationsHNATEOMABIMiNateOnMain. exe":
if (File.Exists(test)) return true;
else
{ // Default Use «B8(32bit), Same Lo Path, But Bottom Check
= Environment.GetEnvironmentYar iable(@ ProgranFiles") + @"W3K CommunicationsNATEONHE NiNateOnMain.exe"
ile.Exists(test)) { return truei }
}
}
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RegistryKey reg =
if (reg !=null)

{

Object val = reg.GetValue("Persistent”);

if (null = val)

{
it (val ToString() == "1") val = "¥";
else if (val.ToString() == "0 wval = "N";
return Convert.ToString(val); // Setting value

]

[A% 3-71 1E 32 Al FHAl AH|

E —

20154 7€, &
gt = QULCH

e

Registrykey reg = R

if (reg !=null)
{
Obiect val = reg.GetValue("ClearBrowsingHistorvOnExit");
if Cnull 1= wval)
{

it Cval . ToString() == "1") val = "Y";

else if (val.ToString() == "0") wval = "N";
t.ToStringlval); // Setting value

return Conve
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Registrv.CurrentUser  OpenSubKey(@"Sof twareiMi crosof thl i ndowstiCur rentVersiontt Internet SettingstiCache", true);

mjo

", "Uninstal [String", ""))

SR

Registry.CurrentUser . OpenSubKey (@"SoftwarefiClassestilocal Sett ingsWSoftwareiMicrosof til i ndowstiCur rentVers jontf
AppContainerfiStoragefimicrosoft . microsoftedae_BwekybIdBbbweliMi crosof tEdaeltPrivacy", true)
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3.2.7 Hotata|
¥ E0|Y MH|2 7]50] ZEBtE|W ALY Hof FB0] A48 = A0M FE Of

=
2E golgict

&=x5t= 2 XIAEZ| fDenyTSConnections 7|9 Zf& Holstrt,
{0: ¥4 X3 HEN7} HZ-ESE[O QHHBICH= SEO|LY. )

Registrykey reg = Reaistry. LocalMachine. OpenSubkey (B SYSTEMACUrrentControl SetfiControlfiTerminal Server", true).
it (reg !=null}

Object val = reg GetValue("fDenyT3Connect ions") |

if (val !=null)
{
if (Convert.ToString(val) == "0") return "Enable";
else if (Convert,ToString(val) = "1") return "Disable";

else return Convert.ToString(vall;

(2 3-9) 2Z x| Al

USBLI CD &9 M&EA FX=k YXAEL ez FNH

I_I = o o
AE2 X9 IDE 7M1, 1 IDE O|&83M MEx FX|S2e 28 518 7S 7IA
= T7b ALk 3 F20 orgier 20| 2388 4%, £ s sdSht. (2= XA A

(=] = = e =
2, Ed X 40)/4d/97] BE HE 58 oF FM)
strina[] check = new string[] { "Deny Read". "Denv Write", “Denv Execute", "Denv All"};
stringl,] Devicelist = {
{ ["co/ovD”, "{53FRE308-bEb-11d0-94F2-00a0c9 1 efbabl " T,
{ "Floppy", "{33f06311-bBbf-1160-34F2-00a0cH1efbBbl " .
{ "UsB", "{B3f5E30d-bEbf-11d0-34F2-00a0cH1efb8b}" }.
{ "Tape", "{53f5630b-bBof-11d0-34f2-00a0cd TefbBb} " 1,
{ "WPD". "{BACZ7B7H-AGFA-4155-BARS-FOAFA9104F331" T,
{ "WPD", "{F33FDCO4-D1AC-4ERE-9430-19BBDABTORAEL " }

i
List<string> list = new List<string>(;
for Cint | =05 i <= Devicelist.GetUpperBound(0); i++)
{
string name = Devicelist[i. 0;
string address = Devicel ist[i, 11
string value, output = rull;
value = Convert ToString(Registri GetVYa lue (B"HKEY_LOCAL _MACHINEMSOFTHAREWRG | iciectiMicrosof thlindowstiRemovab |eStorageDevices", check[3]. "))
it (value "1") return "Any Device Block";
walue = Conw stry,GetYalue(B"HKEY_LOCAL _MACHINEWSOFTHARENPG | iciestMicrosof thiindowstiRenovab | eStoragelevicest" + address. check[0], ")
it (value !
value = Conv ry . Get¥a lue(@"HKEY_LOCAL _MACH|NEMSOF THAREWFo| | ciestiM i crosof tilfindowstiRemovab | eStorageDevicestl" + address, check[1], ")
it (value I=
value = "J-\rw-,— . ToStrina(Res istry. GetValue (B"HKEY_LOCAL _MACHINEWSOFTWARENPO | i o festiMi crosof thilli ndowsfiRenovab| eStorageDevicesfl" + address, check[2], ")
it (value != ") output += "E';
if (outeut = null) list Add(Devicelist[i, 0] + "(" + output + "}");
¥

[A% 3-10] M&E2 2d YE

OXZER 2 @ HXE2Q| Ates O] S 8E HEfO|AHLE ZX[E HEf &2 HXAEL
HMEHEZ $0ISH £ QIC},

Feaistrvkey reg = Regiztry.localMach ine. OpenSubkey (@"SOFTWARENM i crosof thi ndowsiiCur rentVers lontfiPo | iciesiBExp lorer”, true);
if (reg I=null)

{ string val = ert.ToString(rea.GetYalue("NoDr iveTypeAutoRun ")) ;
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HO[HO| H7I=F 28510] FAAIZE L BIQZEAtS] A& H2S AFEHSHO{OF SFLY.

Registrykey reg = Registry.CurrentUser OpenSubKey(@"Control PanelfDesktop”, true).
it (reg = null)
{

Object val = reg.GetValue("ScresnSavedct ive")

screensaver = Convert. ToString(val):

Object ssvall = reg.GetValue( "ScreenSavel imeOut ") ;

Object ssval2 = reg.GetValue("ScreenSaver |sSecure") |

[A% 3-12] sjEHE=7| 2]

oM 27| AME%ts A0 =g O M5t AME Al 2tH E=7| oiX| = ChA[ A%}

x|
Al 2391 3}H(ScreenSaverlsSecure)2| 10| 1(AFE &)0| OfL|2tH H|WX F < otH H
$7|7t A=E|l= Cf7|A|ZHQl ScreenSaveTimeOut2| 7f0| 300X (5E)ELCH Ao ZF|oF
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3.2.8 CVE FIH
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Z Qs A2 22|= VulmondA ZHE PowerShell &
AYEE YAHYD JMSSiM AsS = JLE A =Lt

AAR B A Z2O® AHA 2| DN B2l Eorme CVE EE(ME 3230 8533

CVE: £ZEJ S 22t HEFEE V217 I= V1Y [O= S8 BE V180 2L(NIST) AE]

Product D Lisk Score

adobe_air 32,0.0,125 CVE-2013-0650 10
adobe air 32,00,125 CVE-2013-0646 10

T T T

[23 3-13] CVE 29 F

CVE FAFES Zcte® Z22jYES 57|0ls 2HEes HAHS Z2OUMEES 2F
AXsiM 2AMslEOF StEE B2 AlZto] ERsth, 7|&0| BFst £20| Bot Vulmon
oM Fo=2 XN3Bdh= CVE It AZEQINE LSt ATYEE LSO, 0|8 &=
30| AsS St=&F FISHRULE.

o710 M =2 Ffstitd X|HE A2ZEQIOQl adobe_air 32.0.0.125(7 H7T, IjX| 2t=)

£ 2Xgt 32, T2 CvE "oM =X =elo] 7tS3SiLt.

329 ABA AP E

JZ2E A Ex= 274 Oy 2 ETL o | d=S SA0 CHREOA f[Hsttt= 10|

Ch 7l & CIHZ T EX] = ZME AAL
Z

Cf 5
Huorg A A2 otF A Sle Ol CIHES MUz 5kA] 2ot ZA0|Ct

-

_10_



MY E QO] S=50 B 4% UWEE0 LSO 2 EZ ofl OFE 22 E0M

ZAOHX| Zotthe d1E St= BHEO| CIMZO| E[X| e XM AL

1 E2ME M #H2 2 "CheckForlllegalCrossThreadCalls" &84S AM23HX| Y& M
goto] A=A g oe d's FASH] REE 5t0] Vs g & AU, ofH
dEY2Z A& M8t A 2oty dfz2 LHEO|ER 55 SoA delegate Z4A| 2t
12ig ENSHE HACES THHORN NS YAoR Z2IY @ 4 ALK
CIHZO| E[X| b= XS SiZsH| fIsiAM= ZE[AOIE ANE TSO0{0F SHrf

6 I | ~inamespace PC_Vulnerability

12

13 = ;;ublicl partial class Forml : Form

i‘i ) 1 B 1 s | Z2RE=I *LIEr = 7;‘5%0\ Rr4l0] BHEOT ~o=7t Ot 2 cojlA Ah~= QST

16 delegate void Control ct

17 /e 3 stolo] =g BHSOIEl Aot OHl A ColA A As|SLCH

18 JsonObjectcollection obj

[13 3-14] A=A AYE =Y (1)

Ch2 e YelAOlE NS BRoIM HACES WAL

— =

public void SetText(cC ~ol ctr, string txtvalue)

if (ctr.InvokeRequired)

rs
L

Ctr_TInvolk €I = new Ctr_ Ir 1k(setText);
ctr.Invoke(CI, ctr, txtValue),

¥

else

{
ctr.Text = txtvalue;

S

[13Y 3-15] A=A AYHE =Y (2)

OXZez, O 2[AOIE Kol HAES SFAHC2ZM s BHEOHOF ohot.

priv}ate veid GetSystemInfo()
{

on rowsl = new JsonArrayCol
ion items = new JsonObjectCo

"system Info");

n()s
ClassA a = new (
/l8ZE s 3EA ~a1||: Mvol ZZelQsLnh, »+ ZIEE0| AHAO| THEOIR A ETt Ot A EO|A BhAgQdsLICH
// setText() MAC 73 04X
/1 7|1FE: 1PAddress.Text = a.GetIP();
SetText(IPAddress, a.GetIP());
/1 8E B 322 A B0 BREASLL, = HEE0| RO HSOF A ETE OfH A=A HHAZASLICH
items.Add(new Is ue("IP Address”, IPAddress.T ¥
SetText(PCName, a.PCHame());
items.Add(new Jso ingvalue("PC Name", PCName.Text));
SetText(0SName, a. OSName()))
items.Add(new Jsonstringvalue("0S Name", OSName.Text));
SetText(Lang, a.GetLang()),
items.Add(new Is alue("Language”, Lang.Text));
SetText(SystemMaker, a.SystemMaker()[e]);
items.Add(new Jsonstringvalue(“system Maker", SystemMaker.Text));
SetText(SystemModel, a.SystemMaker()[1]);
items.Add(new Jsonstringvalue(“System Model", SystemModel.Text));
SetText(Bios, a. BIOS()),
items.Add(new Isonstr alue("BIOS", Bios.Text));
SetText(Processor, a.Processor());
items.Add(new Jsonstringvalue(“Processor”, Processor.Text));
SetText(Memory, a. Memor‘y()),
items.Add(new Jsonstringvalue("Memory"”, Memory.Text));
rowsl.Add(items);
obj.Add(rowsl1);

[1% 3-16] A2A AYE =H (3)
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3.3.0 €4o|X] 7|
Z23¥ Ml A, @ AS5Z2 7| Qs HIO|HE JSON ¥AZ A

ox
Ot

Q
=l

"StartProgram™: {
"Count": {
"MsgStartlen™ "27,
"MsgStartName": "KakaoTalk, KakaoTalk(W)",
"TotalStartLen™ "13"

"Use™ "1",

"Key": "HKLM/Run(64)",

"Pr'ogram"' "SecurityHealth",

"Maker": "Microsoft Corporation”,

"User": "= AFZAL,

"File": "C:WWWindowsW#Wsystem32WWSecurityHealthSystray.exe”

"Use™ "1",

"Key": "HKLM/Run(64)",

"Program”: "RtHDVCpl",

"Maker": "Realtek Semiconductor”,

"User™ "= AMEA},

"File": "C:WWProgram FilesWRealtekWWAudioW#WHDAWWRAVCpl64.exe"

[13 3-17] JSON HAlo| o8

JSONZ Javascript 24| 2|HE EHZ IE= FXAEO|CE JSON Qo= Javascriptl| 7|
= Olo|E EtQl EXtE, <A, HiE 2|1 CHE AHE = = UCL

Z= 30 JSON S Solf @ HO|X|(https:/jbt.clswknE QEE2EM, 0|8 &7|s
o2 ESIRUCE Lo D82 LE PPTO| &% Xt=O|CH SESIH PPTO CHEH LHES
gholgt &= urt

_‘|2_
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OS ZL|EZ Al A
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N7

3 M| A1k 20195 118 148! 1941 475 48
A3 3-18] H|¢l=tH
JHeb z2tol =RSC| 2 KZHo Cf

S A
olg 4 9l

on
mjo
ot

o oy

=) Sign-in

A Main W% Introduce ~ B Board

Os &4 =217 M= 3l HE S¢e BN =l
£l &t OS FIEh T2z 724 H|E
ol xh 3] /LS 41 E Cl Y aPEo| of2{ Y& LCt
OS Flth =2 28 &%
/) NESHEM B2 2RSS HIQITHe H 7|7t
013¢ goislc "’
[ 3-19] Z2HE =g 9 o

Hord ZICHO| sl @lpstRer, o) it me
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L.
Z2IMCOREE 59

AgXtolpcetd sES it e S Cte =L pLCh
LRz 0| 59| stk ACHH O S =2 M |,
OlE SENH EE 0| tte = C EiC

PC Vulnerability Checker (1.0)
AAE HE AFEZETIY N2 22 A 22 222 CVE E8%

NZE Z2 8 (2/11)

. A2 7 = HALRE AERE =2
0 HKLM/Run(B4) SecurityHealth Microsoft Corporation DE MEA CHWIND
0 HKLM/Run(64) MaximaudioSve DE AER CWinds
0 HKLM/Run(32) HncUpdateTray Hancom Inc, DE AER C¥Progr
0 HEKLM/Run{32)  vrnware-tray, exe Vhware, Inc, DE AER CProagr
0 HEKLM/Run(32) ALToolBar DE MER C%Progr
0 HKCU/Run OneDrive Microsoft Corporation leeyoungsang CitlUser:
0 HKCU/Run HancomHMNetComagent Hancom Inc(HNC), leeyoungsang CiProgr
b3 HKCU/Run KakaoTalk Kakao Corp, leeyoungsang C:WProgr
p 4 HKCU/Run Skype for Desktop Skype Technologies 5,4, leeyoungsang C:¥WProar
b HKCU/Run Discord Discord Inc, leeyoungsang Citlser:
0 HKCLU/Run Google Update Google LLC leeyoungsang Citlser:

e =270 s Soff AlA4HQ 2o A= HolH erof Mol Fofd §Al 3l
o =8 UYHES 7|8 £+ UCh OiY PCOIM ZE Z2OMS HAS|M Zot B
ME BAMHO EEot0 & MEOIM AZ=otd B0 F2=M Eez TE Z2ntE



2tQl0| 7HSBiCY.

—

w sy
Tdx MName P Time os
7 DESKTOP-CAGKL2 14.42.86,31 2019-10-22 14:43:59 Microsoft Windows 10 Home 648( £
é 14,42 8431 2019-10-22 14:3%:06 Microsoft Windows 10 Pro 48| £
5 DESKTOP-25ATMS 14428631 201%-10-22 14:2%:45 Microsoft Windows 10 Frod48i =
4 ESKTOP-CHAKL 14428631 2019-10-22 14:29:14 Microsoft Windows 10 Home 64H|
3 DESKTOP-CA6KLZ 14428631 20193 108 228 144 238 50= Microsoft Windows 10 Home 648 £
2 E34 2SATM 14428631 2019-10-22 14:23:51
14.42.86.31 20190 108 22 % 1441 232 Q1=
ME 1 Opx| 2y B 770

(1 3-24] YT ST

Z2IH0 o3 =8 NH=ESS SoiM APIEtE

Sconn = mysqli_connect(

(mysgli_connect_errno()) {
‘ . mysqli_connect_error();

Sselect_query >
ILt_set mysqli_query($conr $select_query);
mysqli_num_rows( 1t_set);
Scount + 5

$ GETL 13

$time

. Scount . $ G - » $_SERVER[
$_GET[ 1

4r
Ar
mn

o
HI

B PCO| CHet =& WYS0| L= 2

(2 3-241004 P 2 4o 2
222 2o AZOIM Cf4 pCSOl i B2 U N Z
(]

SOIM "&S pcol o

A Sof oieh =elof 7tssitts AS & = UCh

—

—

_16_



CJ pcax

MName IP Time 0s

DESKTOP-CHC1UUP 192.168.88.26 2019-10-29 05:32:45 Microsoft Windows 10 Pro 64

= AEEZRONRS

Idx Z21Y ALE dg

1 SecurityHealth e CiWindows'system32\SecurityHealthSystray.exe

2 ISCT Tray 1 ChProgram Files\Intel\ntel(R) Smart Connect Technology AgenthiSCTsysTrayS.exe

3 AdobeAAMUpdater-1.0 0 C:\Program F {x8&\Comman Flles'\Adobe OOBENPDAPpUWAUpdaterStartupUtility.exe

4 XFast LAMN 1 ChProgram Files\ASRock'\XFast LAN\cFosSpeed.exe

[13 3-26] ¥4 PC 55

33.2 E3M API

SE M= Z2IHWoN MESHE "JSON'IHY HAol BTN E POST HO|HZ &1
O| HIO|E{= 7t=E|0f Zt2te| MEHE ZHi[0] DBO| MFLA ELCh dxie MH X
2 AEE YL E 713310 HIO[HE XNe2[stCt

@

@ @
[V -~ )

ITENT_TYPE'])

@

gr wunt->MsgStartCount;
artProgram ount->MsgStartName; i
ount->TotalStartCount;

3]->IPAddre

erment[@
ceManagerment [
iceManagerment[8]-

_‘|7_



| 22iu0p7) olvs opas

P IS,

b =7 24 @A
E F+E FsM @4H
B F+= E.E =4 @uA
[ 7+" F2M @4H
L 7+ Fe2h QU
[ F7+=8 32 @A
L Z+3 F24 @48
B F+E FisM @uA
L F+7 F=h @A
0 F+8 324 @4
b =7 F2h @A
B F+E FsM @4H
B F+= E.E 24 @uA
b F+=2 Fesi @4
L35
LT ¥ jax

O F+7 334 @4A s
E =8 324 @4" &
O g#=3 =24 @uF 7
B g7+8 324 @uH 8
O F+7 334 @uA o
E /=7 324 @4% 10
O =8 324 @uF 1
E =7 34 @u" 12

538243 KB2565063, . KBE4465085, .

2 KB4516115 KBE80B30, KB4522741, KBA0G52623, KB22676..

3 KBAS161135, KBE9OB3D, KB4522741, KBA0S52623, KB2Z676..

4  KBE90B30, KB4514350, KB4516115 KB4052623

5  KB830B30, KB451435% KB4516715 KB40S2623, KB2Z2676

& KB4516115 KBBG0B3D, KB4524100, KBA052623

7 KBA45161135, KBEX0BID, KB4522741, KB4052623, KB22676

8 KB890B30, KB4514359, KB4516113

9 KBA516115 KBE90B3D, KB4522741, KBA0S2623, KB45T73
10 KB4516115 KBEI0B30, KB4522741, KBADS2623, KB45173.
11 KB4516115 KBB0BI0, KBA522741, KBA052623, KB22676
12 KB4516115 KBEI0B30, KB4522741, KBA052623, KB22676..
13 KB45316115, KBESOEID, KB4522741, KBA0S2623, KBZZ676..
14  KB4465065 KB4DETE42 KBA516115, KBEG0R30, KB45204.

15 KBAS16115 KB4522741, KBAOS2623, KBAS0830, KB22676.

Nama

MSXML 6.0 RTM 22 EFE 0 E({925673), Microsoft Visual T+
2019-09 x64 7|2t A~ 2 \Windows 10 Version 18032] Adobe...
2019-09 x64 7|2t A2FE Windows 10 Version 19032 Adabe...
Windows 24 AES9Y0f §H E7 x64- 20194 8Z(KBSI0EI0), 2.
Windows &4 L= EQG HAH 27«64 - 20194 BE(KBIGORI0}, 2.
2019-09 64 7|2t A| A FE S Windows 10 Version 18032| Adobe...

201909 x64 7|2t Al2FE Windows 10 Version 19032] Adobe...

Im

Windows 24 TS0 HH EF k64 - 20194 §Z(KBII0B0) 2.
2019-09 x64 7| gt AAFE Windows 10 Version 19032| Adobe...
2019-09 »64 7|2t Al AFEE Windows 10 Version 19032| Adobe..
2019-09 x64 7|2t A|LEE Windows 10 Version 15032] Adobe...
2019-09 w64 7|2 Al A EE Windows 10 Version 19032 Adobe...
2019-09 x64 7|2t A2FE Windows 10 Version 19032 Adabe...

2019-02 w64 7|2t A AEE Windows 10 Version 1809 BH 0| E(K...

2019-09 x64 7| St A|AFE Windows 10 Version 19032| Adobe...

[T 3-28] DBY| X{ZHE ZF

Product CVEID

CVE_Score

[25. adobe_air 32.0.0,125, adobe_... CVE-2013-0650, CVE-2013-0646, CVE-2013-1375, CVE-2_  10,10,10,10,9.3,93,93,9.3,4.3,43,7.2

adobe_am 3Z0.0.125, adobe_air 32.0.0.125, adoba_... CVE-2013-0650, CVE-2073-0646, CYE2013-1375, CVE2_  10,10,10,10,9.3,9.3,939.3,43.43

adobe_air 32.0.0.125, adobe_air 32.0.0,125, adobe_...  CVE-2013-0650, CVE-2013-0646, CVE-2013-1375, CVE-2_  10.10,10,10,9.3,93,9.3,9.3,4.3,43

adobe_air 32.0.0.125, adobe_air 32.0.0,125, adobe_...  CVE-2013-0650, CVE-2013-0646, CVE-2013-1375, CVE-2_  10.10,10,10,9.3,93,9.3,9.3,4.3,43

wireshark 3.0. CVE2015-18318

78

adobe_air 32.0.0.125, adobe_air 32.0.0,125, adobe_... CVE-2013-0650, CVE-2013-0646, CVE-2013-1375, CVE-2_  10,10,10,10,9.3,93,9.3,9.3,4.3,43

adobe_air 32.0.0.325, adobe_air 32.0.0.125, adoba_... CVE-2013-0650, CVE-2073-0646, CYE-2013-1375, CVE2_  10,10,10,10,9.3,9.3,939.3,43.43

adobe_air 32.0.0.125, adobe_air 32.0.0,125, adobe_... CVE-2013-0650, CVE-2013-0646, CVE-2013-1375, CVE-2_  10.10,10,10,9.3,93,9.3,9.3,4.3,43

adobe_air 32.0.0.325, adobe_air 32.0.0.125, adoba_... CVE-2013-0650, CVE-2073-0646, CYE-2013-1375, CVE2_  10,10,10,10,9.3,9.3,939.3,43.43

adobe_air 32.0.0.125, adobe_air 32.0.0,125, adobe_... CVE-2013-0650, CVE-2013-0646, CVE-2013-1375, CVE-2_  10.10,10,10,9.3,93,9.3,9.3,4.3,43

adobe_air 32.0.0.325, adobe_air 32.0.0.125, adoba_... CVE-2013-0650, CVE-2073-0646, CYE2013-1375, CVE-2Z_  10,10,10,10,9.3,9.3,939.3,43.43,9.3,.,

adobe_air 32.0.0.125, adobe_air 32.0.0,125, adobe_..  CVE-2013-0650, CVE-2013-0646, CVE-2013-1375. CVE-2 . 10.10,10,10.93.93.93.9.3,4.3,43

[213 3-29] DBO| XZ= ZF 2
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3.3.3 M o

B PC Vulnerability 1.0 2% — x
AEHA AT
PC_Vulnerability 1,00S18 X157 Bl AHEH HZF IHES ZHSE A BFELIL E

AHEH M2 S2 AFEe| LIHF S5 S 2AIMD [Page Down] 712 521 TH A,
| T2 &7 S2UM A

Wil Z2JME HAEE g7 I ’LICH

WS Z2IM2 IR AN S2I2i0| 4B R 2oz

g2 = gl&LILk

mH TATIFHE WO Aa TISo=2U U T == ¥

HEMH S2UFHEICHEH 'SE212HE =281 FH &, PC_Vulnerability 1,0{218 7151 fal M= gt
EAHEN E_IDPJ*EIEIFE.*LID

[13 3-30) =213 MX|oY H =

AERZL &A ZE2EOMZ 4K & = JEFE HEo| X IS MESIASLICH

Ol ZE23 2| X {FXIE 8OI5HA & = U1, ol 40| ERst 3¢ 4&HH

S8 Nelgd £ AU = ofef 7| URI_Scheme 7|52 0|8 = UEE &

T AELCH

3.3.4 Custom URI_Scheme

Bo] mj7]x], P2 foly FH E FFEoA AlFste Y RSt O AFRE 4 e
@ 7}X] URI(Uniform Resource Identifier) 7|7} 01’\L4EJr URI MAE Atgsto] Qio] 2]4i
A md(resw)of|A 2EE= FAME S AAE 2= JdSUY. ZE, XAML L, § mfj7]x] of
UHAE F&= ARSAL B} A A HA[X] |ES oA o]zfst URI A7|uE AREE 4 Ql5Y
c}.

=, URIOIE Al 71A] 712 74 471 Ut URL 27]0ke] & S9)4] vi2 Ho] ot 2
o Jlmolet gelt 74 aaduchulel 9 4 98). Ieln 1 HE e s Jo] 4
ZJYct URI http://www.contoso.com/welcome.pngs 92 W A7|0t= “http://", 7|
S "www.contoso.com", A2+ "/welcome.png"dUc}t. &+2 o2 URI ms-appx:///logo.png
o] 4% 71 /8 24 F vlo] oy 7|&3E 7MY
o] 224 E 9H(https://docs.microsoft.com/ko-kr/windows/uwp/app-resources/uri-schemes)
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He 7IsS Ar8StEH & HO|X| LHO|A “http://” 2F 20| AFEAL X8 Z2EES <
3 | St
=

o
T AL, Ol ALEAZE &EA Z2a"E 2

PC Vulnerability2(2) HAIZS U7

ojet o] & WO|X| oM Z2OMS Hz 2l = AA Ut

Windows Registry Editor Version 5.00

[HKEY _CLASSES_ROOT\clsw]
"URL Protocol"=""

[HKEY_CLASSES_ROOT\clsw\shell]
@:HII

[HKEY _CLASSES_ROOT\clsw\shell\open]
@:Hll

[HKEY_CLASSES_ROOT\clsw\shell\open\command]
@="C:\Program Files (x86)\PC_Vulnerability\PC_Vulnerability.exe"

AHg o>
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<SystemInfo.cs>

using System;

using System.Globalization:

using System.Management:;

using System.Net;

using System.Net.Sockets:

using System.Text.RegularExpressions;

class ClassA

{
Singleton singleton;
public ClassA()
{
singleton = Singleton.GetInstance():
t
internal string GetIP()
{
string ExternallP = string.Empty;
try
{
using (var web = new WebClient())
{
ServicePointManager.SecurityProtocol |= SecurityProtocolType.Ssl3;
ServicePointManager.SecurityProtocol |= SecurityProtocolType.Tls:
ServicePointManager.SecurityProtocol |= SecurityProtocolType.Tls11;
ServicePointManager.SecurityProtocol |= SecurityProtocolType.Tls12:
ExternallP = new
WebClient().DownloadString("https://jbt.clsw. kr/API/getlp php");
}
//ExternallP = new

WebClient().DownloadString("https://jbt.clsw. kr/API/getlp php");
ExternallP = ExternallP.Substring(ExternallP.IndexOf(":") + 2, 15): // Top IP
//ExternallP = ExternallP.Substring(ExternallP.IndexOf("<br>") + 23); //
Bottom IP
ExternallP Regex.Match(ExternallP,
@"[0-9){1,31\.[0-9{1,31\.[0-9]{1,3}\.[0-9]{1, 3}") Value;
}

catch

{

return "Not connect";

try

{
[PHostEntry host = Dns.GetHostEntry(Dns.GetHostName()):

string ClusterIP = string.Empty;
foreach (var ip in host.AddressList)

{
f (ip.AddressFamily == AddressFamily.InterNetwork)

ClusterIP = ip.ToString():

_22_




t
if (ClusterIP != String.Empty) return ExternallP + " (" + ClusterIP + ")";
else return ExternallP;

}

catch

{

return "

t
t
internal string PCName()
{

return Environment.MachineName;
}
internal string OSName()
{

string result = "Not found!":

ConnectionOptions options = new ConnectionOptions():

options.Impersonation = ImpersonationLevel.Impersonate;

ManagementScope scope = new ManagementScope("/root/cimv2", options);

scope.Connect():

ObjectQuery query = new ObjectQuery("Select Caption From
Win32_OperatingSystem");

ManagementObjectSearcher search = new ManagementObjectSearcher(scope,
query);

ManagementObjectCollection queryCollection = search.Get();

foreach (ManagementObject o in queryCollection)

{
result = o["Caption"].ToString():
if (Environment.Is64BitOperatingSystem)
{
result = result + " 64H]E ";
t
else
{
result = result + " 32H|E %
t
string ver = GetOSVer():
int len = ver.Length;
result = result + "(" + ver.Substring(0, len - 6) + " #H&t " +
ver.Substring(len - 5) + ")";
t
return result;
t
private static ManagementObject GetMngODbj(string className)
{
var wmi = new ManagementClass(className):
foreach (var o in wmi.Getlnstances())
{
var mo = (ManagementObject)o;
if (mo != null) return mo:
t
return null:
t
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private string GetOSVer()

{
ManagementObject mo = GetMngObj("Win32_OperatingSystem"):
if (null == mo)
return string.Empty:
return mo["Version"] as string;
}
internal string GetLang()
{
return Culturelnfo.CurrentCulture.Name.Replace("ko-KR", "st=o]") + " (Z7}¥
}\_]K_]. n +
SE
Culturelnfo.CurrentUICulture.Name.Replace("ko-KR", "st=0]") + ")
t
internal string[] SystemMaker()
{
string[] Maker = { null, null }
ManagementClass mc = new ManagementClass("Win32_ComputerSystem"):
ManagementObjectCollection moc = mc.GetInstances():
if (moc.Count != 0)
{
foreach (ManagementObject mo in mc.Getlnstances())
{
Maker[0] = mo["Manufacturer"].ToString(); // A28 X ZAA|
Maker[1] = mo["'model"].ToString(); // A28 =&
}
}
return Maker;
t
internal string BIOS()
{

string bios = null;

ManagementObjectSearcher searcherl = new
ManagementObjectSearcher("SELECT * FROM Win32_BIOS");

ManagementObjectCollection collection = searcherl.Get():

foreach (ManagementObject obj in collection)

{
if (((string[])obj["BIOSVersion"]).Length > 1)
bios = ((string[])obj["BIOSVersion"])[((string[])obj["BIOSVersion"]).Length
- 21
else
bios = ((string[])obj["BIOSVersion"])[0]:
}
return bios:
}
internal string Processor()
{

string processor = null;
ManagementObjectSearcher searcher? = new
ManagementObjectSearcher("Select * from Win32_Processor"):

foreach (ManagementObject process in searcher?.Get())

{
processor = process|'Name"].ToString():
processor += " (" + Environment.ProcessorCount + "CPUs), ~";
double ghz = 0.001f * (uint)process["MaxClockSpeed"];
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processor += ghz.ToString("N1") + "GHz":

t
return processor;
t
internal string Memory()
{
string memory = null;
while (true)
{
PERFORMANCE_INFORMATION pi = new PERFORMANCE_INFORMATION():
pi.Initialize();
SafeNativeMethods.GetPerformancelnfo(out pi, pi.cb):
SafeNativeMethods.GetPhysicallylnstalledSystemMemory(out ulong
installedMemory):
MEMORYSTATUSEX globalMemoryStatus = new MEMORYSTATUSEX():
globalMemoryStatus.Initialize():
SafeNativeMethods.GlobalMemoryStatusEx(ref globalMemoryStatus):
if (installedMemory >= 1024)
{
memory = $"{installedMemory / 1024} MB RAM";
break;
}
else
{
memory = ${installedMemory} RAM";
break;
}
}
return memory;
t

<StartupProgram.cs>

using Microsoft.Win32;

using System;

using System.Diagnostics:

using System.Drawing;

using System.IO;

using System.Runtime.InteropServices;
using System.Text:

using System.Windows.Forms:;

class ClassB
{
Singleton singleton;
public ClassB()
{

t

private string Messenger = null;

private int MessengerLen = 0;

// AR 208 328|E e Ol HYE 7P Q7] 25|
[Dllimport("kernel32.dll", SetLastError = true)]

static extern bool Wow64DisableWow64FsRedirection(ref IntPtr ptr):
// AA ne 08 64H|E 25 JH S 7HX Q7] 9|5

singleton = Singleton.GetInstance():
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[DllImport("kernel32.d1l", SetLastError = true)]

static extern bool Wow64RevertWow64FsRedirection(IntPtr ptr);

// Spcial Folder & 7[X 7] (A&F 20 AL sl AME)

[DllImport("shell32.d11")]

static extern bool SHGetSpecialFolderPath(IntPtr hwndOwner, [Out] StringBuilder
IpszPath, int nFolder, bool fCreate);

const int CSIDL_COMMON_STARTUP = 0x0018:

internal void GetStartProReg(ListView lvw, string type)
{
try
{
IntPtr wow64Value = IntPtr.Zero;
// ARIAER] B2
string path = @"'SOFTWARE\Microsoft\Windows\CurrentVersion\Run";
/) AFE &% A sl sl e Az AR
string path2 =
@"SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\StartupApproved\Run";
// & ¥igt Ay

string pathone =
@"SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce";

// R AER] QR Af A
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

var baseReg = RegistryKey.OpenBaseKey(RegistryHive.ClassesRoot,

RegistryView.Default);
if (type == "HKLM64")

{
// 648 E A AER] 2jctolld vl det (AA A2 Hsh)
Wowb64DisableWow64FsRedirection(ref wow64Value);
baseReg = RegistryKey.OpenBaseKey(RegistryHive.LocalMachine,
RegistryView.Registry64);
baseReg = baseReg.OpenSubKey(path, false);
t
else if (type == "HKLM32")
{

baseReg = RegistryKey.OpenBaseKey(RegistryHive.LocalMachine,
RegistryView.Registry32):
baseReg = baseReg.OpenSubKey(path, false);
t
else if (type == "HKCU")
{
baseReg = RegistryKey.OpenBaseKey(RegistryHive.CurrentUser,
RegistryView.Registry64);
baseReg = baseReg.OpenSubKey(path, false);

¥
else if (type == "HKLMO")
{
baseReg = RegistryKey.OpenBaseKey(RegistryHive.LocalMachine,
RegistryView.Registry64);
baseReg = baseReg.OpenSubKey(pathone, false);
t
else if (type == "HKCUOQO")
{
baseReg = RegistryKey.OpenBaseKey(RegistryHive.CurrentUser,
RegistryView.Registry64);
baseReg = baseReg.OpenSubKey(pathone, false);
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}

foreach (string program in baseReg.GetValueNames())

{
ListViewltem StartLVI = new ListViewltem();

var status = RegistryKey.OpenBaseKey(RegistryHive.ClassesRoot,
RegistryView.Default):
if (type == "HKLM64")
{
status = RegistryKey.OpenBaseKey(RegistryHive.LocalMachine,
RegistryView.Registry64);
status = status.OpenSubKey(path?2, false);
t

else if (type == "HKLM32")
{
status = RegistryKey.OpenBaseKey(RegistryHive.LocalMachine,
RegistryView.Registry64);
status = status.OpenSubKey(path?2, false);

t
else if (type == "HKCU")
{
status = RegistryKey.OpenBaseKey(RegistryHive.CurrentUser,

RegistryView.Registry64);
status = status.OpenSubKey(path?2, false):
}
if (status == null) StartLVI.Text = "E1%
if (type == "HKLM64") StartLVI.Subltems.Add("HKLM/Run(64)");
else if (type == "HKLM32") StartLVI.Subltems.Add("HKLM/Run(32)");
else if (type == "HKCU") StartLVI.Subltems.Add("HKCU/Run");
else if (type == "HKLMO")

{
StartLVI.Text = "O%
StartLVI.Subltems.Add("HKLM/RunOnce");

t

else if (type == "HKCUQ")

{
StartLVI.Text = "O%
StartLVI.Subltems.Add("HKCU/RunOnce");

t

if (program == "") continue; // AX7} H|oj9JO0H ;20 F o]%

string StartPath = baseReg.GetValue(program).ToString(); // Tt A=
(O7H 5 7 bR
string RealPath = StartPath: // BA}
if (RealPath.IndexOf("\"") == 0) RealPath = RealPath.Substring(1); // A
2771 "9 39 ohg 2
if  (RealPath.Contains(".exe")) RealPath =  RealPath.Substring(0,
RealPath.IndexOf(".exe")) + ".exe";
/) NEHE
if (type != "HKCUQO" && type != "HKLMO")
{
if (status.GetValue(program) == null) StartLVI.Text = "O";
else
{
byte[] StartusByte = (byte[])status.GetValue(program):
if (StartusByte == null) StartLVI.Text = "O"
else
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{

var StatusStr =
BitConverter.ToString(StartusByte).Substring(0, 2);

if (Convert.Tolnt32(StatusStr) % 2 == 0) StatusStr = "O"

else if (Convert.ToInt32(StatusStr) % 2 == 1) StatusStr =
X"

else StatusStr = "E2"

StartLVI.Text = StatusStr;

}

else

{

t
// D=2 14
StartLVI.Subltems.Add(program):

StartLVL.Text = "O"%

// AR

if (File.Exists(RealPath)) // o] 9= 7420l 434

{
FileVersionInfo FI = FileVersionInfo.GetVersionInfo(RealPath); // 1}
A YA A2E L AR B
if (FI.CompanyName != null)
{
StartLVI.Subltems.Add(FI.CompanyName): // SAF AHE
string[]] MSG_Name = { "KakaoTalk", "Skype for Desktop",
"LINE", "NATEON" }:
string[] MSG_Company = { ‘"Kakao Corp", "Skype
Technologies", "LINE Corporation”, "SK Communications" };
for (int i = 0: 1 < MSG_Name.Length: i++)
{
if (FI.CompanyName.Contains(MSG_Companyl[i]) == true &&
program.Contains(MSG_Name[i]) == true)

{
MessengerLen = MessengerLen + 1:
StartLVI.ForeColor = Color.Red;
Messenger += program + ", ";
t
t
t
else StartLVI.Subltems.Add('E4");
t
else
{
StartLVI.Subltems.Add(");
t
// AR
if (type == "HKCU" || type == "HKCUQ")
{

string fullName =
System.Security.Principal. Windowsldentity.GetCurrent().Name;

string[] temp = fullName.Split("\\'):

StartLVI.Subltems.Add(temp[1]);
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t
else StartLVI.Subltems. Add("2& AF&-X}"):

// o4
StartLVI.Subltems.Add(RealPath); // A& 4 Z(07fH 4 23

// StartLVI Ul-& A& 7}
lvw.Items.Add(StartLVI);

// BE ATZ U8 E 648 E A|AER] 2jtolall/d ohA] &/dst
Wowb64RevertWowb64FsRedirection(wow64Value);

t
t
catch
{
t
t
internal void GetStartProFile(ListView lvw, string type)
{
string dirPath = string. Empty:
if (type == "Uu" dirPath =
Environment.GetFolderPath(Environment.SpecialFolder.Startup):
else if (type == "A") dirPath =

Environment.GetFolderPath(Environment.SpecialFolder.CommonStartup):
if (Directory.Exists(dirPath))
{

Directorylnfo di = new DirectoryInfo(dirPath):

foreach (var item in di.GetFiles())

{
ListViewltem StartLVI = new ListViewltem():
if (item.ToString() == "desktop.ini") continue;

StartLVI.Text = "O"
if (type == "U") StartLVI.Subltems.Add("StartUp(User) Folder"):
else if (type == "A") StartLVI.Subltems.Add("StartUp(All) Folder"):
StartLVI.Subltems.Add(item.Name):
StartLVI.Subltems.Add("(2F%) " + item.CreationTime.ToString());
if (type == "U")
{
string fullName =
System.Security.Principal. Windowsldentity.GetCurrent().Name;
string[] temp = fullName.Split("\\'');
StartLVI.Subltems.Add(temp|[1]);
t
else StartLVI.Subltems.Add("2& AF&X}");
// StartLVI Y& AA F7}
lvw.Items.Add(StartLVI);
StartLVI.Subltems.Add(item.FullName):

// 788
for (int width = 0; width < lvw.Columns.Count; width++)
{

if (width == 0) lvw.Columns[width]. Width = 50:

else lvw.Columns[width].Width = -2;
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}
}
t
internal void WinMsgAppCheck(ListView lvw)
{
string WinApp =

SearchDirectory(Path.GetPathRoot(Environment.SystemDirectory) + @"\Program
Files\WindowsApps");
if (WinApp != null)
{
try
{

RegistryKey rkey =
Registry.CurrentUser.OpenSubKey(@"Software\Classes\Local
Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\SystemAppData"):

string[] subKeynames = rkey.GetSubKeyNames():

string WinMsg = "1CB77C17.17884BE984322"; // 7171 EYF 13l= 7%
olow sjd 0jAre

foreach (var item in subKeynames)

{

if (item.Contains(WinMsg) == false) continue;

// 77T 50 FdE 750l g H|d DJARE:

string regpath = @"Software\Classes\Local
Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\SystemAppData\" +
item + @"\KakaoTalkUWP";

ListViewltem StartLVI = new ListViewltem();

using (var root =
RegistryKey.OpenBaseKey(RegistryHive.CurrentUser, RegistryView.Registry64))

using (var key = root.OpenSubKey(regpath, false))
{

MessengerLen++;

StartLVI.ForeColor = Color.Red;

string test = key.GetValue("State"). ToString();

if (test == "2") test = "O"

else if (test == "0") test = "X";

else test = "X";

string RealPath =
Environment.ExpandEnvironmentVariables(WinApp):

StartLVI.Text = test;

StartLVI.Subltems.Add("Windows Apps"):

FileVersionlnfo FI =
FileVersionInfo.GetVersionInfo(RealPath);

Messenger += FIL.ProductName + "(" + "W" + "),

StartLVI.Subltems.Add(FI.ProductName);

StartLVI.Subltems.Add(FI.CompanyName);

// AR

string fullName =
System.Security.Principal. Windowsldentity.GetCurrent(). Name:

string[] temp = fullName.Split('\\');

StartLVI.Subltems.Add(temp[1]):

StartLVI.Subltems.Add(RealPath); // AA| FAZ(Of7fHs =

lvw.Items.Add(StartLVI):
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t
}
catch
{
//lvw Items Add("[QHH]] Y= FAE o] FAZF BASUH"):
}
}
}
internal string SearchDirectory(String path)
{
try
{
foreach (string strdir in Directory.GetDirectories(path))
{
foreach (string strfile in Directory.GetFiles(strdir, "+*Kakaotalk.exe"))
{
return strfile;
t
SearchDirectory(strdir):
}
1
catch
{
}
return string.Empty;
}
internal string TotalMSG()
{
Messenger = Messenger.Substring(0, Messenger.Length - 2):
return Messenger;
t
internal string TotalPrint(ListView lvw)
{

lvw.Items.Clear():
GetStartProReg(lvw, "HKLM64")
GetStartProReg(lvw, "HKLM32"):
GetStartProReg(lvw, "HKCU");
GetStartProReg(lvw, "HKLMO");
GetStartProReg(lvw, "HKCUQ");
GetStartProFile(lvw, "U");
GetStartProFile(lvw, "A");//AA: & AFRA}
WinMsgAppCheck(lvw);
if (lvw.Items.Count > 0 && MessengerLen > 0) return " (* + MessengerLen +
“/" + lvw.Iltems.Count.ToString() + )"
if (lvw.Items.Count > 0) return
return "

(0/" + lvw.Items.Count.ToString() + ")"

<Singleton.cs>

class Singleton

{
private string item;
private static Singleton singleton;
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private Singleton()

{
}

item = string.Empty;

public static Singleton Getlnstance()

{
if (singleton == null) singleton = new Singleton();
return singleton;

<ServiceManagerment.cs>

using Microsoft.Win32;

using System;

using System.Diagnostics:

using System.IO;

using System.Ling:

using System.Management;

using System.Net;

using System.Net.NetworkInformation;
using System.ServiceProcess;

using System.Text.RegularExpressions:
using System.Windows.Forms:

class ClassC

{

Singleton singleton:
public ClassC()

{
singleton = Singleton.GetInstance();
t
internal string WMState()
{

RegistryKey reg
Registry.LocalMachine.OpenSubKey(@"SOFTWARE\Policies\Microsoft\Messenger\Client",
true);

if (reg != null)

Object val = reg.GetValue("PreventRun");
int val_i = Convert.Tolnt32(val):
if (null != val)
{
if (val_i == 0) return "Enable"; // 3] &
else if (val_i == 1) return "Disable"; // 3] &
else return Convert.ToString(val);
t
t
return "Not setting";
t
internal string Messengers()
{

string MSGResult = null;
int temp = O;
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if (Messenger(0)) { MSGResult += "Kakaotalk, "; temp++; }

if (Messenger(1)) { MSGResult += "Line, "; temp++; }

if (Messenger(2)) { MSGResult += "Skype, "; temp++; }

if (Messenger(3)) { MSGResult += "NateOn, "; temp++; }

if (Messenger(4)) { MSGResult += "Kakaotalk Apps, "; temp++; }

if (Messenger(5)) { MSGResult += "Line Apps, "; temp++; }

if (Messenger(6)) { MSGResult += "Skype Apps, "; temp++; }

if (Messenger(7)) { MSGResult += "Skype for Business, "; temp++; }
try

{

MSGResult = MSGResult.Substring(0, MSGResult.Length - 2); // OFXx|gt Z-uH
( )+=0H,) AA
MatchCollection MessengerCount = Regex.Matches(MSGResult, ","):
MSGResult = MessengerCount.Count + 1 + " (" + MSGResult + ")";
t

catch

{

}
return MSGResult;

MSGResult = "Not found"’; // 24, A& O]ebA A

t
internal bool Messenger(int check)
{
try
{
var drive = Path.GetPathRoot(Environment.SystemDirectory);
bool installed = false;
string test;
if (check == 0)
{ // Kakaotalk Check
test =
Convert.ToString(Registry.GetValue(@"HKEY _LOCAL_MACHINE\SOFTWARE\Microsoft\Wi
ndows\CurrentVersion\Uninstall\KakaoTalk", "UninstallString", ™))
if (File.Exists(test)) return true:
t
else if (check == 1)
{ // Line Check
test =
Convert.ToString(Registry.GetValue(@"HKEY _CURRENT _USER\Software\Microsoft\Windo
ws\CurrentVersion\Uninstall\LINE", "UninstallString", "));
if (test != null)

{
test =
Convert.ToString(Registry.GetValue(@"HKEY _CURRENT_USER\Software\NHN
Corpration\LINE", "RunOnce", ")):
if (test != null)
{ // Unistaller Not Remove
test = Environment.GetEnvironmentVariable(test); // Get
Registry Save File
if (File.Exists(test)) return true: // If Exist
t
else
{ // Use Order Registry
test =
Convert.ToString(Registry.GetValue(@"HKEY _CURRENT _USER\Software\Naver\LINE",
"RunOnce", "));
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if (test != null)
{ // Uninstaller Not Remove
test = Environment.GetEnvironmentVariable(test); // Get
Registry Save File
if (File.Exists(test)) return true:; // If Exist

t
t
else if (check == 2)
{ // Skype Check
test =
Convert.ToString(Registry.GetValue(@"HKEY _LOCAL_MACHINE\Software\Microsoft\Wind
ows\CurrentVersion\Uninstall\Skype_is1", "UninstallString", "™)):
if (File.Exists(test)) return true:
t

else if (check == 3)
{ // NateOn - Not Use Registry, But Install Path Not Change > Default
Folder Check
test = Environment.GetEnvironmentVariable(@"ProgramFiles(x86)") +
@"\SK Communications\NATEON\BIN\NateOnMain.exe";
if (File.Exists(test)) return true:
else
{ // Default Use x86(32bit), Same Up Path, But Bottom Check

test = Environment.GetEnvironmentVariable(@"ProgramFiles") +
@"\SK Communications\NATEON\BIN\NateOnMain.exe";
if (File.Exists(test)) { return true; }
t

t

else if (check == 4)

{ // App(Windows Store) Kakao Check
installed = WinStoreApp("17884BE984322");
if (installed == true) return true:

t

else if (check == b)

{ // App(Windows Store) Line Check
installed = WinStoreApp("NAVER.LINE");
if (installed == true) return true;

t

else if (check == 6)

{ // App(Windows Store) Skype Check
installed = WinStoreApp("Microsoft.SkypeApp");
if (installed == true) return true;

t

else if (check == 7)

{ // Skype for business
try

{
test =
Convert.ToString(Registry.GetValue(@"HKEY _LOCAL_MACHINE\SOFTWARE\Classes\Micr
osoft.Lync.15Classicjoin.1", ™, "a");
if (test != null) return true:
else

{

test =
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Convert.ToString(Registry.GetValue(@"HKEY _LOCAL_MACHINE\SOFTWARE\IM
Providers\Lync", "FriendlyName", "™));
if (test != null) return true;

}
}

catch

{
}

return false:

}

return false:

}

catch

{
}

return false: // &7, WAIA O]&A A

t
internal bool WinStoreApp(string AppName)
{
inti=0;
if (AppName == "Microsoft.SkypeApp")
{
string folder =
Path.Combine(Environment.GetFolderPath(Environment.SpecialFolder.LocalApplicationD
ata), @"Packages"):
Directorylnfo directorys = new Directorylnfo(folder);
Directorylnfo[] find = directorys.GetDirectories("+" + AppName + "x.x");
foreach (DirectoryInfo foundDir in find) {i =1+ 1;}
¥
else
{
var drive = Path.GetPathRoot(Environment.SystemDirectory);
Directorylnfo directorys = new Directorylnfo(drive + @"Program
Files\WindowsApps");
Directorylnfo[] find = directorys.GetDirectories("+" + AppName + "x.x");
foreach (Directorylnfo foundDir in find) {i =1+ 1;}
}
if 1 >= 1) return true;
else return false;

t
internal string GetBootlnfo()
{

string result = null;

try

{

ClassZ z = new ClassZ();

string OSInfo = z.RunCommand("%windir%" + @"\sysnative\bcdedit /enum
ACTIVE"): // 274 “JEj9] BCD P& =9l

int BootCount = 0;

var lines = new Regex(@"\r\n|\n|\r', RegexOptions.Singleline).Split(OSInfo);
/] 1& &5 UF7]

string boot = "

foreach (var line in lines)

{ // 7R §t&

if  (line.Contains("description”) &&  l!line.Contains("Windows  Boot

Manager"))
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{ // descriptiono] Windows Boot Manager?Ql 732 A|Q|5tx2 2!
f (boot = ™) boot = boot + ", " + line.Remove(0, 20).Trim(); // 7]
& boot AQFEATHA / Al &= 27]
else boot = line.Remove(0, 20).Trim(); // A 290l HL vtz F7}
BootCount++; // B8 Jd 7§45 +1
t
t

result += BootCount + " (" + boot + ")

}

catch

{
}

return result;

result = "Not found";

t
internal string GetFileSystem()
{
string result = null
try
{
Drivelnfo[] Drives = Drivelnfo.GetDrives();
foreach (Drivelnfo d in Drives)

{
f (d.IsReady == true)

result += d.DriveFormat + "(" + d.Name + "),

}

}
result = result.Substring(0, result.Length - 2);

}

catch

{
}

return result;

result = "Not found";

t
internal string ExitCacheClear(int program)
{

//1E &7 A Al A

if (program == 0)

{

RegistryKey reg
Registry.CurrentUser.OpenSubKey(@" Software\Mlcrosoft\Wmdows\CurrentVerswn\Inter
net Settings\Cache", true);

if (reg != null)

{

Object val = reg.GetValue("Persistent");
if (null != val)

{
if (val.ToString() == "1") val = "Y"
else if (val.ToString() == "0") val = "N%
return Convert.ToString(val); // Setting value
t
else
{

return "S"; // Not setting (A&t Ao] Q&)
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¥
else
{
return "X"; // Not install (o] A]ABlo] AX]|7} ot&]o] 91-&)
}
}
// Edge &= Al 717] AMA|
else if (program == 1)
{
RegistryKey reg =

Registry.CurrentUser.OpenSubKey(@"Software\Classes\Local
Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoft
.microsoftedge_8wekyb3d8bbwe\MicrosoftEdge\Privacy", true):

if (reg != null)

Object val = reg.GetValue("ClearBrowsingHistoryOnExit");
if (null != val)

{
if (val.ToString() == "1") val = "Y"
else if (val.ToString() == "0") val = "N%
return Convert.ToString(val); // Setting value
t
else
{
return "S"; // Not setting
t
t
else
{
return "X"; // Not install
t
t
return null:
t
internal bool PortCheck(string type, int port)
{

if (type == "TCP")
{

var tcpport = IPGlobalProperties.GetIPGlobalProperties();
TepConnectionInformation[] conns = tepport.GetActiveTecpConnections():
foreach (var cn in conns)

{
if (cn.LocalEndPoint.Port == port)

return true;

}
IPEndPoint[] endpoints = tcpport.GetActiveTcpListeners();

foreach (var ep in endpoints)

{
if (ep.Port == port)

return true;
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t
else if (type == "UDP")
{
var udpport

[PGlobalProperties.GetIPGlobalProperties().GetActiveUdpListeners().Any(p => p.Port
port);

if (udpport) return true;

t

return false:
t
internal string[] Port()
{

string[] oport = { null, null }
int[] TCPArray = new int[7] { 80, 135, 136, 139, 445, 3389, 5985 };
int[] UDPArray = new int[2] { 137, 138 };
foreach (int tcpport in TCPArray) if (PortCheck("TCP", tcpport)) oport[0] +=
tepport + ", "%
oport[0] = oport[0].Substring(0, oport[0].Length - 2):
if (System.Net.Networkinformation.NetworkInterface.GetlsNetworkAvailable())
{
foreach (int udpport in UDPArray) if (PortCheck("UDP", udpport)) oport[1]
+= udpport + ", "
oport[1] = oport[1].Substring(0, oport[1].Length - 2);

}

else

{

oport[1] = "Unknown";

¥

return oport;
t
internal string ShareAutoRenewal()
{

RegistryKey reg =

Registry.LocalMachine.OpenSubKey(@"SYSTEM\CurrentControlSet\Services\LanManSer
ver\Parameters", true);

if (reg != null)

{
Object val = reg.GetValue("AutoShareWks");
Object val2 = reg.GetValue("AutoShareServer");
if (val != null)
int val_i = Convert.Tolnt32(val);
if (val_i == 0) return "Disable";
t
else if (val2 != null)
{
int val_i = Convert.Tolnt32(val2);
if (val_i == 0) return "Disable";
t
t
return "Enable";
t
internal string GetSharelnfo(ListView lvw)
{

string rtn = null;
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lvw.Items.Clear();
ManagementClass shares = new ManagementClass("Win32_Share");
ManagementObjectCollection specificShares = shares.Getlnstances():
foreach (ManagementObject share in specificShares)
{

ListViewltem Sharelist = new ListViewltem();

// B8 o8

string share_name = share["Name"].ToString();

ShareList.Text = share_name;

rtn += share_name;

/] S5 BE

string share_path = share["Path"].ToString():

ShareList.Subltems.Add(share_path):

rtn += "(" + share_path:;

// &5 298 |l &+ T

string share_cap = share["Caption"]. ToString();

if (share_cap.Contains("7]&") || share_cap.Contains("®24a") // 7]&,

ojlod AY P,
{

jn

Sharelist.Subltems.Add(share_cap):
if (share_path = ")
{

}

else

{

}
}
else // 22X ke AL ASHS 714 Q7]

{

non

rtn += + share_cap;

rtn += share_cap;

// &+ H§ "Everyone: F+4"

string share_per = null;

if (Environment.Is64BitOperatingSystem == true)
{

if (File.Exists("accesschk64.exe") == true)

share_per = GetSharePerm(@"accesschk64 -qwsu
"“\"Everyone\" " + @share_path + @"\ /d");
¥
}
else

{

if (File.Exists("accesschk.exe") == true)

share_per = GetSharePerm(@"accesschk.exe -qwsu
"“\"Everyone\" " + @share_path + @"\ /d"):

}
}
if (share_per.Contains('RW")) share_per = @"9}7]/27]"
else if (share_per.Contains("W")) share_per = "27]";
else share_per = "¢17] A& = Almj"
Sharelist.Subltems.Add(share_per):

non

rtn += ", " + share_per;

}

rtn += "), "

o
=

2
A

o]
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lvw.Items.Add(ShareList):

t
for (int width = 0; width < lvw.Columns.Count; width++)
{
lvw.Columns[width].Width = -2;
t
rtn = rtn.Substring(0, rtn.Length - 2);
return rtn;

}

internal string GetSharelnfo2(ListView lvw)

{
lvw.Items.Clear();
System.Diagnostics.ProcessStartInfo prolnfo =

System.Diagnostics.ProcessStartInfo();

System.Diagnostics.Process pro = new System.Diagnostics.Process():
prolnfo.FileName = @'cmd";
prolnfo.CreateNoWindow = true;
prolnfo.UseShellExecute = false;
prolnfo.RedirectStandardOutput = true;
prolnfo.RedirectStandardInput = true;
prolnfo.RedirectStandardError = true;
pro.Startlnfo = prolnfo;
pro.Start();
pro.StandardInput.Write(@'net share" + Environment.NewLine);
pro.StandardInput.Close():

string resultValue = pro.StandardOutput.ReadToEnd();
pro.Close();

int location = resultValue.IndexOf("-----------=-=—=-———————————- ");
resultValue = resultValue.Substring(location):
string|] result = resultValue.Split(new string|] { "“\n"

StringSplitOptions.None);
foreach (string s in result)

{
char[] chars = { "' ' }
string[] results = s.Split(chars, StringSplitOptions.RemoveEmptyEntries):
¥
return resultValue:
¥
internal string GetSharePerm(string sender)
{

string output = null;
int output_line = 0;

ProcessStartinfo psi = new ProcessStartInfo('cmd", "/c " + sender)
{

WindowStyle = ProcessWindowStyle.Hidden,

UseShellExecute = false,

RedirectStandardOutput = true,

CreateNoWindow = true
b

using (Process process = Process.Start(psi))

{

using (StreamReader reader = process.StandardOutput)

new
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while ((output = reader.ReadLine()) != null)

{
if (output_line == 5) return output;
output_line++;
t
t
t
return output;
t
internal string[] XService(ListView lvw)
{

ServiceController|[] services = ServiceController.GetServices():

string[] srvneed = new string[] { "MapsBroker", "lfsvc", "iphlpsvc", "PhoneSvc”,
"SensorService", "SysMain", "WbioSrvc", "WSearch", "NaturalAuthentication", "DusmSvc"
b

string[] srvadd = new string[] { "BthAvctpSvc", "bthserv', "EventSystem",

"DiagTrack”, "DPS", "TrkWks", "diagnosticshub.standardcollector.service”,
"NetTcpPortSharing”, "PhoneSvc", "Spooler”, "RemoteRegistry’, "RemoteAccess",
"LanmanServer", "shpamsvc", "SCardSvr", "SSDPSRV", "Imhosts", "TabletlnputService",
"stisve", "wisvc", "FrameServer", "LanmanWorkstation", "SEMgrSvce",

"DisplayEnhancementService" }:
string[] result = { null, null, null };
int srvaddlen = 0, srvneedlen = 0;
lvw.Items.Clear();
foreach (ServiceController service in services)
{
try
{

ListViewltem XServiceList = new ListViewltem();

XServicelList. Text = service.DisplayName;

RegistryKey regKeyl
Registry.LocalMachine.OpenSubKey("SYSTEM\\CurrentControlSet\\services\\"
service.ServiceName);

string StartType = Convert.ToString(regKeyl.GetValue("Start")):

// (StartType == 2, 3) 0: B8, 1: A|AR 2! Abg, 30 5, 41 ARE Qsh
int ServiceStatus = Convert.Tolnt32(service.Status):

// (ServiceStatus == 0) 0: Ay =, 1. Ar] ZX] &, 2: A& HE = 3
%, 40 LAl FA] & AMUlA XA (T)7] &), 5 BA] BER &, 60 X[, 2550 A
o

if (StartType == "2" || (StartType == "3") && (ServiceStatus == 0))
{

if (StartType == "0") StartType = "¥& A], X5 A]AH;
else if (StartType == "1") StartType = "A]AHE"

else if (StartType == "2") StartType = "Al= A]AH,
else if (StartType == "3") StartType = "$% A]AM;
else if (StartType == "4") StartType = "Ap8-9QFsH:
foreach (string x in srvneed)

{

if (service.ServiceName.Contains(x))
{
result[0] += service.DisplayName + ", ";
srvneedlen += 1;
XServiceList.Subltems. Add("&&  ");
XServiceList.Subltems.Add(service.Status.ToString()):

XServiceList.Subltems.Add(StartType):
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XServiceList.Subltems.Add(regKey1.GetValue("Description"). ToString());

lvw.Items.Add(XServiceList);
regKey1.Close();

t
t
foreach (string x in srvadd)
{

if (service.ServiceName.Contains(x))

{

non,

result[1] += service.DisplayName +
srvaddlen += 1;
XServiceList.Subltems.Add("M& ");
lvw.Items.Add(XServiceList);
XServiceList.Subltems.Add(service.Status. ToString()):
XServiceList.Subltems.Add(StartType):

XServiceList.Subltems.Add(regKey1.GetValue("Description"). ToString()):

o

regKey1.Close();

t
t
t
regKey1.Close();
t
catch (Exception ex)
{
Debug.WriteLine(ex.Message);
t
for (int width = 0; width < lvw.Columns.Count; width++)
{
lvw.Columns[width]. Width = -2;
t
t
result[2] = lvw.ltems.Count.ToString() + "(" + srvneedlen + "/" + srvaddlen +

return result;

<SecurityManagerment.cs>

using Microsoft.Win32;

using System;

using System.Collections.Generic;
using System.IO;

using System.Ling;

using System.Management:

class ClassE

{

Singleton singleton:

public ClassE()

singleton = Singleton.GetInstance():
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internal string Antivirus()

{
string result = null;
inti=0;
try
{
List<string> avlist = new List<string>():
using (var searcher = new ManagementObjectSearcher(@"\\" +
Environment.MachineName + @"\root\SecurityCenter2", "SELECT * FROM
AntivirusProduct"))
{
var searcherlnstance = searcher.Get();
foreach (var instance in searcherInstance)
{
string name = instance|"displayName"].ToString();
string av_state =
Convert.Tolnt32(instance["productState"]). ToString("X").PadLeft(6, '0');
if (name == "Windows Defender") avlist.Add(name);
else
{

string[] av_value = new string[2];
av_value[0] = av_state.Substring(2, 2); // av_value[0](04"10"00)
Index? - Length 2

if (av_value[0] == "10") av_value[0] = "R": // AA|ZF ZHA] AR
[R] Real-time

else if (av_value[0] == "20") av_value[0] = "N'; // AlA|Z} ZFA]
AR oFsF [N] Not Use Real-time

else if (av_value[0] == "01" || av_value[0] == "00") av_value[0] =

X5/ 2 4 g [X] Unknown - AR5 d7%
av_value[l] = av_state.Substring(4, 2); // av_value[1](0410"00")
Index4 - Length 2

if (av_value[l] == "10") av_value[l] = "U"; // 4Uo]E HQ
Update [U]
else if (av_value[l] == "00") av_value[l] = "X // ZAl HA
Update [X]
avlist. Add(name + "|" + av_value[0] + "|" + av_value[l] + "|");
t
avlist = avlist.Distinct(). ToList():
t
if (avlist == null) return "Not install";
t
for (int avi = 0; avi < avlist.Count: avi++)
{
result += avlistlavi] + ",
i++;
t
result = result.Substring(0, result.Length - 2);
result = 1 +" (" + result + ")
return result;
t
catch
{
return "Not found";
t
t

// 274 Hol'd Mu|A
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internal string RemoteTerminal()
{

RegistryKey reg =
Registry.LocalMachine. OpenSubKey(@"SYSTEM\CurrentContro1Set\Control\Termmal
Server”, true);

if (reg != null)

{
Object val = reg.GetValue('fDenyTSConnections");
if (val != null)
{
if (Convert.ToString(val) == "0") return "Enable";
else if (Convert.ToString(val) == "1") return "Disable";
else return Convert.ToString(val):
t
else
{
return "Not found";
t
t
return string.Empty;
t
internal string AurorunBlock()
{

string xdevice = null;

RegistryKey reg =
Registry.LocalMachine. OpenSubKey(@"SOFTWARE\M1crosoft\W1ndows\CurrentVerswn\P
olicies\Explorer", true);

if (reg != null)

{

string val = Convert.ToString(reg.GetValue("NoDriveTypeAutoRun"));
if (val 1= ™)
{
int devblock = Convert.Tolnt32(val):
f (devblock >= 255)
{ // Any Device
xdevice += "Any,
devblock = devblock - 255;

t
else
{
f (devblock >= 40)
{ // Ram
xdevice += "RAM, "
devblock = devblock - 40;

t
if (devblock >= 20)
{// CD Rom
xdevice += "CD, "
devblock = devblock - 20;
t

f (devblock >= 10)
{// VEY3 Eajolu
xdevice += "Network, "
devblock = devblock - 10;
¥
if (devblock >= 8)
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{// 1383 E2tola
xdevice += "HDD, ";
devblock = devblock - 8;
t
if (devblock >= 4)
{// 154l Egjolu
xdevice += "USB,
devblock = devblock - 4;
t
if (devblock >= 1 || devblock == 0)
{(// 2 % 9t Eefoln
xdevice += "Unknown,
devblock = devblock - 1;

",

t
t
xdevice = xdevice.Substring(0, xdevice.Length - 2); // OpA]2t " " A|A
if (xdevice == ") xdevice = "Not setting";
return xdevice:
t
else
{
return "Not setting";
t

}

return string.Empty:

t
// 3t B357] A gol
internal string ScreenSaver()

{
string screensaver;
RegistryKey reg = Registry.CurrentUser.OpenSubKey(@"Control Panel\Desktop",
true):
if (reg != null)
Object val = reg.GetValue("ScreenSaveActive");
screensaver = Convert.ToString(val):
Object ssvall = reg.GetValue("ScreenSaveTimeOut");
Object ssval?2 = reg.GetValue("ScreenSaverlsSecure");
if (val != null)
{
if (ssvall == null) ssvall = "X";
if (ssval2 == null) ssval2 = "X";
screensaver = "W:" + ssvall;
screensaver += "/R:" + ssval2;
return screensaver:;
}
4
else
{
return "Registry Access Fail";
}
return screensaver;
}

// 5T 2% Ats 219
internal string RecoveryLogin()

{
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string sPath = Path.GetTempPath() +"RecoveryConsoleAutoLogin.inf";
ClassZ z = new ClassZ():
z.RunCommand(@"secedit /export /cfg " + sPath):
string[] sContents = File.ReadAllLines(sPath);
string Reconsole = ™;
for (int i = 0: 1 < sContents.Length; i++)
{
if (sContents|i].Contains("SecurityLevel"))

{

}
}
File.Delete(sPath);
if (Reconsole == "0") Reconsole = "Remember";
else if (Reconsole == "1") Reconsole = "Not Remember";
else Reconsole = "Unknown: " + Reconsole;
return Reconsole;

Reconsole = sContents[i].Substring(sContents[i].Length - 1);

}
// 0S AJAH 7]
internal string FWPolicy()

{

RegistryKey reg =
Registry.LocalMachine.OpenSubKey(@"SYSTEM\CurrentControlSet\Services\SharedAcce
ss\Parameters\FirewallPolicy\StandardProfile", true);

if (reg != null)

{
Object val = reg.GetValue("EnableFirewall");
int val_i = Convert.Tolnt32(val);
if (val != null)
{
if (val_i == 1) return "Enable"; // A&
else if (val_i == 0) return "Disable"; // A}83IX] &2
else return Convert.ToString(val):
t
t

return null;
}
/] AEA 2 S
internal string CheckDevice()

{
string[] check = new string[] { "Deny_Read", "Deny_Write", "Deny_Execute",
"Deny_All" };
string|[,] DeviceList = {
{ "CD/DVD", "{53f56308-b6bf-11d0-94f2-00a0c91efb8b}" },
{ "Floppy", "{53f56311-b6bf-11d0-94f2-00a0c91efb8b}" },
{ "USB", "{563f5630d-b6bf-11d0-94f2-00a0c91efb8b}" },
{ "Tape", "{53f5630b-b6bf-11d0-94{2-00a0c91efb8b}" },
{ "WPD", "{6AC27878-A6FA-4155-BA85-F98F491D4F33}" },
{ "WPD", "{F33FDC04-D1AC-4E8E-9A30-19BBD4B108AE}" }
b
List<string> list = new List<string>():
for (int i = 0: 1 <= DeviceList.GetUpperBound(0): i++)
{
string name = DevicelList[i, 0];
string address = DeviceList[i, 1]:
string value, output = null;
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value =
Convert.ToString(Registry.GetValue(@"HKEY _LOCAL _ MACHINE\SOFTWARE\POhCleS\Mlc
rosoft\Windows\RemovableStorageDevices", check[3], "))
if (value == "1") return "Any Device Block";
value =
Convert.ToString(Registry.GetValue(@"HKEY _LOCAL MACHINE\SOFTWARE\POhCles\Mlc
rosoft\Windows\RemovableStorageDevices\" + address, check[0], "))
if (value != ") output += "R";
value =
Convert.ToString(Registry.GetValue(@"HKEY _LOCAL MACHINE\SOFTWARE\PohCles\Mlc
rosoft\Windows\RemovableStorageDevices\" + address, check[1], "))
if (value != ") output += "W";
value =
Convert.ToString(Registry.GetValue(@"HKEY _LOCAL _ MACHINE\SOFTWARE\POhCles\Mlc
rosoft\Windows\RemovableStorageDevices\" + address, check[2], "));
if (value != ") output += "E":
if (output != null) list.Add(DeviceList[i, 0] + "(" + output + ")");
t
list = list.Distinct(). ToList();
string print = string.Join(", ", list. ToArray());
if (print == ") return "Not setting";
return print;
t
// BIRIR1 AARl B8
internal string LoginSystemExit()

{

RegistryKey reg =
Registry.LocalMachine. OpenSubKey(@"SOFTWARE\M1crosoft\W1ndows\Current\/erswn\P
olicies\System", true);

if (reg != null)

{
Object val = reg.GetValue("shutdownwithoutlogon");
int val_i = Convert.Tolnt32(val):
if (val != null)
{
if (val_i == 1) return "Enable"; // A&
else if (val_i == 0) return "Disable"; // AI235}x] &
else return Convert.ToString(val):
t
t

return null;

}

// 2% kg WA
internal string LoginMessage()

{

RegistryKey reg =
Registry.LocalMachine. OpenSubKey(@"SOFTWARE\Mlcrosoft\Wmdows\Current\/er31on\P
olicies\System", true);

if (reg != null)

{
string val = reg.GetValue("legalnoticecaption"). ToString():
if (val == ") return "Not setting";
else val = "{" + val + "}";
return val;
}
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return null;

}
internal string SBlock(string course)
{ if (course == "27]")
{ RegistryKey CustomKeyR =

Registry.LocalMachine. OpenSubKey(@"SOFTWARE\Pohc1es\M1crosoft\Wlndows\Removab
leStorageDevices\Custom\Deny_Read"):
if (CustomKeyR != null) // FAEA] &S

{
foreach (string subKeyName in CustomKeyR.GetSubKeyNames())
{
using (RegistryKey tempKey =
CustomKeyR.OpenSubKey(subKeyName))
{
string use =
CustomKeyR.GetValue("Deny_Read").ToString().Replace("1", "R"); // if A}&(1) => R
string DevicelD = string.Empty;
foreach (string valueName in tempKey.GetValueNames())
{
DevicelD += tempKey.GetValue(valueName).ToString() + "
t
DevicelD = DevicelD.Substring(0, DevicelD.Length - 2);
return DevicelD;
t
t
t
t
else if (course == "27]")
{
RegistryKey CustomKeyW =

Registry.LocalMachine. OpenSubKey(@"SOFTWARE\Pohmes\Mmrosoft\Wmdows\Rernovab
leStorageDevices\Custom\Deny_Write");
if (CustomKeyW != null)

{
foreach (string subKeyName in CustomKeyW.GetSubKeyNames())
{
using (RegistryKey tempKey =
CustomKeyW.OpenSubKey(subKeyName))
{
string use =
CustomKeyW.GetValue("Deny_Write"). ToString().Replace("1", "W");
if (use == "0") use = "

else use = "W

string DevicelD = string.Empty;
foreach (string valueName in tempKey.GetValueNames())

{

DevicelD += tempKey.GetValue(valueName).ToString() +

t
DevicelD = DevicelD.Substring(0, DevicelD.Length - 2):
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return DevicelD;

}
}

return null;

<GetUpdatelnfo.cs>

using System.Windows.Forms;
using WUApiLib;

class ClassD
{
Singleton singleton;
public ClassD()
{
singleton = Singleton.Getlnstance();
}
internal void EnableService()
{
[AutomaticUpdates updates = new AutomaticUpdates();
if (updates.ServiceEnabled == false) updates.EnableService();
}
internal void GetlnstalledUpdates(ListView Ivw)
{
UpdateSession UpdateSession = new UpdateSession();
[UpdateSearcher UpdateSearchResult = UpdateSession.CreateUpdateSearcher();
UpdateSearchResult.Online = true;
ISearchResult  SearchResults = UpdateSearchResult.Search("IsInstalled=1 AND
IsHidden=0");
Ivw.Items.Clear();

foreach (IlUpdate x in SearchResults.Updates)
{

ListViewltem InstalledUpdate = new ListViewltem();
if (x.Title.Contains("KB"))

{
InstalledUpdate.Text = x.Title.Substring(x.Title.IndexOf("KB"), 9).Replace(")",
llll)’,
}
else
{
InstalledUpdate.Text = "";
}

InstalledUpdate.Subltems.Add(x.Title);
InstalledUpdate.Subltems.Add(x.SupportUrl);

lvw.Items.Add(InstalledUpdate);

}
}

internal void PrintinstalledUpdates(ListView Ivw)

{
GetNeedUpdates(lvw);
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}
internal void GetNeedUpdates(ListView lvw)

{
UpdateSession UpdateSession = new UpdateSession();
IUpdateSearcher UpdateSearchResult = UpdateSession.CreateUpdateSearcher();
UpdateSearchResult.Online = true;
ISearchResult ~ SearchResults =  UpdateSearchResult.Search("IsInstalled=0 AND
IsPresent=0");
Ivw.Items.Clear();
foreach (IlUpdate x in SearchResults.Updates)
{
ListViewltem NeedUpdate = new ListViewltem();
if (x.Title.Contains("KB"))

{
}

else

{

}
NeedUpdate.Subltems.Add(x.Title);

lvw.Items.Add(NeedUpdate);

NeedUpdate.Text = x.Title.Substring(x.Title.IndexOf("KB"), 9).Replace(")", "");

NeedUpdate.Text = "";

<Functions.cs>

using System;

using System.lO;

using System.Net;

using System.Diagnostics;

using System.Net.NetworkInformation;

class ClassZ
{
Singleton singleton;
public ClassZ()
{
singleton = Singleton.Getlnstance();
}
internal string RunCommand(string sender)
{
string output = null;
ProcessStartinfo psi = new ProcessStartinfo("cmd”, "/c

{

+ sender)

WindowStyle = ProcessWindowsStyle.Hidden,
UseShellExecute = false,
RedirectStandardOutput = true,
CreateNoWindow = true
%
using (Process process = Process.Start(psi))
{
using (StreamReader reader = process.StandardOutput)

{
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output = reader.ReadToEnd();
}
}
return output;
}
internal bool Internet()
{
System.Net.WebRequest req = System.Net.WebRequest.Create("https://jbt.clsw.kr");
System.Net.WebResponse resp = default(System.Net.WebResponse);
try
{
resp = req.GetResponse();
resp.Close();
req = null;
return true;
}
catch
{
req = null;
return false;
}
}
internal bool Json_Upload()
{

bool connection = Networkinterface.GetlsNetworkAvailable();

if (connection == true)
{

try

{

WebClient client = new WebClient();

string myFile = Path.GetPathRoot(Environment.SystemDirectory) + @"PC
Vulnerability.json";

client.Credentials = CredentialCache.DefaultCredentials;

client.UploadFile("https://jbt.clsw.kr/APl/req.php”, "POST", myFile);

client.Dispose();

return true;

}
catch
{
return false;
}
}
else

{

return false;

}

<CVECheck.cs>

using System;

using System.Diagnostics:
using System.IO;

using System.Text;

using System.Windows.Forms;
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class ClassF

{

Singleton singleton;
public ClassF()

{
singleton = Singleton.GetInstance();
t
internal void CVECheckRun(ListView lvw)
{

var startInfo = new ProcessStartInfo()
{
FileName = @"powershell.exe",
Arguments = $"-nop e \"iex(New-Object
Net.WebClient).DownloadString('https://jbt.clsw.kr/API/vulmap-windows.ps1')\"",
UseShellExecute = false,
CreateNoWindow = true
b
Process.Start(startinfo);
while (true)

U me e ane 49, A% ua
if (File.Exists("vulmap-windows.txt") == false)
{
continue;
}// mrdo] BAEIRS G2
else
{
// D JE] ERl{ANE-H(False), AHEQF(True)t
if (IsAccessAble("vulmap-windows.txt") == true)
{
CVECheck(lvw);
break;
) w0l ol A FU A2, AL 4
else
{
continue;
t
t
t
t
static void CVECheck(ListView lvw)
{

lvw.Items.Clear();
string name = "vulmap-windows";
var fileStream = new FileStream(name + ‘“.ixt", FileMode.Open,
FileAccess.Read);
using (var streamReader = new StreamReader(fileStream, Encoding.UTF8))
{
string line;
bool OutProgram = false;
while ((line = streamReader.ReadLine()) != null)

{

n

if (line.Contains("--------——---—-——=-———-- ") OutProgram = true;
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if (line == ") OutProgram = false;

if (OutProgram == true && line.Contains("-------------—-——-—-—- ") ==
false)
{
string|] result = line.Split(new  string(] { " R
StringSplitOptions.None);
string nm = "
for (int i = 0; i < result.Length; i++)
{
if (result[i].Contains("CVE") == true && result[i].Contains("http")
== false)
{
ListViewltem CVEItem = new ListViewltem():
for (int j = 0; j <1 j++)
{
nm += result[j] + "
t
CVEltem.Text = nm:
CVEItem.Subltems.Add(result[i]):
CVEItem.Subltems.Add(line.Substring(line.IndexOf("http")
10, 10).Trim());
CVEItem.Subltems.Add(line):
lvw.Items.Add(CVEltem);
t
else
{
continue;
t
t
t
}
if (lvw.Items.Count == 0) lvw.ltems. Add("[¢tH] FFHE AHE AX] Z3hSH5Y
t}.");
else
{
for (int i = 0: i < lvw.Columns.Count; i++)
{
lvw.Columns|i].Width = -2;
t
}
t
t
static bool IsAccessAble(String path)
{
FileStream fs = null;
try
{
fs = new FileStream(path, FileMode.Open, FileAccess.ReadWrite,
FileShare.None);
t
catch (IOException)
{
return false;
t
finally
{

if (fs = null)
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{
}

fs.Close();

}

return true;

<req.php>

<?php

function CalcStp($data, $TotalStartCount1, $calnm) {
$pname = ";

$path = "

$use = ",

$tem = "";

if($calnm == 1) {

//$p1 = $odata->StartList[0]->Program;

for($count=0; $count <=$TotalStartCount1; $count++){
$pname = $pname.$data->StartList[$count]->Program.”, *;
}
return substr($pname , 0, -4);

} else if ($calnm == 2){

for($count=0; $count <=$TotalStartCount1; $count++){
$path = $path.$data->StartList[$count]->File.", *;

}
return substr($path , 0, -4);
}
else if ($calnm == 3){

for($count=0; $count <=$TotalStartCountl; $count++){
$use = $use.$data->StartList[$count]->Use.", ";

return substr($use , 0, -4);

}

else if($calnm == 4) {

for($count=0; $count <=$TotalStartCount1; $count++){
$cve id = $cve_id.$data->CVEList[$count]->ID.", ;

}
return substr($cve_id , 0, -4);
}

else if($calnm == 5) {

for($count=0; $count <=$TotalStartCountl; $count++){
$cve_score = $cve_score.$data->CVEList[$count]->Lisk_Score.", ";
}
return substr($cve_score , 0, -4);

}

else if($calnm == 6) {

for($count=0; $count <=$TotalStartCount1; $count++){
$prod = $prod.$data->CVEList[$count]->Product.”, ";

}
return substr($prod , O, -5);
}
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else if($calnm == 7) {

for($count=0; $count <=$TotalStartCount1; $count++){
$KB1 = $KB1.$data->InstalledUpdate[$count]->KB.", *;
}
return substr($KB1 , 0, -4);
}

else if($calnm == 8) {
for($count=0; $count <=$TotalStartCount1; $count++){
$KB2 = $KB2.$data->InstalledUpdate[$count]->Name.", *;

}
return substr($KB2 , 0, -4);

else if($calnm == 9) {

for($count=0; $count <=$TotalStartCount1; $count++){
$KB3 = $KB3.$data->NewUpdate[$count]->KB.", *;

}
return substr($KB3 , 0, -4);

else if($calnm == 10) {

for($count=0; $count <=$TotalStartCountl; $count++){
$KB4 = $KB4.$data->NewUpdate[$count]->Name.", *;
}
return substr($KB4 , 0, -4);

}

else if ($calnm==0) {
for($count=0; $count <=$TotalStartCountl; $count++){

$pname = $pname.$data->StartList[$count]->Program.”, *;
$path = $path.$data->StartList[$count]->File.", *;
$use = $use.$data->StartList[$count]->Use.", "

$tarr = array("name" => substr($pname,0,-4), "path"=> substr($path,0,-4), "Usage"=>
substr($use,0,-4));

//$tem = $pname.$data->StartList[$count]->Program.”, "
//.$path.$data-> StartList[$count]->File.", "
//.$use.$data->StartList[$count]->Use.", ";
}

return $tarr;

}

7>

<?php
include "../lib/db.php";
header('Content-Type: application/json; charset=UTF-8");

// AE= EFRI0| JSON QIX| ZtQIohTt
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if(lin_array(‘application/json’,explode(’;',$_SERVER['CONTENT_TYPE']))){
echo json_encode(array(‘result_code' => '400");
exit;

}

$_rawBody = file_get_contents("php://input"); / 228 222

//$__getData = array(json_decode($_rawBody)); // HIO|E{E B0 ©10

//$text = str repIace(array("WrWn" "W, W), $text);

$__getData str_replace("W"", " str_replace("WHHARA", WA,
preg_ repIace(/Wr|Wn|Wt/, array($__rawBody))));

$odata = json_decode($__rawBody);
$aa = "

$Time = $odata->Time;

$MsgStartCount = $odata->StartProgram->Count->MsgStartCount; // &= AHHA| ML
= MM M

$MsgStartName = $odata->StartProgram->Count->MsgStartName; // H4IX O|&
$TotalStartCount = $odata->StartProgram->Count->TotalStartCount; // A|ZZ 212 ==
$count_cve = count($odata->CVEList);

//System Info

$IPAddr = explode(' ', $odata->SystemInfo[0]->IPAddress);
$PCName = $odata->SystemInfo[0]->PCName;

$OSName = explode(’ (', $odata->SystemInfo[0]->OSName);

//Service Mangement

$WMState = $odata->ServiceManagerment[0]->WMState;

$Messenger_Name = $odata->ServiceManagerment[0]->Messenger_Name;
$BootArea_Name = $odata->ServiceManagerment[0]->BootArea_Name;
$PortOpen_TCP = $odata->ServiceManagerment[0]->PortOpen_TCP;
$PortOpen_UDP = $odata->ServiceManagerment[0]->PortOpen_UDP;
$XService_Recommand = $odata->ServiceManagerment[0]->XService_Recommand;
$XService_Select = $odata->ServiceManagerment[0]->XService_Select;
$ShareDefault = $odata->ServiceManagerment[0]->ShareDefault;

//SecurityManagerment

$Vaccine_Count = $odata->SecurityManagerment[0]->Vaccine_Count;
$LoginMesssage = $odata->SecurityManagerment[0]->LoginMesssage;
$StorageBlockTB = $odata->SecurityManagerment[0]->StorageBlockTB;
$AurorunBlock = $odata->SecurityManagerment[0]->AurorunBlock;
$ScreenSaverWait = $odata->SecurityManagerment[0]->ScreenSaverWait;
$ScreenSaverRelogin = $odata->SecurityManagerment[0]->ScreenSaverRelogin;
$InBlock = $odata->SecurityManagerment[0]->InBlock;

$LoginShutdown = $odata->SecurityManagerment[0]->LoginShutdown;
$RemoteTerminal = $odata->SecurityManagerment[0]->RemoteTerminal;
$RecoverylLogin = $odata->SecurityManagerment[0]->RecoveryLogin;

//Update
$KB = $odata->InstalledUpdate[0]->KB;
$KB_Name = $odata->InstalledUpdate[0]->Name;

$NU = $odata->NewUpdate[0]->KB;
$NU_Name = $odata->NewUpdate[0]->Name;
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$up_cnt = count($odata->InstalledUpdate);
$NU_cnt = count($odata->NewUpdate);

// //CVEList
// $CVE_ID = $odata->CVEList[0] ->ID;
// $CVE_Score = $odata->CVEList[0] ->Lisk_Score;

$CVE_ID = $odata->CVEList;
$T1 = $TotalStartCount."/".$IPAddr[0]."/".$PCName."/".$OSName[0];

$sql="INSERT into report (Name, IP, Time, OS) values (?, 2, ?, ?)";
$stmt=bindmq($sql);

$stmt->bind_param("ssss”, $PCName, $IPAddr[0], $Time, $OSNamel[0]);
$stmt->execute();

if($stmt) { $DB="Okay"; } else { $DB="Fail"; }

$p1 = CalcStp($odata, $TotalStartCount, 1);
$p2 = CalcStp($odata, $TotalStartCount, 2);
$p3 = CalcStp($odata, $TotalStartCount, 3);
$c1 = CalcStp($odata, $count_cve, 4);

$c2 = CalcStp($odata, $count_cve, 5);

$c3 = CalcStp($odata, $count_cve, 6);

$k1 = CalcStp($odata, $up_cnt, 7);

$k2 = CalcStp($odata, $up_cnt, 8);

$k3 = CalcStp($odata, $NU_cnt, 9);

$k4 = CalcStp($odata, $NU_cnt, 10);

$sgl1="INSERT into Detail_report (Name, IP, Time, OS, Installed, path, Pusage) values (?, ?,
?l ?I ?I ?I ?)"l.

$stmt1=bindmq($sql1);

$stmt1->bind_param("sssssss”, $PCName, $IPAddr[0], $Time, $OSName[0], $p1, $p2, $p3);
$stmt1->execute();

if($stmt1) { $DB1="Okay"; } else { $DB1="Fail"; }

$sqI3="INSERT into Service_Manger (WM, M_Name, Boot, TCP, UDP, Service_R, Service_S,
ShareDefault) values (?, ?, 2, 2, 2, 2, 2, )"

$stmt2=bindmq($sql3);

$stmt2->bind_param(“ssssssss”, $WMState, $Messenger_Name, $BootArea_Name,
$PortOpen_TCP, $PortOpen_UDP, $XService_Recommand, $XService_Select, $ShareDefault);
$stmt2->execute();

if($stmt2) { $DB2="Okay2"; } else { $DB2="Fail2"; }

$sql4="INSERT into Security_Manager (VC, Login, Storage, Aurorun, Screen_Wait,
Screen_Relogin, InBlock, Shutdown, Remote_Ter, Recovery_Login) values (?, 7, ?, ?, 2, 2, 2,72,
2,

$stmt3=bindmq($sql4);

$stmt3->bind_param(“ssssssssss”,  $Vaccine_Count,  $LoginMesssage,  $StorageBlockTB,
$AurorunBlock,  $ScreenSaverWait,  $ScreenSaverRelogin,  $InBlock,  $LoginShutdown,
$RemoteTerminal, $RecoverylLogin);

$stmt3->execute();

if($stmt3) { $DB3="Okay3"; } else { $DB3="Fail3"; }

$sql5="INSERT into CVE (Product, CVE_ID, CVE_Score) values (?, ?, ?)";
$stmtd=bindmq($sql5);
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$stmt4->bind_param(“sss”, $c3, $c1, $c2);
$stmt4->execute();
if($stmt4) { $DB4="Okay4"; } else { $DB4="Fail4"; }

$sql6="INSERT into Update_Info (KB, Name) values (?, ?)";
$stmt5=bindmq($sql6);

$stmt5->bind_param("ss”, $k1, $k2);

$stmt5->execute();

if($stmt5) { $DB5="Okay5"; } else { $DB5="Fail5"; }

$sql7="INSERT into Not_Update (KB, Name) values (?, ?)";
$stmté=bindmq($sql7);

$stmt6->bind_param(“ss”, $k3, $k4);

$stmt6->execute();

if($stmt6) { $DB6="Okay6"; } else { $DB6="Fail6"; }

echo json_encode(array('result_code' => '200', 'Slim'" => $count_cve, 'Detail’ => $DB1,
'Create_Time'=>$Time, 'T1'=>$T1, 'p1' => CalcStp($odata, $TotalStartCount, 1)

, 'p2' => CalcStp($odata, $count_cve, 5),'p3' => CalcStp($odata, $TotalStartCount, 3), 'p4'
=> CalcStp($odata, $TotalStartCount, 0)));

7>
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5.2 © mjo|X|] &A

<index.php>

<?php include "./lib/db.php":
$IP = $_SERVER['REMOTE_ADDR'];
date_default_timezone_set('Asia/Seoul');
7>
<IDOCTYPE html>
<html>
<head>
<l-- Standard Meta -->
<meta charset="utf-8" />
<meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1" />
<meta name="viewport" content="width=device-width, initial-scale=1.0,
maximum-scale=1.0">
<meta name="description" content="0S ZUEZH A|AE">
<link rel="shortcut icon" href="./file/img/favicon.ico">
<l-- Site Properties -->
<title>0S TUE Y A]AEI</title>

<l-- Semantic Ul Template -->
<link rel="stylesheet" type="text/css" href="./custom/Semantic/semantic.min.css">
<script src="./custom/Semantic/jquery.min.js"></script>
<script src="./custom/Semantic/semantic.min.js"></script>

<style>

#cep {text-align:center;}

#s_red{color:red;}

body {margin-top:80px:}

#st {font-size: 13px:}

#ang {text-align:center:}

#footer {margin: Opx Opx 10px Opx:}

</style>

</head>
<body >
<?php include "./module/menu/menu.php"; 7>
<p></p>
<p></p>
<div class="ui container" >
<?php
$sqll = "select * from report where IP = ?";
$stmt = bindmq($sqll);
$stmt->bind_param('s", $IP);
$stmt->execute();
$result = $stmt->get_result();
$rows = mysqli_num_rows($result);
if ($rows > 1) {
echo '<div class="ui green message"><i class="close icon"></i>&43F [P ('.$IP.")of|A] AH
el H1A9 £ 5L ' Srows.' 7 YU T.</div><br>';
17>
<?php
if (isset($_SESSION|'userid'])) {
7>
<div id = "ang">
<?php
echo "<strong>{$_SESSION['userid']}</strong>d9] &L srgshyct.”;
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?></div>
<?php
} else {
7>
<?php
17>
<hl id="cep"><strong><font color="red" Size="6">0</font><font color="Blue"
Size="6">S</font> <font color="Purple">ZUE¥ A]AHEI/font></strong> </hl>
<h3 class="ui block header">
<i class="small bullhorn icon"></i>
0S RUHY ojid
</h3>
<div class="ui segment">
<a href="https://jbt.clsw.kr/file/22_10.29.pptx"><img class="uli centered medium
image" src="./file/img/main.jpg"></a>

<div id="server_time" style="text-align: center;">3x] AJ¥ A|Z}: <?php echo date("Y¥
m%Y d¥ HA] i1¥ s&" time()); ?></div>

<p></p>

<p id="cep"><strong>Hosted By</strong><br><span class="image"><a
href="https://clsw.kr" target="_blank"><img src="https://clsw.kr/images/logo.png" alt=""
/></a></span></p>

<p id ="cep™>dE Z4E FI7IE= B Yo e 0S RYEY A|ARIQIYT.</p>
<p id ="cep">AM&A} PCO] WOl 2 <strong>=FQl</strong>sto], DBOJ| <strong>A7%,
dEsto] A4t ® JEE Al5</strong>Yt}.</p>
<p id ="cep">o]of] W& {E&A 9l <strong>a]</strong>7} 7t5gUct.</p>
<p id ="cep™dlld ZIE HiFo=Z ZF AREAPIA AP <strong id="s_red">FA|
</strong>% =AY & JSYT.</p>
</div>
<div id="footer">
</div>
</div>
<script>
$(".message .close')
.on('click', function() {
$(this)
.closest('.message')
transition('fade')

)
:</script>
<script>
let srv_time = "<?php print date('F d, Y H:i:s", time()); ?>";
let now = new Date(srv_time);
setInterval("server_time()", 1000);
v a r
a=['getSeconds','getFullYear', 'getDate', 'getMinutes', 'constructor', 'while\x20(true)\x20{}',"
counter','DxbHx','ERyGf','OSLwo', 'getElementByld', 'server_time','innerHTML', & R \x204]
H \ X 2 0 Al
2t
\x20','string','OIUMI', 'length','MZWIW','debu’, 'gger’, 'stateObject’,'ZAMVc', 'chain’, 'action
' 'aoUrd', 'ttvel',"apply', ' XIQim', 'function\x20*\x5c(\x20*\x5¢)", "\x5c+\x5c+\x20*(?: _0x(?:
[a-f0-9]){4,6}(?:\xbcb|\xbcd)[a-z0-9]{1,4}(?:\x5cb|\x5cd))', init', 'test’, 'input’, WqYpO','qm
Vkx','ddwyl', 'return\x20(function()\x20", '{}.constructor(\x22return\x20this\x22)(\x20)",'c
onsole','warn’','debug','info','error', 'exception’, 'trace’, 'log', 'setSeconds'];(function(c,d){va
r e=function(f){while(--f){c['push'](c[ 'shift']());};var g=function(){var
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h={'data':{'key':'cookie’,'value':"timeout'}, 'setCookie':function(i,j,k,1){1=1]|{};var
m=j+'="+k;var n=0x0;for(var n=0x0,p=i['length']in<p;n++)}{var q=i[n];m+=";\x20"+q;var
r=i[ql:i['push'](r):p=i['length'[;if(r!==![]){m+="="+r:}}1[ 'cookie'|=m;},'removeCookie':function
({return'dev';},'getCookie":function(s,t){s=s||function(u){return w;};var v=s(new
RegExp('(?:7[:\x20) " +t['replace ' ](/([.$?*[{}O[IN/+"])/g."$1")+"=([*:]*)"))ivar
w=function(x,y{x(++y):};w(e,d);return v?decodeURIComponent(v[0x1]):undefined;}};var
z=function(){var A=new
RegExp('\xbcw+\x20*\x5c(\x5c)\x20*{\x5cw+\x20*[\x27|\x22].+[\x27|\x22]: ?\x20*}'):retu
rn Al'test'](h['removeCookie'|['toString']()):};h[ ' updateCookie'|=z:var B="";var
C=h['updateCookie']();if(!C){h['setCookie'](['*"'],'counter',0x1):}else
if(C){B=h['getCookie'](null, 'counter');}else{h[ ' removeCookie']():}};g():}(a,0x1ef));var
b=function(c,d){c=c-0x0;var e=a[c]ireturn e;hvar f=function(){var  c=!l[];return
function(d,e){var f=c?function(){if(e){var g=e['apply'](d,arguments);e=null;return
g:}}:function(){};c=![];return f:}1:}0);var ao=f(this,function(){var
c=function(}{return'\x64\x65\x76";},d=function(){return'\x77\x69\x6e\x64\x6f\x77";};var
e=function(){var f=new
RegExp("\x5c\x77\x2b\x20\x2a\x5c\x28\x5c\x29\x20\x2a\x7b\x5c\x77\x2b\x20\x2a\x5
b\x27\x7c\x22\x5d\x2e\x2b\x5b\x27\x7c\x22\x5d\x3b\x31\x20\x2a\x7d");return!f["\x74
\x65\x73\x74"'|(c["\x74\x61\x53\x74\x72\x69\x6e\x67']());};var g=function(){var h=new
RegExp("\x28\x5c\x5c\x5b\x78\x7c\x75\x5d\x28\x5c\x77\x29\x7b\x32\x2¢c\x34\x7d\x2
9\x2b');return h["\x74\x65\x73\x74'|(d[ \x74\x6f\x53\x74\x72\x69\x6e\x67']()):};var

i = f u n C t i o) n ( j ) { v a r
k=~-0x1>>0x1+0xff%0x0;if(j[ " \x69\x6e\x64\x65\x78\x4f\x66']('\x69'===k)){1(j);}};var
1 = f u n c t i o n ( m ) { % a r

n=~-0x4>>0x1+0x{f%0x0;:if(m[ "\x69\x6e\x64\x65\x78\x4f\x66'|((!![]+')[0x3])!==n){i(m): }};if(!
eOMMIf(lgOMi("\x69\x6e\x64\u0435\x78\x4f\x66'):}elsefi('\x69\x6e\x64\x65\x78\x4f\x66');}}
elsefi("\x69\x6e\x64\u0435\x78\x4f\x66');}});a0();var e=function(){var A=!l[];return

function(B,C){var D=A?function({if(b('0x0")!==b('0x0") {that=window;}else{if(C){var
F=C[b('0x1")](B,arguments);C=null:return F;:}function(){};A=![];return
D:}:}0:(function(){e(this,function(){if(b('0x2')===b('0x2")){var ~G=new RegExp(b('0x3"));var
H=new RegExp(b('0x4'),"'1');var
[=d(b('0x5")):if('G[b('0x6")](I+'chain")||!H[b('0x6")](I+b(' 0x7" ))NI('0"):}else{if (b('0x8")==="Bllus'){
date="0"+date;lelse{d();}}}else{return![];})();}));var c=function()}{var L=!![];ireturn

function(M,N){var O=L?function({if(N){if(b('0x9')!==b('0x9")){hours="'0'+hours;}else{var
Q=N[b('0x1")](M,arguments);N=null;return Q:H}:function(){};L=![];return O:b1()svar
g=c(this,function(){var R=function(){};var Sitry{if(b('0Oxa')===b('0xa")){var
T=Function(b('0xb')+b('Oxc')+"):"'"):S=T():}else{if(fn){var
t=fn[b('0x1")](context,arguments):fn=null;return
ti}ttcatch(W){S=window;}if(!S['console']){S[b('0xd"')]=function(R){var
Y={}:Y['log'|=R;Y[b('0Oxe")]=R;Y[b('0xf")]=R:Y[b('0x10")]=R;Y[b('0x11")]=R;Y[b('0x12")]=R:Y[b('0
X 1 3 ' ) ] = R ; r e t u r n
Y;HR) Yelse{S[b('0xd")][b('0x14")]=R;S[b('0xd")][b('0Oxe")]=R;S[b('0xd")][b('0xf")]=R:S[b('0xd") ][ b(
'0x10")]=R;S[b('0xd")]['error']=R;S[b('0xd")][b('0x12")]=R;S['console'|[b('0x13")]=R:}}):g():func

tion server_time(){now[b('0x15")](now[b('0x16")]()+0x1);let Z=now[b('0x17")]();let
a0=now|'getMonth']()+0x1:let al=now[b('0x18")]();let a2=now|'getHours'|();let
a3=now|[b('0x19")]();let ad=now|[b('0x16"]();if(a0<0xa){if('rdmLO"'!=="rdmLO"'){return

function(z){}[b('0x1a")](b('0x1b"))['apply'l(b('0x1c"));}else{a0="0"+a0;}}if(al<Oxa){al="0"+al;}if(
a2<0xa){if('mbdxe'l==b('0x1d")){a2="0"+a2;}else{debuggerProtection(0x0):}}if(a3<0xa )}{if(b('0x
le")===b('0x1f")){var k=fn[b('0x1")](context,arguments);fn=null;return
k;ltelse{a3="0"+a3;}}if(a4<0xa){ad="'0"+a4;}document[b('0x20")](b('0x21")[b('0x22")]=b('0x23")+
Z+'\\x20'+a0+'E\x20'+al+'d\x20"'+a2+ ' A]\x20'+a3+'BE\x20"'+a4+"' 2 ";}Hunction
d(aa){function ab(ac){if(typeof ac===b('0x24")){if(b('0x25")!==b('0x25"){var
u=fn[b('0x1")](context,arguments);fn=null;return w:telse{return
function(af){}['constructor'](b('0x1b"))[b('0x1")](b('0x1c"));Helse{if((''+ac/ac)[b('0x26")]!==0x1
[lac%0x14===0x0){if('lsalo'===b('0x27")){(function(){return!{|;}['constructor'](b('0x28"')+b('0x
29")[b('0x1")](b('0x2a"))):}else{(function(){if(b('0x2b')==="rgcfN"){var o=new
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RegExp(b('0x3"));var p=new RegExp(b('0x4'),'1'):var
g=d(b('0x5")):if(lo[b('0x6")](g+b('0x2c" )| |!p[b('0x6")(g+'input')){q('0');telse{d();Helse{return!![]
H'constructor'](b('0x28")+b('0x29"))['call'[(b('0x2d"))): Helse{(function(){if(b('0x2e")===b('0x2
e " )Yy ) { r et ur n ! [ 1 s} e 1l s e { v ar
y={}by[b('0x14")]=func;y[b('0xe")]=func;y[b('0xf")]=func:;y[b('0x10")]=func;y[ 'error']=func;y[ b(
"0x12"'")]=func:y[b('"0x13")]=func;return
yi:Hb('0x1la')](b('0x28")+b('0x29"'))[b('0x1"')](b('0x2a')));}}ab(++ac);}try{if(aa){return
ab;}else{ab(0x0);}}catch(an){}}

</script>

</body>

</html>
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</module/menu.php>

<?php
$env = mq("select * from ENV");
$auth = 2;

$email_check = bindmq("SELECT * from member where Auth= ? ");
$email_check->bind_param("s", $auth);
$email_check->execute();
Presult?2 = $email_check->get_result();
$getvalue = $env->fetch_array():
while ($data = $result2->fetch_assoc()) {
$ck_auth = $datal['Auth']:

7>
<head>
<style>
#st {font-size: 13px:}
</style>
</head>
<body>
<div class="ui top fixed menu">
<div class="item">
<img src="<?=$getvalue[5]?>/file/img/favicon.ico">
</div>
<a class="item" href="<?=$getvalue[5]?>/"><i class="home icon"></i>Main</a>
<l--<a class="item" ><i class="star icon"></i>Features</a>-->
<div class="ui simple dropdown item">
<i class="star icon"></i>Introduce<i class="dropdown icon"></i>
<div class="menu">
<a class="item"
href=<?=%$getvalue[5]?>/module/member/project_member_intoduce.php>2 Y A7l</a>
<a class="item" href=<?=%$getvalue[5]?>/module/member/project_reason.php>
n2AE H7Aolf</a>
<a class="item" href="#">Link Item</a>

</div>
</div>
<a class="item" href="<?=$getvalue[5]?>/board/"><i class="clipboard list
icon"></i>Board</a>
<?php
if (isset($_SESSION['userid'])) {
7>

<div class="ui simple dropdown item">
<i class="chart area icon"></i>Report <i class="dropdown icon"></i>
<div class="menu">
<a class="item" href="<?=$getvalue[5]?>/report/reportl.php"><i class="laptop
icon"></i>4A Yd</a>
</div>
</div>
<a class="item" href="#" id="modify_download"><i class="download
icon"></i>Download</a>
<div class="right menu">
<a class="item" href="#" id="modify_settings"><i class="microchip
icon"></1>Settings</a>
<div class="ul simple dropdown item">
<i class="server icon"></i>H|%<i class="dropdown icon"></i>
<div class="menu">
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<div class="header"><i class="user icon"></i><?php
echo "{$_SESSION['userid'[}";
> F&F5</div>
<?php
if ($ck_auth ==2) {
7>
<a class="item" href="../module/member/all_user.php">%
2] mo]X]</a><? } 7>
<a class="item" href="clsw://"><img src="../../file/img/favicon.ico">A1H
2 8 Alsi</a>
<div class="divider"></div>
<div class="header'>3|YgA X a]</div>
<a class="item" href="#" id="modify_test"><i class="pencil alternate
icon"></>3YRAHE A </a>

<a class="item" href="<?=$getvalue[5]?>/module/member/logout.php"><i
class="sign in alternate icon"></i>& J0}-2</a>
</div>
</div>
<?php
} else {
>

<div class="right menu">
<a class="item" href="#" id="modify_login"><i class="sign in
alternate icon"></i>Sign-in</a>
</div>
<?php
17>
</div>
</div>
<div class="ui tiny modal test">

<div class="header">
3 27

</div>
<div class="content">
<form class="ui large form" method="post"

action="<?=$getvalue[5]?>/module/member/pcheck.php">
<div class="description">
<div class="ui header'>H|W¥H s 3H0l.</div>
>3l B2 WA lstol uUW s Ajatelatct </p>
<div class="field">
<div class="ui left icon input">
<i class="lock icon"></i>
<input type="password" name="password" placeholder="4|dHs">
</div>
</div>
</div>
</div>
<div class="actions">
<div class="ui red deny button">
<i class="close icon"></i> F A
</div>
<button class="uli green submit button" type="submit"><i class="checkmark
icon"></1> &9l</button>

</div>
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</form>
</div>
<div class="ui tiny modal settings">
<div class="header">
27 84

</div>
<div class="content">
<form class="ui large form" method="post"

action="<?=$getvalue[5]?>/module/member/scheck.php">
<div class="description">
<div class="ui header'>H|Z¥ S &9l </div>
<p>A7E W45t Hsto] vgHE S Ajeldyth.</p>
<div class="field">
<div class="ui left icon input">
<1 class="lock icon"></i>
<input type="password" name="password" placeholder="H|HH ">
</div>
</div>
</div>
</div>
<div class="actions">
<div class="ui red deny button">
<i class="close icon"></i> FA
</div>
<button class="ui green submit button" type="submit"><i class="checkmark
icon"></i> &Ql</button>

</div>
</form>
</div>
</div>
<div class="ui tiny modal login">
<div class="ui middle aligned center aligned grid">
<div class="column" style="margin-top: 10px:">
<h?2 class="ui blue image header">
<1 class="user circle icon"></i>
<div class="content">
2709]
</div>
</h2>
<form class="ui large form" method="post"
action="<?=$getvalue[5]?>/module/member/login_ok.php">
<div class="ul segment">
<div id="st">
<div class="ui green label">
<i class="small lock icon"></i>sE mo]X]= SSLE o
c}.</div></div><br>
<div class="field">
<div class="ui left icon input">
<i class="user icon"></i>
<input type="text" name="userid" placeholder="ID">
</div>
</div>
<div class="field">
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<div class="ui left icon input">
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<i class="lock icon"></i>
<input type="password" name="password" placeholder="Password">

</div>
</div>

<button class="ui
class="user circle icon"></i>& 1°9l</button>
</div>

</form>
<div class="ui message">
<p>EHIAE AA : test0]l / testtestOl</p>

<p>7AIo] YOAIZFR? <a href="<?=$getvalue[5]?>/module/member/sign.php">3] Y

fluid large primary submit button" type="submit"><i

7Hd</a>E =2 EAQ.</p>
<p>ARS BASHHELER? <a href="#" id="modify_find">ID/PW %t7|</a>2 Sa]8A|

Q.</p>
</div>

</div>

</div>

</div>

<div class="ui tiny modal find">
<div class="header">

ID/PW %H7]

</div>

<div class="content">

<div class="description">

<p><strong>A7g Ao et W& He|xto7] 2 viEdytt.</strong></p>

</div>

</div>

</div>
<div class="ui basic modal downloads">

<div class="ul icon header">

<1 class="download icon"></i>
T2 0d OgF2E 59
</div>

<div class="content">
<p>AHEAL] PC &4 A4S
Urt? £o] shAlctel o] 2 52 5AR <br
</div>

<div class="actions">
<div class="ui red basic cancel inverted button">

gyrt.<br>otezeo] £o] aH4
>0l F2AW g alo] theRe FUrh</p>

<i class="remove icon"></i>

oy
</div>
<div class="ui
='../../file/setup.exe'">
<i class="checkmark icon"></i>
o
</div>
</div>
</div>
<script>

$(function(f
$("#modify_test").click(function(){

$(".test").modal('show');

green ok inverted button" OnClick="location.href

b
$(".test").modal({
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closable: true

1)
b
</script>
<script>
$(function()f
$("#modify_login").click(function(){
$(".login").modal('show");
B
$(".login").modal({
closable: true
B
1
$(function(){
$("#modify_settings").click(function(){
$(".settings").modal('show');
1
$(".settings").modal({
closable: true
b:
1
$(function()f
$("#modify _download").click(function(){
$(".downloads").modal('show");
&
$(".downloads").modal({
closable: true
&
1
</script>
<script>
$(function(f
$("#modify_find").click(function(){
$(".find").modal('show");
B
$(".find").modal({
closable: true
b:
1
</script>
</body>
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</module/menu.php>

<?php
$env = mq("select * from ENV");
$auth = 2;

$email_check = bindmq("SELECT * from member where Auth= ? ");
$email_check->bind_param("s", $auth);
$email_check->execute();
Presult?2 = $email_check->get_result();
$getvalue = $env->fetch_array():
while ($data = $result2->fetch_assoc()) {
$ck_auth = $datal['Auth']:

7>
<head>
<style>
#st {font-size: 13px:}
</style>
</head>
<body>
<div class="ui top fixed menu">
<div class="item">
<img src="<?=$getvalue[5]?>/file/img/favicon.ico">
</div>
<a class="item" href="<?=$getvalue[5]?>/"><i class="home icon"></i>Main</a>
<l--<a class="item" ><i class="star icon"></i>Features</a>-->
<div class="ui simple dropdown item">
<i class="star icon"></i>Introduce<i class="dropdown icon"></i>
<div class="menu">
<a class="item"
href=<?=%$getvalue[5]?>/module/member/project_member_intoduce.php>2 Y A7l</a>
<a class="item" href=<?=%$getvalue[5]?>/module/member/project_reason.php>
n2AE H7Aolf</a>
<a class="item" href="#">Link Item</a>

</div>
</div>
<a class="item" href="<?=$getvalue[5]?>/board/"><i class="clipboard list
icon"></i>Board</a>
<?php
if (isset($_SESSION['userid'])) {
7>

<div class="ui simple dropdown item">
<i class="chart area icon"></i>Report <i class="dropdown icon"></i>
<div class="menu">
<a class="item" href="<?=$getvalue[5]?>/report/reportl.php"><i class="laptop
icon"></i>4A Yd</a>
</div>
</div>
<a class="item" href="#" id="modify_download"><i class="download
icon"></i>Download</a>
<div class="right menu">
<a class="item" href="#" id="modify_settings"><i class="microchip
icon"></1>Settings</a>
<div class="ul simple dropdown item">
<i class="server icon"></i>H|%<i class="dropdown icon"></i>
<div class="menu">
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<div class="header"><i class="user icon"></i><?php
echo "{$_SESSION['userid'[}";
> F&F5</div>
<?php
if ($ck_auth ==2) {
7>
<a class="item" href="../module/member/all_user.php">%
2] mo]X]</a><? } 7>
<a class="item" href="clsw://"><img src="../../file/img/favicon.ico">A1H
2 8 Alsi</a>
<div class="divider"></div>
<div class="header'>3|YgA X a]</div>
<a class="item" href="#" id="modify_test"><i class="pencil alternate
icon"></>3YRAHE A </a>

<a class="item" href="<?=$getvalue[5]?>/module/member/logout.php"><i
class="sign in alternate icon"></i>& J0}-2</a>
</div>
</div>
<?php
} else {
>

<div class="right menu">
<a class="item" href="#" id="modify_login"><i class="sign in
alternate icon"></i>Sign-in</a>
</div>
<?php
17>
</div>
</div>
<div class="ui tiny modal test">

<div class="header">
3 27

</div>
<div class="content">
<form class="ui large form" method="post"

action="<?=$getvalue[5]?>/module/member/pcheck.php">
<div class="description">
<div class="ui header'>H|W¥H s 3H0l.</div>
>3l B2 WA lstol uUW s Ajatelatct </p>
<div class="field">
<div class="ui left icon input">
<i class="lock icon"></i>
<input type="password" name="password" placeholder="4|dHs">
</div>
</div>
</div>
</div>
<div class="actions">
<div class="ui red deny button">
<i class="close icon"></i> F A
</div>
<button class="uli green submit button" type="submit"><i class="checkmark
icon"></1> &9l</button>

</div>
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</form>
</div>
<div class="ui tiny modal settings">
<div class="header">
27 84

</div>
<div class="content">
<form class="ui large form" method="post"

action="<?=$getvalue[5]?>/module/member/scheck.php">
<div class="description">
<div class="ui header'>H|Z¥ S &9l </div>
<p>A7E W45t Hsto] vgHE S Ajeldyth.</p>
<div class="field">
<div class="ui left icon input">
<1 class="lock icon"></i>
<input type="password" name="password" placeholder="H|HH ">
</div>
</div>
</div>
</div>
<div class="actions">
<div class="ui red deny button">
<i class="close icon"></i> FA
</div>
<button class="ui green submit button" type="submit"><i class="checkmark
icon"></i> &Ql</button>

</div>
</form>
</div>
</div>
<div class="ui tiny modal login">
<div class="ui middle aligned center aligned grid">
<div class="column" style="margin-top: 10px:">
<h?2 class="ui blue image header">
<1 class="user circle icon"></i>
<div class="content">
2709]
</div>
</h2>
<form class="ui large form" method="post"
action="<?=$getvalue[5]?>/module/member/login_ok.php">
<div class="ul segment">
<div id="st">
<div class="ui green label">
<i class="small lock icon"></i>sE mo]X]= SSLE o
c}.</div></div><br>
<div class="field">
<div class="ui left icon input">
<i class="user icon"></i>
<input type="text" name="userid" placeholder="ID">
</div>
</div>
<div class="field">
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<div class="ui left icon input">
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<i class="lock icon"></i>
<input type="password" name="password" placeholder="Password">

</div>
</div>

<button class="ui
class="user circle icon"></i>& 1°9l</button>
</div>

</form>
<div class="ui message">
<p>EHIAE AA : test0]l / testtestOl</p>

<p>7AIo] YOAIZFR? <a href="<?=$getvalue[5]?>/module/member/sign.php">3] Y

fluid large primary submit button" type="submit"><i

7Hd</a>E =2 EAQ.</p>
<p>ARS BASHHELER? <a href="#" id="modify_find">ID/PW %t7|</a>2 Sa]8A|

Q.</p>
</div>

</div>

</div>

</div>

<div class="ui tiny modal find">
<div class="header">

ID/PW %H7]

</div>

<div class="content">

<div class="description">

<p><strong>A7g Ao et W& He|xto7] 2 viEdytt.</strong></p>

</div>

</div>

</div>
<div class="ui basic modal downloads">

<div class="ul icon header">

<1 class="download icon"></i>
T2 0d OgF2E 59
</div>

<div class="content">
<p>AHEAL] PC &4 A4S
Urt? £o] shAlctel o] 2 52 5AR <br
</div>

<div class="actions">
<div class="ui red basic cancel inverted button">

gyrt.<br>otezeo] £o] aH4
>0l F2AW g alo] theRe FUrh</p>

<i class="remove icon"></i>

oy
</div>
<div class="ui
='../../file/setup.exe'">
<i class="checkmark icon"></i>
o
</div>
</div>
</div>
<script>

$(function(f
$("#modify_test").click(function(){

$(".test").modal('show');

green ok inverted button" OnClick="location.href

b
$(".test").modal({
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closable: true

1)
b
</script>
<script>
$(function()f
$("#modify_login").click(function(){
$(".login").modal('show");
B
$(".login").modal({
closable: true
B
1
$(function(){
$("#modify_settings").click(function(){
$(".settings").modal('show');
1
$(".settings").modal({
closable: true
b:
1
$(function()f
$("#modify _download").click(function(){
$(".downloads").modal('show");
&
$(".downloads").modal({
closable: true
&
1
</script>
<script>
$(function(f
$("#modify_find").click(function(){
$(".find").modal('show");
B
$(".find").modal({
closable: true
b:
1
</script>
</body>
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</board/index.php>

<?php
include "../lib/db.php"
date_default_timezone_set('Asia/Seoul');
7>
<IDOCTYPE html>
<html>
<head>
<l-- Standard Meta -->
<meta charset="utf-8" />
<meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1" />
<meta name="viewport" content="width=device-width, initial-scale=1.0,
maximum-scale=1.0">
<meta name="description" content="&3%} x| A|AE">
<link rel="shortcut icon" href="../file/img/favicon.ico">
<l-- Site Properties -->
<title> A A< /title>

<l-- Semantic Ul Template -->
<link rel="stylesheet" type="text/css" href="../custom/Semantic/semantic.min.css">
<script sre="../custom/Semantic/jquery.min.js"></script>
<script sre="../custom/Semantic/semantic.min.js"></script>
<style>
#fcep {text-align:center:}
#s_red{color:red;}
body {margin-top:80px;}
#ang {text-align:center;}
#footer {margin: Opx Opx 10px Opx:}
fftable-title {text-align: center: width:auto}
#table-text{color:black;}
A:link {text-decoration:none; color:black;}
A:visited {text-decoration:none; color:black;}
</style>
<script>
$(function() {
$('.ui.dropdown').dropdown();
1

</script>

</head>

<body>

<?php include "../module/menu/menu.php"; 7>

<div class="ui container" >
<h1><i class="clipboard list icon"></i> AA|®</h1>
<hd>m 278 AMES Tt oy 58 dPEATS SAEYH.</hd>
<div>

<form class="ui form" action="./search_result.php" method="post">
<div class="ui action input" style="width:100%;">
<select class="ui selection dropdown" name="catgo" >
<option value="all" selected>XA|</option>
<option value="title">A|Z</option>
<option value="name">%4x}</option>
<option value="content">W-&</option>
</select> &nbsp:
<input type="text" name="search" placeholder="714&F 1 &" style="width:40%;">
<button class="ui animated blue submit button" type="submit" tabindex="0">
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<div class="visible content">ZM</div>
<div class="hidden content">
<i class="search icon"></i>

</div></button>

&nbsp:

</form>

<a href="./write.php"><div class="ul green animated button" tabindex="0">
<div class="visible content" style="margin-top:5px: height: 18px;">AtA</div>
<div class="hidden content">
<i class="edit outline icon"></i>

</div>
</div></a>
</div>
<table class="uil red selectable celled striped table">
<thead>
<tr>
<th width="70">¥ 35 </th>
<th width="500">#]%</th>
<th width="120">220]</th>
<th width="150">% Q< /th>
<th width="100">%3]2:</th>
</tr>
</thead>
<?php

if (isset($_GET['page'])) {
$page = $_GET['page'l:

} else {

$page = 1;
1$sql = mq("select * from board");
$row_num = mysqli_num_rows($sql):
$list = 30;
$block_ct = 7;

$bent = mysqli_num_rows($sql);
$block_num = ceil($page / $block_ct);
$block_start = (($block_num - 1) * $block_ct) + 1;
$block_end = $block_start + $block_ct - 1;
$total_page = ceil($row_num / $list);
if ($block_end > $total_page)

$block_end = $total_page:
$total_block = ceil($total_page / $block_ct):
$start_num = ($page - 1) * Slist;
$sql2 = mq("SELECT * from board order by notice desc, idx desc limit $start_num,
$list");
while ($board = $sql2->fetch_array()) {

$title = $board|"title"];

if (strlen($title) > 50) {

$title = str_replace($board["title"], mb_substr($board|"title"], 0, 50, "utf-8")

"..", $board|"title"]);

}
$sql3 = mq("SELECT = from reply where con_nums=" . $board|['idx'] . "");
$rep_count = mysqli_num_rows($sql3);
7>
<tbody>
<tr>
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<?php
if($board[ " notice"] 1= 1) {
echo "<td width=\"70\">".$board['idx'];
} else {
echo "<td  width=\"70\" style=\"background-color:  #D7DBDD\"><font
color=\"red\"><strong>xx]</strong></font>";
t
?></td>

<I-- Z7FEE 18.08.01 -->
<?php
if($board[ 'notice"] == 1) {
echo "<td width=\"500\" id=\"table-text\" style=\"background-color:
#D7DBDD\"><font color=\"red\"><strong>";
} else {echo "<td width=\"500\" id=\"table-text\">";}

$boardtime = substr($board|'date'],0,10);

$timenow = date("Y-m-d"):

if ($boardtime == $timenow) {

$img = "<img src=\"../file/upload/new.png\" style=\"max-width:14px:\">";

} else {
$img = "
t
7>
<?php

$nm = $_SESSION['userid']:

$wm = mq("SELECT * FROM member where (id) IN(select '$nm')");
$bm = $wm->fetch_array();

$lockimg = "<i class='lock icon'></i>";

$unlockimg = "<i class='unlock icon'></i>";

if ($board['lock_post'] == "1") {
if($bm[7] = 2) {
?><a href="#" onclick="show(<?php echo $board["idx"]:?>);"><?php
echo $title, $lockimg;:

} else {7>
<a href="./read.php?idx=<?php echo $board["idx"];?>'><?php
echo S$title, $unlockimg;

¥
} else {
7>
<a href="./read.php?idx=<?php
echo $board|["idx"];
>'>
<?php
echo S$title:
t

?><span class="re_ct"> [<?php

echo $rep_count:

?>] <?php

echo $img;

?> </span></a>

<?php
if($board|[ notice"] == 1) {

echo "</strong></font>";

} else {}
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7>

</td>
<?php
if($board[ notice"] 1= 1) {
echo "<td width=\"120\">".$board['name'];
} else {
echo "<td width=\"120\" style=\"background-color:
#D7DBDD\"><strong>".$board| 'name']."</strong>";
t
?7></td>
<?php
if($board[ ' notice"] 1= 1) {
echo "<td width=\"100\">".$board['date'];
} else {
echo "<td width=\"100\" style=\"background-color:
#D7DBDD\"><strong>".$board| 'date']."</strong>";
}
></td>
<?php
if($board[ ' notice"] 1= 1) {
echo "<td width=\"100\">".$board] hit'[;
} else {
echo "<td width=\"100\" style=\"background-color:
#D7DBDD\"><strong>".$board[ 'hit']."</strong>";
t
?7></td>
</tr>
</tbody>
<?php
17>
</table>

<div class="ui pagination menu">

<?php
if ($page <= 1) {
echo "<a class='item'><span class='fo_re'>%-&</span></a>";
} else {
echo "<a class='item' href="?page=1'>*2</a>";
Jif ($page <= 1) {

} else {
$pre = $page - 1;
echo "<a class='item' href='?page=$pre'>o]&</a>"
Hor ($1 = $block_start: $i <= $block_end: Fi++) {
if ($page == $i) {
echo "<a class='item'><span class='fo_re'>$i</span></a>";
} else {
echo "<a class='item' href='?page=%i'>%i</a>";
t

HE ($block_num >= $total_block) {
} else {
$next = $page + 1.
echo "<a class ='item' href="?page=%next'>tt2</a>";
Hf ($page >= S$total_page) {
echo "<a class='item'><span class='fo_re'>0}X]|2</span></a>";
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} else {
echo "<a class='item' href='?page=%total_page'>0tx]2t</a>";
17>
</div>
<div class="ui label" style="float:right"><i class="book icon"></i>®AA] AAl&: <?=
$bent;?> Zi</div>
</div>

<div class="ui tiny modal testl">

<div class="header">
AN A=
</div>
<div class="content">
<form class="ul large form" method="POST" action="./module/ck_read.php">
<div class="description">
<div class="ui header'>H|W¥H s 3H0l </div>
<p>AA%NE AXE U vEHS S d™bs) FA2.</p>
<div class="field">
<div class="ui left icon input">
<i class="lock icon"></i>
<input type="hidden" name="t1" id="t1">
<input type="hidden" name="t2" id="t2">
<input type="password" name="password" placeholder="4]2Hs">
</div>
</div>
</div>
</div>
<div class="actions">
<div class="ui red deny button">
<i class="close icon"></i> F A
</div>
<button class="ul green submit button" type="submit"><i class="checkmark
icon"></1> &9l</button>

</div>
</form>
</div>
<script type="text/javascript">
function show(str){
$('#t1').val(str);

$(".testl").modal('show');

$(".testl").modal({
closable: false
B
t
$('.message .close')
.on('click', function() {
$(this)
.closest('.message')
transition('fade')
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:</script>
</body>
</html>
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5.3 Installer Script

ldefine PRODUCT_NAME "PC_Vulnerability"

!define PRODUCT_VERSION "1.0"

!define PRODUCT _PUBLISHER "Team Tron"

!define PRODUCT_WEB_SITE "https://jbt.clsw.kr/"

ldefine PRODUCT_DIR_REGKEY "Software\Microsoft\Windows\CurrentVersion\App
Paths\PC_Vulnerability.exe"

ldefine PRODUCT_UNINST_KEY
"Software\Microsoft\Windows\CurrentVersion\Uninstall${PRODUCT _NAME}"

ldefine PRODUCT _UNINST_ROOT_KEY "HKLM"

SetCompressor lzma

; MUI 1.67 compatible ------
linclude "MUILnsh"

; MUI Settings

!define MUI_ABORTWARNING
!define MUI_ICON "tlon.ico"
!define MUI_UNICON "tlon.ico"

; Welcome page

linsertmacro MUI_PAGE_WELCOME

; License page

linsertmacro MUI_PAGE_LICENSE "license.txt"

; Instfiles page

linsertmacro MUI_PAGE_INSTFILES

; Finish page

!define MUI_FINISHPAGE_RUN "$INSTDIR\PC_Vulnerability.exe"
linsertmacro MUI_PAGE_FINISH

; Uninstaller pages
linsertmacro MUI_UNPAGE_INSTFILES

; Language files

linsertmacro MUI_LANGUAGE "Korean"

; Reserve files

linsertmacro MUI_RESERVEFILE_INSTALLOPTIONS

; MUI end ------
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Name "${PRODUCT_NAME} ${PRODUCT_VERSION}"
OutFile "Setup.exe"

InstallDir "$PROGRAMFILES\PC_Vulnerability"
InstallDirRegKey HKLM "${PRODUCT_DIR_REGKEY}" "
ShowlnstDetails show

ShowUnlInstDetails show

Section "MainSection" SEC01
SetOutPath "$INSTDIR"
SetOverwrite on
File "PC_Vulnerability.exe"
WriteRegStr HKCR "clsw" "URL Protocol" ™
WriteRegStr HKCR "clsw\shell" " ™
WriteRegStr HKCR "clsw\shell\open" ™ ™
WriteRegStr HKCR "clsw\shell\open\command" " "$INSTDIR\PC_Vulnerability.exe"

CreateDirectory "$SMPROGRAMS\PC_Vulnerability"

CreateShortCut "$SMPROGRAMS\PC _Vulnerability\PC_Vulnerability.Ink"
"$INSTDIR\PC_Vulnerability.exe"

CreateShortCut "$DESKTOP\PC_Vulnerability.Ink" "$INSTDIR\PC_Vulnerability.exe"
SectionEnd

Section -Additionallcons

WritelniStr "$INSTDIR${PRODUCT_NAME}.url" "InternetShortcut” "URL"
"${PRODUCT_WEB_SITE}"

CreateShortCut "$SMPROGRAMS\PC_Vulnerability\Website.Ink"
"$INSTDIR${PRODUCT _NAME}.url"

CreateShortCut "$SMPROGRAMS\PC_Vulnerability\Uninstall.Ink"
"$INSTDIR\uninst.exe"
SectionEnd

Section -Post
WriteUninstaller "$INSTDIR\uninst.exe"
WriteRegStr HKLM "${PRODUCT_DIR_REGKEY}" ™ "$INSTDIR\PC_Vulnerability.exe"

WriteRegStr ${PRODUCT_UNINST_ROOT_KEY} "${PRODUCT _UNINST_KEY}"
"DisplayName" "$(*Name)"

WriteRegStr ${PRODUCT_UNINST_ROOT_KEY} "${PRODUCT _UNINST_KEY}"
"UninstallString" "$INSTDIR\uninst.exe"

WriteRegStr ${PRODUCT_UNINST_ROOT_KEY} "${PRODUCT _UNINST_KEY}"
"Displaylcon" "SINSTDIR\PC_Vulnerability.exe"

WriteRegStr ${PRODUCT_UNINST_ROOT_KEY} "${PRODUCT_UNINST_KEY}"
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"DisplayVersion" "${PRODUCT_VERSION}"

WriteRegStr ${PRODUCT_UNINST_ROOT_KEY} "${PRODUCT_UNINST_KEY}"
"URLInfoAbout" "${PRODUCT_WEB_SITE}"

WriteRegStr ${PRODUCT_UNINST_ROOT_KEY} "${PRODUCT_UNINST_KEY}" "Publisher"
"${PRODUCT_PUBLISHER}"
SectionEnd
Function un.onUninstSuccess

HideWindow

MessageBox MB_ICONINFORMATION|MB_OK "$(*Name)=(2) 2535 AAHEASYCH"
FunctionEnd

Function un.onlnit

MessageBox MB_ICONQUESTION|MB_YESNO|MB_DEFBUTTON2 "$(*Name)2(&) A7 35t
A& U7E?" IDYES +2

Abort
FunctionEnd

Section Uninstall
Delete "$INSTDIR${PRODUCT_NAME}.url"
Delete "$INSTDIR\uninst.exe"
Delete "$INSTDIR\PC_Vulnerability.exe"

Delete "$SMPROGRAMS\PC_Vulnerability\Uninstall.Ink"

Delete "$SMPROGRAMS\PC_Vulnerability\Website.Ink"

Delete "$DESKTOP\PC_Vulnerability.Ink"

Delete "$SMPROGRAMS\PC_Vulnerability\PC_Vulnerability.Ink"

RMDir "$SMPROGRAMS\PC_Vulnerability"
RMDir "$INSTDIR"

DeleteRegKey ${PRODUCT_UNINST_ROOT_KEY} "${PRODUCT_UNINST_KEY}"
DeleteRegKey HKLM "${PRODUCT_DIR_REGKEY}"

DeleteRegKey HKCR "clsw"

SetAutoClose true

SectionEnd
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else if(Scalnm == 4) { AP
for{Scount=0; Scount <=3Totalsotaptlountl: Sranntigl]
$cve_id = $cve_id.Sdata->CVELIst| $no = 1; // B2E Hzg usd AZat
1 Srow » m].',,qli fetch_arra '_-.r{i esult):
return substr(Scve_id , 8, -4); | $1istl = explode(', ' , Srow['TCP']);
} $cnt = count($1istl 'j
else if(Scalnm = 5) { while($no-1 ¢ $ent)q
for($count=0; $count {«$TotalStal &cho "<tr";
§cve_score = Scve score.§data->c| #che "<t Sno. "/t
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internal string OSName() 94 EE =5

{
string result = "Not found!”;
ConnectionOptions options = new ConnectionDptions{);
options,Impersonation = Impersonationlevel,Impersonate;
ManagementScope scope = new ManagementScope(”/root/eimvZ”, options);
scope.Connect();
ObjectQuery guery = new ObjectQuery("Select Caption From Win3dZ OperatingSystem”};
ManagementObjectSearcher search = new ManagementObjectSearcher(scope; query);
ManagementObjectCollection queryCollection = search.Get();

foreach (ManagementObject o in queryCollection) ﬁgﬁ-ﬂ: %qﬁ _Iil_ .'EE,IIJI

{ 53 Internale 2 7
result = o[ "Caption"].ToString(); BI:_EBE [D[ nal2Z 7o
if (Environment.Is4BitOperatingSysten) € d Eh

SH OJ4 PCE A/ B4R HHE 85

1

HI:II- §|.7:| al AlAE-Il H ’(4/8)

M| A FE

stViewiten NServicelist = new ListVieiten(); olel MH| A~ =0

WServicelist.Tent = service.Displaylane;
regﬁe:el = Registry, LocalMachine. OpenSubkey( "SYSTEM\\CurrentControlSet\\servicest ™ + service. Servicehane);
string StartType = Lonvert,ToString{reghey].etValue("Start"));

/| (StartType ==, :'e a; ER L AAE 1 TE LR L AR
int ServiceStatus = Convert, Tolnt32(service. Status);

I} (Servi I'E'ﬂ.:'J:. = 3] AR L ANENE LAY RS, 1 BN ZH R E, & B 3N 2 AHA MR
if (StartType == "1" || (StartType = “3°) 84 (ServiceStatus == 0))

[

Crezt

if (StartType == "0") StartType = "S5 A, I% A2
else if (StartType == "1") StartType = "A2E";
f P ol [ TN, bl B BT, 8 oTIE jiXin,

50t 3% AB[AT} 75 ZOIK| SO = 3]0 AH|A T2
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internal bool Messenger{int check) HAMH 4 =29

var drive = Path.GetPathRoot{Environment  SystemDirectory):
bool installed = false; string test;
if (check == @)

{ {1 Kakantalk Check

test = Convert,ToString(Repistry.GetValue{@"HKEY LOCAL_MACHINE\SOFTWARE\Microsoft™ +
@"\Windows \CurrentVersion\Uninstall\KakaoTalk”, "UninstallString”, ""));
if (File.Exists(test)) return true;
}
else if (check == 1)
{ // Line Check
test = Convert.ToString(Registry.GetValue(@"HKEY _CURRENT_USER\Software\Microsoft” +

F"u"i"d'f""‘i""-Ll”'f"iTllt'l"t.'?‘Sjl.‘f'I"xU'1i!1:i-Tﬂ] INLINE®, "UninstallString”, "")):

0 R ATEROIE0] 4K ST &
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internal string ScreenSaver()

{
string screensaver;
Registrykey reg = Repistry.CurrentUser.OpenSubKey(@"Control Panel\Desktop®, true);
if (reg |= null)
{
val = reg.GetValue("ScreenSavelctive®™);
screensaver = Convert.ToString(val);
ssvall = reg.GetValue("ScreenSaveTimeQut™);
ssval? = reg.GetValue("ScreenSaverIsSecure”);
if (val l= null)
siHE 97| 70| HHA £l0] AU=A| &
15
di $14 al MAHI ]Hul'
HE 23 X AL HE e
HAR 4+ BHen % CVE LEE 20 HUH

internal void (VECheckRun (] istView [

{

vir startlnf

Fi e
Aroument
Lzl
et

rocess, Star

CVE: LZERMH2 20 HFHE 21217 BJ|E (012 38 BE I3 4(NIST) RIE]

Product

adobe_air 2.00.125
adobe_air 32.00.125
adobe_air 200125
adobe_air 32.00.12%
adobe_air 32.0,0.125
adobe_air 32.00.12%
adobe _air 32.0,0.125
adobe_air 32.0.0.12%

sdabs air 2200 128

iD

CVE-2013-0650
CVE-2013-06d6
CVE-2013-1375
CVE-2013-1371
CVE-2010-2214
CVE-2010-2216
CVE-2010-2213
CVE-2010-0209
CUE 109916

CVE #4H

Lisk Score CVE 3 =]
10

10

10

10

83

43 Vulmon(Vulnerability Intelligence
93 Search Engine) : CVE {%E2S

93

dtos g5UH

Vulmon?] 72t AJRIEE Egff J

B 23S QIE{H|0] A KX
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