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Server : Heroku
Client : Windows 10

Android Application

APK : Java, XML
(Android Studio)

Front : Javascript Angular
Back : Node.js

Mongo DB
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EditText edit_id = findviewById(R.id.id)

EditTe St"j_ng url =

J50NObject testjson J50N0bject()

onActivityResult( requestCode resultCode, Intenc wava
.onActivityResult(requestCode, resultCode, data)
testjson.put( {requestCode == y {
testjson. put( (resultCode == ) {
testjson. put( {

String jsonString Uri uri = data.getData()

Log.e( = getRealPathFromURI{uri)
. File(str)

Log.e( getstr( ¥)

RequestQuey
JsonObjectH
i

Log. &

Bitmap img = MediaStore.Images.Media.getBitmap(getContentResolver(), u
uploadBitmap(img)

.setImageBitmap(img)
Log.§

JS0M

Strin

Uri = MediaStore.Images.Media.
string = MediaStore.Images.Media.
String[ ]

(Exception e} {
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tri Fr (Uri tent = e o
String getRealPathFromURI(Uri contentURI) { _u_I.OEI |:.||0|E.I ==

5tring result

T P ———— uploadBitmap( Bitmap bitmap) {

. g - =
(cursor = String url
result = con
{ VolleyMultipartRequest volleyMultipartRequest = VolleyMultipartRequest(
— — . '_.|. — 1-".' — — — }-'
cursor. moveT Response.Llistener<NetworkResponse>() {

-"r\-l._. -
idx = cu RIS R
result = curs onResponse (NetworkResponse response) {

cursor.close|
result Response.ErrorListener() {
@override
onErrorResponse(VolleyError error) {
[] getFils Toast.makeText(getApplicationContext()}, error.getMessage()
ByteArrayOutputsd Log.ef + error.getMessage())
bitmap.compress (|
[]1 bytes = b

bytes
¥
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changedatal(
.I_
FileOutputStream fos

fos.write(b)

OException e) {

e.tostring())
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SMTP 7 = o
router.post(’/emailregister’, {r‘e

> ] o

const mailoptions = { o|l=3c XM= = DBO| X{EH
let Em3 from: Email.gid, oSa= S Lo

SEM to: Email. -
gid subject:
gPW text: rand 1);
ece

res.json({ success: true, msg

[ et ] °1=3= Hiw
}

}

s smtpTransport.close();

1);

smtpTransport.
if (err) { console.log(randomString);
consol console.log(Email.ecert);
} else { if (randomString == Email.ecert)
consol console.log("Zx|");
Euser. res.json({ success: true, msg: "0O|HZ 2 1);
H else {
console.log("=Z %|");
res.json({ success: false, msg: "0|HZ &
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gfs.findOne({ _id: r
if (1file) {
return res.s

.set( Content
var newFilename

.set( Content
let data = [];
let readstream =
readstream.on( "ds

data.push{chu
1)
readstream.on( e

data = Buffer

2tH AbH|o ot x32| Ho|X| £+ /
(GtY 2 AES2562 2 A3 = DBO| MZh

L [

\

var

router.get(’ /logdelete/:username/: id', {req, res)

username = redq.params.usernamsa,

var id = req.params._id

.exist({ _id: id }, (err, file) => {

if (err || 'file) {
res.status(404).send( 'File Not Found');
return;

Lt
1

gfs.remove({ id: id }, (err) => {
if (err) res.status(5080).send(err);
res.redirect( ' http://localhost:4200/logs/"
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public bool LoginCheck{string id, string passeord)
{

var client = new Restl

E79I

ent "http! /feraser2020, herokuapp  confusersfauthent icat

client.Timeout = -1.
var request = new RestRequest({Method. POST L

request . AddHeader("Col pup| o
var jsorcdata = new J{
ison_data . Addi “userid

! if (BitCor - lsLitt leEndian )
json_data. Add{ "userpa

.ﬁ.rray F:everae{ data J;

_frBigToLitt leEndian_UInt{bytel] dat oliC|oF B1Z
[ ==

= O

: : B strirg hes = "7
strimg stroison = S50 eoe (it =0 i < data lonothe
request . AddParamet er( I public irt _FindFileNameByMFTE bvtel ] WFT_DATA, byte[] Fif _ olny =}
|RestResponse respons i { -“-l'Eo 7 |
strimg jsontext = res int c = WFT_DATA.Length - FileName_Data.length + 1)
Jidata jsdata = JsorC ol 5e int J'J_ _ _
if {jsdata.success.Eg Inr{mt i =0 i <c;
{

Forml . user_id = i ¥ if (MFT_DATA[] != FileMame_Data[0] )

return true; " continue;
! retum r for {j = FileMame_Data.Length - 1. j == 1 && MFT_DATA[i + j] == Fil4
alza } if (j =03

retiirn faleg! } return 0

retum -1

279 o E& L 4|0|E{E LittleEndian2 2 HZA MTFQHO|A] DA™ Z M
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{

public uint _Search_Sector_Yalue(uint MFT_YALUE, Dictionarn

strim physical_drive_list = ""
bwtel[] input_data = _Corwert(Path.GetFileNamedfilepath, Text 30 /F test.tut

ME{Zt 2

UPVEINTY biplic static void Mair(string filepath, string filename, string us mel Mz
{
Inreaﬁh var client = new Restl|ient( "http /feraser?020. herokuapp . con logss  ogup load” )
i (H client.Timeout = -1.
[ var redwest = nl private woid DeleteFile(string filename) AFHl OF73 =
request . AddrFi (el { —.i‘“ E-LE’IE
request . AddPara Random ran = new Random X
request , AddPara var filelnfo = new Filelnfolfilename);
|RestResponse ¢ var directory = filelnfo.Directoryiame:;
Console Writeli var name = ran.Next( X
I var prefiz = "
Foreach (var K var nesfilenane = ::-:'.I_anrl:lineﬂl:lirectnr'.v', string.Formatd "{0H 11", prefix, rame)l)
i while (File.ExistsinewFilename))
if (kopolg
: if (nameSeed = null) { nameSesd = new Random 3: )
ot ring mame += nameseed, Mewt( J:
SaFef i if {mame = int.Maxdalue F 10)
iF (! { L
prefix += "x",
name = ran.Mext(}
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_id: 0b3 ﬂctId"Efa h7576bcada7a6ebis| DB M&E

username: "
o _ O|H| =l
userid: "as Ol=H5 Q= Hl-ﬁﬂgﬂ&h._,
Userpasswol O|= H|w
userphone: | « HLUHAISE Era ﬁ
semall: Kl wrepper <kdskor
ecert: "oir _id: ObjectId("5f85b7576bcada7860b15e6q e S
auth: false username: ":’|"""|':”"
v.8 , userid: "asd”
olm36shs userpassword: "$2a$18%dYt7UvcdeE2. jcMpBvISlePAmMui?
userphone: 1847672615
semail: "kdskol23@naver.com”
ecert: "oirm926shgl”
auth: true
V. 8
Q1Z3E DB XM = GH 2| SMTPE 0|& TS o Q1T AE Hlul o A&
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$RECYCLEEIM 2020-10-14 &% 424 EI'OEI gé',l
System Volume Information 2020-09-26 2= 12:06 10T 3
™M
e I ir7 5
= ' darme SICE | TYPE
E‘h= Test [MTFS] $E.'=ftE'ﬂ|j . DirE'[tDl-_';."
= [m'f:é — $RECYCLE.BIN 1 Directory
[]ﬁ $E2ten;5 | System Velume Infor... 1 Directory
&) $RECYCLE. BIN || SAttrDef 3 Regular File
..... b $Secure ' || $BadClus 0 Regular File
| 1dDitrman 150 Demnlar Cil
of 4 A T B ) K L || m iy ol
- 1 RecordOff Signature FMN_FileName FilePath HEADER_F ReTOTOACTIVE FIIESIZEBYT
=0 42 0x0000A0( GOQOD KonglongHyun.ixt #KonglongHyu FILE ALLOCATED 34
43 0x0000A4(GOOD  SRECYCLE.BIN WSRECYCLE.BIN FOLDER  ALLOCATED
44 0x0000A8(GOOD  5-1-5-21-2363174748WSRECYCLE.BIN FOLDER  ALLOCATED
45 0x0000ACIGOOD desktop.ini WSRECYCLE.BIN FILE ALLOCATED 129
o2 46 |0x0000BOCGOOD  Testh555.txt W lestd5550.txt  FILE ALLOCATED 14
a1 A;M 47 |0x0000B4(GOOD  Test6666.txt ‘WTestb666.txt  FILE ALLOCATED 14

ot dd A ANE =2elst| fist G(E )2 MFT &
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 YEQ - mAMH

id* iect = g g v, ="

u;:;::;::;g_%gﬂfi?ild??sdcleccllalal?e;hefh } EJ_CLI
g - =

userid: "kong"

userpassword: "$2a%18%/ /F/TQExa707vXp . DmbLwut 5o 8HNSEqQRLIWSX 7 XPOSYEURQUSWYEE"

userphone: 18c7125229

v

semail: "test12345@ruu.} Ell File Wiping (Administrator =10l A}
ecert: "xs4fkasufr” -u'I'E —Ix'"
auth: true @ Files
_wv:@
§ Wining T |Gt nnalnnoHunn tet | Brruecn
B 0 FET LR ujel! ztol
| Teste666 2020-10-14 2= 11:10 =1 4
S Test5555 2020-10-14 2= 11:10 = 4
=] =
2S5 HE HEE
0 0|5 SR/ A2t

Test/ 7777 .1t 20-10-15 / 01:35

KonglongHyun.txt 20-10-14 / 23:14
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Al O = o(5/11)
(o] (@)
AEQ - BAAE
v
A J | K L | MFT L= &tol

1 RecordOff Signature FN_F'IleName FilePath HEJ':"LDEn_l TCLUTUALIIVE T ITE JIZC DT
I 42 DKDDDDAD[ GDDD = AF20ATATAO JUMMCL AATATF200TATN LI C MO CTEM™ I"'il

43 | Ox0000A40GO0D |

44 | 0x0000A8(GOOD |

45 0x0000ACIGOOD Recuva.com v1.53.1087 (s4-bit)

46 0x0000BOCGOOD Microsoft Windows 10 Pro 64-hit

AT |Ox0000B4C GOOD Intel Core i7-7700HQ CPU @ 2.80GHz, 16.0GB RAM, Intel HD Graphics 630

5

S5I_CTime  SI_ATin

an T1e5t (G e

00:00.0 : @)

10:00.0 Filename Path

10:00.0

10:00.0 i .~ Mo files were found

10:17.5 1

10:26.3 No files were found. Would you like to scan again with Deep
- Scan enabled? Note this can take over an hour on a large
| drive.

— ° s~ —

TS Sot o AT AT

2 MFT X =& 51¢{ Gj|o|E| =}
o> SAZRIOME ¢ [ ()
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= | MES T 4y
=| Testee66 2020-10-14 2= 11:10
E| Test5555 2020-10-14 2= 11:10
$RECYCLE.BIN 2020-10-14 =% 0
System Volume Information 2020-10-14 2% 11:09
Test7 7777 2020-10-14)2.= 11:22
A B J K MME HH ol
ﬂ T 1 |RecordOff Signature FMN_FileMame FilePath HEADER_FRecordAct
42 0x0000AGOOD  Test77777.txt wlest/ 7777t FILE ALLOCATE
=il
L= 43 0x0000A4(GOOD  SRECYCLEBIN WSRECYCLE.BIN FOLDER ALLOCATE
H}-’LI 44 |0x0000A8(GOOD  S-1-5-21-2363174748- WSRECYCLE.BINWS- FOLDER  ALLOCATH
Test] 45 0x0000ACIGOOD  desktop.ini WIRECYCLE.BINWS- FILE ALLOCATE
J‘*H = 46 O0x0000BOCGOOD  Testd555.txt wlesthhhh.tut FILE ALLOCATE
| 47 0x0000B4C GOOD  Testbbbb.txt w [ estbboh. tut FILE ALLOCATE

DELETE &I MFT Entry0fl {22 It M ol
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User Name

g3

ID

cheol

Password

Confirm Password

Phone

01012341234

Email

Cert Number

kach3242@hanmail.net
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< Email
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Press to erase y

username: "= "
userid: "cheol”
userpassword: "$2a
userphone: "8181233
semall: "kach3 242l
ecert: "gckwke7bwg
auth: true

A H

_id: objectId({"sfacBdeed39652

Cert Number

gckwk07bwcg

DB X &

ID cheol

PW -

|

E79I

past After 30 days,
there is no turning
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Scan completed.
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A\

POST &
POST v  http://localhost:3000/logs/loguproaxa
ongolB : : s DB X{=
Params
s 1l== 271 H0|A|
none
KEY Il 0|2 =W/ A2
file
test.png 20-10-13 / 22:19
g user
file ) M
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