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% OWASP : The Open Web Application Security Project
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“ Apache -) |2 AIO|E A

“ 9, Ubuntu -> AMH H
{HI/O_IEMIX iCHtg?_im Php, Html -> ! A[O|E A
oA N\ Z2H O A7 | Rk
o . ) MySQL > 2 E = J-'I- )| __|
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HE LHE(1/11)

®DataBase(mysql) +=

o+

fconn my=qli connect("
fno $ GET['no']:;

localh

‘index.php”;

ost™,

“root"

ILE(2/12)

php server

db™y ; O PE G O

“root™,"blind

PO ER

echo "<br>™;

o inJ i ! user id 'v".""'tr‘n‘l‘ 00) n:‘f unicode ¢
T:-I_J':_-Er'lrl-l'ﬂ "SELECT * EROM ':-ql_lrljectlclrl WHERE no =u-$n0-uu; {]
fuseridoverlap= 1li gueryi{%conn, %fuserinfo); | o —
PISETP SIS TS B AR e g GRS e A e ) 2 user_pwd varchar(100) utf§_unicode ci

(fuser_db_check["no"]

echo "no: "_.fuser_db check
echo "id: " _fuser_db check
echo "emall: “.%user_db_

"B
[

[
che
(fuser_db check["no']3{
" fuser

"L huser

L AR =15

“no:
“id:

"

echo
echo

=Tl aha)

_db_check [
_db_check[
Al lee e T

]

br

-

B g W

e ()

3 user_email varchar(100) utf8 unico

4 user_name varchar(100) utf8 unicode ci

myadmin

COEFHEY W1 Null 702D 4% 31 3

WA = M it
o \ A
"MJ v'w v [{4)
H “l 9‘ A I v “}

7 Fulitext

J Normalize

DB A & myadmin g
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mtd(F) ®™ME(E) =22I(v) HA(s) EHOIE(T) =SH(H)
phpinfo.php CI2 =25 dHiE=stH AT 2E3

wnsdud5941@wnsdud5941-VirtualBox:~% sudo mv phpinfo.php fvar/www/h
tml

wnsdud5941@wnsdud5941-VirtualBox:~% sudo apt-get install python-my

2t=

y W
2 Hod
&< M |mJ
w

autoremove' to remove 1it.
ojZ| X2 AX & 2ALLICE
lient20 libpython-stdlib python python-minimal
python2.7-minimal
| X| :

o3 —in E
448
= A

W
]
\S ]
= N =@ 23

oo =0
rs

e

- —

£
b ||

python-doc python-tk python-egenix-mxdatetime
pvthon-mysgldb-dbg python2.7-doc binfmt-support

= M HZ|XIE dXg ALLICt:

libmysglclient2® libpython-stdlib python python-minimal

moj it Asol= os &8 #15
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HE LHE(3/11)

o AOIE I ZE(Z2=213H)

ot AR E2

session start();
$id = $_SESSION[ 'id'];
$name = $ SESSION['

p include('db.php"); include('check.php’};

if({is_login()){

if({isset($ SESSION[ ‘user

HTML

e>WEST</title
http-equiv=

id'1)} { header("Locatio

$user_id = $_SESSION["

try {

| $stmt = $con->prepare(
} $row = $stmt->fetch();

echo $row[’

R

h>Download

name"); $stmt->bindParam
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¢ Zlchk =z 2 JH8H(SQL Injection)

module |
SOL_checkin _file):

st J1S
0 soLinjecticon_payloads - wWindows

IR BETE) | AA 0O =T 0w) payloads

[ @R -1

ORDER BY SLEEPRP(S)
RV ORDER BY 1,SLEEP(!

anen| AN id Is Nl —
""""""" Lo SELEC

AT
1" ORDER BY 1-——+
naniined rrmman 1" ORDER BY Z2-——+
! ":'Il'-] 1 oI '-.-'||||'...'f Llink 1in soup.findALL( re.compile("A(/)((?1:).)%§"))! . =lelWi=NN= = —

1equired. decorat1on

PRUIred senarator i e e s ks erran 1as ’

" SQL Injectlon -TL
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L 4

ZICE 2 720 7H8H(XSS Injection)

a5 73

<scriptix20type="text/javascript”»javascrip payloads
<scriptifi3Etype="text/javascript”>javascrip

N - scriptitx0Dtype="text/javascript”>jav: | rion = = == = =
Bl <scripthx09type="text/javascript">javall
<scriptitx0Ctype="text/javascript”>javajl
<scriptitx2Ftype="text/javascript”>java [
<scriptifx0Atype="text/javascript”>jave
s <3 Cscript=javascriptalert(1)</scr
"> <¥x00script>javascript:alert(1)</scr
<img src=1 href=1 onerror="javascript
<audio src=1 href=1 onerror="javascri

[TEQULPEC

[TEQUIred.
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NE 28 2 HEUER/12)

module_name(ModuleNumber.COOKIEMOD) +
1

I F7|: JSESSIONID=E2FEE9E498A5B34C0BF4RTE284FFRY; Path=/;

parace finichad with
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LEQULPEC. Gomman

TEQUINed, ecaratio

TRQUINe Separator

url, extern_file)

=]O oO|l= =] 3
|:r"_‘I .|_|5|- ._IJ—E ‘?:7“2
= =TI 1= oI
2| OF 2 Broken Access Contro
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[LEQULPED. Connon payloads

equired. decorat1on Directon
TeQULred. separator ry LS Tlrl]
e Jirectory Listing] ht
ry Listing] ht
) ht
]

.""II;' _]_;::1']_[ i | | 1 LOCALIoSL |

ry L1sting |TT[ | [localhost/ 21655
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HE LHE(10/11)

¢ 2tk o2 =0 78k (Backup File exposure)

module
JEQUINE
JEQUINE

ol £|2F4 Backup File o= ¢

L N L e = A L ey S =

—

=l

—

=l

=l

=l

=l
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=l
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. '  parse_domain{site):
_.ﬂlmﬁﬁ" domain = site.replace{ "http:.//
T . domain = domain.replace{ " https:/ /",
‘d“cmmk index = domain.find({ /")
required.conmon import write found data, S¢ if dindex > @:
- B domain = domain[ :index]

required.decoration import * return domain
from concurrent. futures import ProcessPoolExecut

-----------
-----------
 check_dns{dict, domain):
resolver = Resolwverd()
Ty :
answer = resolwver.query{domadin
for rdata in answer:
Ty :
check dns.index += 1
except AttributeError:
rh_rk "jr‘.c j_n-]e}., E'| ---------------------
C e L 5. i = =3
dict._.append{str{rdata.add
except NOANSWar:

2l 2|2k Plain Text L3S &|5t

ry
o
|H
Hu
L
0
S
nE




¢ 3 oo 2] 221&=| 7}

SIGN U

ID

Password
Password check

Name

email

AR S5

oln

SIGN UP

S5 0lAl

SET PASSWORD




Serendipity - Mozilla Firefox

URL Check

Serendipity

< ¢ o
NetHunter || Offensive Security » Exploit-DB « GHDB {| MSFU

Serendipity

« e @ ® 127.0.0. B % - U
NetHunter || Offensive Security » Exploit-DB % GHDB || MSFU

Serendipity Home  Abowt  Home  Login

You can check by entering the url of the website you want

SEREN DI PITY to diagnose
WEB

VULNERABILITIES
DIAGNOSE m
FR0sa Check Website

Hegssty) ZYHIE

2% serendipity

3198 21EH MHIAS A3517| 9138 BIQISHA U URL U2 H0|2| A3




IU(F) SA) HHE) =27|(V) ==ZL(H)

root@kali:/var/vem/html/python# ./support.sh
* * * This script runs for the Web Vulnerabilities Scanner of Serendipity * * =*

Kill python processes for the scanner
Print the scanning txt lists

Print the incomplete quick scanning txt
Print last line of the scanning txt
Print the scanning full data

Print the scanning result

Remove the scanning txt files

Select the number : 6

= = = Sorted-Result = = =

SQL Injection Safe

XSS Injection Safe
Certification Bypass Safe
Cookie Modifying None

Data Exposure Safe

Backup File Checking Risk
Plain Text Checking None
root@kali:/var/ww/html/python# |j

2l AFO|E

|C}

e

WHB.1
mMAUF) =ZA) THEE) 22|V) ==Z(H)

. Kill python processes for the scanner
Print the scanning txt lists
Print the incomplete guick scanning txt
Print last line of the scanning txt
Print the scanning full data
Print the scanning result

. Remove the scanning txt files

Select the number : 5

Cookie Modifying
[Cookie Modifying] http://127.9.0.1 can't find cookie

Directory Listing
[Directory Listing] http://127.8.0.1/index

Backup File Checking
[Backup File Checking] http://127.8.0.1/.htaccess.backup

Plain Text Checking
[Plain Text Checking] http://127.8.8.1 can't convert to IP Address

root@kali:/var/wm/html/python# [

22|27} A1} &ol

= L.




* 2 AO|E g 2y

A1} txt2 M=

modules ini / Al-
SQL_Injection.txt

IvE
X55_Injection.txt

Ce rtlfl jtlon Bypa Cookie r1oduljtlon Data Expo ure.txt Dire tor\, Listing.t Bac kup F|L _Expo

s.txt ot

R A B
venv.cfg

Sorted-Result.ixt

A8- main.py
Plain_Text_Exposu
re.txt

Total-Result.txt Usage.MD

sure.fxt

support.sh

4 W EJ
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SQL Injection R1sk

XSS Injection Risk

Certification Bypass

Cook1e Modifying

Data Exposure

Directory Listing R1sk
Risk
None

BackupFile Checking
Plain Text Checking

WebSite Vulnerability Scanner Repo

[
il
M

=l

Scan Information

URL

http://demo.testfire.net/index.jsp

TIME

2020-10-18 16:45

List of Vulnerability(8/8)

SQL

Injecting SQL statements to cause databases to behave abnormally

Risk

XSS Attack technique for inserting scripts into websites Risk
Certification Attack targeted at login page entering ID and password Safe
Cookie Vulnerabilities in stealing information by falsifying cookie values Safe
Data Accessing the administrator page by exposing it to the end user. Risk
Directory | The ability to show the directory as a list and file when you connect. Risk
BackupFile Vulnerabilities to which a directory structure is exposed Risk
Plain Text Users can obtain data if the data is sent in plain language. Risk
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